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In this assignment, we're tasked with building and managing a virtual network. We'll set up the network, install essential services, and tackle security and recovery strategies. The goal is to apply technology effectively for a multinational corporation's needs, demonstrating our technical and problem-solving skills through the development of a virtual network leveraging advanced Hypervisor technologies. This is a chance to highlight our expertise in the technical and analytical aspects of network operating systems and services.
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A hypervisor is essential software that enables the creation of virtual machines by separating the actual computer's hardware, like its CPU and memory, from the virtual environments and their operating systems.
The computer that runs the hypervisor is known as the host, while the virtual systems it supports are called guest virtual machines.
Hypervisors make sure that these guest virtual machines can use the computer's resources, tricking any operating system running on a VM into thinking it's using the computer's actual hardware. [1]
There are 2 main types of hypervisors.
· Type 1 (bare metal) - operate directly on the host's physical hardware, functioning similarly to a minimal operating system.
· Type 2 (hosted) - work on top of an existing operating system, much like standard applications. [2]
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Type 1 hypervisors are the heavy lifters in the virtual computing world, directly utilizing the host's physical hardware without an intermediary operating system. This setup boosts performance significantly, making them a top choice for large businesses seeking robust virtualization solutions. They offer unparalleled efficiency and security, ensuring each virtual machine operates in isolation, which keeps them safeguarded against cyber-attacks.
These hypervisors shine in managing heavy-duty tasks without downtime, adept at handling vast data amounts and supporting extensive RAM and numerous CPU cores seamlessly. Furthermore, they excel in storage and networking, enhancing virtual workloads' safety and mobility. However, these benefits come with higher costs and the necessity for specialized management tools like Microsoft's System Center Virtual Machine Manager or VMware's vCenter, aimed at streamlining their operation.
In essence, Type 1 hypervisors are ideal for enterprise environments demanding high performance, scalability, and security, despite the investment and management they require. [3]
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Type 2, or hosted hypervisors, act like any other app on your computer, sitting comfortably on your operating system (OS). They chat with your OS to use the computer's hardware, which means they're super easy to set up and manage. However, because they depend on the OS, they might not get first dibs on resources compared to the OS's own tasks. This makes them a bit slower but still a great pick for when you're doing development work, testing, or learning about virtual machines.
These hypervisors are less demanding on your hardware, making them a solid choice for smaller projects or educational settings. While they offer broad compatibility with different operating systems, this flexibility can sometimes impact performance. Despite these limitations, their user-friendly nature and suitability for testing and development tasks make them popular options. Leading examples include Oracle VM VirtualBox, VMware Workstation, and Parallels Desktop, each offering unique features tailored to various virtualization needs.
In short, if you're looking for an accessible way to dive into virtualization without needing top-tier performance or massive scalability, Type 2 hypervisors have got you covered. They're perfect for experimenting with different OS setups, developing software, or just learning more about how virtual machines work. [4]
After doing research about hypervisors, I have decided to use a type 2 hypervisor. 
As a student choosing Oracle VM VirtualBox for my project was a no-brainer, given its standout features tailored for learning and project development. 
· User-Friendly - Setting up VirtualBox is as easy as installing any app on your computer, making it a breeze to adapt to different project needs. It's all about flexibility and ease for us.
· Accessible - With VirtualBox, high-end hardware isn't a must. Its compatibility with standard computers means everyone in our class can dive into the work without tech barriers.
· Developer-Friendly - Need to code, test, or demo? VirtualBox's snapshot and seamless mode features are just the ticket, allowing us to pause and play our virtual scenarios with ease.
· Secure - VirtualBox helps keep our main systems safe by isolating any issues within the virtual machines themselves. It's a safety net for when things don't go as planned.
· Versatile - Whether we're working with Windows, Linux, or any other OS, VirtualBox's wide support range is ideal for exploring and mastering different environments.
· Cost-Effective - It’s hard to argue with free, and VirtualBox being open-source means we can focus on learning without worrying about software costs.
In essence, VirtualBox's combination of simplicity, low resource demand, and broad OS support makes it the perfect match for the tasks needs, ensuring we can explore and grow without the usual technical constraints or financial worries.
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During a lecture as a group, we discussed:
· “How does data get from one computer to another on the Internet and what is the role of IP addresses in the transmission of data on the Internet?
· How do you think routers and switches work on the Internet to facilitate the flow of data between different networks?”
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The role of IP addressing in data transmission across the internet is crucial, ensuring efficient and accurate delivery of information to its intended destination. Next, I will explore the dynamics of data movement on the internet, the significance of IP addresses, and the operations of routers and switches.
Data travels across the internet in packets, each containing the sender's and recipient's unique IP addresses, acting as digital guides to ensure accurate delivery worldwide. Using domain name systems (DNS), human-readable names are translated into computer-understandable IP addresses. The internet operates on a packet routing network governed by Internet Protocol (IP) and Transport Control Protocol (TCP). Together, they ensure consistent and reliable data transmission across all devices. When data is sent over the internet, it's broken into packets for transfer. IP directs data based on numerical IP addresses, while TCP ensures reliability by preventing packet loss, maintaining sequence, and minimizing delays. This collaboration ensures smooth and efficient data flow across the web. [5]
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Routers and switches are vital elements in guiding data across the internet. Routers determine the optimal route for data packets to journey from their source to their destination across various networks, relying on IP addresses for decision-making. They are instrumental in globally routing data through interconnected networks.
On the flip side, switches work within individual networks, linking devices and forwarding data packets based on the devices' physical addresses, or MAC addresses. They facilitate smooth communication within a network by directing packets to the correct devices.
Together, routers and switches comprise the core of internet infrastructure, guaranteeing precise and efficient delivery of data to its intended endpoints. [6]

IP Addressing: Structure, Format, and Representation
IPv4 Addressing:
IPv4 addresses have been foundational in connecting devices across the internet, utilizing a 32-bit configuration split into four segments, shown as numbers like 192.168.1.1. This system was pivotal in the internet's initial growth phase, but as the number of devices seeking internet connections surged, IPv4's limitations became apparent due to its finite pool of unique addresses. Consequently, IPv6 was developed to address these limitations, introducing a 128-bit address length that significantly enlarges the pool of available addresses. This expansion is vital for sustaining the internet's growth, ensuring that an ever-increasing array of devices can connect without running out of unique identifiers. IPv6 not only accommodates the current explosion in connected devices but also future proofs the internet infrastructure, maintaining its accessibility and efficiency for forthcoming technologies and users. This transition underscores the internet's ongoing evolution to meet global connectivity demands, highlighting the importance of adaptable and scalable network protocol. [7]
IPv6 Addressing:
IPv6 represents the next generation of internet protocol addresses, significantly expanding the web's capacity for new devices with its 128-bit address system. This leap from IPv4's 32-bit setup means a virtually unlimited number of devices can now have unique addresses, solving the problem of address exhaustion that IPv4 faced. IPv6 addresses, like 2001:0db8:85a3:0000:0000:8a2e:0370:7334, are displayed in hexadecimal format, which contributes to a more efficient routing process and stronger security protocols for internet traffic. This advancement is crucial for supporting the burgeoning number of internet-connected devices, from smartphones to home appliances, ensuring each can securely and efficiently connect to the internet. IPv6's design also streamlines data flow across the vast global network, optimizing performance and facilitating the growth of internet services. Its introduction marks a significant step towards a more scalable, secure, and high-performing internet infrastructure, ready to meet the future's demands. [8]
Subnetting and Efficient Utilization of IP Addresses
Subnetting stands as a pivotal strategy in the realm of network administration. Subnetting is like organizing a large group of people into smaller teams to work more efficiently. In the world of internet protocols, it's a technique that divides a big IP network into smaller, easier-to-manage networks. This division helps in making the most out of IP addresses, allowing organizations to allocate addresses smartly and avoid wasting space. It's not just about efficiency; it also ramps up security and cuts down on unnecessary network chatter, known as broadcast traffic. Imagine an office space divided into different departments, each with its specific area yet all part of the same company; subnetting does something similar for networks. It ensures that every device gets a unique spot without overcrowding, making the network smoother and more secure. For organizations, this means better control over their networks, leading to improved performance and security. Plus, it's a great way to keep things organized and running smoothly as the network grows. Subnetting isn't just a technical necessity; it's a strategic tool that makes IP address use more effective and networks more reliable. [9]

In the world of networking, IP addressing and subnetting are key tools for creating flexible and efficient networks. Companies often use subnetting to divide their network into sections, which can improve security and operational efficiency by grouping different departments separately. This approach is visually represented through network diagrams, showing how IP addresses are distributed across subnets and the pathways routers take to move data around.

At its core, IP addressing enables the internet to function by directing data packets to their correct destinations. Routers and switches are crucial in this process, utilizing IP addresses to guide data to the right place. A solid grasp of both IPv4 and IPv6 address structures, along with the principles of subnetting, is essential for anyone looking to design or manage a network effectively. This foundational knowledge ensures networks are not only optimized for current needs but also prepared for future expansion and challenges.
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