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Abstract – the topic of this section 
is to provide a report on security issues and solutions of wireless networks. The purpose of this report is to create a network for University of Wales Trinity Saint David (UWTSD). The design contains five campuses of (UWTSD), Google server farm, UCAS server farm and Moodle server farm. This report includes literature review and design of a network.
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I. INTRODUCTION

In this report, the author will conduct research on security issues and solutions of wireless networks to understand the problem and find solutions to address the issues. The research consists of two tasks. Task one, is design and implement a construction of an enterprise network and data center management. The design is going to done by using a packet tracer software tools. Task two, is literature review on network and data Centre management. The first task is all about design a functional network. Network that cover security issues and provide solutions to future growth connections to the network devices. Data Centre is the most critical part in network and this need to address correctly to function efficiently. Author use a software tools to implement and produce/build a “functional/working enterprise network and data centre to support University of Wales Trinity Saint David (UWTSD) campuses”. The design consists of five campuses that are Swansea, Carmarthen, Lampeter, London and Malaysia. In addition, design contains three server farms as well. The goal is to create a network that allow the entire device within the same campuses to communicate each other. 
I. related work
In this section, author is going to learn and understand the issues of network and data Centre management. 
Understanding network and data Centre issues and apply those understanding to address the problems. 
1. Wireless Sensor Network

The wireless sensor network is a network that contains wireless devices to communicate through wireless. In this report, author creates wireless areas with wireless devices that communicate either through connection of wired or wirelessly. For example, (UWTSD) network design have smartphones, laptops and tablets are connecting to access point through wireless. The advantage of these devices are no require of cables to connect and disadvantage is that have short coverage areas [1]. In addition, sensor device used on the network to monitor activities such as movements [2]. 
2. MANET
The mobile Ad-hoc network (MANET) is a system of mobile nodes that connected through wireless. According to the report, “each of these nodes acts as a router and is free to move in any direction independently” [1]. MANET communication to sea need radio signal propagation at sea. According to the report, MANET has higher density of nodes need other intentions with some other parameters [3].
3. Wireless Cellular

The wireless cellular is based mobile phone networks. The cellular technology meaning is referring to having many small interconnected to transmit data from one device to another. The communication could be multiple voice or data connection to a single radio channel. Each sensor device has its own authentication server (AS) on gateway [4]. 
II. network and Data center
Network and data Centre management is very critical and important. “Data processing Centre is key issue for producers and consumer’s information security services” [5]. Processing used to provide additional protection to the business to prevent vulnerabilities and damages. Another method is that, creating IT infrastructure to keep the end user remain unaffected due to the network issues. Increasing connection of internet is one of the major problem, nowadays. The management team must have a clear plan to monitor in and out traffics on the network to ensure communication runs as effectively as possible. Also, “ensure predictable performance for applications, the requested bandwidth should be guaranteed “ [6]. 
Increasing demand on internet based applications that need a topology that able to connect millions of servers to maintain the services [7]. “According to the industrial study said that, the cost in data centre increased from $22.8 to $39 between 2005-to-2009 in USA dollar” [7]. Since then, the cloud computing has taken over to manage the significant increase of the internet connections to run the service of user effectively [8]. This means that, cloud computing used to storage from the network edges and allow the user to access from anywhere. Whereas, [8] the power management in the data centre is used to provide required power consumption to allow the operations run smoothly and share resources in the form of physical servers [9].

It is important in any network and data center to monitor in and out traffics. Not only the traffic but also the environment of the data center area.  Monitoring such as through surveillance camera, temperature sensor and motion detection sensor to ensure data center environment kept a good environment. The Cross-Heat Exchangers are key components that used in the data centre thermal management systems. This method but in place to utilize the operations and documents the result in term of failure [10]. The purpose of network management is a process of controlling a complex data to maximize efficiency and productivity. Process will ensure and allows the data on the network to run smoothly without any affect [11]. 
1. Big data
Increase of data on the network need to be analysis to manage such large data on networks. Without the data centre, communication of data will not be able to run efficiently from one device to another. Data centre is making it easy by giving guidance to allow the data to flow to the required destination through the process of an application. Any network must have data centre that manages the network to run the transmission from one place to another [12]. Different techniques implement to manage and share resources on the network. Also, the cloud computing gives alternative option to save the data on cloud. Cloud is in place to protect information from being lost completely. Many people save their data only in their personal computer. The cloud computing is used as backup [13].  
In addition, significant growth of data on the network and there is always challenge to the management to maintain high application performance to provide services. The management team ensure the below bullet points to be considered when designing network.
· Providing security services

· Balanced distributed services

· Disaster recovery

· Data loss
· Backup 
2. Security
Securing data is key in the network technologies. As there is significant connection within the network. This need to consideration to protect the data without compromising the original data when transmitted from end device to another. The security is one of the important issue that need consideration on any network and data centre management. Implementing various security mechanisms to provide secure communications between the devices on the network by preventing unauthorized accesses. The advanced encryption method and authentication protocols put in place to protect the data on the network [14].
A. VPN
The use of VPN in network to create an end-to-end private connection over third party. This means that, communication between the two end devices are secure from outsider. The benefits of using VPN is to connect individual hosts to access the network securely over internet. Data send on VPN encapsulated and encrypted at the VPN gateways before goes over the internet. According to the report, [15] “layer 3 rules could be added in place to prevent certain user sending traffic from one another for monetization”. In addition, [16] “the VPN is trust to internet connectivity powered by ISPs and rely on IP principles”. When the VPN client connectivity fails, the connectivity will go through server. This has advantages of the below bullet points. 
The IPsec tool used in the network and data center management to keep the data confidentiality, integrity and authentication. Data confidentiality is make sure the information encrypted before transmitting to the network. Integrity is ensuring the information transferred to the required destination without any change, delete or drop.  Authentication is to ensure the source data verified and send to the specific destination without any change.

· Compatibility 
It gives flexibility to the organizations to use such as BYOD into the companies to use. This will give the workers flexibility to work with their devices. In addition, it is less cost to the organizations as they do not have to buy more device for their employees. 
· Scalability 
Scalability is that, it allows the organizations to add new user into the system through internet infrastructure. For example, if the network expanded from 20 devices to 30, scalability will give the advantage of this to the organizations to use it. 
In addition, VPN is less cost, because it gives the organizations to connect third party to the offices through remotely and allows the user to connect to the site.
B. Security issues 
“Defining an evaluation procedure to capture the security maturity level of data centers from a broader is highly desirable” [17]. The main aim of evaluating the security maturity is to assess the security configuration level according to it is data center environment on the organizations. Use of various tools would prevent or reduce the security management. Control access resources, monitoring security aspects and notifying administrator when there is security breach are key methods of securing the network. Ensure unused ports are secure from someone plugging cable into it. In term of security mechanism, such cryptographic tool put in place to encrypt data through symmetric key to protect a user data on the network [18]. 
II. DESIGN and implementation 
In this section, author provide a design of network and data Centre management for university of Wales trinity Saint David (UWTSD) campuses. The purpose is to create a functional network that has capability of maintaining various services to send and receive data from one device to another. Packet tracer software is going to be use to carry out the design. The author considers all requirements to ensure network achieve target. 
1. Network devices

There are various devices are used for this network to maintain the service of user effectively. The components that included in this network which are.

· 2911 Routers

· Layer 3 Switches

· Layer 2 switches

· Printers 
· Wireless access points

· Tablets

· Smart phones

· Laptops 

· Computers

· Nine different servers (see figure)

· And five different IoT devices (see figure)

2. Media cables 

The author used different types of media cables to connect the devices to run the communications between them. Without cables, there will be no connection to transfer data from one device to another. The below media cables used for this network are.
· Fiber optic cable

· Crossover 

· Straight through

The Fiber optical cables used to run the connection between the campuses on this network. This cable has capability of connecting a long distance such as from one continent to another. The use of crossover cables is to connect between the two same devices. The author use crossover cables on this network to connect between switch. In this network, also the author uses straight-through cables end devices to switches and between switches and routers. 
3. Main network design

The figure 1 is the main face of this network design and this contains five (UWTSD) campuses, UCAS server farm and Google server farm. Each campus has it is own devices and network addresses.
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Figure 1

3. Swansea network 
Clicking on any cluster will provide with image of such as figure 2. The figure 2 is Swansea network design. This design consists of various components to maintain the service of communications along. All other campuses also have created with similar design to the Swansea. This means that, author thought it is pointless to have screenshot for each campus. 
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Figure 2
· Core Layer switches

The core layer switches are in place to connect the network. In this scenario, 2 ports connect to router, 4 ports are trunk connect to distribution layers and other 4 connect server farm.
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Figure 3
· Distribution layer switches

The author use distribution-layer switches on this network. These links between core layer and access layer switches. One is used as main switch and the other is backup switch. So when one goes down then other will take over. They both connected as trunk.
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Figure 4

· Access layer switches

The access created to connect end devices to the layer 2 switches. Connection between switches to distributions are trunk and to the end devices are in access mode.
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Figure 5

· Wireless access point area

The figure 6 shows wireless area and wireless devices connected to AP. Access point connect to a layer 2 switch, see figure 2. 
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Figure 6
4. Servers and IoT deevices
The author uses nine different severs for reason. Each one has it is responsibility to maintain it is requirement. The below screenshot is a server room and it is on Swansea campus and each campus bulid with same devices on this one. This built with 2 layer 3 switches, 1 layer 2 switch, 9 server and 8 IoT devices. 
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Figure 7

· Intranet server farm
The server farm created with 2 layer 3 switches,  1 layer 2 switch, five servers and five IoT devices to maintain the service and environment of the area.
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Figure 8

· Extranet server farm

This is a UCAS server farm and it is created with with same devices as the UWTSD campuses. This shows the same components on the campuses accept the intranet ferver farm has les devices which is Moodle and it is on Swansea campus.  
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Figure 9
· Internet server farm

This is internet server farm and it is bulit with same devices as extranet. It is google server farm.
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Figure 10

· System log server

The author use system log server on this network to manage messages to the logging server. the way it is work is that, when message sent to system log and the server send alert to administrators then the administrator check the message and give access. The system lopg server is all about monitoring and troubleshooting. 
· HTTP server

The author use HTTP server to maintain the service of web server. The web server is a system that process the request through HTTP then distribute the information to world wide. It is responsible for managing the web server to host wesite to deliver web content. For example, in this network it says the user request google and type the address then the http will deliver the requests.
· FTP server

The author uses file transfer protocol (TFP) server to transfer files between the computers on the networks. This server will allow the information to be exchanged on computer accounts.the purpose of this server is to excahnge end user data. 
· TFTP server

The author uses trivial file transfer protocol (TFTP) to read and write files by using remote server. This means that, it is responsible for transferring data server and maintain multi-purpose.
· DHCP server

The use of dhcp server is to leasing the ip addresses and ip information to netwokr client for a period of time. The way the dhcp work is that, client send a request an ip address by braodcasting then the dhcp discover message that contains the ip addres and response to it. 
· IoT server

The author use IoT server for IoT devices. This server allow to connect IoT devices to communicate each other and it allows to setup roles to such as alert when there is something happen to the sever room. For example, motion detector detect when there is movement within the server room and it shows on the camera. All the IoT devices in server room to maintain the environment of the  room such as temperature.
· DNS server

The author use domain name server (DNS) on this to to maintain the service of translating the names to the internet protocol ip addresses. This server gather the information across the internet and intract with central registery. It is all exchanging the data on the internet. 
· Routers  
The routers are in place to route the traffic on the networks to send and receive data within the networks. The types of routers on these networks are 2911 ones whereas, in Swansea campus author used generic router. This because 2911 ones do not have enough fiber ports to connect. The 2911 can connect only four fiber ports whereas generics can connect 10 fiber cables.
· Generic router ports 
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· 2911 router ports
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III. results/findings and discussion
· Google image

The below is google working image on google server farm. This image provided by typing 172.17.150.3 or 172.17.151.3 on test PC web browser. The IP addresses are HTTP server interface one and two.
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Figure 11
The HTTP interface addresses setup on DNS server to provide the google image on figure (11). The below figure shows a result of adding HTTP addresses on DNS server. These steps also used on both UCAS and Moodle to create those images.
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Figure 12
5. UCAS image

The below is google working image on google server farm. This image provided by typing 172.16.150.3 or 172.16.151.3 on test PC web browser. The IP addresses are HTTP server interface one and two.
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Figure 13
· Moodle image

The below is google working image on google server farm. This image provided by typing 192.168.150.3 or 192.168.151.3 on any PC1 to PC4 web browser. The IP addresses are HTTP server interface one and two. In addition, the google image has created on Carmarthen, Lampeter, London and Malaysia servers. Author use Moodle image from Swansea campus as an example, as it contains range of IP addresses of Swansea. This tested from PC4 (vlan 200).
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Figure 14
Below figure shows working System Log server working.
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Figure 15
Below figure shows working FTP server working.
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Figure 16
Below figure shows working TFTP Swansea switch.
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Figure 17
Below figure shows working TFTP server working.
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Figure 18
Below figure shows working IoT server logged on. 
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Figure 19
Setting up these roles on IoT server to detect any movement on server room. See figure (21).
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Figure 20
The motion detect the movement activties on server room.
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Figure 21
The below figure is showing the configuration of Swansea router. Due to the word count limitation, author will not be able to provide screenshot for every router configuration.
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Figure 22
The below is configuration on main switch of every campus. 
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Figure 23
The figure shows the security level configured on switches. The core layer switches configured with level zero, distribution layer switches level 4096 and layer two switches 8192.
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IV. conclusion

Overall, this assignment has challenged the author to build functional and working networks. However, due to the author knowledge limitation and time it was not be able to a create VPN on this designed network. Configuring network has taken a long time to resolve any problems due the packet tracer limitation. In the future, the author could build a better network because of the knowledge that gained during the creation of this network. In addition, the firewall would implement for this network, but author has limited knowledge and have not configured. In the future, the firewall would configured because of understanding more about it. Apart from mentioned issues, design and implementation went well.
V. recommendations and future

In the future, author recommend using VPN and firewall on every network. This because both method provides secure communication between users. Building a future network would be develop a better and secure. During creation of this network, author gain more knowledge.
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	                 marking criteria and Student FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 

awarded

	1. Research-informed Literature 

Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	Inclusion of a wide range of research-informed literature. Some areas could do with more referencing. (Grade mark: 73.33%)
	15
	11

	
	
	

	2. Knowledge and Understanding of Subject

Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	Clear awareness of challenges to established views and the limitations of the knowledge base. (Grade mark: 73.33%)
	15
	11

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	Thoroughly logical work, supported by evaluated evidence. High quality analysis, developed. The Introduction should also give some general background research information and reference about the area of studied.  You should improve upon your conclusion and clearly outline your future recommendation. (Grade mark: 73.33%)
	30
	22

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	Overall a good network design and layout however pay close attention to the assignment as there is no VPN / Remote access. The use of Static IP addresses allows for ping tests but this method would not be utilised in a large network. DHCP would have worked provided the correct configuration is in place. The security on the devices is excellent and it will prevent unauthorised access to the network. Attention to the smaller details would have given you higher marks overall. (Grade mark: 75.00%)
	30
	22.5

	
	
	

	5. Skills for Professional Practice 

Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	Well formatted, flow but a number of your sentences could be rephrased, and your figures named not just given numbers. Some other minor errors. (Grade mark: 60.00%)
	10
	6

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	72.5%

	
	Up to four weeks late
	
	

	
	First Attempt?
	
	


� PAGE \# "'Page: '#'�'" ��This statement not necessary


� PAGE \# "'Page: '#'�'" ��The Introduction should give some general background research information about the area of studied.


� PAGE \# "'Page: '#'�'" ��Sentence could be rephrased.


� PAGE \# "'Page: '#'�'" ��Number and name your figures.


� PAGE \# "'Page: '#'�'" ��In refer to the figures in all your discussions.


� PAGE \# "'Page: '#'�'" ��Conclusion is the wrapping up and summarising of key findings and discussion throughout the report.


� PAGE \# "'Page: '#'�'" ��Spelling mistake
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