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To build, deploy, configure and manage type 2 hypervisor platform based virtual networks. To show the steps required documenting these with visual aid in a practical manner.

The steps required to build virtual machines. Using a VM platform, in this case the platform being used would be Oracle VM VirtualBox, a type 2 Hypervisor. There are two types of Hypervisors for a more detail description of what the differences are please refer to observational tasks 3 a below.
[bookmark: _Toc65574154]Methodology

Download the type 2 hypervisor Oracle VM VirtualBox.
[image: ]
[bookmark: _Toc65574155]Fig 1.0 Type 2 Hypervisor Oracle VM Ware VirtualBox.
It should look like this on your desktop. This is the software that was used to create the virtual machines used to complete the tasks.
Under the memory size section, the memory size was increased to 4096 MB on each machine giving a good amount to run the machines at a decent speed, this is shown in fig 1.1. this can be increased depending on the host machine in this case it is possible to increase to 24000 MB as long you are running one machine at a time. The amount available is shown green.
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[bookmark: _Toc65574156]fig 1.1 Virtual Hard disk and increased memory size

along with the increase in memory there is also the possibility of increasing the number of CPUs (processor’s), this can be done in the settings, under system and then processor, again this is dependant on the host machine, as shown in fig 1.2, in this case it has been increased to 6 CPU’s.
[image: ]
[bookmark: _Toc65574157]fig 1.2 Allocation of CPU’s.
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[bookmark: _Toc65574158]Fig 1.3 showing the amount of HDD Allocation on the server and the OS installed on it.
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[bookmark: _Toc65574159]Fig 1.4 showing the amount of HDD Allocation on the client machine and the OS installed on it.

Two servers and two client machines were creating to make two virtual networks (LAN’s). 
Server 1 and Client 1 are shown in fig 1.5.
There are several ways to speed up the Virtual Machines – the following steps were completed for all machines.
1. By having an SSD HD installed on the host machine. (if not already installed).
2. In the settings tab under System then Motherboard on the right side increase the Base Memory (if the host machine has enough it will be in green, slide it all the way to where it meets the red/pink). 
3. Increase the Video memory – click on the display tab on the left side, under Video Memory on the right side slide the arrow to maximum. 
4. Using a good Video Card in your host machine increase the speed in the Virtual Machines. This is shown in fig 1.6
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[bookmark: _Toc65574160]Fig 1.5 Server 1 and Client 1 general setup.
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[bookmark: _Toc65574161]fig 1.6 Increase video memory.
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[bookmark: _Toc65574162]          Fig 1.7 showing the Enable PAE/NX.

By enabling the PAE/NX (Physical Address Extension) will ensure the physical address register of the Host machine/system CPU to be more readily accessible to each Virtual Machine. The NX allows the processor to help protect the pc from malicious software attacks. As shown in fig 1.7, PAE/NX explained in Terminologies below..
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[bookmark: _Toc65574164]Fig 1.8 showing the two networks adapters.

Setting up the network adapters on the server, the requirements was to have two network adapters and named appropriately to be able to be recognised on the network making it easier to identify. one for PublicNet which was the servers network adapter and PrivateNet which was the network adapter for the client this is shown in fig 1.8. As shown in fig 1.9 the network adapters on server1 have also been changed.
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[bookmark: _Toc65574165]Fig 1.9 shows the network adapters connections on server1 changed to PublicNet and PrivateNet1.
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[bookmark: _Toc65574166]Fig 2.0 showing the IP address which has been assigned to PubliNet on Server1.
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[bookmark: _Toc65574167]Fig 2.1 showing the IP address which has been assigned to PrivateNet on Server1.

As Client1 is part of the network PrivatNet1 it has to have the same network adapter and corresponding IP address. This is shown in fig 2.2 and fig 2.3.
[image: ]
[bookmark: _Toc65574168]Fig 2.2 shows the network adapter on client1 with the network adapter PrivateNet1, this shows that client1 is part of Server1’s network. 
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[bookmark: _Toc65574169]Fig 2.3 showing the IP address assigned on client1 and part of Server1 network.

This was also done on Server2 and Client2 with the difference of the adapter name being PublicNet and the second adapter named PrivateNet2. The IP address are also assigned with the following – 
PublicNet On Server2 it is -192.168.1.101.
PrivateNet2 On Server2 it is – 192.168.101.1.
PrivateNet2 on Client2 it is - 192.168.101.2.
Once this was completed the firewalls of the servers and client machines had to be turned off to be able to “ping” between the servers to clients to demonstrate the connectivity between them. Turning off the firewalls is so that the ICMP command which is the “ping” which by default will deny the ping if the firewalls are turned on.
On Server1 using the CMD command prompt a ping was sent to client1 to show if the connection is successful the results of the ping is shown in fig 2.4.
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[bookmark: _Toc65574170]Fig 2.4    showing the ping results from Server1 to Client 1, this shows a successful ping as there was packets sent through the ping and packets have been received with no lost packets. This demonstrate that Server1 is properly connected to Client1 on PrivateNet1 network connection.

This was then repeated for Server2 and Client2 on the first attempt the ping reply was not successful as shown in fig 2.5.
[image: ]
[bookmark: _Toc65574171]Fig 2.5 showing ping from Server2 to Client2 which was in case unsuccessful as the destination (Client2) was unreachable.

After troubleshooting it was identified that the firewall setting for Client2 was still on, once this was turned off and another ping test was carried out, this was also unsuccessful. More troubleshooting steps were carried out including, checking the IP address of PrivateNet2 on both Server2 and Client2. This was incorrectly inputted by the author, and it was also identified that the author did not correctly name the network adapter on Server2, it was set to PrivateNet1. This was changed along with correcting the IP address. Another ping test was carried out which was successful this is shown in fig 2.6.
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[bookmark: _Toc65574172]Fig 2.6 showing the successful ping after troubleshooting was carried out to identify the mistakes. 
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Task 3: Observational Tasks
3 a) what are the differences between type 1 and type 2 Hypervisors.
Hypervisors are system virtualisation which allows hosts to run concurrently, these can be one or many guest systems running different OS (Operating Systems), these include Windows, Linux and MAC, sharing the host hardware in a software-defined and self-contained virtual machine. They come in two forms – type 1 Hypervisor or bare metal virtualisation and - type 2 hypervisor or hosted virtualisation. [1]
[bookmark: _Toc65574174]What is a Type 1 Hyper Visor?
1. The type 1 hypervisor also referred to as “bare metal” Hypervisor is executed directly onto the physical machine hardware (host machine) (operates on top of the host’s hardware) and controls the physical hardware’s whilst managing requests made by the guest operating system, as it has direct access to the underlying hardware, due to this it is said to be the best performing and most efficient hypervisor. Bare metal virtualisations are well established in modern data centres and IT departments as the main foundation of cloud computing on server-based hardware. Some of the benefits of the bare metal hypervisor are reliability, stability and performance, along with advanced managerial features, costs reduction of hardware, software, security, facilitates administration and the ease of system management These hypervisors are in most cases vendor certified. Another advantage of is that if one of the VM’s crashes it does not affect the rest of the guest machines, this makes it more secure. The downside to the type 1 hypervisor is that you have to re-implement device drivers for all supported hardware, uses all host resources and uses its own OS and it cannot be used for anything else apart from virtualisation. [2] [3]
Type 1 Hypervisors vendors –
VMware
one of the most used in industry, with many data centres running this software of virtualisation technology, while not the least expensive or cost-effective solution, but it boasts a lot of advanced features including, simplified architecture, user friendly, secure against threats due to the VMkernel which has a built-in management functionality. This is available as a free version but with limitations but to have all the advanced features there are a few commercial versions available. [4]

Microsoft Hyper-V 
Microsoft hardware virtualisation, running a virtual machine with its own OS and software, giving you more flexibility, efficiency and saving you money. Hyper–V offers disaster recovery and backup, portability, remote connectivity, computing environments and security. A stable and robust platform, with the ability to build test environments to run software on several operating systems by creating different virtual machines for each test. [5] [6]
Oracle VM 
this is an open source, and has XEN at its core, it has a free version with basic features and a paid enterprise version, this is a stable Hypervisor but not as robust as the Hyper-V platform. Has features including creation and configuration of server pools, management of storage repositories, load balancing, cloning and VM migration, can also run multiple VM’s for test environments. [7] [8]
[bookmark: _Toc65574175]What is a Type 2 Hyper Visor?
2. While the type 2 Hypervisor is executed within the operating system, it is NOT installed directly on the host/physical machine (operates on top of the host’s operating system), referred to as hosted hypervisors. These rely solely on the host machines hardware and resources. This type of Hypervisor is a software which runs within the host machine and is run like an additional application, guest operating systems are then installed within this application and run like a standalone virtual machine and are isolated from the host system. Some of the benefits are the reduction in hardware and software costs, accessories, power consumption, security and ease of administrative and system management. The downside to type 2 hypervisor is that as it runs on top of the existing systems OS if there are any floors including security it will compromise and pass through to the VM’s as well, it also has unavoidable latency. Type 2 Hypervisors are not suitable for data centres due to their lack in speeds and security flaws, they are more suitable for testing purposes. [3] [2]   

Type 2 Hypervisor Vendors. 

VMware Workstation/player.
VM player is a free version, it can run on existing virtual machines, it uses the same core and tools as the workstation. VM workstation is the commercial version. Enriched with features such as the managerial end-point security, clones, snapshots and technical support. All VMware platforms are transformable within all VMware virtual machines. [9]

Oracle VM VirtualBox.
A free Virtualisation platform can be installed and used in several OS’s including Linux, Microsoft and Apple MAC. This is I simple yet powerful platform. This platform would require installing your own operating system on each VM. Features include hardware compatibility, virtual network cards, full APCI support and PXE network boot. This is a portable platform which can run on 32- and 64-bit host operating systems. [4] [9]





 



3 b) What is the significance of the subnet mask in ipv4 addressing.
A subnet mask shows two parts/components of a network address, one components of the address identify the host address and the other identifies the network address. In ipv4 a subnet mask is a 32-bits number address that distinguishes each octet in an IP address.
The purpose of the subnet mask is to identify the device, which network it is in and whether traffic is for the current network or needs to be sent to a router to get to its destination. The router will check in its own routing table if the destination is within its own network or if the destination is outside so that it can forward to the right destination eg the default gateway. Subnetting is restricting and filtering incoming and outgoing network traffic, the maintenance of address space effectively. [10]
3 c) Describe the use of cloud computing including its benefits and drawbacks.
The cloud has transformed the way we store data, use software, hardware and manage networks and resources. The cloud service gives an inclusive security and accessibility to businesses from anywhere across the globe, with the advanced knowledge of experience included and support required within the service. The cloud is highly scalable over the internet, it is easy to manage through virtualisation so that resources and data are available quickly and easily, anytime anywhere. The cloud is also cost effective for business’s due to the fact of the savings in not needing the hardware or software as these are set on a pay as you go basis giving the option for small businesses to choose the level required for them.
The advantages of cloud is the cost effectiveness, the options to have a tailored service suitable to your own business needs, the option increasing and de-creasing the service, lower risks in investment, better security and scalability.
Some of the drawbacks to cloud computing are that the data centres and the third parties that look after and manage the company’s resources are in control of those assets and you must rely on them to keep those safe and secure. The software and hardware are never yours they are rented on a pay as you go service, and these can get damaged, corrupted or burnt as these data centres are high targets for Hackers and cybercriminals. [1]
Some cloud computing vendors – 
AWS – A cloud computing platform offering database storage, compute power, content delivery along with the flexibility, scalability and reliability with no upfront costs offering a full comprehensive service on a pay what you use service. [11] [12]
Microsoft Azure – using a virtualisation, and an abstraction layer known as a hypervisor, it can run and manage physical machines which can run multiple operating systems. The hypervisor emulates all the functions of a physical system, whilst running multiple virtual machines with multiple operating systems and software’s simultaneously. This allows IT professionals and developers to easily manage their applications and services remotely. [13] [14]
Google Cloud – google cloud is easily accessible and secure, offering a variety of services, priding itself on their commitment to security and stability. They use API and machine learning which are user friendly with the help of speech detection and language translation which makes it the choice of the people. [15]





[bookmark: _Toc65574176]Terminologies

Virtual Network Computing
VNC is a mobile computing client-based platform, which gives access to the user without the need for having the actual hardware, you can access the home computing environment platform from anywhere at anytime from almost any computing infrastructure. It has the ability for the home computer to be connected by several users at the same time from different locations giving access to file and data sharing, this is achieved through a simple yet powerful remote display protocol. [16]
Virtualization  
A machine simulation and emulation tool that has many important features including server consolidation, access to host hardware and software, application and other testing facilities, mobile computing and system administration. Virtualization is the process to run many virtual computers on one PC simultaneously and being able to run different operating systems within a host computer. For example, if the host computer is running Linux then the VM’s can run Windows on one VM, and MAC on another VM, all of these OS’s can run simultaneously on one computer as each VM appears to be a dedicated virtualized machine. This offers the user to be able to utilise one large machine/server to run many virtual machines more efficiently and inexpensively, along with secure computing. [17]

Ping 
A ping is a network utility tool that is used to test whether a computer host is available across a network. A ping measures the time packets take to reach a destination network address and the time it takes to receive a verification; it also notifies you if all the packets reach the destination and if any packets were lost. A ping command verifies connectivity on the network layer 3 OSI model, it sends ICMP (Internet Control Message Protocol) to test and verify logical and physical connectivity between end devices on a network. [18] 
VDI 
Virtual Desktop Infrastructure (VDI) is a virtualized desktop enables users to be able to connect to their virtual desktop at anytime from anywhere, it gives real live experience of being in front of your computer from anywhere using a capable end device. A VDI is hosted on a virtual machine that is controlled through management software. [19] [20]
PAE/NX 
Physical Address Extension (PAE) is a memory management feature in virtual machines (VM’s), this option enables the user to be able to use more memory in a virtual machine if the host machine has enough, for example if the host machine has 16GB of memory this can be made available to the VM if the PAE is enabled, it also allows more memory to be used in a 32-bit Operating system which allows only 4GB memory. NX allows the processor to help protect the pc from malicious software attacks, it segregates areas of the memory for use with storage and or processor and is marked as non-executable and then the processor will deny any code that is within these areas for security and prevention from certain types of software attacks. [21]


NAT 
Network Address Translation (NAT) is a service provided by the proxy server and it provides public IP address to use on the internet. NAT operates on a router and connects networks together; it translates the private IP address in the internal network before forwarding packets to another network. NAT also has security features which need to be configured to advertise one address for a whole network to everyone else, this effectively hides the rest of the network behind this one IP address. [18] [22]
Firewall 
A firewall is a basic network security software/firmware tool which monitors incoming and outgoing network traffic and prevents unauthorised access to the network. They reside between the borders of networks and they monitor the traffic coming in and going out by using security tools prevent numerous threats and malicious actors. Firewalls can have permissive and restrictive approaches which can be applied to through its settings, the permissive firewall allows traffic to pass unless specified whereas restrictive drops all packages unless it is specified. [23]
ICMP 
Internet Control Message Protocol (ICMP) a protocol that is used within a network to determine and identify communication issues within the network. It is a testing and reporting protocol used to determine if data is reaching its destination by sending messages and reporting errors if any. ICMP also will send messages when it detects an error within a network, it can also be used to diagnose and assess the network health and performance. ICMP’s are used in traceroute and pings where the route of a packet can be seen showing all the devices it has passed to get to its destination. [24]
OOBE 
Out Of Box Experience (OOBE) when installing a new software or operating system windows breaks up the installation process into manageable discrete chunks to reduce cognitive load to reduce fatigue in the users experience when loading these software’s. These broken up chunks gets the users to interact by inputting information at different stages of the installation process, this is to engage the user through the out of box experience of installation. [25]
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Subnetmasks 255 .255.255. 0

Defaut gateway:
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:\Users\Adninistrator>ping 192.168.100.2

Pinging 192.168.100.2 with 32 bytes of dat:
Reply from 192.168.160.2: bytes=32 time<ims
Reply from 192.168.160.2: bytes=32 time<ims
Reply from 192.168.100.2: bytes-32 time<ims TTL-128
Reply from 192.168.160.2: bytes-32 time<ims TTL-128

Ping statistics for 192.168.100.2
Packets: Sent = 4, Received - 4k Lost = © (0% loss),
Approximate round trip times in milli-seconds:
Minimum - ems, Maximum - ems, Average = ems
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C:\Users\Administrator>ping 192.168.101.2

Pinging 192.168.161.2 with 32 bytes of data:

Reply from 192.168.161.1: Destination host unreachable.
Reply from 192.168.161.1: Destination host unreachable.
Reply from 192.168.161.1: Destination host unreachable.
Reply from 192.168.161.1: Destination host unreachable.

Ping statistics for 192.168.101.2:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
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C:\Users\Administrator>ping 192.168.101.2

Pinging 192.168.101.2 with 32 bytes of data:
Reply from 192.168.101.2: bytes=32 time<ims
Reply from 192.168.101.2: bytes=32 time<ims
Reply from 192.168.101.2: bytes=32 time<ims
Reply from 192.168.101.2: bytes=32 time<ims

Ping statistics for 192.168.161.2

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms
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