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Advanced persistent threats (APTs)
Common Vulnerability Scoring System (CVSS)
Internet of Things (IoT)
Machine learning (ML)
Risk-Based Alerting (RBA)
Risk-Based Vulnerability Management (RBVM)
Security Information and Event Management (SIEM)
Security Operations Centre (SOC)
Security Orchestration, Automation, and Response (SOAR)
User and Entity Behaviour Analytics (UEBA)
Vulnerability Management (VM)

[bookmark: _Toc186629113]Abstract
This report examines the challenges, advancements, effectiveness, and limitations of SIEM and VM in Blue Team Operations for cybersecurity. With the increase in cyberspace integration and rising cyber threats, organisations must adopt effective security strategies. Using recent literature and case studies, this report highlights key issues, such as alert fatigue, patching delays, and incomplete asset visibility. It explores advancements that address these challenges, including AI-driven SIEM, SOAR integration, and RBVM. Despite their benefits, limitations like high costs, detection gaps, and operational constraints persist. The report concludes with recommendations to optimise these methodologies, emphasising their role in defending against evolving threats.
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The reliance on cyberspace for essential activities, including shopping, banking, and education, has made digital security a priority. The 2024 Cyber Security Breaches Survey reported that 50% of small businesses identified a cyberattack in the past year, an increase from 32% in 2023. This highlights an increasingly hostile threat landscape, particularly for smaller organisations with limited resources [1]. 
In response to these threats, Blue Team Operations play a vital role in proactively defending against attacks. Central to these operations are SIEM systems, which aggregate and analyse security logs to detect threats, and VM, which identify and mitigate system weaknesses. 
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A primary challenge faced by Blue Teams using SIEM tools is alert fatigue, which arises from the overwhelming volume of alerts generated daily. Many of these alerts are false positives, resulting in wasted effort and genuine threats being missed. SOCs process thousands of alerts each day, with many proving irrelevant. This exhausts SOC teams and increases the likelihood of critical threats slipping through unnoticed [2] [3]. 
Another challenge is integration, particularly in environments combining legacy systems, cloud infrastructure, and hybrid setups. SIEM platforms often struggle to unify these sources, limiting their ability to provide a comprehensive security view. There can be frequent issues in synchronising logs from on-premises systems with cloud-based environments, creating blind spots for threat detection [4].
SIEM tools also face limitations in advanced threat detection. Rule-based systems, which rely on predefined patterns and signatures, often fail to detect APTs or zero-day exploits. These attacks avoid detection by mimicking legitimate activity or exploiting unknown vulnerabilities, highlighting the need for more adaptive approaches [5].
[bookmark: _Toc186629117]Challenges in Vulnerability Management
For VM, one pressing challenge is delayed patching, which leaves known vulnerabilities unaddressed for extended periods. Constraints, such as downtime during patch application, often deter organisations from timely remediation due to service unavailability [6]. A study found that 48% of organisations had one or more data breaches in the past two years. Around 60% of those breaches were due to unapplied patches [7]. 
Another problem is incomplete asset discovery, particularly due to shadow IT and unmanaged devices. These gaps in asset inventories make it difficult to achieve full vulnerability coverage. For example, IoT devices or third-party systems are frequently overlooked during scans, creating exploitable vulnerabilities [8].
Finally, the prioritisation of vulnerabilities. Traditional scoring models like CVSS focus on the severity of vulnerabilities but fail to consider real-world exploitability or specific business impact. This often leads to resource misallocation, with security teams addressing low-risk issues while high-risk vulnerabilities remain unaddressed [9].
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Recent advancements in SIEM systems aim to address alert fatigue, integration complexity, and threat detection. One innovation is the integration of AI and ML. Tools like Splunk and IBM QRadar leverage AI to analyse patterns, detect anomalies, and reduce false positives. For example, Splunk’s AI-driven analytics and RBA have reduced alert volumes by 50% to 90%, enabling SOC teams to focus on high-priority incidents [10] [11] [12].
Another key development is the incorporation of SOAR into SIEM platforms. SOAR automates repetitive SOC tasks, such as alert triage and response playbooks, enhancing efficiency. Tools like Cortex XSOAR have demonstrated success in automating phishing response workflows, reducing incident response times [13].
Additionally, cloud-native SIEM platforms, such as Microsoft Sentinel, address integration challenges by providing seamless monitoring for hybrid environments. Sentinel can detect real-time insider threats through Microsoft’s UEBA which uses cloud-based data source integration. Both these points are supported by a case study from Pearson VUE that stated that Sentinel allows them to see everything within their estate, allowing them to be proactive with their responses. These advancements improve functionality and applicability of SIEM systems across diverse setups [14] [15].
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In VM, the adoption of RBVM represents a major step forward. Unlike traditional approaches, RBVM tools like Tenable Nessus and Qualys VMDR prioritise vulnerabilities based on risk context, such as active exploitation and business impact. This allows organisations with RBVM to reduce the vulnerabilities requiring immediate attention by up to 97% [16]. 
Automated and continuous scanning is another significant advancement. Tools like Nessus agents enable non-disruptive scans, ensuring vulnerability data remains up to date without impacting system performance. This is beneficial in dynamic environments where new assets and configurations are introduced regularly [17].
Finally, threat intelligence integration into workflows enhance prioritisation accuracy. By incorporating real-time threat feeds, VM tools can identify vulnerabilities actively exploited in the wild, enabling security teams to focus on critical risks [18] [19].
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SIEM systems have proven effective in providing centralised log management and real-time threat correlation, enhancing visibility across diverse environments. For instance, as reviewed by EdTech Magazine, IBM QRadar demonstrated the ability to detect multi-stage attacks by correlating logs from different sources, making it a valuable Blue Team tool [20] [21].
Vulnerability Management tools, particularly those employing RBVM, are effective in streamlining vulnerability identification and prioritisation. Qualys VMDR has been successful in reducing remediation workloads by focusing on actively exploited vulnerabilities, ensuring that resources are allocated to critical issues [22].
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Despite these strengths, SIEM tools face limitations. Their high implementation and operational costs make them inaccessible to smaller organisations [23]. Furthermore, rule-based detection remains inadequate against novel attack vectors, underscoring the need for more adaptive and intelligent systems [24]. 
Similarly, VM tools face challenges in operational environments. Delays in patching due to business constraints continue to impede effectiveness [25]. Additionally, asset discovery tools often fail to account for shadow IT and unmanaged devices, leaving critical gaps in vulnerability coverage [26].
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Organisations should address limitations by:
· Investing in AI-driven SIEM systems to enhance anomaly detection capabilities.
· Integrating SOAR to automate and streamline response workflows.
· Adopting continuous monitoring and incorporating threat intelligence into VM processes for improved prioritisation.
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SIEM and VM are essential components of Blue Team Operations, providing critical capabilities for proactive threat detection and vulnerability mitigation. However, challenges such as alert fatigue, patching delays, and resource constraints hinder effectiveness. Advancements with AI, SOAR capabilities, and RBVM have made significant strides in addressing issues but still require refinement.
To ensure the effectiveness of these tools, organisations must invest in the advancements, prioritise training, and allocate resources efficiently. As cyber threats evolve, the role of SIEM and VM in maintaining robust defences will remain paramount.
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