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	Site
	VM
	Role
	LAN IP
	Inter-site
IP

	Birmingham
	Server01 (B-DC)
ServerWindowsBirmingham
	Win Server 2019 - DC,
DNS, DHCP, IIS, RDS
	192.168.100.10/24
	10.1.0.2/29

	Birmingham
	BirmClient01
(ClientS1)
ClientWindowsBirmingham
	Win 10 Pro — Domain
Member
	DHCP
(192.168.100.11–.20)
	—

	London
	LondServer01 (L-
CD)
ServerLinuxLondon
	Debian CLI — Member,
DHCP Relay
	192.168.200.10/24
	10.1.0.3/29

	London
	LondClient01
(ClientL1)
ClientLinuxLondon
	Debian GUI — Domain
Member
	DHCP
(192.168.200.11–.20)
	—


Table 1: Topology
[bookmark: _Toc227930542]Create the inter-site NAT Network in VirtualBOX
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Figure 1: Create inter-site network.
· This inter-site network will help to connect Birmingham Network and London Network.
· Here we use Class A IPv4 Prefix: 10.1.0.0/29 as per topology.
· Class A IP for used for private network.
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[image: ]
Figure 2: Configure Adaptor 2 in Windows Server.
[image: ]
Figure 3: Configure Linux Server
· Configure Adaptor 2 in ServerWindowsBirmingham and ServerLinuxLondon to NAT Network.
· As per topology this adaptor use to connect with Linux server from London.
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Figure 4: Inter-site NAT Configure in ServerWindowsBirmingham.
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Figure 5: Configure Debian Server And test the connection with Birmingham Windows Server.
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[bookmark: _Toc227930548]1.1. Routing in Birmingham Network
Routing is the plumbing of the network. This section shows how packets are guided from Birmingham (192.168.100.0/24) to London (192.168.200.0/24) and back. The Windows side uses RRAS; the Linux side uses kernel IP forwarding and iptables.
 
Install the Remote Access role
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Figure 6: Install Remote Access Role

In [Add role and features] Choose [Remote Access] and select [Routing], [DirectAccess and VPN (RAS)].
 The Windows Remote Access role bundles everything needed for routing and VPN in one package [1]. Here it is installed alongside IIS both will be needed later. The key sub-features are Routing (for LAN routing) and DirectAccess and VPN (RAS) (for the site-to-site VPN). The installation completed cleanly on Server01.BIRMINGHAM.ACCA.


Configure RRAS
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Figure 7: Configure and Enable Routing and Remote Access
In [Server manager] [Tools] Go to [Routing and Remote Access] then [right click the server01] choose [Custom configuration] then choose [Lan routing] Then [Finish]. 
The Routing and Remote Access Server Setup Wizard walks you through choosing the routing mode. Custom Configuration  LAN Routing is the right choice here it turns the server into a dedicated IP router without enabling unnecessary dial-up or full VPN gateway features. The wizard finishes and prompts to start the service
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Figure 8: Successfully Routing and Remote Access Start.
The Routing and Remote Access MMC console is now live. SERVER01 (local) shows up with a green arrow, meaning the service is running. The tree expands to show Network Interfaces, Static Routes under IPv4 this is where the next hop to London will be entered. Think of this console as the control panel for your Windows router.

Add static route to London
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Figure 9: Configuration for static route to London.
This is the critical routing entry. Destination 192.168.200.0, mask 255.255.255.0 that is the entire London LAN. Gateway 10.1.0.3 is the London Debian server's inter-site IP. Interface is set to Intersite. With this single entry, any packet destined for London gets forwarded to the Linux server, which will deliver it. The route is already visible in the table at the top.

Allow ICMP and configure firewall
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Figure 10: Enable ICMP for Echo Request – ICMPv4)
Windows Firewall blocks ICMP by default a sensible security posture in production, but a debugging nightmare in a lab. This screenshot shows the ICMPv4 Echo Request inbound rule being enabled on the Domain profile. Without this, pings from London would reach the Windows server but get silently dropped, making routing look broken when it actually isn't.

Verify Birmingham → London ping (one direction so far)
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Figure 11: Verify Birmingham Server Route to London server. Successful 
Pings from Birmingham to 192.168.200.10 are getting replies  routing in the Birmingham to London direction is confirmed. This is a milestone: it proves the static route and inter-site link are working. The note "one direction so far" is important London still needs its return route configured, which is the next section.
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Enable persistent IP forwarding
[image: ]
Figure 12: persistent IP forwarding Enabled
On Linux, the kernel does not forward packets between interfaces by default. This is deliberately conservative. The command sysctl -w net.ipv4.ip_forward=1 enables it immediately, but it resets on reboot. Writing net.ipv4.ip_forward=1 to /etc/sysctl.conf makes it permanent. Both steps are done here immediate effect plus persistence across reboots.

Add persistent static route to Birmingham LAN
[image: ]
Figure 13: persistent static route to Birmingham LAN.
The ip route show command lists the kernel routing table. The route 192.168.100.0/24 via 10.1.0.2 is now present any packet going to the Birmingham LAN will be sent to the Windows server's inter-site IP (10.1.0.2). The route is added with the proto static flag and persisted so it survives reboots.

Allow ICMP forwarding via iptables (or nftables)
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Figure 14: Install iptables-persistent.
iptables rules are lost on reboot unless explicitly saved [8]. The iptables-persistent package solves this by saving rules to /etc/iptables/rules.v4 and restoring them at boot time. The apt install output confirms a clean installation. This is a small step but a critical one without it, the firewall rules added next would vanish after a reboot.

[image: ]
Figure 15: Firewall and iptables forwarding for ICMP.
Linux's iptables FORWARD chain controls packets that pass through the machine (not destined for it). Three ACCEPT rules are added: ICMP from Birmingham (192.168.100.0/24) to London (192.168.200.0/24), the return direction, and ICMP on the inter-site segment. netfilter-persistent save writes these to disk. Now the Debian router will pass ICMP in both directions.
Verify cross-site ping
[image: ]
Figure 16: Windows Server from Birmingham and Linux server for London are Successfully Pinged.
This is the payoff for the routing section. Pings in both directions succeed Birmingham to London and London to Birmingham. The iptables rules, static routes, RRAS configuration, and IP forwarding all came together. Cross-site routing is fully operational. This gives us the foundation everything else builds on.
[bookmark: _Toc227930550]2. Domain Server (Birmingham)
Active Directory is the identity backbone of the whole network [2]. Every user account, computer object, group policy, and domain join flows through the Domain Controller set up here.
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Figure 17: For Domain Controller Local IP Configure to 192.168.100.10/24.
A Domain Controller must have a static IP it cannot be moving around on DHCP while everyone else depends on it for DNS and authentication. The properties confirm 192.168.100.10/24 with the default gateway at 192.168.100.1 and the preferred DNS server set to 127.0.0.1 (itself). Once AD DS is installed, this machine runs its own DNS server and must query locally first.
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Figure 18: AC DC Installed.
Active Directory Domain Services is now installed on the server. The wizard shows a successful feature installation. Crucially, the yellow "Promote this server to a domain controller" link has appeared installing the AD DS binaries is just step one. The actual forest/domain creation happens in the promotion wizard, which is the next step.
[bookmark: _Toc227930553]Promote to Domain Controller
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Figure 19: murat.acca DNS Installed.
The promotion wizard runs its Prerequisites Check. The warnings shown are normal and expected for a lab environment things like no read-only DC, cryptography warnings, and the NetBIOS name check. None of these are blockers. The domain name murat.acca is accepted and the wizard is ready to create the new forest. After this, the server will reboot as a full Domain Controller.
[bookmark: _Toc227930554]First login after promotion
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Figure 20: User under the murat.acca domain logon successful.
Active Directory Users and Computers confirms the promotion worked. SERVER01 appears under Domain Controllers with DC Type: Global Catalog meaning it holds a full copy of the directory. The DNS name reads Server01.murat.acca and the site is Default-First-Site-Name. The domain murat.acca is live and functioning.

[bookmark: _Toc227930555]2.2. Create all appropriate A records for all servers on Birmingham and London Network
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Figure 21: Create a lookup zone for all Servers and clients.
DNS is what translates friendly names into IP addresses [5]. The DNS Manager shows the forward lookup zone for murat.acca, populated with A records for every server and client in both Birmingham and London. This means any machine in the domain can resolve b-dc.murat.acca, webs.murat.acca, and the London hosts by name no manual IP memorisation required.

[bookmark: _Toc227930556]2.3. Create a reverse lookup zone creating PTR records for all servers.
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Figure 22: Reverse look up Working fine.
The nslookup tests prove both DNS directions work. Forward lookup: b-dc.murat.acca resolves to 192.168.100.10. Reverse lookup: 192.168.100.10 resolves back to webs.murat.acca. PTR records in the reverse zone enable this. Many services (Kerberos, some mail servers, VPNs) require working reverse DNS skipping this is a common oversight that causes subtle failures later.

[bookmark: _Toc227930557]2.4 Configure secure password policy
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Figure 23: Password policy Modified.
Group Policy is how you enforce security settings across every machine in the domain without touching them individually. The Default Domain Policy is edited to set: password history of 5, maximum age of 60 days, minimum age of 1 day, minimum length of 5 characters, complexity requirements enabled, and reversible encryption disabled (highlighted in blue this must always be disabled, as enabling it is a major security risk). These settings apply domain-wide on next Group Policy refresh.

[bookmark: _Toc227930558]3. Encrypted Connection between Birmingham and London
Routing over the plain inter-site link works, but traffic is unencrypted. A site-to-site VPN wraps that traffic in an encrypted tunnel [4] essential for any real-world deployment.

[bookmark: _Toc227930559]3.1. Configure Site-to-Site VPN to London Network.
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Figure 24: VPN Setting done in windows server b-dc and connected with linux.

Split screen showing both ends of the VPN tunnel. On the Windows side (left), RRAS shows the VPN connection as established. On the Linux side (right), strongSwan (the IPsec implementation on Debian) reports the tunnel as INSTALLED and ACTIVE, with the ping results confirming encrypted traffic is flowing. Both sites are now communicating over a secured IPsec tunnel not just raw routing.
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Creating users one by one through the GUI is fine for demos but impractical for real deployments. Bulk import from a CSV file is the professional approach.

[image: ]
Figure 25: Bulk Users import from CSV File.
The Users-Custom Organisational Unit now contains 10 user accounts: Anna Taylor, David Brown, Emma Jones, James Davis, Jane Doe, John Smith, Lisa Miller, Michael Johnson, Robert Wilson, and Sarah Williams. These were bulk-imported from a CSV file using a PowerShell script much faster and less error-prone than manual entry. All accounts land in the same OU, making it easy to apply policies to them as a group

[bookmark: _Toc227930562]5. Domain Membership
[bookmark: _Toc227930563]5.1. Join L-CD, ClientS1, ClientL1 to the yourname.acca domain.
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Figure 26: LondonServer Configured.
The realm join command uses the SSSD/realmd stack to join a Debian machine to an Active Directory domain. The realm list output confirms: configured: kerberos-member, domain: murat.acca, login formats accepted. This is modern enterprise Linux AD integration users from the domain can now log into this Linux server using their AD credentials

[image: ]
Figure 27: LondonLinuxClient Connect to DC through LondonLinuxServer.

The London Linux client goes through the same realm join process. Because the client's DNS must resolve the DC, this join working confirms that DNS is correctly reachable from the London network either through the inter-site routing or via the VPN tunnel. The realm list shows an identical successful join configuration.
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Figure 28: Windows Client Connect with Domain.
On Windows, Add-Computer -DomainName murat.acca -Credential murat.acca\Administrator is the PowerShell way to join a domain. It is faster than clicking through the GUI and scriptable for mass deployments. The successful execution means the machine's computer account was created in AD and Kerberos tickets are being issued. After a reboot, the user can log in with domain credentials.
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Manual IP assignment does not scale. DHCP automates this [3], and with a relay agent, a single DHCP server on the Birmingham DC can serve both sites.
[bookmark: _Toc227930565]6.1. Configure B-DC as DHCP Server. 
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Figure 29: B-DC Configure as DHCP Server.
The DHCP Manager on B-DC shows two scopes: Birmingham-Scope (192.168.100.0/24) and London-Scope (192.168.200.0/24). The Address Leases tab confirms that ClientS1 has already received 192.168.100.11 via DHCP the first address in the pool. This proves the DHCP service is running and actively handing out addresses. Both scopes are managed centrally from the Birmingham DC.


[bookmark: _Toc227930566]6.2. Configure L-CD as DHCP Relay Server.
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Figure 30: L-DC Configure as DHCP Relay	.
DHCP uses broadcast packets, which do not cross routers by default. A DHCP relay agent (running on the London Debian server) listens for DHCP broadcasts from London clients and forwards them as unicast to the Birmingham DC (192.168.100.10). The tcpdump output at the bottom captures live DHCP traffic BOOTP/DHCP Reply packets flowing between the DC and the London client proving the relay is working end-to-end
[bookmark: _Toc227930567]6.3. All the Clients should receive IP Address automatically via DHCP Server.
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Figure 31:Windows Client DHCP Configured.
ipconfig /all on the Windows Birmingham client confirms DHCP is working perfectly: DHCP Enabled: Yes, the assigned IP is in the Birmingham pool, and the DHCP Server field shows 192.168.100.10 the Birmingham DC. The DNS Suffix search list includes murat.acca. Everything is consistent with the design. No manual IP configuration was needed on this client.

[image: ]
Figure 32: LondonClient DHCP Configured
The ip addr show output on the London Linux client shows an IP address in the 192.168.200.0/24 range assigned via DHCP routed all the way from the Birmingham DHCP server through the relay agent on the London Debian server. This is the most complex part of the DHCP setup working correctly: cross-site DHCP via relay.



[bookmark: _Toc227930568]7. Test and Troubleshoot
A network that appears to work is not the same as a network that is verified to work. This section runs systematic connectivity tests from every machine in the topology.

[bookmark: _Toc227930569]7.1. Test the network for Connectivity.
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Figure 33: Testing in WindowsClient01 all worked.

This is the Windows client's health check. Pings to the DC at 192.168.100.10 succeed, the machine is confirmed as a domain member of murat.acca, nslookup resolves domain names correctly, and ipconfig shows a clean DHCP-assigned address. All four tests passing from a single client gives high confidence the entire stack DNS, DHCP, routing, domain membership is functioning as designed.
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Figure 34: LinuxClient Tested.
The Linux client shows its network configuration. The assigned address is in the London DHCP pool (192.168.200.x), confirming the relay path is working end-to-end. This is the starting point for the cross-site ping test we know the IP is correct, so any failure in the next test would point to routing rather than addressing.

[image: ]
Figure 35: Test On Linux Server.
The London Debian server runs its own verification: nslookup resolves murat.acca to the Birmingham DC's IP, ip addr shows both the LAN and inter-site interfaces correctly addressed, and ip route shows the static route to Birmingham still in place. This machine is the relay and routing node for London confirming all three elements here is essential.
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Figure 36: Test on WindowsServer.
The Domain Controller runs its own sanity check. Test-NetConnection verifies remote connectivity, and ipconfig shows both the LAN adapter (192.168.100.10) and the inter-site adapter (10.1.0.2) are correctly configured. Running tests from the DC itself closes the loop we have now verified connectivity from all four machines in the topology.





[bookmark: _Toc227930570]8. Disk Drive
A shared file location that all domain users can access and only domain users is a fundamental enterprise requirement. This section sets that up on the Birmingham server.

[bookmark: _Toc227930571]8.1. Mount second disk drive to E:\BirminghamFiles. Share and assign required.
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Figure 37: Disk E Created And Mount.
Disk Management shows two disks: Disk 0 (the OS drive with the system partition, recovery, and C:) and Disk 1 a clean 40GB disk set up as a Simple Volume formatted NTFS and assigned the drive letter E: with the label BirminghamFiles. This is a separate drive deliberately mixing user data with the OS drive is bad practice. Keeping them separate simplifies backup and disaster recovery.


[image: ]
Figure 38: Create Folder and Share with Domain Users.

The BirminghamFiles folder on E: is shared over the network. The Properties dialog shows the Sharing tab with Network File and Folder Sharing enabled. Clicking Share opens the sharing wizard where specific users and groups can be granted access. The share name on the network will be BirminghamFiles, accessible as \\server\BirminghamFiles from any domain machine

[image: ]
Figure 39: File can access only from Domain Users and only view by everyone.
The split screen is the proof of concept. On the left, the Linux client (logged in as a domain user) navigates to the network path and sees the BirminghamFiles share with Murat.txt inside. On the right, the Windows client shows the same share. Both clients are from different sites and different operating systems and both can access the share using domain credentials. Non-domain machines would be denied. This is exactly the access model required










[bookmark: _Toc227930572]9. IIS Server
A corporate intranet website accessible only to authenticated domain users, served over HTTPS. Three components: a self-signed certificate, IIS site configuration, and Windows Authentication

[bookmark: _Toc227930573]9.1. Create webs.yourname.acca website and enable windows internal authentication.
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Figure 40: SSL Certificate Created.
New-SelfSignedCertificate is PowerShell's built-in tool for creating test SSL certificates. The command generates a certificate with the Subject and DNS name set to webs.murat.acca, stores it in the local machine's certificate store, and then IIS uses it for the HTTPS binding. In a production environment this would be a certificate from a trusted CA but for an internal intranet site on a lab domain, self-signed is perfectly appropriate.
[image: ]
Figure 41: Authentication And SSL(HTTPS) Done.
The IIS Authentication settings for the webs.MURAT.ACCA site are clear: Anonymous Authentication is Disabled, ASP.NET Impersonation Disabled, Basic Authentication Disabled, Digest Authentication Disabled and only Windows Authentication is Enabled [6]. This means every visitor is challenged for domain credentials before seeing anything. No domain account, no access. This is the correct setup for a domain-internal corporate site.

[image: ]
Figure 42: The Webpage Access from Windowsclient.
The final proof: a browser on the Windows client hits https://webs.murat.acca and loads the page without an error. The URL bar shows https:// (HTTPS is working), and the page content confirms it is served correctly with the domain-authenticated welcome message. The user only sees this page because they are logged in with a murat.acca domain account Windows Authentication handled the challenge transparently using Kerberos.







[bookmark: _Toc227930574]10.Remote Desktop Services
Remote Desktop Services (RDS) [7] lets users run applications and desktops hosted on the server, accessed from any machine on the network even a thin client
[bookmark: _Toc227930575]10.1. Configure remote access for B-DC from any other machines in the network.
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Figure 43 Server Manager  Remote Desktop Services Overview showing all RDS roles deployed: Web Access, Gateway, Licensing, Connection Broker, Session Host
Server Manager's RDS overview shows the full role deployment: RD Web Access (the web portal), RD Gateway (secure external access), RD Licensing (CAL management), RD Connection Broker (load balancing and session routing), and RD Session Host (where applications actually run). This is a complete Quick Session Deployment all roles on a single server, which is fine for a lab. In production, these roles are typically split across dedicated servers for resilience.

[image: ]
Figure 44: Browser showing RD Web Access portal at https://rdcb.murat.acca/RDWeb Work Resources page with RemoteApp (Calculator) available
The RD Web Access portal is live and reachable from the client browser at https://rdcb.murat.acca/RDWeb. The Work Resources page shows the RemoteApp  in this case, Calculator is published as a test application. A domain user clicks it and the application launches remotely on the RD Session Host, displayed on the client as if it were running locally. This demonstrates full RDS functionality: authentication, session brokering, and application delivery all working together.

[bookmark: _Toc227930576]Reflection
Building this two-site network from scratch was one of the most complete hands-on exercises I have worked through. Every task connected to the next, and that dependency chain is where most of the real learning happened.

What worked well
The routing section came together smoothly once I understood that two separate things needed to happen simultaneously: RRAS needed a static route and Windows Firewall needed ICMP allowed. Before I made that connection, pings were disappearing silently a reminder that "routing is broken" and "firewall is blocking" look identical from the outside.
The cross-site DHCP relay was satisfying to get working. Using tcpdump on the London server to watch BOOTP packets being forwarded in real time made the abstract concept very concrete. Seeing the DHCP DISCOVER leave the client as a broadcast, get captured by the relay, forwarded as unicast to Birmingham, and come back as a unicast OFFER that sequence made the RFC make sense in a way reading never quite does.
The Linux domain join (using realmd and SSSD) worked on the first attempt, which honestly surprised me. The tooling has matured significantly five years ago joining Linux to AD was a manual Kerberos configuration exercise. Today, realm join murat.acca is genuinely close to the Windows experience.
Challenges and what I learned from them
The site-to-site VPN was the most challenging component. Getting strongSwan on Debian to negotiate with RRAS on Windows required careful alignment of the IKE proposal parameters cipher suites, Diffie-Hellman groups, and authentication methods all had to match exactly. A single mismatch causes a silent failure with cryptic log messages. I learned to read the strongSwan and RRAS event logs methodically rather than guessing at configuration changes.
DNS was another area where the ordering of operations mattered more than I expected. When I tried to join a machine to the domain before its DNS record was created, the join would time out with a "domain not found" error  even though the DC was reachable by IP. This reinforced a rule I will carry forward: DNS first, always. Every other service depends on it.
The IIS HTTPS setup exposed a subtle VirtualBox networking issue: the self-signed certificate was trusted by the DC but not by the clients, because they did not have the root certificate. Adding the certificate to the domain Trusted Root Certification Authorities via Group Policy resolved it. That experience connected Active Directory, Group Policy, and PKI in a way that a textbook diagram never quite captures.
What I would do differently
I would take snapshots more aggressively in VirtualBox. More than once I had to rebuild a configuration from scratch because a bad change left the VM in an unrecoverable state. A snapshot before each major task (before AD DS promotion, before RRAS configuration, before VPN setup) would have saved significant time.
I would also write the static routes and iptables rules as provisioning scripts from the start rather than applying them manually. Manual configuration works fine the first time, but when testing meant rebuilding the environment multiple times, having an idempotent script to re-apply everything in seconds would have been far more efficient.
Overall takeaway
This assignment demonstrated that enterprise networking is not a collection of independent features  it is a tightly coupled system where DNS feeds AD, AD feeds domain join, domain join feeds DHCP authorisation, DHCP feeds client connectivity, and client connectivity enables everything else. A failure at any layer propagates upward in ways that can be genuinely confusing to diagnose if you do not understand the dependencies.
Understanding that dependency chain  being able to read a symptom and work backwards to the root cause  is the most valuable skill this exercise developed. The screenshots in this document are not just evidence of tasks completed; they are a record of a working system built from first principles, and the troubleshooting knowledge that comes with having built it yourself.
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localadmin@LondonServer: ~ Q = x

localadnin@Londonserver:-$ ip addr show
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred ft forever
inet6 /128 scope host noprefixroute
valid Lft forever preferred 1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP group default glen 1000
link/ether 08:00:27:1e:92:a6 brd ff:ff:ff:ff:ff:ff
altname enx0800271e92a6
inet 192.168.200.10/24 brd 192.168.200.255 scope global noprefixroute enpos3
valid 1ft forever preferred 1ft forever
inet6 /64 scope link noprefixroute
valid 1ft forever preferred lft forever
3: enposa: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1560 qdisc fq_codel state UP group default glen 1000 /
link/ether 08:00:27:0f:09:52 brd ff:ff:ff:ff:ff:ff
altname enx0800270f0952
inet 10.1.6.3/29 brd 10.1.0.7 scope global noprefixroute enposs
valid 1ft forever preferred lft forever
inet6 /64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
localadmin@Londonserver:~$ [ ’
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Recycle Bin
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Administrator

Command Prompt

Microsoft Windows [Version 16.6.17763.3656]
(c) 2618 Microsoft Corporation. All rights reserved

C:\Users\Administrator.SERVER@1>ping 16.1.6.3

Pinging 10.1.6.3 with 32 bytes of data
Reply from 10.1. bytes=32 time<ims
Reply from 10.1. bytes=32 time<ims
Reply from 10.1. bytes=32 time<ims
Reply from 10.1. bytes=32 time<ims

oo

Ping statistics for 10.1.0.3
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems

C:\Users\Administrator.SERVER@1>ping 192.168.200.10

Pinging 192.168.260.16 with 32 bytes of data
Reply from 192.168.260.16: bytes=32 time<ims
Reply from 192.168.260.10: bytes=32 time<ims
Reply from 192.168.260.10: bytes=32 time=ims
Reply from 192.168.260.10: bytes=32 time<ims

Ping statistics for 192.168.200.16;
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = ims, Average = ems

C:\Users\Administrator.SERVER®1>
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# sudo nano /etc/sysctl.conf

root@Londonserve:
# echo "net.ipv4.ip_forward=1"

root@LondonServe
sysctl -p
net.ipv4.ip_forward=1
net.ipv4.ip_forward = 1
root@LondonServer:~# [

localadmin@LondonServer: ~

-> .

Q = x

| tee -a /etc/sysctl.conf
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1l
x

localadmin@LondonServer: ~ Q

root@Londonserver:~# ip route show

default via 192.168.200.1 dev proto static metric 100
10.1.0.0/29 dev proto kernel scope link src 16.1.6.3 metric 101
§ 192.168.100.6/24 via 10.1.0.2 dev proto static metric 1
192.168.200.0/24 dev proto kernel scope link src 192.168.260.10 metric 100

2 root@LondonServer:~# [

® & ® R

E=4

e & ® 0

Wellbeing

BORF O EBlES M right cr
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localadmin@LondonServer: ~ Q = x

root@LondonServer:~# apt update

Hit:1 http://deb.debian.org/debian trixie InRelease

Hit:2 http://security.debian.org/debian-security trixie-security InRelease
Hit:3 http://deb.debian.org/debian trixie-updates InRelease

AUL packages are up to date.

root@LondonServer:~# apt install -y iptables-persistent

Installing:
iptables-persistent
Installing dependencies:
iptables libipatc2 libip6tc2 netfilter-persistent \
Suggested packages:
firewalld
Summary:

Upgrading: ©, Installing: 5, Removing: ©, Not Upgrading: ©
Download size: 420 kB
Space needed: 2,695 kB / 13.0 GB available

Get:1 http://deb.debian.org/debian trixie/main amd64 libip4tc2 amd64 1.8.11-2 [20.0 kB

Get:2 http://deb.debian.org/debian trixie/main amd64 libip6tc2 amd64 1.8.11-2 [20.3 kB

Get:3 http://deb.debian.org/debian trixie/main amd64 iptables amd64 1.8.11-2 [361 kB

Get:4 http://deb.debian.org/debian trixie/main amd64 netfilter-persistent all 1.6.23 [7,948 B
Get:5 http://deb.debian.org/debian trixie/main iptables-persistent all 1.0.23 [10.5 kB
Fetched 420 kB in 0s (1,832 kB/s)
Preconfiguring packages
Selecting previously unselected package libip4tc2:amd64

(Reading database ... 163871 files and directories currently installed.)
Preparing to unpack .../libip4tc2 1.8.11-2_amd64.deb

Unpacking libip4tc2:amd64 (1.8.11-2)

Selecting previously unselected package libip6tc2:amd64

Preparing to unpack .../libip6tc2 1.8.11-2 amd64.deb ..

Unpacking libip6tc2:amd64 (1.8.11-2)

Selecting previously unselected package iptables.

Preparing to unpack .../iptables 1.8.11-2 amd64.deb ..

Unpacking iptables (1.8.11-2)

Selecting previously unselected package netfilter-persistent.

Preparing to unpack .../netfilter-persistent 1.6.23 all.deb ..
Unpacking netfilter-persistent (1.6.23)

Setting up libip4tc2:amd64 (1.8.11-2)

Setting up libip6tc2:amd64 (1.8.11-2)

Setting up iptables (1.8.11-2)

update-alternatives: using /usr/sbin/iptables-legacy to provide /usr/sbin/iptables
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localadmin@LondonServer: ~

root@LondonServer:~# iptables -A FORWARD -p icmp -j ACCEPT

iptables -A FORWARD -s 192.168.200.0/24 -d 192.168.100.0/24 -j ACCEPT

iptables -A FORWARD -s 192.168.100.0/24 -d 192.168.200.0/24 -j ACCEPT

iptables -A INPUT -p icmp -j ACCEPT

netfilter-persistent save

run-parts: executing /usr/share/netfilter-persistent/plugins.d/15-ip4tables save
run-parts: executing /usr/share/netfilter-persistent/plugins.d/25-ip6tables save
root@LondonServer:~# ~C

root@Londonserver:~# [
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localadmin@LondonServer: ~ Q = x

root@LondonServer:~# iptables -A FORWARD -p icmp -j ACCEPT

iptables -A FORWARD -s 192.168.200.6/24 -d 192.168.100.0/24 -j ACCEPT

iptables -A FORWARD -s 192.168.100.6/24 -d 192.168.200.0/24 -j ACCEPT

iptables -A INPUT -p icmp -j ACCEPT

netfilter-persistent save

run-parts: executing /usr/share/netfilter-persistent/plugins.d/15-ip4tables save

run-parts: executing /usr/share/netfilter-persistent/plugins.d/25-ip6tables save

root@LondonServer:~# ~C

root@LondonServer:~# ping -c 4 192.168.100.10

PING 192.168.100.10 (192.168.100.10) 56(84) bytes of data. \

64 bytes from 192.168.100.10: icmp_se ms
64 bytes from 192.168.100.10: icmp_se ms
64 bytes from 192.168.100.10: icmp_se ms
64 bytes from 192.168.100.10: icmp_se ms

--- 192.168.100.16 ping statistics --
4 packets transmitted, 4 received, 0% packet loss, time 3004ms

rtt min/avg/max/mdev = 1.922/3.631/6.818/1.887 ms

root@LondonServer:~# ping -c 4 10.1.0.2

PING 10.1.0.2 (10.1.0.2) 56(84) bytes of data. i
64 bytes from 10.1.0.
64 bytes from 10.1.0.2: icmp_sei
64 bytes from 10.1.0.2: icmp_seq=3 ttl=128 time=1.80
64 bytes from 10.1.0.2: icmp_sel

--- 10.1.0.2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3009ms
rtt min/avg/max/mdev 1.800/2.128/2.821/0.409 ms
root@LondonServer:~# [
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File Acton View Help
S 2@ XEE= HE localadmin@LondonServer: ~

6 Servr taus LAN and Demand Dii ntefaces Type Status [ E el cocnt plugin requires CAP_SETUID/CAP_SETGID capability
[ SERVERD1 (local) - plugin ‘'agent': failed to load - agent plugin create returned NULL

EL Network Interfaces = birminghan-london: #3, ESTABLISHED, IKEV2, 491lee6f8ab2c1d10 i* 0798
T Remote Access Clints () Drarieersie Dedicated Enabled  Connected local '18.1.8.3' @ 10.1.9.3[4506]
T ports Brooptac Loopback Enabled  Connected remote '10.1.0.2' @ 10.1.0.2[45060]
3 Remote Access Logging & Policies £ local Dedicated Enabled  Connected S CEE G G RE (R ST T
vEru Eioternet Dedicated Enabled  Connected established 340s ago, rekeying in 1380
3 Genenal Eintemal Internal Enabled  Connected Tondon-to-birmingham: #1, reqid 1, INSTALLED, TUNNEL, ESP:AES CBC-12
F suticRoutes installed 34065 ago, rekeying in 3684s, expires in 3620s
3 0HCP Reley Agent in c6e3ds69, 336 bytes, 4 packets,
= omp out 9flaagss, 336 bytes, 4 packet
_Ewr local 192.168.200.0/24
Heve remote 192.168.100.0/24

root@LondonServer:~# ping -c 4 192.168.100.10
swanctl --list-sas # shows traffic counter

PING 192.168.100.10 (192.168.100.10) 56(84) bytes of data

64 bytes from 192.168.100.10

64 bytes from 192.168.100.10: icmp_se« t1=127 time=4.18
64 bytes from 192.168.100.10: icmp_seq=3 ttl=127 time=4.90
64 bytes from 192.168.100.10

- 192.168.100.16 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 3007ms
rtt min/avg/max/mdev = 4.181/13.498/39.108/14.796 ms
agent plugin requires CAP_SETUID/CAP_SETGID capability
plugin 'agent’: failed to load - agent plugin create returned NULL
birmingham-london: #3, ESTABLISHED, IKEv2, 49lee6f8ab2c1d10 i* 07
local '10.1.0.3' @ 10.1.6.3[4500]
remote '10.1.0. @ 10.1.0.2[4500]
3DES_CBC/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_ 1024
tablished 353s ago, rekeying in 1379:
Tondon-to-birmingham: #1, reqid 1, INSTALLED, TUNNEL, ESP:AES CBC-128/HMAC_SHA1 96
installed 353s ago, rekeying in 3071s, expires in 3607s
in c6e3dse9, 672 bytes, 8 packets,
out 9flaagss, 672 bytes, 8 packets
local 192.168.200.0/24
remote 192.168.100.0/24
root@Londonserver:~# [|
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localadmin@LondonServer: ~ Q = x "

root@LondonServer:~# id administrator
uie 05800500 (administrator) gi 05800513 (domain users) groups=505800513(domain
users),505800518 (schema admins),505800512(domain admins),505800519(enterprise a
dmins), 505800520 (group policy creator owners),505800572(denied rodc password rep
lication group)
root@LondonServer:~# realm list
MURAT.ACCA
type: kerberos
realm-name: MURAT.ACCA
domain-name murat.acca
configured: kerberos-member
server-software: active-directory
" client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: libnss-sss
required-package: libpan-sss
required-package: adcli
required-package: samba-common-bin
login-formats: %U
Togin-policy: allow-realn-logins

root@Londonserver:~# [

v

Y

BORF S 1E® G rigtc
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localadmin@LondonClient: ~ Q

root@LondonClient:~# id administrator
realm list
hostname -f
uid=505800500 (administrator) gid=505800513(domain users) group: 05800513 (domain
users),505800518 (schema admins),505800512(domain admins),505800519(enterprise a
dmins), 505800520 (group policy creator owners),505800572(denied rodc password rep
lication group)
murat.acca
type: kerberos
realm-name: MURAT.ACCA
domain-name: murat.acca
configured: kerberos-member
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
required-package: libnss-sss
required-package: libpan-sss
required-package: adcli
required-package: samba-common-bin
login-formats: %U
Togin-policy: allow-realn-logins
LondonClient.MURAT.ACCA
root@LondonClient:~# [
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RecycleBin

Windows Powershell ~
Copyright (C) Microsoft Corporation. ALl rights reserved

Try the new cross-platform PowerShell https://aka.ms/pscores

o] Ps .
Microtort
Edge

Mindows\systen32> whoami

nurat\adninistrator
PS C:\Windows\system32> systeminfo | findstr /B
Domain MURAT . ACCA
Mindows\system32> o

Domain”

Ps C:
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localadmin@LondonServer: ~ ) = B

root@LondonServer:~# iptables -L INPUT -n -v | grep -i "drop\|67\|68"
iptables -L FORWARD -n -v | grep -i "67\|68"

9 2944 ACCEPT udp -~ * ©.0.0.0/0 0.0.0.0/0
udp dpt:67
° © ACCEPT udp -- * * 0.0.0.0/0 0.0.0.0/0
udp dpt:68
0 © ACCEPT all -- » * 192.168.200.0/24 192.168.160.
0/24
0 © ACCEPT all .-+ * 192.168.160.0/24 192.168.200.
0/24
° © ACCEPT udp -~ * * 0.0.0.0/0 0.0.0.0/0

udp dpt:67
root@Londonserver:~# iptables -I INPUT -p udp --dport 67 -j ACCEPT

iptables -I INPUT -p udp --dport 68 -j ACCEPT

iptables -I FORWARD -p udp --dport 67 -j ACCEPT

iptables -I FORWARD -p udp --dport 68 -j ACCEPT

iptables -I OUTPUT -p udp --sport 67 -j ACCEPT

iptables -I OUTPUT -p udp --sport 68 -j ACCEPT

netfilter-persistent save

run-parts: executing /usr/share/netfilter-persistent/plugins.d/15-ipdtables save
run-parts: executing /usr/share/netfilter-persistent/plugins.d/25-ip6tables save
root@LondonServer:~# tcpdump -i enps3 -n port 67 or port 68

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on enpes3, link-type EN16MB (Ethernet), snapshot length 262144 bytes
©5:13:44.212209 IP 0.0.0.0.68 > 255.255.255.255.67: BOOTP/DHCP, Request from 08:
00:27:7:40:1d, length 296

©5:13:44.217927 IP 192.168.200.10.67 > 192.168.200.11.68: BOOTP/DHCP, Reply, len
ith 303
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Fle  Machine  Vie Iput  Devices

Reg/CIeE
dministrator:
Host Name
Primary Dns Suffix
Node Type . .

1P Routing Enabled.
WINS Proxy Enabled.
DNS Suffix Search List
Network and Intemet

g gy Ethernet adapter Local
Connection-specific DNS Sus
Description
Physical Address
DHCP Enabled.
Autoconfiguration Enabled
Link-local IPv6 Addres:
Ipv4 Address
Subnet Mask
Lease Obtained.

Lease Expires

Default Gateway

DHCP Ser

DHCPY TATD

DHCPYS Client DUID.
ONS Servers

Internet

NetBIOS over Tepip.

Etnernet adapter Intern

Connection-specific DNS Sus
Description .

Physical Address

DHCP Enabled. ]
Autoconfiguration Enabled
Link-local IPv6 Address
Ipva Address.

Subnet Mask

Lease Obtained.

Lease Expires

Default Gateway

DHCP Server .

DHCPY6 TAID

DHCPYG Client DUID.

ONS Servers .

NetBIOS over Tepip.
Ps C:\Windows\systen32> o

Clients1
MURAT.ACCA
Hybrid

No

No

MURAT.ACCA
cable.virginn.net

MURAT.ACCA
Intel(R) PRO/1000 HT Desktop Adapter
©5-00-27-35-95-05

ves

Yes

Fe30: 196314707 : 6217 :celeXS (Preferred)
192.168.100.11(Preferred)

255.255.255.0

23 April 2026 €3:53:33

01 May 2026 03:54:14

192.165.100.1

192.168.100.10

101187623
00-01-06-01-31-75-32-AD-03-09-27-35-95-D5
169.254.0.34

192.165.100.10

Enabled

cable.virginn.net
Intel(R) PRO/1000 MT Desktop Adapter #2
08-00-27-5E-9F-05

Yes

Yes

Fe30: :b614:6b9: 8224 : C400%3 (Preferred)
192.168.0.33(Preferred)
255.255.255.0

23 April 2026 03:54:2

24 April 2026 63:54:23
192.165.0.1

192.165.0.1

168296487
00-01-06-01-31-75-32-3D-03-00-27-
194.165.4.100

194.165.5.100
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localadmin@LondonClient: ~ = e

root@LondonClient:~# ip addr show enp@s3
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1560 qdisc fq_codel state UP gr
oup default qlen 1000

Uink/ether 08:00:27:7:40:1d brd ff:ff:ff:ff:ff:ff

altname enx0800277f401d

inet 192.168.260.11/24 brd 192.168.206.255 scope global dynamic noprefixrout
e enpos3

valid_1ft 691039sec preferred 1ft 691039sec
inet6 /64 scope link noprefixroute

valid Lft forever preferred Lft forever
root@LondonClient:~# |
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Jps C:\windows\system32> ping b-dc.MURAT.ACCA

4, Received = 4, Lost = 0 (9% loss),
pproximate round trip times in milli-seconds:

Mininum = @ms, Maximum = 4ns, Average = lns
Jps C:\windows\system32> ping 1-cd.MURAT.ACCA

Packets: Sent = 4, Received - 4, Lost = @ (0% loss),
pproximate round trip times in milli-seconds:

Mininum = @ms, Maximum = 2ns, Average = Ims
P C:\Windous\system32> ping clientll.MURAT.ACCA

192.168.200.11: bytes=32 time=3ms

Packets: Sent = 4, Received = 4, Lost = 6 (6%
pproximate round trip times in milli-seconds:

Mininum = 3ns, Maximum = 4ns, Average = 3ms
Jps C:\windows\system32> ipconfig /all

iindows IP Configuration

Clients1
Primary Dns SuFfix MURAT .ACCA
Node Type Hybrid
1P Routing Enabled No
WINS Proxy Enabled No
MURAT .ACCA
ht.home.

Connection-specific DS Suffix MURAT .ACCA
Description Intel(R) PRO/1688 MT Desktop Adapter
Physical Address 08-00-27-35-95-D5

DHCP Enabled. Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address

B Eamings upcoming A %= £ )

BE snowdeskiop
EERELT
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localadmin@LondonClient: ~ Q = x

F root@LondonClient:~#  ip addr show enpos3
( s <BROADCAST , MULTICAST, UP, LOWER_UP> mtu 1560 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether ©8:00:27:7f:40:1d brd ff:ff:ff:ff:ff:ff
altname enx0800277f401d
inet 192.168.200.11/24 brd 192.168.200.255 scope global dynamic noprefixrout

e enpos3
valid_Lft 673638sec preferred lft 673638sec
inet6 /64 scope link noprefixroute

valid_1ft forever preferred lft forever
root@LondonClient:~# [
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root@Londonserver:~#

24 Apr 00:25

localadmin@LondonServer: ~

nslookup webs.MURAT.ACCA

Server: 192.168.100.10
Address : 192.168.100.10#53
Name:  webs.MURAT.ACCA

Address: 192.168.100.10

oup

oup

<LOOPBACK, UP, LOWER _UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul

root@Londonserver:~# ip a
1
)t qlen 1000

1ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo

valid 1ft forever preferred 1ft forever
inet6 /128 scope host noprefixroute

valid_1ft forever preferred 1ft forever

<BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq_codel state

default qlen 1000
link/ether 08:00:27:1e:92:a6 brd ff:ff:ff:ff:ff:ff
altname enx0800271e92a6
inet 192.168.200.10/24 brd 192.168.200.255 scope global noprefixroute enpos3

valid 1ft forever preferred 1ft forever
inet6 764 scope link noprefixroute

valid 1ft forever preferred 1ft forever

<BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq_codel state

default qlen 1000
link/ether 08:00:27:0f:09:52 brd ff:ff:ff:ff:ff:ff
altname enx0800270f0952
inet 10.1.6.3/29 brd 16.1.0.7 scope global noprefixroute enposs

valid 1ft forever preferred lft forever
inet6 /64 scope link noprefixroute

valid 1ft forever preferred 1ft forever

ar

ar

root@Londonserver:~# J|
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Users\Administrator>

ONS request timed out.
timeout was 2 seconds.

Server: Unknown

Addres:

nsLookup. 192.168.166.11

11.100.168.192.in-addr.arpa  name = ClientS1.MURAT.ACCA
Users\Administrator> nslookup PTR 192.168.200.11
Server:  Unknown

11.200.168.192.in-addr.arpa _ name = londonclient.murat.acca
PS C:\Users\Administrator> nslookup 192.168.266.16
Server:  Unknown
Addres: 1

10.200.168.192
10.200.168.192
3

-addr.arpa  name = londonserver.murat.acca
ddr.arpa  name = 1-cd.murat.acca
Users\Adninistrator> ipconfig /all

Windows IP Configuration

Host Name . . . . . .. ..... Serverol
Primary Dns Suffix . . . . . . . MURAT.ACCA
Node Type . . . . . . ... ... Hybrid

1P Routing Enabled. . . . . . . . Yes

WINS Proxy Enabled. . . . . . . . No

DNS Suffix Search List. . . . . . : MURAT .ACCA
ht.home.

Ethernet adapter NATInterSite:

Connection-specific DNS Suffix .
Description - . . . . . ... ..
Physical Address. . . . . . . . .
DHCP Enabled. . . . . . .. ...
Autoconfiguration Enabled . . . .
Link-local IPvé Address . . . . .

Intel(R) PRO/1688 MT Desktop Adapter
08-00-27-A0-5A-45

6712365852
16.1.6.2(Preferred)

Subnet Mask . . . . . ... ...t 255.255.255.245
Default Gateway . . . . . . . . .
DHCPVE TAID . . . . . . . . ... 134742055
DHCPVE Client DUID. . . . . . . . 00-01-00-01-31-7A-DC-63-08-00-27-A0-5A-46
DNS Servers . . . . . ... ... 1
127.0.0.1
NetBI0S over Tepip. -+ + . . . - Enabled
Ethernet adapter Local:
Connection-specific DNS Suffix .
Description . . . . .. .. ...t Intel(R) PRO/1060 MT Desktop Adapter #2
Physical Address. . . . . . . . . 08-00-27-86-37-28
DHCP Enabled. . . . . . .. ... No
Autoconfiguration Enabled . . . . : Yes
Link-local IPvé Address . . . . . £e80: 19927 :20F1:4229: dbb2%3 (Preferred)

TPva Address. . . . . . . . . ..
Subnet Mask . . . . . ... ...

192.168.166.16(Preferred)
255.255.255.0

Default Gateway . . . . . . . . . : 0.0.0.0
DHCPVE TAID . . . . . . . . ... 50855575
DHCPVE Client DUID. . . . . . . . 00-01-00-01-31-7A-DC-63-08-00-27-A0-5A-46

DN Servers

AE® D,

B & @ & Right
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i Local Server

B ang 1 [ = $\Users\Administrator> New-Item Directory
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i DH( € v [0 Thisec
& DNg N LasturiteTine
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g File
_ I Desktop
o s
i r & Downloads \Users\Administrator> New-Selfs:
em
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PSParentpath: Microsoft.PowerShell.s:
System
b rhumbprint
s 308494537 04547 E0ADB30ABEDBECS 59443685855  Cliewabs . MURAT . ACCA
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s c:\Users\administrator>
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