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[bookmark: _Toc1521722466]1. Introduction
SteelForm Manufacturing Ltd (SFM) has embraced Industry technologies including IoT sensors, automated machinery, and cloud-based systems to enhance productivity and competitiveness in the automotive and aerospace sectors. However, this digital transformation has significantly increased the company's vulnerability to cyber threats, as evidenced by recent malware infections, targeted phishing campaigns, and unauthorized network access attempts. Recognizing the board's concerns over industrial espionage, data breaches, and operational downtime, this report presents a comprehensive cybersecurity and data governance strategy. Grounded in established frameworks such as ISO/IEC 27001 and the NIST Cybersecurity Framework, the proposed approach addresses threat identification, security policies, mitigation measures, monitoring and incident response, and staff training to strengthen SFM's overall security posture while maintaining manufacturing efficiency.

[bookmark: _Toc983381847]2. Identification of Threats
Understanding the threat landscape is fundamental to developing effective security controls. SFM faces a diverse range of internal and external threats resulting from its technological adoption and operational profile.
[bookmark: _Toc1042921151]2.1 Internal Threats
SteelForm Manufacturing Ltd faces three primary categories of internal cyber threats. 
Human error and negligence remain the most common vulnerability, with employees inadvertently compromising security through actions like misconfiguring systems, falling for phishing attacks, using weak passwords, or connecting unauthorized USB devices (shadow IT) to production equipment. 
Malicious insiders, including disgruntled or departing employees, pose a more deliberate risk by exploiting legitimate access to steal valuable intellectual property or sabotage systems a threat made harder to detect because they operate with valid credentials. Additionally, a widespread 
Lack of cybersecurity awareness: - among operational staff, who often view security as an "IT problem" unrelated to production efficiency, leads to risky behaviours such as ignoring alerts, bypassing authentication, and failing to report suspicious activity, ultimately weakening the organisation's overall security posture.[1]
[bookmark: _Toc1304666401]2.2 External Threats
Ransomware represents the most critical cyber threat to SFM, with attacks capable of encrypting essential production data and halting operations. The high cost of downtime makes manufacturers prime targets, while the integration of IT and OT systems enables ransomware to spread from corporate networks to production environments [2]. 
Competitors and state-sponsored actors may target SFM to steal proprietary designs and manufacturing processes, undermining its competitive advantage. These sophisticated attacks often employ social engineering, custom malware, and persistent threat of actors who maintain long-term network access. [3] 
Targeted phishing campaigns remain a persistent threat to SFM, with attackers using convincing emails to steal credentials or deliver malware. The procurement department faces heightened risk from business email compromise, while the growing sophistication of these attacks often using social media intelligence makes detection increasingly challenging. [4]
SFM's interconnected supply chain creates indirect attack vectors, as cybercriminals may compromise less secure suppliers to gain network access a risk amplified by cloud-based data sharing with external partners. Additionally, the company's IoT-enabled devices introduce vulnerabilities through weak security features and limited updates, serving as potential entry points for attackers. These risks are expected to escalate as supply chain interdependencies, and IoT device proliferation continues to grow.[5]

[bookmark: _Toc86285155]3. Security Policies
SFM must establish clear, enforceable security policies that reflect best practices and align with recognized standards. The policies proposed below are structured to address the identified threats while remaining practical within a manufacturing context.
[bookmark: _Toc1567622952]3.1 Acceptable Use Policy (AUP)
The Acceptable Use Policy defines expectations for appropriate behavior when using company technology resources. It establishes the framework within which employees may access the internet, use email, install software, and connect devices to the network. The policy should explicitly prohibit activities that introduce undue risk, such as accessing personal email accounts on production systems, downloading unauthorized software, or connecting unapproved personal devices.[6]
Implementation of the AUP requires clear communication and employee acknowledgment. SFM should require all employees to sign the AUP and provide regular reminders of its provisions. Violations should be addressed consistently, with consequences proportionate to the severity of the breach.
[bookmark: _Toc1498611555]3.2 Access Control Policy
The Access Control Policy implements the principle of least privilege, ensuring that employees and systems have access only to the resources necessary for their specific roles. This policy is essential for protecting sensitive data, including product designs, financial information, and intellectual property.
Within the manufacturing environment, the policy must distinguish between IT and OT access requirements. Production systems should be segmented from office networks, and access to OT systems should be strictly limited to maintenance personnel and authorized engineers. The policy should specify identity management procedures, password complexity requirements, and multi-factor authentication (MFA) mandates for privileged accounts and remote access.[7]
[bookmark: _Toc72784125]3.3 Remote Access Policy
Given the prevalence of remote work and the need for vendors and engineers to access production systems for maintenance, a comprehensive remote access policy is crucial. The policy must mandate secure connections through virtual private networks (VPNs), enforce MFA for all remote users, and specify which systems may be accessed externally.
Remote access sessions should be logged and monitored, with anomalous activity triggering alerts. Vendor access should be time-limited and reviewed regularly to ensure that privileges are revoked promptly when no longer required. This policy directly mitigates the risk of unauthorized external access to production systems.
[bookmark: _Toc435599612]3.4 Data Classification and Governance Policy
Data represents one of SFM's most valuable assets, requiring systematic protection. The Data Governance Policy establishes a classification framework that identifies data categories, assigns ownership responsibilities, and specifies handling requirements.
	Classification
	Description
	Examples
	Protection Requirements

	Public
	Information intended for external disclosure
	Marketing materials, published product specifications
	No special controls

	Internal
	General business information not intended for external disclosure
	Internal policies, organisational charts
	Basic controls

	Confidential
	Sensitive business information requiring protection
	Customer details, financial reports
	Encryption, access restrictions

	Restricted
	Highly sensitive information requiring stringent protection
	Proprietary designs, trade secrets, production data
	Encryption, strict access controls, audit logging


The policy should address data throughout its lifecycle, including creation, storage, transmission, archiving, and destruction. For SFM, the Restricted category encompasses IP, designs, and manufacturing data that represent core competitive assets.
[bookmark: _Toc170945962]3.5 Incident Response Policy
The Incident Response Policy establishes the framework for detecting, managing, and recovering security incidents. It defines roles and responsibilities, reporting procedures, and escalation paths to ensure that incidents are addressed promptly and effectively.
The policy should differentiate between incident severity levels, specifying response requirements for each. It must also address legal and regulatory obligations, including breach notification requirements under GDPR if the incident involves personal data. Regular testing through tabletop exercises ensures that the policy remains relevant and that staff understand their roles.

[bookmark: _Toc577062488]4. Mitigation Measures
Translating policies into practice requires concrete technical and procedural controls. The mitigation measures proposed below are designed to be practical and achievable within SFM's operational context.
[bookmark: _Toc720128069]4.1 Network Segmentation and Architecture
Network segmentation is essential for protecting SFM's operational technology (OT) systems from compromises originating in the corporate network. The company should implement a segmented architecture based on the Purdue Enterprise Reference Architecture (PERA) model, which organizes systems into distinct layers from enterprise systems (Level 5) down to physical processes (Level 0) including corporate networks, production scheduling, manufacturing execution systems, control systems (SCADA/HMI), programmable logic controllers, and physical equipment.
A demilitarized zone (DMZ) should separate IT and OT networks, hosting services that require access from both environments. Firewalls with stateful inspection capabilities should control traffic between zones, permitting only approved communication. This layered architecture prevents a compromise in the corporate network from directly affecting production operations.

[bookmark: _Toc797635644]4.2 Endpoint Detection and Response
SFM should deploy Endpoint Detection and Response (EDR) solutions across all endpoints, including workstations, servers, and appropriately selected OT devices. EDR provides continuous monitoring, threat detection, and automated response capabilities that extend beyond traditional antivirus software.
EDR solutions offer visibility into endpoint activity, enabling the detection of indicators of compromise even when malware is not yet identified by signature-based tools. For OT environments, EDR must be deployed with care, ensuring compatibility with real-time systems and avoiding disruption to essential operations. The capability to isolate compromised endpoints from the network immediately upon threat detection is particularly valuable in preventing attack propagation.
[bookmark: _Toc447207563]4.3 Vulnerability and Patch Management
A formal vulnerability management program is essential for maintaining the security of SFM's systems. The program should include regular vulnerability scanning, risk-based prioritization, and systematic patch application.[8]
Vulnerability management in OT environments requires particular care, as patches may not be available for legacy systems and can disrupt production if improperly applied. SFM should establish a test environment where patches can be validated before deployment to production systems. For IoT devices, where patching is often challenging, the organization should select vendors with demonstrated security maturity and negotiate patching commitments.[3]
Recommended Patch Management Process:
1. Asset inventory and vulnerability detection (continuous)
2. Risk assessment and criticality classification
3. Patch acquisition and testing (non-production environment)
4. Scheduled maintenance window deployment
5. Verification of successful application
6. Documentation and compliance reporting
[bookmark: _Toc1704359362]4.4 Multi-Factor Authentication
SFM should implement MFA for all remote access, privileged accounts, and critical systems to defend against credential-based attacks. Sensitive data must be encrypted at rest and in transit using robust algorithms and TLS/SSL protocols. Data Loss Prevention (DLP) controls should also be deployed to monitor and restrict unauthorized data transmission across email, web, and removable media.

[bookmark: _Toc842322026]5. Monitoring and Incident Response
Continuous monitoring and a well-rehearsed incident response capability are essential for detecting and containing threats before they cause significant damage.
[bookmark: _Toc1372580766]5.1 Security Information and Event Management (SIEM)
SFM should deploy a SIEM system to aggregate and analyses logs from across the IT and OT environments. The SIEM correlates with events from firewalls, servers, endpoints, and selected OT devices, identifying patterns that may indicate malicious activity. By centralizing log management and analysis, the SIEM enables timely detection and investigation of security incidents.
The SIEM should be configured to generate alerts for high-priority events, including:
· Unauthorized access attempts to OT systems
· Anomalous network traffic patterns
· Potential malware infections
· Unusual, privileged account activity
· Data exfiltration attempts
[bookmark: _Toc168463887]5.2 Incident Response Process
SFM should adopt a structured incident response process based on the NIST framework (Detection, Analysis, Containment, Eradication, Recovery, and Lessons Learned). The process priorities containment to limit damage, balanced against the need to maintain operational continuity.
Flowchart
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[bookmark: _Toc48233267]5.3 Tabletop Exercises
Incident Confirmed D [Containment: Immediate actions to isolate affected systems. For OT, this may involve network segmentation while maintaining safe operations
Regular incident response tabletop exercises help ensure that staff understand their roles and that the response plan remains effective. These exercises bring together IT, OT, legal, communications, and executive representatives to walk through simulated incidents.
Scenarios should reflect the most likely threats facing SFM, including ransomware, phishing attacks resulting in credential compromise, and OT-targeted intrusions. Exercises should identify gaps in the response plan and provide opportunities for improvement. Annual exercises are recommended, with additional sessions following significant organizational changes.
[bookmark: _Toc971787007]5.4 Backup and Recovery
Effective backup and recovery procedures are essential for responding to ransomware and data loss incidents. SFM should maintain regular, verified backups of critical data and systems, storing backups both on-site and off-site (or in the cloud) to protect against physical disasters.
Backup policies should consider the frequency of data changes and acceptable data loss (Recovery Point Objective, RPO) and time to restore (Recovery Time Objective, RTO). For manufacturing operations, RPO and RTO requirements are often stringent due to the cost of downtime. The restoration process should be tested regularly to ensure that backups are usable and that recovery procedures are effective. [9]

[bookmark: _Toc213826376]6. Training and Awareness Program
A comprehensive training program is fundamental to fostering a security-conscious culture throughout SFM. The program must address the specific needs and roles of different employee groups.

[bookmark: _Toc1447140225]6.1 Program Objectives
The training program aims to:
· Equip employees with the knowledge to identify and avoid cybersecurity threats
· Ensure understanding of security policies and individual responsibilities
· Promote consistent security-conscious behaviors
· Reduce human error and its security implications
· Enable employees to report incidents promptly and effectively
[bookmark: _Toc2119931386]6.2 Targeted Content
Different employee groups face different risks and have different security requirements. Training must be tailored accordingly.
Office and Management Staff:
· Phishing recognition and reporting procedures
· Password hygiene and MFA adoption
· Secure remote working practices
· Data handling and classification awareness
· Social engineering resistance
Factory Floor and OT Personnel:
· Link between cybersecurity and production safety
· Recognition of unusual system behaviour
· Reporting procedures for security incidents
· Prohibition of unauthorised USB devices and software
· Protection of physical access points and systems
Technical Teams (IT and OT Engineers):
· Secure configuration of industrial systems
· Vulnerability management and patching procedures
· Monitoring and incident response for OT
· Security considerations in system architecture
· Knowledge of relevant security standards



[bookmark: _Toc2047608430]6.3 Delivery Methods
Training should be delivered through a mix of methods to accommodate different learning styles and job demands.
Online Training Modules: Short, focused modules delivered through the learning management system. Modules should be refreshed regularly to address emerging threats and should include assessment questions to verify understanding.
Phishing Simulations: Regular simulated phishing campaigns provide practical testing of employee awareness. Employees who fall for simulations should receive immediate remedial training, and aggregate results should inform future training priorities.
On-site Workshops: Face-to-face sessions delivered to factory floor teams by security professionals who can address specific concerns and provide practical guidance. These sessions can use real-world manufacturing scenarios to illustrate security concepts.
Security Champions Program: A network of security advocates within the organization who promote best practices within their teams and provide feedback to the security function.
[bookmark: _Toc1941348277]6.4 Frequency and Reinforcement
Security awareness is not a one-time event but an ongoing process. SFM should implement:
· Annual mandatory training: Core security awareness training for all employees
· Quarterly updates: Brief updates on emerging threats and policy changes
· Monthly security tips: Short communications providing practical advice
· Phishing simulations: Quarterly campaigns, with results reviewed and acted upon








[bookmark: _Toc723631256]7. Conclusion
SteelForm Manufacturing Ltd.'s adoption of Industry 4.0 technologies has significantly enhanced its competitiveness but has also exposed the organization to serious cyber threats, including ransomware, espionage, phishing, supply chain attacks, and insider risks. A reactive security approach is no longer adequate.
This report has proposed a comprehensive cybersecurity and data governance strategy aligned with ISO/IEC 27001 and the NIST Cybersecurity Framework. The strategy encompasses systematic threat identification, clear security policies, practical mitigation measures (network segmentation, EDR, vulnerability management, MFA, encryption), robust monitoring and incident response, and targeted staff training.
Implementation requires board commitment and investment, but the cost of inaction operational downtime, intellectual property loss, reputational damage, and regulatory penalties far exceeds the necessary investment. By adopting these recommendations, SFM can build a resilient security posture that protects its competitive advantage, supports its digital transformation, and demonstrates to stakeholders that cybersecurity is a strategic priority.










[bookmark: _Toc1465321403]Appendix : Board Presentation Summary

[bookmark: _Toc1585925956]Slide 1: Title Slide
· Securing SteelForm Manufacturing Ltd
· A Comprehensive Approach to Cybersecurity and Data Governance
· [Date] | [Presenter Name], IT Security Manager

[bookmark: _Toc720085339]Slide 2: The Challenge We Face
· SFM has experienced several security incidents in recent months
· The adoption of Industry 4.0 technologies has significantly increased our vulnerability to cyber threats
· The board is particularly concerned about industrial espionage, data breaches, and the risk of operational downtime

[bookmark: _Toc1398336879]Slide 3: Understanding the Threats
Internal Threats:
· Human error and negligent behaviour
· Malicious actions by insiders
· Limited cybersecurity awareness among staff
External Threats:
· Ransomware attacks
· Industrial espionage and intellectual property theft
· Phishing and social engineering campaigns
· Supply chain vulnerabilities
· Weaknesses in IoT devices

[bookmark: _Toc1165277687]Slide 4: Proposed Security Policies
· Acceptable Use Policy – defining appropriate technology usage
· Access Control Policy – implementing least privilege principles
· Remote Access Policy – securing external connections
· Data Classification and Governance – protecting sensitive information
· Incident Response Policy – establishing clear procedures for security events

[bookmark: _Toc2086880642]Slide 5: Mitigation Strategy
· Network segmentation based on the Purdue Model to isolate OT systems
· Endpoint Detection and Response (EDR) for continuous monitoring
· Comprehensive vulnerability and patch management programme
· Multi-factor authentication for all privileged and remote access
· Robust data encryption and Data Loss Prevention (DLP) controls

[bookmark: _Toc1106826434]Slide 6: Monitoring and Incident Response
· Deployment of Security Information and Event Management (SIEM) for both IT and OT environments
· Structured incident response process aligned with NIST guidelines
· Regular tabletop exercises to test and improve response capabilities
· Reliable backup and recovery procedures to ensure business continuity

[bookmark: _Toc1296079796]Slide 7: Staff Training and Awareness Programme
· Tailored training content for office staff, factory floor personnel, and technical teams
· Diverse delivery methods including online modules, phishing simulations, and on-site workshops
· Annual mandatory training with quarterly updates on emerging threats
· Establishment of a Security Champions network to promote best practices

[bookmark: _Toc808980063]Slide 8: Expected Benefits
· Stronger protection of intellectual property and trade secrets
· Reduced likelihood of operational downtime
· Enhanced reputation and trust with customers and partners
· Compliance with recognised standards such as ISO 27001 and NIST
· Development of a security-conscious organisational culture

[bookmark: _Toc1172077201]Slide 9: Investment and Implementation Timeline
· Phased implementation approach: Assessment, Design, Deployment, and Ongoing Monitoring
· Resource requirements: Technology investments, skilled personnel, and external expertise where needed
· Clear milestones and measurable outcomes to track progress

[bookmark: _Toc1084943052]Slide 10: Recommendations for the Board
· Endorse the proposed cybersecurity and data governance strategy
· Approve the necessary budget and resource allocation
· Establish a cybersecurity steering committee to oversee implementation
· Commit to annual reviews and regular strategy updates
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