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Introduction

The labs given within this module is geared to assist you in carrying out penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains that are in scope. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. Tins is similar to what an attacker would door what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.



Task 1:

Extracting Administrator Passwords Using L0phtCrack

L0phtCrack is packed with powerful features, such as scheduling, hash extraction from 64-bit Windows versions; multiprocessor algorithms, and network monitoring and decoding. It can import and crack U N IX password files and remote Windows machines.


Since security and compliance are high priorities for most organizations, attacks on a company or organization's computer systems take many different forms, such as spooling, smurfing, and other types of denial-of-service (DoS) attacks. These attacks are designed to harm or interrupt the use of your operational systems. 

Password cracking is a term used to describe the penetration of a network, system, or resource with or without the use of tools to unlock a resource that has been secured with a password. In this lab we will look at what password cracking is, why attackers do it, how they achieve their goals, and what you can do to do to protect yourself. Through an examination of several scenarios, in this lab we describe some of the techniques they deploy and the tools that aid them in their assaults and how password crackers work both internally and externally to violate a company's infrastructure. 

In order to be an expert ethical hacker and penetration tester, you must understand how to crack administrator passwords. In this lab we crack the system user accounts using LOphtCrack.



Lab Objectives

The objective is to allow you to: 
· Use the LOphtCrack tool
· Crack administrator passwords


Getting started, you need:
· LOphtCrack tool located in the shared one drive
· You can also download the latest version of L0phtCrack from the link http://www.lOphtcrack.com 
· If you decide to download the latest version, then screenshots shown in the lab might differ
· Follow the Wizard driven installation process
· To run this tool Administrative privileges are required
· TCP/IP settings correctly configured and an accessible DNS server
· This tool requires the user to register or you can also use the evaluation version for a limited period of time

LOphtCrack provides a scoring metric to quickly assess password quality. Passwords are measured against current industry best practices and are rated as Strong, Medium, Weak, or Fail.


Lab Tasks

1. After installation, Launch the Start menu by hovering the mouse cursor on the lower-left corner of the desktop.
[image: ]


2. Click the OphtCrack6 app to open the OphtCrack6 window.
	[image: ]

3. Launch LOphtCrack, and in the LOphtCrack Wizard, click Next.	
[image: ]


4. Choose Retrieve from the local machine in the Get Encrypted Passwords wizard and click Next. 
[image: ]


5. Choose Strong Password Audit from the Choose Auditing Method wizard and click Next.
[image: ]

6. In Pick Reporting Style, select all Display encrypted password hashes.
7. Click Next.
[image: ]

8. Click Finish.
[image: ]

9. LOpntcrack6 shows an Audit Completed message, Click OK.
10. Click Session options from the menu bar
[image: ]

11. Auditing options For This Session window appears:
i. Select the Enabled, Crack NTLM Passwords check boxes in
   	Dictionary Crack.
ii. Select the Enabled, Crack NTLM Passwords check boxes in
 	       Dictionary/Brute Hybrid Crack.
iii. Select the Enabled, Crack NTLM Passwords check boxes in Brute
Force Crack.
iv. Select the Enable Brute Force Minimum Character Count check box.
v. Select the Enable Brute Force Maximum Character Count check box.

12. Click OK.
[image: ]

13. Click Begin [image: ] from the menu bar. LOphtCrack cracks the administrator password.
14. A report is generated with the cracked passwords.
[image: ]



Lab Analysis

Document all the results and reports gathered during the lab


[image: ]



Questions:

1. What are the alternatives to crack administrator passwords?
2. Why is a brute force attack used in the LOphtCrack tool?


Task 2
Hiding Data Using Snow Steganography

Snow is used to conceal messages in ASCII text by appending whitespace to the end of lines.  Because spaces and tabs are generally not visible in test viewers, the message is effectively hidden from casual observers. And if the built-in encryption is used, the message cannot be read even if it is detected.

Lab Scenario

Network steganography describes all the methods used for transmitting data over a network without it being detected. Several methods for hiding data in a network have been proposed, but the main drawback of most of them is that they do not offer a secondary layer of protection. If steganography is detected, the data is in plaintext. To be an expert ethical hacker and penetration tester, you must have sound knowledge of footprinting, scanning, and enumeration. This process requires an active connection to the machine being attacked.


Lab Objectives

The objective of this lab is to help students learn: 
· Using Snow steganography to hide files and data
· Hiding files using spaces and tabs


Getting started, you need:
· Snow  is located in the shared one drive
· You can also download the latest version of Snow from the link http://www.darkside.com.au/snow/ 
· If you decide to download the latest version, then screenshots shown in the lab might differ

Snow exploits die steganographic nature of whitespace. Locating trailing whitespace in text is like finding a polar bear in a snowstorm. It uses the ICE encryption algorithm, so the name is thematically consistent.



Lab Tasks
1. Open a command prompt and navigate to Snow is located
2. Open Notepad and type Hello World! And then press enter and press the Hyphen key to draw a line below it.
3. Save the file as readme.txt
[image: ]

4. Type this command in the command shell: readme2.txt. It is the name of another that will be created automatically.

snow -C -m "My swiss bank account number is 45656684512263” -p "magic" readme.txt readme2.txt(magic is the password, you can type your desired password also)

[image: ]


5. Now die data (“My Swiss bank account number is 45656684512263”) is hidden inside die readme2.txt file with the contents of readme.txt.  
6. The contents of readme2.txt are readme.txt + My Swiss bank account number is 45656684512263.
7. Now type snow -C -p "magic" Readme2.txt: this will show the contents of readme.txt. (magic is the password which was entered while hiding the data).

[image: ]

8. To check the file in a GUI, open die readme2.txt in Notepad and select Edit Select all. You will see the hidden data inside readme2.txt in the form of spaces and tabs.
[image: ]





Lab Analysis

Analyse and document the results related to the lab exercise. 

[image: ]



[bookmark: _GoBack]Questions

1. How would you hide the data of files with secret data in other files?
2. Which encryption is used in Snow?


	18
	                                   Module Leader: Dr Carlene Campbell
This Lab adapted from CEH lab manual



image2.png
School of
Applied Computing




image3.png
0 Widons Sever 2012





image4.png
Start Administrator i





image5.png




image6.png




image7.png




image8.png




image9.png
LOphiCrack Password Auditor v6.0.16.

(T acamaann )

L ey
| S
ErE bl s





image10.png
T

Tumoren

Tumoma o

Tumoma
Tunoma

Comcacs

e





image11.png
e el EEmmmn
r— e
e —
= e BEEEE
|- )
R ¢ e TR
= -

[Pem—

e s s Mo i ot o e

s e
=
EE. L

e

P ——

e Bl W





image12.png




image13.png




image14.png
Tool/Utility | Information Collected/Obje

User Names:
*  Adminstrator

= Guest

. Jason

= Juggybx

+ LANGUARD_II_USER
LOphtCrack + Martn

Password Found:
. quernty
.+ green
- apple




image15.png
Fie Edit Format View Help
Hello World!





image16.png
Administrator: Command Prompt

) Sys!
y\Snowdsnou  —C My swits bank account number 16 45656684512263" op mag
v readne cxt readne2.ext

es5age excesded available space by approximately 574.43u.
n extra 8 lines were added.

E:\CEH-Too1s\CEHv8 Module 85 System Hacking\steganographywhite space steganogr
phySnow>





image17.png
Administrator: Command Prompt

\CEH-Too1s\CEHu8 Module 85 System Hacking\steganography\uhite space steganogral
W\Snou>snow -C -m "My swiss bank account number is 45656684512263" -p “magil
* readne . txt readne2.txt

ompressed by 23.37x

essage exceeded available space by approximately 571.43x.

n extra 8 lines were added.

:\c?—rmnguunnnn.m.ywhin space steganogral
y\Snow>snow. ext
ly_swiss bank account n 12263

I\CEH-Too1s\CEHu8 Hodule @5 System Hacking\steganography\uhite space steganogral
physSnow>





image18.png
readme? - Notepad

| File Edit Format View Help
Hello World!





image19.png
Snow Output: You will see the ludden data mside Notepad
Steganography




image1.jpeg
PRIFYSGOL CYMRU
Y Drindod Dewi Sant
UNIVERSITY OF WALES

Trinity Saint David

SWANSEA - ABERTAWE





