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[bookmark: _Toc258076909]TASK 1
Title: Securing the Modern Enterprise: From Zero Trust to AI Governance

[bookmark: _Toc767180747]Introduction
This research paper covers the data security landscape and governance mechanisms required to manage the risks that affiliated with AI systems in modern enterprises. Firstly, there is a huge rise of AI and Machine Learning in business-critical systems. Between 2022 and 2024 the UK’s AI ecosystem seen a growth of 85% in AI driven companies which indicates that it is growing at an alarming rate, faster than governance and standards around it [1]. Some of the primary risks that are associated with AI are data privacy issues, cybersecurity threats, misinformation and manipulation and more which ultimately are the causation of the first two risks. Some of the more advanced cybersecurity threats that AI has made possible are voice cloning, higher quality phishing emails and voice cloning, all allowing bad actors to hack, scam or steal a person's identity for malicious use [2]. Some challenges we are seeing with AI are black-box models, meaning that the background logic is abstracted behind layers. Because we can’t see the reasoning behind AI models responses and solutions, this means we cannot validate the logic behind solutions. Therefore, we are uncertain whether solutions are factual or hallucinated which can be a huge risk when using AI to complete tasks or to ask questions [3]. This makes it clear how risk management is a very important concept when it comes to artificial intelligence, especially for model risks, where models can be reverse engineered and as models are black boxed this will be more difficult for a user to detect [4]. This is just a broad landscape of some of the threats and issues with artificial intelligence in modern society.

[bookmark: _Toc1020798171]AI Systems and Risk Landscape
AI governance refers to the processes, standards and mitigations to ensure that systems that leverage AI are kept safe. Without governance we wouldn’t have regulation to ensure that there is fairness and respect for human rights regarding AI usage. This helps us remain compliant with frameworks like GDPR whilst using AI powered technology [5]. 
[image: ]
[6]
The above diagram derives from the NIST AI Risk Management Framework. It presents the AI lifecycle as a continuous process, consisting of many stages such as data collection, model deployment, validation and collecting and monitoring output. It is unlike the average system lifecycles as it conveys risks are not isolated or present in one phase of the lifecycle but are present throughout. For example, during data collection and processing, risks such as biased datasets which will lead to inaccurate outcomes. However, in model development there is other issues such as lack of transparency and explainability, and as models are black boxed this is also a risk. Furthermore, in the deployment and usage phase models are vulnerable to outside attacks, effecting models' performance over time. Therefore, whilst the NIST framework provides a thorough approach to AI governance and risks, the effectiveness of a lifecycle like this rely on the organisation implementing it to have sufficient resources, expertise and tooling to monitor AI and ensure security across all of the phases that we see in the lifecycle. As a result of this despite it being a strong framework, there are substantial gaps between theory and applying it in the real world [6]. AI systems introduce a wide range of risks that extend beyond traditional risks, a broad example of the risks are data risks, model risks, security risks and operational risks. Security and data risks include web crawlers sourcing data to train models, this is unethical as in many cases, user consent is not obtained and may contain PII (Personally Identifiable Information). And operational risks such as misinformation being spread, which influences people’s decisions for example Joe Biden the former US President’s voice being used to discourage American voters from going to the polls. Critically, while categorising these risks like this into a framework they can help identify risks, in the real world they tie into one another, making governance a lot more difficult to implement in real world organisations [2]. 



[bookmark: _Toc1135521646]Risk Management in AI Systems

Risk management in AI systems are largely different to those of traditional risks. Mainly due to the dynamic and adaptive nature of AI,[6] it’s constantly evolving and adapting and isn’t as deterministic as software which only works based on predefined rules. AI systems are constantly learning and changing from data which creates an uncertainty in its capability which produces risks that are harder to predict, detect and control using traditional cyber security approaches.[6] However whilst traditional risks can be mitigated through patching and managing configuration, AI risks require continuous monitoring and analysing throughout the model lifecycle, which conveys the need for specialised governance frameworks [7].
  There Are many attacks that are easier to produce and execute using AI, one of these being Adversarial attacks. These attacks involve intentionally crafted malicious inputs designed to manipulate AI model outputs without having to alter the AI system. For example, subtle changes to input can cause AI models to misclassify the input which poses a significant risk in safety-critical systems. These attacks exploit AI models design and nature which conveys that conventional perimeter-based control is insufficient to protect AI-Driven systems.
[image: Overhead view of intersection shows how deceptive markings on the road could cause an AI-directed car to veer into oncoming traffic. ]
An example is this image above, slight change of instructions to an AI powered car could cause it to swerve into oncoming traffic if prompted maliciously.[8]
  On top of that an indirect risk in AI systems is model drift and performance failure. Over time as real-world conditions change there is a risk of model drift, this is where an AI systems performance slowly degrades as the data fed to it differs from the training data. This showcases the necessity for continuous monitoring as otherwise it may go undetected, resulting in biased or inaccurate outcomes or even outputs that violate organisational requirements [9].
   However not every threat to AI systems is indirect. There are attacks such as Model Poisoning attacks occur when malicious actors manipulate the training data given to AI to influence the model’s behaviour. This is very threatening in systems that rely on data that’s externally sourced because the integrity is difficult to verify. Governance mechanisms aren’t as strong here due to struggling to detect the attacks, this is due to poisoned data often appearing as valid, which exposes a limitation in current governance and validation techniques [10].
  Overall, while existing governance strategies provide valuable solutions to manage AI related risks, only few are implemented. The lack of a standardised risk management practice that can be used cross-organisation creates gaps in protection which reinforces the demand for governance models that are tailor made for AI systems.

[bookmark: _Toc830879364]Ethics and Bias in AI
Ethical considerations and bias in AI cover some of the most significant challenges in utilising AI systems in modern organisations. Algorithmic bias can suddenly arise when AI models are trained on historical data sets that reflect inequalities related to the topic they are trained on, this can be data such as gender, race or socioeconomic data where inequalities may appear [11]. As AI systems are becoming an increasing influence on high impact decisions such as job recruiting, criminal justice and credit scoring, old, biased data can reinforce discrimination in AI model’s decisions leading to lack of public trust to an organisation due to unfair treatment. These risks are beyond technical failure and largely hit ethical and societal concerns.
   One of the main contributors to ethical risk is the lack of transparency with AI models, which as I covered above is the ‘black box’ problem. Complex AI models don’t provide how they make decisions and reach solutions, this is what causes the lack of accountability and makes it difficult to challenge decisions, especially in contexts where individuals are entitled to explanations for automated outcomes. As a result, black box models are a threat to ethical governance and regulatory compliance.
  There are several real-world case studies that demonstrate the impact of Bias in AI systems. Amazon had an experimental recruitment tool that was abandoned after it was found to disadvantage female applicants based on old hiring data that favoured male applicants [12]. Aswell as that is the COMPAS (Correctional Offender Management Profiling for Alternative Sanctions) algorithm used in the criminal justice system in the US was criticised due to it providing racially biased risk assessments, which was affecting minority groups largely. These examples highlight how biased decision-making processes can result in unfair outcomes when there’s a lack of governance [13].
To address these challenges, organisations are implementing governance mechanisms. These are tools such as fairness metrics being used to measure and mitigate bias across groups. And XAI (Explainable AI) techniques to improve transparency and to help understand models' behaviour [14]. In addition to this ethical AI frameworks are being developed by tech giants such as Microsoft and Google to establish standards for fairness, accountability and oversight through the AI lifecycle, which will be good guidance for responsible AI development and deployment within organisations.
  However, the effectiveness of the approaches is limited. This is because Bias cannot be eliminated entirely due to the fact AI systems only reflect data and assumptions based on what they are trained on. Furthermore, there is a trade-off between AI model accuracy and fairness, the more performant an AI model becomes it can lose accuracy and become more biased. And with governance tools being inconsistently applied conveys that it’s not only a technical challenge but an organisational one as well. 
[bookmark: _Toc1864613415]Compliance and Regulatory Requirements
The rapid adoption of AI has triggered the development of regulatory frameworks to ensure that organisations are following a standard when deploying AI systems. The most significant regulations affecting AI governance are the GDPR (General Data Protection Regulation) and the emerging European Union AI act, which both are enforcing compliance rules on organisations that are deploying AI systems.
  GDPR plays a key role in governing and enforcing the use of personal data within AI systems. It includes strict requirements around data protection, including lawfulness, fairness, transparency and data minimisation. Article 22 protects individuals by giving the right not to be subject to decisions that are based only off automated processes where those outcomes will have effects that are legal or significant. This limits fully automated AI decisions and forces organisations to implement safeguards and human oversight to processes and to ensure the ability to justify decisions. On top of that AI systems that deal with personal data must incorporate strong data governance controls to ensure that they are compliant with policies such as GDPR.
   The EU AI act introduced risk-based regulations that were tailored specifically to AI systems. It groups the AI systems into different groups such as high-risk, limited-risk, and minimal-risk systems. High-risks systems being the ones that are used in fields such as recruitment, credit scoring or identification, are subject to strict obligations, including risk management procedures, high integrity training data and documentation with strong oversight. This targets AI specific risks rather than data usage generically.
   Compliance with the regulations require organisations to prioritise accountability and auditability throughout the AI lifecycle. Which includes up to date and accurate documentation on model design, training data and to carry out risk assessments to demonstrate that they are compliant with regulations.
  However, despite the advancements made from regulations there are still a significant number of challenges. Regulatory gaps because of the differences in enforcement timelines and different interpretations across regions. This is a more significant issue for larger organisations that operate across regions that have differing regulations. Furthermore, the pace of AI innovating is far quicker than the pace regulatory development, creating uncertainty around obligations. While frameworks such as OECD AI Principles and ISO standards are pushing for international alignment, because they are largely voluntary, they lack enforceability. This further highlights the challenge of consistent and effective AI compliance in a rapidly evolving landscape.
[bookmark: _Toc1579507261]Governance Frameworks and Industry Approaches
In response to increasing ethical, security and regulatory concerns, many organisations have developed internal AI governance frameworks to guide compliant development and deployment of AI systems. Key examples of these are Microsoft Responsible AI standard, Google’s AI Principles and IBM’s AI governance framework. All aiming to utilise ethical AI concepts by implementing governance controls throughout the lifecycle.
   Common components of the frameworks include clearly defined policies, validation processes for AI models, and mechanisms for human oversight. Companies in industry are also implementing Technical Controls to mitigate the risk that comes with AI, one of the controls being used is referred to as ‘Red Teaming’ which is a precise way to test AI models to identify any risks or issues and prevent harmful threats, logging and monitoring or metadata identification. This is an automated method of testing, which will be necessary with modern and future AI models due to the speed and intelligence of the models increasing.[15].
On the other hand, AI is still a huge risk since innovation of AI models is developing at a rate much quicker than governance. The benefit of leveraging AI is that organisations are able to work and ship products at a much faster rate however this exact benefit is the main causation of governance challenges. And the traditional security method of locking down systems to maintain security contradicts the advantage that AI provides [16].

[bookmark: _Toc1869268019]Challenges and Future Directions
There are many challenges that come with AI even with having governance in place. One of the main risks is how the rapid development of AI is outpacing current regulation. AI is developing so quickly that it is recommended to focus on how AI is used in a specific context and not the technology itself due to the technology advancing rapidly, and the risk may differ where and how it is used. Nonetheless this exact recommendation could be the determinant for AI related threats since proficient AI systems that can be used in a wide range of sectors will not be governed generically due to the specialised governance focus [17]. This emphasises the complexity that comes with managing AI at a larger scale, it’s a lot easier to manage for more niche use-cases.
In future one of the biggest necessities to work with AI for organisations will be operational readiness. To become ready organisations are strengthening governance, improving the quality of data and modernising their infrastructure to work across teams and with AI models. Only expanding AI when it is needed not inheriting AI systems for the buzzword, therefore prioritising the foundations needed to support AI at a large scale and investing in readiness so that they are able to adapt as AI’s capability improves.[18]
[bookmark: _Toc2122399685]Conclusion
To conclude, it is very important to have strong governance due to the new security and ethical risks that modern AI systems are introducing. It’s obvious that governance frameworks are still in early stages, especially on a global scale and aren’t ready to be used as the only source of truth. As a result of this, organisations must implement a proactive approach and begin early phases of AI adoption, with strong governance models to mitigate threats and offer security, fairness and allow regulatory compliance.
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[bookmark: _Toc732355261]Task 2
CISO Proposal and Information Security Unit Implementation Plan for Aegis FinTech Innovations Ltd: Establishing Secure AI Governance and Regulatory Compliance
[bookmark: _Toc1907253470]Executive Summary
Aegis Fintech is a London Based Company based in the finance and technology industry and are developing an AI (Artificial Intelligence) powered analytics platform in preparation for an expansion into the European Union. As identified in the research conducted in Task 1, modern AI systems are exposed to many risks including model poisoning and model drift, lack of transparency, adversarial attacks and non-compliance with GDPR and EU AI act. 
  This proposal covers the strategic implementation and design of an Information Security Unit capable of supporting secure growth, regulatory compliance and resilient business operations. The proposed approach leverages the NIST Cybersecurity Framework (CSF 2.0) and the NIST AI Risk Management Framework (AI RMF), ensuring that AI governance and cybersecurity are up to date throughout the organisation.
  By implementing recommendations such as Zero Trust architecture, advanced incident response and monitoring and developing a personalised governance roadmap aligning with GDPR and Frameworks Aegis will strengthen its cybersecurity resilience, improve trust in AI systems, meet regulatory requirements and create a secure foundation ready for European expansion.
  
[bookmark: _Toc1744265722]Introduction
As Aegis prepares for European Union expansion and the Series B investment, the company faces pressure to strengthen cybersecurity capabilities and demonstrate compliance with modern evolving regulatory requirements. As the financial sector remains a primary target for cybercriminals, mainly ransomware groups and supply chain attackers, Aegis’ reliance on AI introduces additional governance challenges regarding data privacy, model security and transparency and regulatory compliance.
  The research in task 1 identified that AI systems introduce many unique risks that cannot be managed effectively through traditional cybersecurity controls alone. Modern risks such as model poisoning, model drift, adversarial attacks and ethical bias require a more specialised governance and continuous monitoring throughout the AI lifecycle.
  In response to these challenges, the Board of Directors has authorised the establishment of a dedicated Information Security Unit. The report translates the findings from the research into a practical implementation strategy for developing the Information Security Unit capable of managing the company’s cybersecurity, AI governance, and regulatory compliance risks.
[bookmark: _Toc941426179]Work-Stream 1: Organisational Design & Resourcing
As the backbone of Aegis Fintech's European Union expansion will be the Information Security Unit, led by the CISO (Chief Information Security Officer). As identified in the research, traditional cybersecurity controls alone are insufficient in managing risks manufactured by artificial intelligence. These modern threats include model poisoning, adversarial attacks and model drift. As a result, the proposed organisational structure amalgamates conventional security functions with specialised AI governance capabilities to provide comprehensive protection across the organisation.
[image: ]

The Security Operations Manager will oversee daily security monitoring through the SOC (Security Operations Centre), assisted by SOC and Incident Response Analysts who are responsible for threat detection, investigation and recovery from threats and incidents such as ransomware attacks. The Cloud Security Architect will design and maintain secure cloud infrastructure, managing the protection of AI workflows and sensitive financial data hosted within the cloud environments. The DevSecOps Engineer will integrate automatic security testing into the services and lifecycle, reducing our vulnerabilities before deployment and ensuring secure AI software development.
As a result of the research, an AI Governance Specialist was included as a dedicated role responsible for conducting risk assessments, evaluating models for bias and red teaming. They will leverage the NIST AI Risk Management Framework. To conclude, the Compliance and Risk Manager and Data Protection Officer will ensure that we are GDPR and DORA compliant, ensuring regulatory obligations, data protection requirements and governance controls are all embedded within our organisational processes to support the European expansion.

[bookmark: _Toc1044769198]Work-Stream 2: Policy Framework Development
[bookmark: _Toc801402184]Policy 1: Acceptable Use Policy for AI & Cloud Services
The main purpose of this policy is to establish clear rules regarding the secure and ethical use of AI and cloud technologies within Aegis Fintech, to ensure we are protecting sensitive financial information while ensuring GDPR compliance and organisational security standards. This policy will apply to all employees, and contracted employees and third-party users that access company AI systems, our cloud services or dealing with customer data. As identified in the research, the AI introduced risks cannot be managed with traditional cybersecurity mitigations alone. To lessen the risks, employees must only use organisation approved tools and cloud services. Customer information must not be entered into public AI platforms without authorisation. AI generated output used for business decisions must go through human review before being implemented, and all AI activity must be logged and monitored to support compliance and accountability. This policy promotes responsible AI usage while reducing security and regulatory risks.

[bookmark: _Toc576865321]Policy 2: Hybrid Work and Remote Access Policy
The purpose of this policy is to ensure employees can securely access organisational resources while remote working without increasing exposure to cyber threats. The policy will apply to all staff accessing company systems from remote locations using organisation or authorised devices. Hybrid working becoming increasingly popular also increases the attack surface for financial organisations like Fintech, making secure remote access a necessity. In line with the Zero Trust principles within this policy, all remote users must authenticate using multi factor authentication and access corporate services through secure identity management. Organisation managed devices must have their hard drives fully encrypted, endpoint detection and response and continuous automated security updates. Access privileges will follow the principle of least privilege to minimise the impact of a compromised account. These controls will strengthen organisational resilience and ensure secure access to AI systems and sensitive financial information regardless of employee location.

[bookmark: _Toc1643746595]Policy 3: Third-Party & Cloud Vendor Risk Management
The purpose of this policy is to reduce security, privacy and operational risks introduced through third party suppliers and cloud service providers. The policy will apply to external suppliers providing cloud services, software and AI technologies to Aegis Fintech. In the research it was identified that AI governance weaknesses and supply chain attacks are significant risks to organisational security. Consequently, all third-party suppliers must go through security and compliance assessments before contracts are approved. Third party vendors processing personal or financial information must demonstrate GDPR and DORA compliance while also following modern security standards such as ISO/IEC. AI vendors must also provide evidence of governance on models, transparency and security testing to reduce the risk of model poisoning or AI bias decisions. Supplier performance will be reviewed frequently with security audits and risk assessments, ensuring third party relationships support resilience and comply with regulations.

[bookmark: _Toc56597781]Work-Stream 3: Regulatory Compliance Strategy
[image: ]
The compliance roadmap is made utilising the research that I conducted in the research task. Which highlighted that accountability, transparency and strong governance are the backbone for trustworthy AI deployment. GDPR compliance and activities are prioritised in Q1 to ensure that personal data is processed lawfully in alignment with Article 22, which grants individuals rights regarding AI and automated decision making. Hiring a Data Protection Officer and conducting Data Protection Impact Assessments as the governance foundations preparing us for responsible AI adoption.
  Activities tied to DORA will be introduced in Q2 and Q3 due to increased pressure for cyber resilience being placed on financial organisations within the European Union. Incident response process, third party risk assessments and frequent resilience testing to support operational continuity and reduce exposure to ransomware and supply chain attacks.
  As identified in the research task, AI systems require dedicated monitoring throughout their lifecycle. Therefore, an AI Governance Committee will be established in Q3 to oversee and monitor model transparency, model bias, model drift and ensure compliance with emerging EU AI Act requirements. This will ensure that Aegis Fintech can demonstrate human oversight and responsible AI governance while conducting a secure expansion into the European market.

[bookmark: _Toc286927034]Work-Stream 4: Technical Standards & Architecture
The NIST Cybersecurity Framework 2.0 (CSF) has been selected as the core cybersecurity framework for Aegis Fintech. This framework provides a risk-based approach to managing cybersecurity threats and is adopted within multiple industries due to being flexible, scalable and aligning with modern security standards. As Aegis Fintech prepares to expand into the EU, NIST CSF 2.0 will be utilised as a structured method to strengthen cybersecurity resilience while supporting regulatory compliance goals. The framework contains of six main functions, Govern, Identify, Protect, Detect, Respond and Recover.
  The findings in the research task were the main decider for selecting this framework. The research indicated that AI systems are introducing unique security challenges, including model poisoning, adversarial attacks, and lack of transparency. As identified, traditional cybersecurity controls are insufficient for managing these threats alone because AI risks are continuing throughout the entire model lifecycle. As a result, Aegis Fintech will utilise NIST CSF 2.0 with the NIST AI Risk Management Framework (AI RMF) to provide AI specific governance controls.
  By using this approach, the Govern function will create the AI Governance Committee and security policies, and the Identify function will classify AI models, datasets and important business assets. The Protect function will implement security controls, such as Zero Trust, encryption and multi factor authentication. Continuous monitoring leveraging SIEM and AI security tools under the Detect function, while incident response procedures and immutable backups will be used under the Respond and Recover functions.
  The combined usage of NIST CSF 2.0 and NIST AI RMF creates a bulletproof governance model that allows for secure AI innovation, GDPR compliance and ultimately a successful expansion into the European market.

High-Level Architecture Diagram

[image: ]


Above is the proposed security architecture diagram based on Zero Trust principles, where no user, device or application is trusted by default. This approach was selected due to the outcome of findings from the research task, which indicated that AI systems and cloud-based services require frequent verification and monitoring trhoughout their lifecycle.
  All users must use MFA before being granted access to organisational resources. Access is then controlled through a Zero Trust Network Access Gateway, ensuring that users are only provided with the minimum permissions required to complete their tasks.
 Within the cloud platform, the AI Analytic Platform will host the AI powered financial services. Cloud Security Posture Management will continuously monitor cloud configurations to identify any security flaws and compliance issues. A SIEM platform combined with SOAR will provide live threat detection and automated incident response.
  The architecture also includes a secure Data Lake for storing business and customer data with Immutable Backup Storage for rapid recovery post ransomware attacks. Continuous monitoring will be provided by the Security Operations Centre, ensuring that threats are identified and contained swiftly. This architecture allows for secure AI innovation, regulatory compliance and operational resilience during Aegis Fintech’s European expansion.

[bookmark: _Toc283125731]Work-Stream 5: Strategic Risk Assessment
[image: ]The risks within the risk register table are directly pulled from the research tasks findings. The research concluded that AI systems introduce security risks that extend beyond traditional cybersecurity threats, requiring specialised governance and continuous monitoring throughout the lifecycle.
  AI model poisoning is a priority risk due to its capability to manipulate training data and influence model’s behaviour. As covered in the research OWASP identified model poisoning to be a significant threat as malicious data could appear to be legitimate and therefore difficult to detect. For Aegis Fintech, compromised models can generate incorrect financial analytics, which could have a domino effect to things such as reputational damage, customer mistrust and regulatory scrutiny.
  Model drift is another major threat to the organisation’s AI powered platform. In the research it was highlighted that AI model performance can gradually deteriorate as real-world data changes over time. If left unmanaged, inaccurate model output may affect customer decisions and reduce confidence in the platform. Continuous monitoring and model validation paired with frequent retraining are necessary governance controls.
  Finally, ransomware, this is still one of the most significant cybersecurity threats in the AI era. Successful ransomware attacks can disrupt business operations, compromise sensitive customer information and disrupt the organisations planned European expansion. To mitigate the risk, Aegis Fintech will utilise immutable backups, endpoint detection and response paired with Zero Trust access and regular incident response exercises.
  By prioritising these risks, Aegis Fintech can address both AI specific governance challenges alongside traditional cyber threats while strengthening operational resilience and regulatory compliance.

[bookmark: _Toc303954610]Work-Stream 6: Incident Response & Business Continuity
[bookmark: _Toc1586539544]Communication Plan
	Stakeholder
	Notification Time

	CEO
	Immediate

	Board
	Within 4 hours

	ICO
	Within 72 hours

	Customers
	As required

	DORA regulators
	Regulatory timelines



Ransomware continues to be the most significant threats that organisations face within the financial sector due to it disrupting operations, encrypting financial data and causing substantial reputational damage. As Aegis Fintech prepares for EU expansion, an effective incident response is necessary to maintain regulatory compliance.
  The proposed ransomware response playbook follows five phases: Identify, Contain, Eradicate, Recover and Lessons Learned. Security alerts propagated through the SIEM platform will be investigated by the Security Operations Centre to determine the scope and severity of the incident. Once confirmed, affected systems will be isolated immediately and compromise accounts disabled to prevent further attacks in other environments.
  After containment, security tams will remove malicious software, identify exploited vulnerabilities and implement corrective measures. Business continuity will be supported due to having immutable backups, allowing critical systems and data to be restored without paying ransom demands. Post attack AI models and datasets will face validation testing to ensure their integrity before production use.
  This approach is again directed by the information discovered in the research task, which indicated the importance of continuous monitoring and governance when managing modern cybersecurity risks. Regular exercises and incident simulations with post incident retrospectives will ensure that Aegis Fintech improves its ability to respond to cyber-attacks while meeting GDPR and DORA requirements.
[bookmark: _Toc1011517806]Work-Stream 7: Governance & Strategic Roadmap
To provide strategic oversight, Aegis FinTech will establish a Cyber Security Steering Committee run by the CISO. Members will include the CEO, CTO, CFO, Data Protection Officer, Head of Legal & Compliance, Security Operations Manager and AI Governance Specialist. The committee will meet monthly to review cybersecurity risks, AI governance, regulatory compliance, incident reports and progress against the strategic roadmap. This governance structure supports the findings from Task 1 by ensuring continuous monitoring of AI systems, regulatory compliance and organisational risk management.
[bookmark: _Toc169212374]12-Month Roadmap
	Quarter
	Initiative
	KPI

	Q1
	Build security unit
	All key roles hired

	Q1
	Establish AI Governance Board
	Board operational

	Q2
	Deploy SIEM and EDR
	100% endpoint coverage

	Q2
	Implement ZTNA
	100% remote users protected

	Q3
	AI model monitoring programme
	All production models monitored

	Q3
	GDPR and DORA gap assessment
	Assessment completed

	Q4
	Incident response exercise
	Response time under KPI

	Q4
	Internal audit
	90% control compliance



[bookmark: _Toc665071951]Conclusion
This proposal provides Aegis FinTech with a practical strategy for building a secure Information Security Unit that supports AI governance, cybersecurity and regulatory compliance. Led by the findings from Task 1, the proposal combines NIST CSF 2.0, the NIST AI RMF and Zero Trust principles to address AI-specific risks alongside traditional cyber threats. Through specialist security roles, robust policies, continuous monitoring and effective incident response, Aegis will strengthen operational resilience, support GDPR and DORA compliance and establish a secure foundation for expansion into the European market.
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