	
	
	



Ransomware: Understanding the threat and how to protect your business.
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1. Introduction
Ransomware has emerged as one of the most disruptive and costly cyber threats of the last decade. It targets individuals, businesses, and even governments by encrypting valuable data and demanding payment for its release [1]. For small to medium-sized businesses, ransomware is particularly damaging because they often lack the financial and technical resources to recover quickly. According to the National Cyber Security Center [3], ransomware attacks form part of a multi-billion-pound criminal organization.
The goal of this report is to provide a clear overview of ransomware, focusing on how it operates, its potential consequences, and how small businesses can protect themselves. The report will explore a notable ransomware example, that being the CryptoWall Trojan. The report will also outline a practical backup strategy based on the 3-2-1 rule. This approach will allow non-technical business leaders to understand how ransomware works, what risks it poses, and what measures can be taken to ensure business continuity.  
2. What is Ransomware?
Ransomware is a form of malicious software designed to deny access to a user's data or system until a ransom is paid [9]. The Federal Bureau of Investigations (FBI) [5] defines it as one of the fastest-growing cyber threats to businesses worldwide. Ransomware can enter systems through phishing emails, compromised websites, or unpatched software vulnerabilities [4][6]. Once installed, it encrypts the user's data with advanced algorithms such as AES or RSA, making recovery impossible without the attacker's decryption key.

[bookmark: _Int_rEYluMQl]Modern ransomware has evolved beyond simple encryption. According to the Cybersecurity and Infrastructure Security Agency (CISA) [6], attackers now employ “double extortion” stealing sensitive information before encryption and threatening to publish it online if payment is not made. This problem has turned ransomware into both a data security and privacy issue. Kaspersky Lab [13] highlights that modern ransomware groups often operate as professional organizations, providing “Ransomware-as-a-Service (RaaS)” models to criminal affiliates who distribute the malware for a share of the profits.

Furthermore, Malwarebytes [9] explains that small businesses are disproportionately targeted due to the lack of layered defenses, such as multi-factor authentication or centralized monitoring. Attackers exploit Remote Desktop Protocol (RDP) weaknesses, stolen credentials, and outdated systems. In 2023, Emsisoft [10] estimated that global ransomware damages exceeded £20 billion, showing that the threat continues to grow. Prevention through awareness training, and structured backup planning has therefore become essential to business resilience
 
3. Case Study: CryptoWall Trojan
Cryptowall is a well know ransomware first detected in 2014 and quickly became one of the most damaging variants to affect businesses and individuals worldwide [1][2]. It spread mainly through phishing emails, malicious attachments, and compromised websites. Once executed, CryptoWall searched for and encrypted a wide range of file types, including documents, spreadsheets, and databases using strong encryption algorithms. Victims were directed to make ransom payments in Bitcoin to obtain a decryption key [1][4].
One of CryptoWall’s most harmful capabilities was its ability to delete Windows shadow copies and disable system restore functions, preventing victims from using standard recovery methods [2][8]. It could also spread across shared network drives, allowing a single breach to cripple and entire organization file system.
CryptoWall highlighted how ransomware groups have evolved into highly organized and business-like operations. The group behind it used automated systems for distribution, payment processing, and victim communication. Some versions even detected security tools or virtual environments to avoid analysis [8]. Law enforcement agencies such as the FBI warned the business not to pay the ransom, as payment offers no guarantee of recovery and encourages further attacks [4].
4. Backup and Recovery Strategies (The 3-2-1 Rule)
A strong backup and recovery plan is the single and most effective defense against ransomware [7]. The “3-2-1" backup rule remains a widely recommended standard among cybersecurity experts. It states that organizations should maintain three copies of all critical data, stored on two different types of media, with one copy stored offsite [5][6][7]. This strategy ensures that if one of the two copies is compromised, a clean backup will still be available for recovery.
For a small business, a practical setup might involve storing live data on a local office server, performing automated daily backups to an external hard drive, and keeping an encrypted backup in a secure cloud environment [12]. NHS Digital [12] recommends using immutable cloud storage, which prevents backups from being altered or deleted, even by admins. Many variants of ransomware attempt to locate and encrypt backups, to prevent this maintaining at least one offsite copy is essential.
[bookmark: _Int_tJTvpu4a][bookmark: _Int_eFOsRE4Z]Regular testing of backups is also helpful. The FBI [5] and CISA [6] stress the importance of verifying that data can actually be restored. Testing ensures that recovery that recovery will work efficiently during an incident. Access to back up systems should be tightly controlled using multi-factor authentication and encryption [13]. By following these practices, companies can minimize downtime and financial loss, restoring operations quickly even after a major ransomware attack.       
5. Common Disaster Scenarios and Recovery
While ransomware is a major threat, it is only one of many risks that can cause data loss or operational disruption. Common disaster scenarios include hardware failure, human error, power surges, theft, and natural events such as fire or flooding. A well-planned backup system can mitigate all these threats.
[bookmark: _Int_x6KZUCid]If a server's hard drive fails, operations can resume within hours using local backups. If a flood or fire destroys onsite equipment, an offsite or cloud-based backup allows data restoration from another location. During ransomware incidents, the first priority is isolation of the infected system to stop it spreading further. Once the systems are wiped and rebuilt, data can be restored from the most recent clean backup. Redstor [7] notes that businesses performing daily automated backups can help reduce downtime following an incident. The No More Ransom initiative [11], supported by Europol and major cybersecurity firms, provides free decryption tools for some ransomware variants. However, recovery is not always guaranteed, which reinforces the importance of having offline backups that ransomware cannot reach.

6. Business, Legal, and Financial Impacts
The ICO [14] points out the legal incidents ransomware can bring. If personal or client data is compromised, organizations must report within 72 hours under the UK general data protection regulation (GDPR). Failure to report the breach can result in significant fines. CISA [6] reports that the average downtime following a ransomware attack is around 21 days, with many businesses suffering lost revenue and reputational harm. Emsisoft [10] observed a 40% increase in ransom demands between 2023 and 2024, with average payments reaching record levels. Beyond the financial impacts, ransomware can also lead to losing customer trust and damaging brand reputation. The ICO [14] advises to help combat the attacks through employee training, patch management, and access control; these being the more cost-effective way compared to recovery.
In addition to financial and legal impacts, the human factor also plays a major role in ransomware incidents. Many attacks succeed because employees unknowingly open malicious email attachments or respond to convincing phishing messages. CISA notes that regular cyber-awareness courses can significantly reduce the risk by helping staff recognize fraudulent activity before anything can happen [6]. By improving employee awareness, businesses can lower the likelihood of disruption and improve the organization's long-term resilience.     
 
7. Conclusion 
Ransomware continues to pose a significant threat to small businesses, combining advanced encryption with social engineering tactics to exploit human and technical weaknesses. The CryptoWall case study demonstrates how a single infection can cause widespread damage, disrupt operations, and inflict heavy financial losses. However, businesses can defend themselves by implementing the 3-2-1, adopting advanced security measures, and maintaining strong recovery plans if an attack is to happen. Ultimately, cybersecurity is not only a technical responsibility but a critical business function.

8. References
[1] Varonis, “The State of CryptoWall in 2018,” 2018. Online. Available: https://www.varonis.com/blog/cryptowall/
[2] BleepingComputer, “CryptoWall and HELP_DECRYPT Ransomware Information,” 2014. Online. Available: https://www.bleepingcomputer.com/virus-removal/cryptowall-ransomware-information
[3] National Cyber Security Centre (NCSC), “What You Need to Know About Ransomware,” 2024. Online. Available: https://www.ncsc.gov.uk/collection/what-is-ransomware
[4] Federal Bureau of Investigation (FBI), “FBI Warns Public of CryptoWall Ransomware Schemes,” 2015. Online. Available: https://www.fbi.gov/contact-us/field-offices/sandiego/news/press-releases/fbi-warns-public-of-cryptowall-ransomware-schemes
[5] FBI, “Ransomware Prevention and Response for CISOs,” 2019. Online. Available: https://www.fbi.gov/file-repository/ransomware-prevention-and-response-for-cisos.pdf
[6] Cybersecurity and Infrastructure Security Agency (CISA), “Ransomware Awareness for Holidays and Weekends,” 2022. Online. Available: https://www.cisa.gov/news-events/cybersecurity-advisories/aa21-243a
[7] Redstor, “The 3-2-1 Backup Rule Still Reigns Supreme,” 2024. Online. Available: https://www.redstor.com/resource-hub/the-3-2-1-backup-rule-still-reigns-supreme
[8] Proofpoint, “What Is CryptoWall Ransomware?” 2024. Online. Available: https://www.proofpoint.com/uk/threat-reference/cryptowall-ransomware
[9] Malwarebytes, “Ransomware: Definition and Examples,” 2024. Online. Available: https://www.malwarebytes.com/blog/threats/ransomware
[10] Emsisoft, “The Cost of Ransomware in 2024,” 2024. Online. Available: https://blog.emsisoft.com/en/44273/the-cost-of-ransomware-in-2024/
[11] No More Ransom, “Decryption Tools,” 2024. Online. Available: https://www.nomoreransom.org/en/decryption-tools.html
[12] NHS Digital, “CryptoWall Ransomware Alert,” 2018. Online. Available: https://digital.nhs.uk/cyber-alerts/2018/cc-1959
[13] Kaspersky Lab, “The Ransomware Revolution,” 2016. Online. Available: https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/07182404/KSB2016_Story_of_the_Year_ENG.pdf
[14] Information Commissioner’s Office (ICO), “Ransomware and Data Protection Compliance,” 2024. Online. Available: https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/security/a-guide-to-data-security/ransomware-and-data-protection-compliance/

            

   
	
	
	



