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1. Introduction
Modern enterprise landscapes have changed into a multi-tiered, hybrid ecosystems, which on the one hand have expanded the scale and productivity of the enterprise; additionally, on the other hand, have greatly increased the organizational attack surface and attracted advanced and multi-stage cyberspace threats. Organizations also need to go beyond the traditional perimeter security controls in order to combat adversaries who utilize internal vulnerabilities and informal trust relationships to move laterally in their organization, by adopting the idea of defense-in-depth mechanisms, centralized governance, and identity-based access controls. This report will review how the principles can be put into practical use by assessing a multi-site network on a two stage assessment, first by using a Capture the Flag (CTF) framework to validate core infrastructure functionality, and second, implementing comprehensive security hardening practices which include enforcement of firewall policies and secure site-to-site connectivity, by using Check Point GAIA appliances to show how a normal network can be converted into a resilient and enterprise grade infrastructure.
2. Scope
The scope of this report encompasses the design, implementation, validation, and security enhancement of a dual-site enterprise network spanning SWANSEA.ACCA and LONDON.SWANSEA.ACCA. The network architecture incorporates essential enterprise infrastructure services, including Active Directory Domain Services, Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), Internet Information Services (IIS), routing components, and firewall systems. Secure communication between the two geographically separated sites is established through an encrypted site-to-site Virtual Private Network (VPN), ensuring the confidentiality, integrity, and authenticity of inter-site data transmission (Scarfone and Hoffman, 2009).
The assessment is divided into two principal components. The first component focuses on the configuration and operational verification of enterprise services through a Capture the Flag (CTF) exercise. This phase is used to validate service availability, authentication mechanisms, network connectivity, and inter-site communication, while also identifying configuration errors and operational weaknesses. The second component concentrates on strengthening the deployed infrastructure through the implementation of enterprise-grade security controls using Check Point GAIA appliances. This includes centralized security management, firewall policy enforcement, identity-based access control, encrypted VPN connectivity, and the deployment of advanced threat prevention features (Check Point Software Technologies Ltd., 2024).
Activities explicitly excluded from the scope of this report include application-level software development, end-user security awareness training, continuous security monitoring, incident response operations, and formal regulatory compliance audits. The focus remains on infrastructure-level deployment, configuration validation, and security hardening within a controlled enterprise laboratory environment designed to closely approximate real-world enterprise network conditions.

3. Objectives
The primary objective of this report is to demonstrate the structured deployment, validation, and security hardening of a multi-site enterprise network using industry-standard technologies and security best practices (NIST, 2020). This overarching objective is achieved through the following specific goals:
· To design and implement a realistic enterprise network architecture that supports essential infrastructure services across multiple geographic locations


· To deploy and validate core enterprise services, including authentication, name resolution, dynamic address assignment, and web services


· To verify reliable connectivity and secure communication between network segments and geographically separated environments


· To identify, analyze, and remediate configuration weaknesses through systematic testing and validation activities


· To implement centralized security management using Check Point GAIA security appliances


· To define and enforce firewall policies that regulate network traffic and restrict unauthorized access


· To establish secure inter-site communication using encrypted site-to-site VPN tunnels


· To apply identity-aware access controls and least-privilege principles to minimize internal attack surfaces (ISO/IEC, 2022)


· To integrate advanced threat prevention mechanisms to mitigate risks associated with malware, unauthorized access, and lateral movement


· To document configuration decisions, validation processes, and operational outcomes supported by technical evidence


By accomplishing these objectives, this report demonstrates how a functional enterprise network can be methodically transformed into a secure, enterprise-grade environment aligned with modern cybersecurity expectations, industry best practices, and real-world operational requirements.

4. Critical Discussion 
Although the introduced security architecture enhanced the overall security posture of the enterprise network considerably, it is vital to consider the limitations of the security architecture critically in the context of the continuously changing cyber threats. Despite the fact that the centralized firewall enforcement and identity-aware access control minimizes the unauthorized access and lateral mobility, these mechanisms rely on proper identity management as well as policy configuration. The misconfigured identity mappings or the over abundance of roles may unwillingly introduce a risk into the environment in large-scale enterprise setups, which is why the ongoing reviews of access and governance are important (ISO/IEC, 2022).
Moreover, though, IPS and Anti-Malware offer advanced threat prevention strategies which are highly effective in preventing known attack signatures, they might not be effective in preventing zero-day exploits or extensively designed attacks. This restriction implies that technical controls cannot be implemented solely and have to be supported by continuous monitoring, threat intelligence integration, and adaptive security strategies (NIST, 2020). Also, such an assessment, which is laboratory-based, although useful in controlled validation, is not comprehensive in reflecting the scale, performance requirements and human factors inherent in production enterprise environments.
In spite of these shortcomings, the evaluation shows a very good correspondence with the current enterprise security practice and offers an effective basis on which additional security functions including security orchestration, relentless risk evaluation and integration of incident response may be built. This critical analysis supports the role of perceiving enterprise security as a process and not an implementation.
Reflective Discussion
This test has proven to be an informative source of data on the real-life issues of designing, validating, and securing a multi-site enterprise network. Although theoretical frameworks and best practices provide a systematic direction, the practical application demonstrated how the little configuration choices could contribute to the functionality and security greatly. Specifically, the Capture the Flag (CTF) exercise helped to reaffirm the value of a methodical approach to troubleshooting and attention to detail, with even minor configuration errors being enough to interfere with service functionality or undermine security measures.
The shift towards an enterprise network, rather than a functional one, made it clear that security should not be considered a layer of isolation to be added to the deployment once the deployment is completed. The adoption of centralized security management and identity-sensitive access control showed the way in which security decisions should be in line with organizational roles, operational processes, and governance frameworks. It is also in this stage that the reliance of technical controls on proper identity management and policy enforcement was identified, with the possible risks brought about by unaligned access privileges or incomplete visibility.
One of the central learning outcomes of this assessment was the understanding that enterprise security is an ongoing and cyclical process and not an implementation event. Despite the high-level firewall and threat prevention systems that introduced the attack surface to a minimum, the exercise demonstrated that technical measures do not suffice without the continued monitoring, policy evaluation and adjustment to the emerging risks. In sum, this evaluation enhanced the knowledge on enterprise security as a trade off balance on operational usability, risk management, and strategic control, offering operational experience that can be directly applied to the real world of enterprise settings.
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3.1 Objectives of Part 1
The primary aim of Part 1 is to evaluate the practical competencies required for the deployment, management, and validation of enterprise network services within a simulated organizational environment. Rather than assessing theoretical understanding in isolation, this phase focuses on measuring applied technical capability and problem-solving effectiveness under realistic operational conditions.
Specifically, Part 1 assesses the ability to design and deploy essential enterprise services in accordance with defined functional and operational requirements, ensuring that systems are correctly integrated and capable of supporting business processes. It further evaluates the participant’s capacity to identify configuration errors, service-level misconfigurations, and latent security weaknesses that may arise during implementation. These activities reflect common challenges encountered in enterprise environments, where incorrect configurations often represent a significant source of operational failure and security exposure.
In addition, this phase measures the ability to verify correct service operation using a structured Capture the Flag (CTF) methodology. This requires not only confirming service availability but also validating correct behavior under expected conditions. The application of systematic troubleshooting techniques to resolve connectivity issues and service disruptions is a central learning outcome, reinforcing the importance of analytical reasoning and methodical investigation in enterprise network administration.
Unlike conventional assessment approaches that rely heavily on predefined instructions or abstract problem sets, the CTF methodology requires direct engagement with operational systems. Participants must actively interrogate the network environment, observe system behavior, and apply diagnostic tools to locate and retrieve hidden flags. This experiential approach promotes higher-order cognitive skills, reinforces professional administrative practices, and closely mirrors the investigative workflows employed by enterprise network engineers and cybersecurity practitioners.

3.2 CTF Scenario Description
The Capture the Flag exercise was conducted within a controlled laboratory environment composed of multiple virtual machines configured to emulate a realistic enterprise network. These virtual systems represented a combination of server infrastructure, client devices, and supporting network components, collectively simulating an organizational environment that includes authentication services, core network services, and foundational security controls.
Each deployed service contained one or more concealed flags, implemented as unique text identifiers embedded within configuration files, command-line outputs, system logs, or application-level responses. The placement of these flags was intentionally designed to require accurate service configuration and validation before successful retrieval could occur. As a result, flags could not be obtained through superficial inspection or random attempts, but only through correct implementation and verification of system functionality.
The objective of the CTF was therefore to identify and validate these flags by ensuring that services were properly configured, inter-system connectivity was established, and expected operational behavior was observed. This design reinforces the principle that successful system administration depends on precision and correctness rather than trial-and-error techniques. The exercise ensures that successful outcomes reflect genuine understanding of enterprise service dependencies and configuration requirements.
The CTF challenge was delivered through the Moodle learning platform and made available for a fixed duration. This time-constrained format reflects real-world operational environments, where administrators are frequently required to diagnose and resolve issues within limited timeframes. The imposed time limit encourages efficient investigation, prioritization of tasks, and disciplined troubleshooting—competencies that are critical in enterprise IT and cybersecurity roles where prolonged service disruption is unacceptable.
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3.3 Core Network Services Deployed
As part of the CTF exercise, a range of core enterprise network services were deployed, configured, and validated. These services represent foundational components commonly found in production enterprise environments and form the backbone of organizational IT operations. The successful deployment of these services required not only correct configuration but also the establishment of secure administrative access and reliable communication between systems across the network.
The validation of these services demonstrated an understanding of service interdependencies, such as the reliance of authentication and directory services on proper name resolution and network connectivity. By requiring functional verification rather than passive observation, the CTF ensured that services were operational in practice and capable of supporting enterprise workloads under realistic conditions.

3.3.1 Evidence from Administrative and Security Configuration
Documented evidence in the form of Figures 1 through 8 provides verification of successful administrative access and security configuration within the enterprise environment. Collectively, these figures demonstrate that authentication mechanisms were correctly implemented and that security policies were actively enforced using the Check Point GAIA platform.
Administrative access validation screenshots confirm that privileged access to management interfaces was achieved through properly configured authentication and authorization mechanisms. This evidence supports the correct operation of directory services and administrative access controls, which are essential for maintaining control over enterprise systems.
Additional evidence illustrates the creation, application, and enforcement of firewall policies within the Check Point GAIA environment. These policies regulate traffic flow between network segments and across sites, ensuring that only authorized communication paths are permitted. The consistent application of these rules confirms that security controls were not merely defined but actively enforced during the CTF exercise.
Multiple screenshots are included to demonstrate configuration consistency across different stages of the exercise. This documentation provides transparency and supports the verification of both functional and security-related requirements. Taken together, the evidence confirms that enterprise services were not only deployed successfully but also aligned with established security policies and administrative standards.

3.4 Outcomes of Part 1
The successful completion of the CTF exercise confirms that the deployed enterprise network services were correctly implemented, configured, and validated. The retrieval of flags serves as objective evidence of effective troubleshooting, accurate service deployment, and a comprehensive understanding of enterprise network dependencies.
This phase also highlights the critical importance of precision and attention to detail in enterprise environments. Minor configuration errors—such as incorrect service parameters or misaligned access controls—were shown to have the potential to disrupt service availability or introduce security weaknesses. As such, Part 1 establishes a verified and stable operational baseline upon which advanced security controls can be implemented in subsequent phases. This outcome reinforces the principle that robust enterprise security must be built upon a foundation of correctly functioning and well-understood infrastructure.
Critical Reflection on the CTF Methodology
The use of a Capture the Flag (CTF) methodology in this assessment proved effective in evaluating applied technical competence within a simulated enterprise environment; however, it also presents certain limitations that warrant critical consideration. The strength of the CTF approach lies in its emphasis on experiential learning, as it requires participants to actively engage with live systems, diagnose configuration issues, and validate service functionality under time constraints. This closely mirrors real-world enterprise scenarios, where administrators must respond to operational challenges with limited guidance and incomplete information.
Nevertheless, the CTF methodology inherently prioritizes technical problem-solving over broader strategic considerations. While it effectively assesses configuration accuracy and troubleshooting capability, it provides limited opportunity to evaluate long-term security governance, policy lifecycle management, or the organizational impact of security decisions. Additionally, the time-bound nature of the exercise may encourage task-focused resolution rather than deeper architectural reflection, which is an important aspect of enterprise security planning.
Despite these limitations, the CTF approach remains a valuable assessment mechanism when complemented by subsequent phases focused on security architecture and centralized control. In this context, the CTF served as an appropriate foundation for validating operational readiness, upon which more strategic and policy-driven security controls were implemented in later stages of the assessment.
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4. Transition from Part 1 to Part 2
Although Part 1 of the assessment verified that the enterprise network was operational and that core services were functioning as intended, it simultaneously exposed the limitations of an approach focused primarily on functionality. The Capture the Flag (CTF) exercise demonstrated that operational stability does not inherently guarantee security robustness. During service validation and troubleshooting activities, several areas were identified where security controls were either insufficiently enforced or lacked centralized oversight. Examples included permissive firewall configurations and limited visibility into internal network traffic and security events.
These findings underscore a critical principle in enterprise networking: functional correctness and security maturity are distinct but interdependent objectives. A network may deliver required services reliably while remaining vulnerable to exploitation if security controls are not deliberately designed, consistently enforced, and continuously monitored. The observations from Part 1 therefore served as a catalyst for the progression to Part 2, which focuses explicitly on addressing these deficiencies. This transition represents a shift from an operationally validated environment to a security-oriented, enterprise-grade architecture in which protection mechanisms are integrated as core design elements rather than supplementary controls.
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5. Part 2 – Securing the Enterprise Network
Part 2 of the assessment concentrates on enhancing the security posture of the existing enterprise network through the application of enterprise-grade security technologies and established best practices. Rather than restructuring the network architecture, this phase builds upon the validated infrastructure developed in Part 1 by introducing centralized security governance, rigorous policy enforcement, and advanced inspection capabilities. This approach reflects real-world enterprise practices, where security enhancements must be implemented without disrupting critical business services or operational workflows.
The security framework adopted in this phase is based on the deployment of Check Point GAIA security appliances, which enable layered defense mechanisms capable of protecting the network against both external threats and internal misuse. Through centralized management and consistent enforcement, these appliances provide a cohesive security architecture suitable for multi-site enterprise environments. This phase emphasizes governance, consistency, and proactive risk mitigation, aligning technical implementation with strategic security objectives.
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5.1 Objectives of Part 2
The primary objectives of Part 2 are to strengthen the security of the existing enterprise network while preserving operational continuity. Specifically, this phase aims to:
· Secure the deployed enterprise network without adversely affecting service availability or performance


· Deploy and configure Check Point GAIA security appliances as centralized enforcement points


· Implement enterprise-grade firewall policies aligned with recognized security best practices


· Introduce advanced security capabilities to detect, prevent, and mitigate modern cyber threats


Collectively, these objectives ensure that the network evolves from a functional infrastructure into a resilient environment capable of withstanding contemporary attack techniques commonly observed in enterprise contexts.

6. Security Management Architecture
6.1 Check Point Components Deployed
To achieve centralized and consistent security enforcement across the enterprise network, a structured Check Point security management architecture was implemented. This architecture consists of multiple integrated components, each fulfilling a distinct role in policy management, traffic inspection, and administrative oversight.
The Security Management Server (A-SMS) serves as the central authority for defining, distributing, and maintaining security policies. It provides centralized control over firewall rules, security blade configurations, event logging, and system updates. By acting as the single source of truth for policy management, the A-SMS reduces the risk of configuration inconsistencies and ensures uniform enforcement across all security gateways.
The Security Gateway (A-GW) functions as the primary enforcement point within the network. Positioned at critical network boundaries, the gateway applies firewall rules and security blade protections to all inspected traffic in real time. This ensures that policy decisions and threat prevention mechanisms are enforced consistently for both internal and external communications.
The Management Workstation (A-GUI) hosts the SmartConsole management interface, providing administrators with a unified platform for configuring policies, monitoring security events, and managing gateway devices. Centralized administration through SmartConsole improves operational efficiency and enhances situational awareness by consolidating management and monitoring functions within a single interface.
Together, these components form a cohesive security management architecture that simplifies administration, minimizes configuration drift, and ensures consistent policy application across the enterprise environment.

6.2 GAIA Operating System
All deployed Check Point components operate on the GAIA operating system (R81.20), a hardened Linux-based platform purpose-built for security appliances. GAIA integrates system management, logging, and security blade support into a unified operating environment, providing both stability and advanced security functionality.
The hardened nature of GAIA reduces the attack surface of the security infrastructure itself by limiting unnecessary services and enforcing secure configuration defaults. In addition, GAIA supports robust monitoring and logging capabilities, which are essential for maintaining visibility and accountability in enterprise deployments. By providing a secure and stable foundation for security enforcement, the GAIA operating system plays a critical role in ensuring the reliability and effectiveness of the overall enterprise security architecture.
Critical Evaluation of Check Point Architecture Choices
The selection of the Check Point GAIA security architecture provides a robust and industry-aligned foundation for securing the enterprise network; however, its effectiveness must be evaluated critically in terms of scalability, operational complexity, and adaptability to evolving threat landscapes. The separation of management, gateway, and administrative components (A-SMS, A-GW, and A-GUI) reflects a mature enterprise design that supports centralized governance, consistent policy enforcement, and improved visibility across distributed environments. This architectural separation reduces configuration drift and enables more effective oversight, which is particularly advantageous in multi-site deployments.
From a security perspective, the integration of firewall enforcement, identity awareness, and threat prevention within a unified platform offers significant benefits. Centralized policy management allows for rapid deployment of security changes and consistent enforcement across network boundaries. Additionally, the GAIA operating system’s hardened design and limited attack surface strengthen the security of the enforcement infrastructure itself. These features collectively support defense-in-depth principles and align well with recognized enterprise security best practices.
Despite these strengths, the Check Point architecture introduces certain operational challenges. The reliance on centralized management can create a potential single point of failure if redundancy and high-availability mechanisms are not properly implemented. Furthermore, the administrative complexity of managing multiple security blades and detailed policy sets may increase the risk of misconfiguration, particularly in large-scale or rapidly evolving environments. Effective use of the platform therefore requires skilled administrators and well-defined governance processes to ensure policies remain accurate and manageable over time.
Another limitation relates to adaptability against advanced or zero-day threats. While integrated threat prevention mechanisms provide strong protection against known attack patterns, their effectiveness is inherently dependent on timely updates and accurate threat intelligence. This highlights the need to complement Check Point’s technical controls with continuous monitoring, incident response capabilities, and adaptive security strategies.
Overall, the Check Point GAIA architecture represents a strong and appropriate choice for securing enterprise networks when deployed with adequate planning, redundancy, and administrative oversight. Its effectiveness is maximized when integrated into a broader security strategy that acknowledges both its technical strengths and its operational limitations.
7. SmartConsole and GAIA Configuration
The configuration and validation of management interfaces form a critical component of enterprise security implementation, as they directly influence the effectiveness, reliability, and maintainability of security controls. In this assessment, both SmartConsole and the GAIA Web Interface were utilized to configure, manage, and verify the Check Point security infrastructure, ensuring centralized governance and operational stability. [image: A computer screen shot of a computer
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7.1 SmartConsole Overview
SmartConsole functions as the primary administrative interface for managing the Check Point security environment. It provides a centralized platform through which security policies can be created, modified, and deployed to enforcement points across the network. Through SmartConsole, administrators are able to manage security gateways, define access control rules, configure threat prevention policies, and monitor security events in real time.
During the implementation process, successful communication between the Security Management Server (A-SMS) and the Security Gateway (A-GW) was verified, confirming that centralized policy management and enforcement mechanisms were operating as intended. The ability to install policies without errors provided evidence of correct trust establishment and synchronization between management and gateway components. This validation is essential in enterprise environments, as misalignment between management and enforcement layers can lead to inconsistent policy application or security gaps.
Furthermore, SmartConsole supports centralized event monitoring and log analysis, enabling administrators to observe traffic behavior and security alerts across multiple sites from a single interface. This capability enhances situational awareness and supports timely identification of potential threats, reinforcing the importance of centralized visibility in distributed enterprise networks.

7.2 GAIA Web Interface
The GAIA Web Interface complements SmartConsole by providing system-level configuration, health monitoring, and administrative control over Check Point appliances. While SmartConsole focuses primarily on security policy management, the GAIA interface enables administrators to verify the operational status of the underlying platform on which these policies are enforced.
Key system parameters were validated through the GAIA Web Interface, including system uptime, operating system and kernel versions, availability of licensed security blades, and resource utilization metrics such as CPU, memory, and disk usage. These checks confirm that both the management server and security gateway are operating within acceptable performance thresholds and are capable of supporting enterprise security workloads without degradation. Verifying platform stability at this level is essential, as performance constraints or system instability can undermine the effectiveness of security enforcement in high-traffic enterprise environments. [image: A screenshot of a computer
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8. Licensing Configuration
Licensing constitutes a foundational aspect of Check Point security deployments, as it directly determines which security blades and advanced protection features are available for use. In this phase of the assessment, licenses were applied and validated on both the Security Management Server (A-SMS) and the Security Gateway (A-GW) to ensure full access to enterprise-grade security capabilities.
License status, validity, and expiration details were carefully verified to confirm uninterrupted operation of critical security functions. Proper licensing enables advanced protections such as Intrusion Prevention, Anti-Malware, Application Control, and other inspection-based security mechanisms. Without valid licensing, these features may operate in a limited or disabled state, potentially exposing the network to avoidable risk. As such, license verification is an essential operational task in enterprise security management, ensuring continuity of protection and compliance with vendor requirements.

9. Firewall Policy Design and Enforcement
9.1 Firewall Policy Principles
Firewall policy design in this assessment is guided by the principle of least privilege, a core tenet of enterprise security architecture. Under this approach, network traffic is explicitly permitted only where a legitimate business requirement exists, while all other traffic is denied by default. This strategy minimizes unnecessary exposure and significantly reduces the potential for unauthorized access, lateral movement, and exploitation of unintended communication paths.
Least-privilege policy design is particularly important in enterprise environments where multiple services, users, and network segments coexist. By restricting communication to only essential services, the firewall serves as a critical control point for enforcing organizational security boundaries and reducing the overall attack surface.

9.2 Implemented Firewall Rules
To balance security requirements with operational functionality, a carefully structured set of firewall rules was implemented. These rules permit essential services while restricting or blocking traffic that presents elevated risk or lacks a clear business justification.
Name resolution services were permitted to ensure reliable operation of directory services and application dependencies. Web traffic using HTTP and HTTPS protocols was allowed to support enterprise web access and internal applications. Active Directory–related services were explicitly permitted to enable authentication, authorization, and directory operations across the enterprise network.
At the same time, restrictive controls were applied to reduce exposure. Internet Control Message Protocol (ICMP) traffic was limited to minimize reconnaissance and network mapping activities. Telnet traffic was explicitly blocked due to its lack of encryption and susceptibility to credential interception. File Transfer Protocol (FTP) and Secure Shell (SSH) access were tightly controlled to restrict unauthorized administrative access and reduce the risk of credential misuse.
Collectively, these firewall rules ensure that business-critical services remain accessible while significantly limiting unnecessary or high-risk network traffic. This balanced approach demonstrates how enterprise firewall policies can support operational requirements without compromising security posture.
Critical Evaluation of Firewall Rule Limitations
While the implemented firewall rules significantly reduce the enterprise network’s attack surface by enforcing least-privilege access, firewall-based controls alone present inherent limitations that must be acknowledged. Firewall policies are primarily dependent on accurate rule definition and ongoing maintenance; as enterprise environments evolve, changes in services, users, or business requirements can render static rule sets outdated or overly permissive if not regularly reviewed. This introduces the risk of configuration drift, where legacy rules persist beyond their original purpose and inadvertently weaken security.
Additionally, firewall rules are largely effective at controlling known and expected traffic patterns but are less capable of detecting sophisticated threats that leverage allowed protocols, such as malicious activity embedded within HTTPS traffic or credential misuse within permitted services. Although inspection and threat prevention mechanisms help mitigate this risk, firewall enforcement remains constrained by visibility limitations when traffic is encrypted or appears legitimate at the network level.
Furthermore, reliance on network-based rules alone may not fully address insider threats or compromised internal hosts, particularly when access is granted based on location rather than continuous user or device trust evaluation. These limitations highlight the importance of complementing firewall policies with identity-aware access control, continuous monitoring, and periodic policy audits to ensure sustained effectiveness. As such, firewall rules should be viewed as a foundational security control rather than a comprehensive solution in isolation.
10. Advanced Security Features
The implementation of advanced security features represents a critical enhancement to the enterprise network’s defensive posture. While firewall enforcement provides foundational traffic control, modern enterprise environments require additional layers of inspection and threat mitigation to address increasingly sophisticated attack techniques. In this phase, multiple security mechanisms were enabled to provide proactive detection and prevention of malicious activity.
10.1 Intrusion Prevention System (IPS)
The Intrusion Prevention System (IPS) was deployed to inspect network traffic for known attack signatures, exploit patterns, and anomalous behaviors associated with system compromise. Unlike traditional firewalls that primarily evaluate traffic based on source, destination, and protocol, IPS operates at a deeper level by analyzing packet payloads and traffic behavior.
By identifying and blocking malicious traffic in real time, IPS reduces the likelihood that vulnerabilities within operating systems or applications can be exploited. This capability is particularly important in enterprise environments where patching cycles may lag behind emerging threats. The IPS therefore functions as a compensating control, mitigating risk during periods when systems remain exposed to known vulnerabilities.
10.2 Anti-Virus and Anti-Malware
Anti-Virus and Anti-Malware security blades were enabled to provide protection against malicious payloads entering or propagating within the enterprise network. These mechanisms inspect files and traffic streams to identify malware signatures, suspicious code execution, and known indicators of compromise.
By detecting and blocking malicious content before it can execute or spread laterally, these controls significantly reduce the risk of system compromise, data exfiltration, and service disruption. In an enterprise context, where a single infected endpoint can rapidly affect multiple systems, Anti-Malware protection serves as a critical safeguard against large-scale incidents.
10.3 Application Control and URL Filtering
Application Control and URL Filtering were implemented to regulate access to applications and web resources based on organizational policy and risk assessment. Rather than permitting unrestricted application usage, these controls restrict access to unauthorized, high-risk, or non-business-related applications and websites.
By limiting exposure to untrusted content and unnecessary applications, the attack surface is reduced, and the likelihood of user-initiated compromise—such as drive-by downloads or phishing—is minimized. Additionally, these controls support acceptable use policies and contribute to improved governance over user activity within the enterprise network.

11. Identity Awareness and Access Control
Identity Awareness introduces a critical enhancement to access control by integrating the Check Point security infrastructure with Active Directory services. This integration enables security policies to be enforced based on authenticated user identities and group memberships rather than solely on static IP addresses or network location.
By aligning access decisions with user roles and organizational responsibilities, identity-aware policies provide more precise and context-sensitive security enforcement. Administrative access can be limited to authorized groups, while standard users are restricted to only the services required for their operational duties. This approach reduces risks associated with shared systems, dynamic addressing, and credential misuse.
In addition to improving security accuracy, Identity Awareness enhances auditability and accountability. Access events can be directly associated with individual users, supporting compliance, investigation, and governance requirements. Overall, identity-aware access control strengthens the alignment between technical security controls and business processes.

12. Logging, Monitoring, and Visibility
Continuous visibility into network activity and security events is essential for effective enterprise security management. Centralized logging was implemented to capture detailed records of traffic flows, policy enforcement actions, and security events across the enterprise network.
SmartConsole serves as the primary interface for both real-time monitoring and historical analysis. Real-time visibility enables administrators to detect and respond to suspicious activity promptly, while historical logs support forensic investigation, troubleshooting, and compliance reporting. Centralized monitoring also reduces the risk of blind spots commonly associated with distributed environments, ensuring consistent oversight across all enterprise sites.

13. Demonstration and Validation
The implemented security architecture was validated through a structured live demonstration designed to confirm both functional integrity and security effectiveness. During this process, connectivity between the Security Management Server, Security Gateway, and management workstation was verified to ensure proper system integration.
Firewall rules were tested to confirm that authorized traffic was permitted while unauthorized or restricted traffic was effectively blocked. Advanced security features—including IPS, Anti-Malware, and identity-based access controls—were demonstrated in operation to validate their enforcement and effectiveness. Identity Awareness policies were specifically tested using authenticated user accounts to confirm that access decisions were driven by user roles rather than network location.
Screenshots captured during the demonstration provide documented evidence of correct configuration, successful policy enforcement, and operational stability of the security infrastructure.

14. Security Best Practices and Standards Alignment
The implemented security solution demonstrates strong alignment with widely recognized cybersecurity best practices and industry standards. Principles such as defense in depth, least privilege, centralized management, and continuous monitoring are embedded throughout the network architecture.
Layered security controls spanning network, identity, and application domains reduce reliance on any single defensive mechanism and increase overall resilience. Firewall policies are explicitly defined and restrictive by default, while advanced threat prevention mechanisms provide additional protection against both known and emerging threats. Centralized management simplifies policy enforcement, reduces administrative overhead, and supports consistent governance across the enterprise environment.
The configuration also adheres to vendor-recommended best practices for Check Point GAIA appliances, ensuring optimal performance, stability, and security. Collectively, these measures reflect a structured, standards-aligned approach to enterprise network security.

15. Conclusion
This assessment successfully demonstrates the end-to-end deployment, validation, and security hardening of a multi-site enterprise network. Through a structured, phased approach, the network was transformed from a functional operational environment into a secure, enterprise-grade infrastructure.
Centralized security management, least-privilege firewall enforcement, encrypted inter-site communication, identity-aware access control, and advanced threat prevention mechanisms collectively contribute to a strong and resilient security posture. The assessment underscores the importance of integrating security considerations into enterprise network design from the outset rather than treating them as an afterthought. As a result, the implemented environment is well positioned to operate securely within modern organizations facing evolving cyber threats.

16. Appendix
The appendix contains supplementary documentation and visual evidence supporting the technical implementation described in this report. This includes enterprise network topology diagrams, SmartConsole screenshots, GAIA Web Interface screenshots, firewall policy configurations, VPN settings, and licensing verification. These materials provide transparency and technical validation for the conclusions presented.

17. References
A complete list of academic, industry, and vendor references is provided in this section. Sources include official Check Point documentation, enterprise networking literature, and recognized cybersecurity standards. All references were selected to ensure that design decisions and security implementations align with current best practices and professional guidance.

Executive Conclusion
This assessment presents a comprehensive evaluation of enterprise network design and security implementation within a multi-site environment. By progressing from functional validation to advanced security enforcement, the project demonstrates how enterprise infrastructure can be systematically strengthened to meet modern cybersecurity requirements.
The Capture the Flag (CTF) phase validated core services and emphasized the importance of accurate configuration and troubleshooting. Building on this foundation, centralized security controls were implemented using Check Point GAIA appliances, enabling consistent firewall enforcement, encrypted inter-site communication, identity-aware access control, and proactive threat prevention.
Through the application of defense-in-depth principles, least privilege, centralized management, and continuous monitoring, the enterprise network achieved a robust security posture without compromising operational effectiveness. The resulting environment is secure, scalable, and resilient, reflecting real-world enterprise security expectations and professional practice.
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Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
lapproximate round trip times in milli-seconds:
Minimum = @ms, Maximum = s, Average = @ms
P C:\windows\system32> o
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PS C:\Users\Administrator> Get-NetFirewallRule | Where-Object DisplayName

Name
DisplayName

Description

DisplayGroup

Group

Enabled

Profile

Platform

Direction

Action

EdgeTraversalPolicy
LooseSourceMapping
LocalOnlyMapping

Oowner

PrimaryStatus

Status

EnforcementStatus
PolicyStoreSource
PolicyStoreSourceType
RemoteDynamicKeywordAddresses

Name
DisplayName

Description

DisplayGroup

Group

Enabled

Profile

Platform

Direction

Action

EdgeTraversalPolicy
LooseSourceMapping
LocalonlyMapping

Owner

PrimaryStatus

Status

EnforcementStatus
PolicyStoreSource
PolicyStoreSourceType
RemoteDynamicKeywordAddresses

Allow* ™

{581b57f8-af59-4089-8344-c83fb743a67c}
Allow ICMPv4 In

True
Domain, Private, Public
{

Inbound

Allow

8lock

False

False

oK

The rule was parsed successfully from the store. (65536)
NotApplicable

PersistentStore

Local

{

{688a4fea-4561-46ab-aabf-634as5f2c2abf}
Allow DNS TCP

True

Domain, Private, Public
{3

Inbound

Allow

Block

False

False

oK

The rule was parsed successfully from the store. (65536)
NotApplicable

PersistentStore

Local

{3

2 mm B =
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Ping statistics for 192.168.1.16:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum - ems, Maximum = Gms, Average = ems
PS C:\Users\Administrator> ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.2.1
Packets: Sent = 4, Received = 6, Lost = 4 (100% loss),
PS C:\Users\Administrator> ping 26.6.0.6

pinging 20.0.6.0 with 32 bytes of data
Reply from Destination host unreachable
Reply from bytes=32 time-g8oms TTL-25
Reply from bytes=32 time-gems TTL-255
Reply from bytes=32 time-g7ms TTL-25

20.0.0
20.0.0
20.0.0.0:
20.0.0

Ping statistics for 20.6.0.0:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum - 87ms, Maximum - 9ems, Average - 88ms
PS C:\Users\Administrator> o

Right Ctrl
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PS C:\Users\Administrator> ping 192.168.1.

Pinging 192.168.1.1 with 32 bytes of data
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims
Reply from 192.168.1.1: bytes=32 time<ims

ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = Gms, Average = ems
PS C:\Users\Administrator> ping 192.168.1.16

Pinging 192.168.1.16 with 32 bytes of data
Reply from 192.168.1.10: bytes=32 time<ims
Reply from 192.168.1.10: bytes=32 time<ims
Reply from 192.168.1.10: bytes=32 time<ims
Reply from 192.168.1.10: bytes=32 time<ims

Ping statistics for 192.168.1.16:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum - ems, Maximum = Gms, Average = ems
PS C:\Users\Administrator> ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data
Request timed out.
Request timed out.I
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PS C:\Users\Administrator> ping 192.168.2.8

pinging 192.168.2.0 with 32 bytes of data
Request timed out.

B Request timed out.

WigReauest timed out.
flRequest timed out.

Ping statistics for 192.168.2.6;
Packets: Sent = 4, Received = @, Lost = 4 (100% loss),
PS C:\Users\Administrator> ping 192.168.2.16

Pinging 192.168.2.10 with 32 bytes of data
Reply from 192.168.2.10: bytes=32 time-ims TTI
Reply from 192.168.2.10: bytes=32 time<ims TTI
Reply from 192.168.2.10: bytes=32 time<ims TTI
Reply from 192.168.2.10: bytes=32 time-2ms TTI

Ping statistics for 192.168.2.16:
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = 2ms, Average = ems
PS C:\Users\Administrator>
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ator: Windows PowerShell
Mindows IP Configuration

Ethernet adapter Intswa:

Connection-specific DNS SuFfix
Link-local IPv6 Address .
Ipva Address.

Subnet Mask .

Default Gateway .

Ethernet adapter Ethernet:

Connection-specific DNS SuFfix
Link-local IPv6 Address .
Autoconfiguration 1Pv4 Address.
Subnet Mask . . . . .

Default Gateway . . . . . . . .

PS C:\Users\Administrator> ping 5-DC

FeB0: 1adfd:dc9a:23ca:c623%4.
192.165.1.10
255.255.255.0

: 192.165.1.1

: soac.local

FeB0: :88ac:9377 :bdeB: C3COKL3
169.254.195. 201

: 255.255.0.0

Pinging S-DC.swansea.acca [192.168.1.1] with 32 bytes of data
Reply from 192.168.1.1: bytes=32 timeclms TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.1

Packets: Sent = 4, Received = 4, Lost = @ (6% loss)
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = @ms, Average = Om:

s C:\Users\administrator> ping L-CD

Ping request could not find host L-CD. Please check the name and try again.

PS C:\Users\Administrator>

DA w5 S 165

[#] Right Ctrl




