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[bookmark: _Toc227852702]1. Expert Details
Name: Marius Lecocq
Unit: digital forensic
Organisation: UWTSD
Case Reference: 01_2026
Instructions Received From: Niteesh 
Date of Instruction: 12/03/2026.
[bookmark: _Toc227852703]2. Declaration
I confirm that:
I have complied with the principles of digital forensic examination. 
The evidence has been handled in accordance with recognised UK standards (including ACPO principles) .
My duty is to the Court, not to the instructing party. 
The contents of this report are true to the best of my knowledge and belief.
[bookmark: _Toc227852704]3. Defendants
Emma johnson
Joe Marsh
Norman smith
[bookmark: _Toc227852705]4. Offences
Theft – Theft Act 1968, Section 1
Trade Secrets Offence – SI 2018/597, Regulation 3
Conspiracy to defraud (Common Law)
Fraud by false representation – Fraud Act 2006, Section 2
Assisting crime – Serious Crime Act 2007, Section 44
Money laundering – POCA 2002, Section 327
[bookmark: _Toc227852706]5. Case Background
This case concerns the suspected theft and attempted sale of confidential commercial patent database, specifically the AI chip design patent (ID: QT-AI-2025) (“Blueprint”) belonging to Quantum Tech’s by an employee (Emma). Digital forensic evidence from 5 devices (4 smartphones and 1flashdrives) shows structured negotiations with third parties between September 2024 and January 2025. A transaction valued at approximately £5,000,000 was discussed, with references to multiple buyers and staged delivery of the information.



[bookmark: _Toc227852707]6. Chain of Custody Summary
All exhibits were:
· Seized and documented at scene.
· Assigned unique exhibit identifiers.
· Transported in sealed evidence bags. 
· Forensically imaged using write-protected procedures. 
· Stored in secure evidence storage.
Integrity verification was performed using cryptographic hashing to ensure no alteration occurred.
[bookmark: _Toc227852708]6.1. Devices List
	Name
	File System
	Type

	Huawei
	1
	Smartphone

	Nokia
	2
	Smartphone

	Note 14
	3
	Smartphone

	Samsung
	4
	Smartphone

	USB flash drive
	N/A
	Flash drive


[bookmark: _Toc227852709]6.2 Extracted File List
	ID
	NAME
	TYPE
	PATH

	A0
	timeline
	xlsx
	appendix\csv

	A1
	filesystem_1
	xlsx
	appendix\csv

	A2
	filesystem_2
	xlsx
	appendix\csv

	A3
	filesystem_3
	xlsx
	appendix\csv

	A4
	filesystem_4
	xlsx
	appendix\csv

	A5
	filtered_output
	csv
	appendix\csv

	A6
	fs_crossings
	csv
	appendix\csv

	A7
	map_File System (1)
	html
	appendix\html

	A8
	map_File System (3)
	html
	appendix\html

	A9
	map_File System (4)
	html
	appendix\html

	B0
	Open
	docx
	appendix\ZIP

	B1
	brute_force
	py
	appendix\scripts

	B2
	dictionary
	py
	appendix\scripts

	B3
	animated_map
	py
	appendix\scripts

	B4
	crossing_map
	py
	appendix\scripts

	B5
	ACCA7031 Mobile ImagesSEP2025
	7z
	appendix\ZIP

	B6
	Detected Model_Note 14_2026-03-12_Report
	pdf
	appendix\ZIP\ celebrite report.zip

	B7
	images
	docx
	appendix\ZIP\images.zip\images

	B8
	archives
	docx
	appendix\ZIP\extracted data.zip\archives

	B9
	audios
	docx
	appendix\ZIP\extracted data.zip\audios

	C0
	config
	docx
	appendix\ZIP\extracted data.zip\config

	C1
	contacts
	xlsx
	appendix\ZIP\extracted data.zip\contacts

	C2
	cookies
	xlsx
	appendix\ZIP\extracted data.zip\cookies

	C3
	databases
	xlsx
	appendix\ZIP\extracted data.zip\databases

	C4
	Device events
	xlsx
	appendix\ZIP\extracted data.zip\device events

	C5
	dictionary
	xlsx
	appendix\ZIP\extracted data.zip\dictionary

	C6
	documents
	xlsx
	appendix\ZIP\extracted data.zip\documents

	C7
	emails
	pdf
	appendix\ZIP\extracted data.zip\emails

	C8
	Flash drive
	xlsx
	appendix\ZIP\extracted data.zip\flashdrive

	C9
	Network connections
	xlsx
	appendix\ZIP\extracted data.zip\network connections

	D0
	password
	xlsx
	appendix\ZIP\extracted data.zip\password

	D1
	Social media
	docx
	appendix\ZIP\extracted data.zip\socialmedia

	D2
	texts
	docx
	appendix\ZIP\extracted data.zip\text

	D3
	uncategorised
	docx
	appendix\ZIP\extracted data.zip\uncategorised

	D4
	User accouts
	xlsx
	appendix\ZIP\extracted data.zip\user account

	D5
	videos
	docx
	appendix\ZIP\extracted data.zip\videos

	D6
	Emma Flash Drive
	zip
	appendix\ZIP

	
	
	
	



















[bookmark: _Toc227852710]7. Methodology
[bookmark: _Toc227852711]The forensic examination was carried out in line with the ACPO principles and accepted digital forensic practices. Data was collected through logical extraction and, when possible, by creating a complete forensic image of the devices. Standard forensic tools were used, including Cellebrite UFED and Cellebrite Physical Analyzer for mobile data extraction and analysis, as well as Autopsy for file system and USB analysis. These tools made it possible to recover communications, metadata, and deleted files. The analysis involved keyword searches, reconstruction of communications, comparison between devices, and timeline review. The integrity of the evidence was maintained by using write-protection procedures and verified with SHA-256 hashing to confirm that no data was changed during the investigation.
7.1 Acquisition
[bookmark: _Toc227852712]Data acquisition was carried out using a combination of logical and file system extraction methods, depending on the capabilities of each device. Mobile devices were processed using Cellebrite UFED, while storage media were imaged with FTK Imager when appropriate. A full extraction process was performed to ensure that all accessible data was collected, including the systematic export of files, artefacts, and system data from each device. Care was taken to ensure that no relevant types of data were missed during extraction. For each category such as communications, files, logs, images, and application data separate outputs were created and organised into structured datasets. In addition, summary reports were generated, either automatically or manually, for each file type. These reports provided an overview of the extracted data and supported further analysis. All acquisition procedures were conducted using write-blocking techniques to preserve the integrity of the original evidence. The integrity of the extracted data was then verified using SHA-256 hashing, ensuring that all exported files remained unchanged throughout the investigation.
7.2 Analysis Techniques
The analysis phase combined automated forensic tool capabilities with custom scripting techniques to efficiently process and interpret large volumes of extracted data.
[bookmark: _Toc227852713]Keyword searches were carried out using targeted terms such as “Blueprint”, “client”, “£5M”, “meeting”, “Paris”, and “sell” to quickly identify relevant artefacts across different datasets. These searches helped isolate key communications and documents linked to the suspected activity. To improve efficiency and accuracy, custom scripts written in Python were developed and used to filter, sort, and organise the extracted data. These scripts made it easier to detect useful patterns, reduce irrelevant information, and navigate large datasets more effectively. Communication threads were reconstructed across several platforms and devices, providing a clear view of interactions between the individuals involved. Cross-device correlation was also performed to connect artefacts from different sources, confirming consistency between messages, file activity, and location data. In addition, scripting tools were used to create visual outputs, such as structured timelines and movement maps, which improved the clarity and interpretation of complex information. Timeline analysis made it possible to reconstruct events in chronological order, showing the progression from initial contact to the final stages of negotiation. Overall, these combined methods ensured a structured, efficient, and thorough analysis of the evidence, while improving data visibility and supporting accurate conclusions.
7.3 Validation
All acquired data was verified using cryptographic hash functions, specifically SHA-256. Hash values were generated at the time of acquisition and checked again during the analysis to ensure that the evidence had not been altered. The original data was always preserved in its initial state. All examinations were performed on verified forensic copies rather than on the original devices, in line with standard forensic practices. Additional consistency checks were carried out by comparing findings across different data sources and devices. This method ensured that the results were reliable, repeatable, and supported by matching evidence. These validation procedures confirm the integrity, authenticity, and evidential value of the data presented in this report.


	Device
	HASH technology
	HASH

	Flash Drive
	SHA 256
	de7c444bcab65c0b8dff65e1f7625cc8d0418cce67906509f382d62d36938869

	Huawei
	SHA 256
	d5193dbf8246c09fdde73be8558343985ab24a2e1c142e4d64e16e2b6507e31f

	Samsung
	SHA 256
	0e585c4fe8160254253be515a16ff94b7fdf88b248b67d45cfdef8753a9a3195

	Note 14
	SHA 256
	630724e2f8863adb9c4f7df1ab645e56c19a832d546fe7ab55b0cebf8ea7befd

	Nokia
	SHA 256
	a693656c260e339069756be8005346e97033d0ccf2f79add56cd69c9eade13ab

	Open.docx
	SHA 256
	af18bcf8ed897b1e469fb06004b0540502e3c0319d0d302c5bfe170539968ba2








[bookmark: _Toc227852714]8. Key Evidence
[bookmark: _Toc227852715]The analysis of the recovered data shows clear signs of coordinated activity between the suspects. Communication records reveal ongoing discussions about identifying potential buyers, negotiating financial terms, and arranging in-person meetings. The content and timing of these exchanges suggest a deliberate and organised effort to profit from confidential information. Travel and location data further support this conclusion, showing that meetings mentioned in the communications match actual movements across several locations, including Glasgow, Paris, and Manchester. The consistency between communication content, timeline data, and geographic movements strengthens the attribution of roles. It identifies Emma Johnson as the main actor, Joe Marsh as the intermediary managing negotiations, and Norman Smith as an active participant in the transaction process.
8.1.  device attribution  
Huawei : EMMA
	Evidence ID
	Description
	Time (UTC+1)

	A0.1549
	“Hi Emma”
	09/09/2024 16:55:59

	A0.1124
	“That's serious stuff Emma. Do you know how might be interested?”
	21/08/2024 11:06:29

	A0.1283
	“Hi Emma, Nothing went as expected during my last weeks meeting.  I have managed to get some contacts for a meeting today.  I will keep you posted.”
	26/08/2024 08:04:36

	A0.2119
	“Apologies Emma. I am in a final talks about it. Meeting the client this week at Manchester.  Will update”
	20/11/2024 09:03:04


Samsung: JOE MARSH
	Evidence ID
	Description
	Time (UTC+1)

	A5.89 -> A5.100
	Arrival Glasgow airport ->last point at glasgow
	29/08/2024 14:03:05
31/08/2024 15:32:18

	A4.89 -> A4.100
	Arrival Glasgow airport -> last point at glasgow
	29/08/2024 14:03:05
31/08/2024 15:32:18

	A0.1400
	Hi there,  just nearing to some wonderful offers.  I am flying to Glasgow to meet a contact over there for a meeting.  Will keep you posted
	29/08/2024 15:10:34

	A5.173 -> A5.219
	Arrival issy les moulineaux -> leaving paris cdg
	15/10/2024 11:10:53 18/10/2024 10:43:32

	A4.173 -> A4.219
	Arrival issy les moulineaux -> leaving paris cdg
	

	A0.1430
	Hi there,  travelling back to France this time Paris to get some good deals.  Will update you once a deal is nearer
	18/10/2024 10:43:32

	A5.231 -> A5.242
	Near manchester
	20/11/2024 20:16:20
22/11/2024 11:21:58

	A4.231 ->A4.242
	Near manchester
	20/11/2024 20:16:20
22/11/2024 11:21:58



Note 14: NORMAN SMITH
	Evidence ID
	Description
	Time (UTC+1)

	
	
	

	
	
	



[bookmark: _Toc227852716]8.2. Timeline of Events
August–September 2024 (Initial Phase): 
During the initial phase, several discussions were recorded regarding the handling, transfer, and possible disclosure of sensitive information. These exchanges were preliminary and focused on identifying, classifying, and understanding the context of the information involved. At the same time, efforts were made to identify potential interested parties, based on their relevance, involvement, or possible connection to the subject matter. These assessments were based on the content of the communications and related materials available at that stage.
Evidentiary References:
A0.1112, A0.1116, A0.1121, A0.1122, A0.1124, A0.1125, A0.1128, A0.1129, A0.1136
Location of Emma Johnson during the relevant exchanges:
Based on the available records and supporting evidence, the location of Emma Johnson during the referenced exchanges is confirmed by the following items: A0.1123, A0.1126, and A0.1127.     A duplicate reference to A0.1123 is also noted in the source material.
November 2024 (Development Phase):
During the development phase, ongoing communications were recorded with several external contacts. These exchanges show a clear increase in activity compared to the initial stage, suggesting operational progress and continued coordination with third parties. The available records also include references to discussions and possible meetings with clients. These elements point to more structured interactions, consistent with the development of professional or transactional relationships during this period. However, the exact nature, content, and outcomes of these meetings cannot be fully determined based on the available data alone.
Evidentiary References:
A0.1283, A0.1400, A0.1449, A0.1550, A0.1752, A0.2117, A0.2118, A0.2119, A0.2727, A0.2728, A0.2729
January 2025 (Execution Phase):
During this continued development phase, the records show the start of negotiations for a transaction valued at around £5,000,000. The available material suggests that these discussions moved beyond initial contact and entered a more structured negotiation stage. References in the evidence also indicate the involvement of several potential buyers, pointing to a competitive or multi-party context. This suggests that the asset or subject of the negotiation was significant enough to attract interest from more than one external party. In addition, the documentation includes discussions about a staged or phased transfer of confidential material. This approach indicates that the exchange may have been planned to take place step by step, possibly for risk management, verification, or conditional release purposes linked to the negotiation process.
Evidentiary References:
A0.2732, A0.2733, A0.2734, A0.2735, A0.2736, A0.2737, A0.2739, A0.2740, A0.2741, A0.2742, A0.2743, A0.2744, A0.2745, A0.2746
[bookmark: _Toc227852717]8.3. financial evidence
The forensic examination of the Nokia C2 (2nd Edition) identified a key artefact relevant to the investigation. An encrypted archive file, *Open.7z* (Evidence ID: B0), was recovered from the directory */storage/emulated/0/Download/*. This archive contained a Microsoft Word document named *Open.docx*, with a size of 24,576 bytes.
Metadata analysis shows that the document was created and last modified on 31 January 2025 at 10:13:20 UTC, indicating that no changes were made after its initial creation. The file was protected using Microsoft Office 2013 encryption, requiring password recovery to access its contents. Several recovery methods were attempted using Hashcat. Early attempts, including a brute-force attack limited to five-character combinations and a dictionary attack based on the RockYou dataset, were unsuccessful. A hybrid method was then applied, combining a custom wordlist derived from case-related intelligence with the *best64* rule set and a four-digit numeric mask. This approach succeeded after adding the keyword “Neuro,” identified during earlier analysis of communications involving Emma Johnson, particularly in evidence item A0.1122. The recovered password, “Neuro2023,” was obtained using Hashcat mode 9600 and matches terminology seen in prior communications, strengthening the evidential link. After decryption, the document was found to contain offshore banking details associated with Emma Johnson. It identifies the account intended to receive the $5,000,000 payment discussed during the negotiation phase of the case.
8.4. flash drive evidences
The forensic examination of the USB storage device (Evidence ID: D6) determined that its only remaining content was a bootable installation of Kali Linux. No personal or operational user files were present at the time of analysis. The file system structure appeared minimal and primarily consistent with a portable operating system environment. However, forensic artefacts indicate that additional files had previously been stored on the device. In particular, traces suggest that documentation, including user manuals, existed on the USB drive before being deliberately removed. Indicators such as residual file system entries and deletion artefacts support the conclusion that these materials were deleted prior to seizure. The absence of recoverable content in these categories may indicate the use of secure deletion methods or subsequent overwriting. The presence of Kali Linux is significant in the context of this investigation. As a specialised operating system commonly used for security testing, data acquisition, and forensic operations, it provides a wide range of tools capable of extracting, copying, analysing, and encrypting data. Its deployment on a removable USB device suggests portability and the ability to operate independently of a host system’s installed environment. This configuration may have allowed the user to bypass system-level restrictions, access protected data, or interact directly with storage media without leaving conventional traces on the host machine. In this context, it is technically plausible that the device was used to extract, duplicate, or encrypt sensitive or potentially incriminating files. The combination of a forensic-focused operating system and the apparent removal of prior documentation supports the hypothesis that the USB device was intentionally configured and later cleaned. This behaviour is consistent with an attempt to limit traceability while retaining a functional toolset for data handling activities.
[bookmark: _Toc227852718]9. Suspect Profiling
[bookmark: _Toc227852719]9.1. Emma Johnson:
Emma Johnson, an employee of Quantum Tech, had authorised access to sensitive internal systems, including a confidential patent database. The forensic evidence identifies her as the central actor in the incident. Communication records show that she initiated discussions concerning the sale of proprietary information and took an active role in negotiations. Her involvement included the unauthorised extraction and attempted distribution of the “Blueprint”. The consistency and frequency of her communications, combined with her level of access, indicate a deliberate course of action. These elements support the conclusion that her actions were driven by the intention to obtain financial gain, justifying her classification as the principal offender.


[bookmark: _Toc227852720]9.2. Joe Marsh:
Joe Marsh acted as an intermediary between Emma Johnson and external parties. The evidence indicates that he was responsible for identifying potential buyers, facilitating communication, and coordinating meetings. Location and travel data place him in several cities, including Glasgow, Paris, and Manchester, in line with key communication events. This supports his role in progressing negotiations and maintaining contact between the parties involved. His actions show clear, active, and informed participation in the conspiracy.



[bookmark: _Toc227852721]9.3. Norman Smith:
Norman Smith is identified as the intended buyer of the confidential information. Communication records show his direct involvement in negotiations for the acquisition of the Blueprint, including discussions on price, transfer conditions, and delivery methods. The evidence indicates that he was in contact with Emma Johnson during the final stages of the transaction, demonstrating a clear willingness to proceed with the purchase and to provide financial compensation. His role is therefore consistent with that of a knowing recipient of unlawfully obtained proprietary data, making him a key participant in the transaction as the buyer.






[bookmark: _Toc227852722]10. Conclusion
The forensic investigation provides strong and consistent evidence that Emma Johnson unlawfully accessed and attempted to monetise confidential corporate information belonging to Quantum Tech, specifically the AI chip design patent (QT-AI-2025). 
Analysis of digital artefacts shows that she used her legitimate access to sensitive systems to extract proprietary data and engage in unauthorised communications with external parties. These communications clearly demonstrate an intention to sell the information for financial gain. The evidence also establishes coordinated activity between several individuals. Joe Marsh acted as an intermediary, facilitating contact with potential buyers and organising meetings across multiple locations, while Norman Smith participated as the intended buyer, engaging in negotiations and agreeing to financial terms. The content of the communications indicates that all parties were aware of the sensitive and confidential nature of the information. The use of indirect language, staged negotiation strategies, and coordinated meetings points to deliberate and premeditated actions rather than accidental or opportunistic behaviour. The timeline of events, supported by communication records and location data, shows a clear progression from initial contact and planning (August 2024), to active negotiation and coordination (September to November 2024), and finally to the execution phase, including agreement on a transaction valued at approximately £5,000,000 (January 2025). Based on the overall evidence, the identified activities are consistent with several criminal offences, including theft, unlawful disclosure of trade secrets, and conspiracy to defraud. The presence of financial intent, combined with coordinated actions and attempted transfer of sensitive data, further supports this conclusion.

Overall, the evidence is coherent, corroborated across multiple sources, and has been collected and analysed in line with recognised forensic standards. It is therefore considered sufficient to meet the evidential threshold required for legal proceedings in the United Kingdom.












[bookmark: _Toc227852723]11. Recommendations

[bookmark: _Toc227852724]11.1. For Quantum Tech:
-Implement stricter access control mechanisms for sensitive data, including role-based access control (RBAC) and the principle of least privilege to limit unnecessary exposure. 
-Establish secure data management procedures, including the use of dedicated company-issued devices for storing and accessing confidential information, ensuring better control and traceability. 
-Install a secure data erasure station within a controlled environment to safely handle the disposal or sanitisation of sensitive storage media in accordance with recognised standards. 
-Monitor employee access to critical systems and data transfers through logging and alerting mechanisms, enabling early detection of suspicious or unauthorised activity. 
-Conduct regular internal security audits and risk assessments to identify vulnerabilities, ensure compliance with security policies, and strengthen overall data protection measures.


[bookmark: _Toc227852725]11.2. For Law Enforcement:
-Proceed with appropriate criminal charges against the identified suspects based on the available digital evidence, including offences related to theft, fraud, and unlawful disclosure of trade secrets. 
-Conduct a detailed financial investigation to trace any attempted or completed transactions linked to the suspects, including the identification of bank accounts, offshore entities, or alternative payment methods that may have been used. 
-Execute search warrants to seize additional digital devices, storage media, and associated accounts (e.g., cloud storage, email services, and social media platforms) for further forensic examination. 
-Perform custodial interviews with the suspects to corroborate the digital evidence and clarify their respective roles within the conspiracy. 
-Consider international cooperation where necessary, particularly in relation to cross-border movements and potential foreign entities involved in the transaction.
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