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Assignment – Advanced Cybersecurity
[bookmark: _Toc124084317]Introduction
Cyberspace's inclusion in modern life is unavoidable. Without a doubt, digital/cyberspace is the foundation of all current processes within all forms of jobs, businesses, entertainment, and education. Without proper security and training, most of these processes would be at a high risk of danger and exploitation. Therefore,  this motivates us to make safeguarding our digital world the primary focus of most projects and reviews. This report will cover the background research into the scenario, recent attacks, discovered vulnerabilities, and mitigation strategies. The next phase will be to implement different vulnerability scanning tools and provide in-depth analysis. Finally, I will propose relevant mitigation strategies to help deal with and answer this scenario. 
[bookmark: _Toc124084318]Background Research and Literature Review
[bookmark: _Toc124084319]Recent Attacks and Vulnerabilities Found 
In recent years, the number of attacks and exploits have been unimaginable, ranging from Denial-of-Service attacks to Social Engineering. O. Powell stated, “More than 4,100 publicly disclosed data breaches occurred in 2022, equating to approximately 22 billion records being exposed.”[1] We can analyse and report several significant occurrences, with this year being one of the worst for data breaches and abuse. One of the most important data breaches of 2022 included the popular social networking site Twitter when over 5.4M users' accounts and data were stolen by a hacker and offered for sale on a hacking forum. This breach occurred due to a gap/coding error in their July 2021 update where the hacker could run a specific script [2] to bypass the privacy settings on a user account that disabled discoverability by email or phone number. The ethical hacker Zhirinovsky was given a reward by Twitter to fix the vulnerability, and he did it on the same day.
In 2020 we saw a massive increase within the cyber-terrorism domain due to the COVID-19 pandemic. Globally, these flaws were exploited in 2020, including a cyberattack that shut down a Czech hospital's network in March, a ransomware attack on a UK vaccine trial group in March, an undefined cyberattack on the United States Health Agency in March, an unidentified cyberattack on the company operating the UK's urgent situation of COVID-19 within hospitals in May, and an alleged state-sponsored attack [3] on universities in the UK, the US, and Canada working on a COVID vaccine.  [4] Numerous such exploits took place worldwide without being reported or investigated; these were just a few recorded occurrences. There was a need for mitigation strategies to be developed in 2020 due to the ongoing threat to the healthcare industry; these mitigation actions must be implemented, with the majority being simple training for all staff and healthcare professionals in basic cybersecurity awareness and data security [5] with this fundamental instruction, many healthcare and educational institutions would still need a significant amount of assistance in the event of another assault.


One of the more notable and relevant breaches this year was the data breach within the transport company Uber [6] where within three years, two significant violations had occurred, as Y. Choi stated:
The Uber data breach occurred when two hackers attained login credentials to access sensitive information stored unencrypted on Uber’s Amazon Web Services account. Uber employed a program called bug bounty, which affords the technology industry opportunities to identify and mitigate any vulnerabilities in Uber’s information system infrastructure. [7]
Only one other breach was confirmed thus far in 2019 up until the current attack. Regrettably, another hacker took advantage of a new hole in the Uber infrastructure this year. This time, the attacker pretended to be Uber Security on a contractor partner's Slack account to convince the victim to accept certain MFA prompts, which allowed them to effectively access Uber's private domain and VPN and allow access to their internal network. After successful infiltration, the attacker then discovered several PowerShell Scripts which contained the admin login credentials to software known as Thycotic – which was Uber’s Admin Access Management Software.  With the privileged access obtained, the hacker could log in and take over numerous services and internal tools within the Uber internal domain. Hardcoded credentials in a PowerShell script were a major weakness that gave the attacker such extensive access. These login credentials granted administrator access to Thycotic, a PAM system. Because it holds both end-user identities for employee access to company-owned services and third-party apps in addition to DevOps secrets used in the software development environment, this tool carries a great deal of privilege. It is thus a single point of failure. [8] After this breach, there was no confirmed mitigation strategy or vulnerability fix put in place by Uber. Still, as this breach was successful in breaching their PAM software, it would be very costly and extremely difficult to detect the extent of the access gained by the hacker. It would be required to check every software and service run within the internal network for any possible breach or unauthorised and unrecognised accounts and deal with them accordingly. 
As the main major threat within our cyber domain now, Social Engineering and its numerous sub-domains, including phishing, are being analysed and considered in every security aspect. With countless new mitigation and defence strategies being created, some points and techniques are availlable to analyse and adapt to suit the scenario given. One of the main mitigation strategies proposed was educational and awareness courses, but many organisations, due to the financial cost and budgeting issues, have started to reduce their focus on basic training and knowledge within cybersecurity; a proposed mitigation strategy to this, as said by Aldawood & Skinner:
One strategy to overcome financial constraints related to training costs is to start testing employees for an understanding of their current vulnerabilities. An assessment test by specialised training officers or phishing email tests can help identify the current level of awareness. Once an employee’s specific vulnerability is recognised, organisations can create a purpose-focused session to target those identified as high risk to the organisation. [9]
This proposed strategy aims to target individuals with very little knowledge of cybersecurity and phishing exploits, whereas this may be less useful to users who understand cybersecurity principles and policies. Another key mitigation strategy proposed is the method of access restriction [10]. Only individuals who require access to certain information, such as information that might harm an organisation, should have such access. 
For Example, suppose a Head of a Department requires a document from another area within the company. In that case, they are either given access permanently or can access all relevant files and documents needed. Otherwise, they could temporarily access the paper and folders to obtain the necessary information. Social engineers commonly take advantage of people's propensities to trust individuals who seem trustworthy or appealing, succumb to power, or want to blend in with society. As part of a preventative approach against social engineering, concrete information control measures that identify and protect crucial information should be combined with security education and training, operational procedures, organisational policies, and software controls. The best method to stop attempts at social engineering is to train the employees on the danger of these attacks, the common strategies used, and the potential risks associated with giving sensitive information.
[bookmark: _Toc124084320]Implementation and Analysis
The next part of the scenario and project was to complete specific activities and tasks and use that gained knowledge to select suitable alternatives and critically analyse and implement them within a controlled environment. Numerous activities needed completion, from basic attack and defence to footprinting and scanning within a network. After completion, sufficient understanding would have been gained to select appropriate alternatives to answer and complete this section within the project.  
[bookmark: _Toc124084321]Footprinting 
In this part of the annexure, we used everything from basic command line prompts to a tool known as recon-ng within the controlled environment. 
[bookmark: _Toc124084322]Recon-ng and Spider foot
The next major tool used was recon-ng; recon-ng is an open-source Web Reconnaissance tool with a clear and simple GUI. Recon-ng is a powerful tool for use within webpage reconnaissance and scanning. It can provide a massive variety of parameters and information based on what is requested by the operator. This tool allows for workspaces to be created, specific domains to be set, and hundreds of different scanning tools and parameters to be selected for targeted scanning.  
After careful consideration and analysis, the appropriate alternative tool selected as a counterpart for recon0ng is the SpiderFoot tool. Depending on our demands, SpiderFoot is a free and open-source tool that can do everything we want for reconnaissance using open-source intelligence (OSINT). It interacts with practically every available data source and employs several data analysis techniques to make data simpler to understand. Although SpiderFoot has a built-in web server that offers a user-friendly web-based interface, we can achieve the same goal using a command-line interface.  Its goal is to automatically collect information on a certain target, such as an IP address, domain name, hostname, network subnet, ASN, or person's name. [11]
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Description automatically generated]Using the provided set-up web interface, we can specify what to scan from Ip Addresses to web pages, setting specific categories from passive–investigative scanning. The result of the selected scan will then be transferred to the results sub-page within the web interface. 

 After issuing the start of a scan, it communicates with the CLI interface to begin the specified scan parameters and output all data found progressively using different methods, such as graphs and lists of information, each with subcategories and detailed headings and information. The CLI continues to run until the scan is complete and then goes idle until a new scan is commenced. 
Pros and Cons of Both Tools
Between Recon-ng and SpiderFoot, several noticeable differences in operation and parameters were notable. The first notable pro is that both have a massive range of parameters and scan options availlable, which allow for a wide range of information to be easily collected. Recon-ng uses numerous easy-to-understand interfaces to perform scans. In contrast, SpiderFoot allows the option to use either a Web-based interface or a CLI to perform and set the scan. The main major difference between Recon-ng and SpiderFoot is the way the data found is displayed; when using recon, the data is listed as massive strings of text one after another without properly separating or grouping them which can cause some confusion when analysing the data, which SpiderFoot, as stated previously, uses graphical tables, and lists to categorise all data found and display in a readable manner.  


[bookmark: _Toc124084324]Scanning and Enumeration
This part of the Annexure involved using different network mapping and scanning tools such as Nmap, global network scanner, and hping3. These tools allowed for proper analysis and alternatives to be found with ease. 
[bookmark: _Toc124084325]Nmap and Zmap 
Within the Scanning area, the major tool to use is Nmap which stands for the Network Mapping tool, which scans Ip addresses for everything from OS and Bios Information to open ports and vulnerabilities on the scanned IP. It can provide many possibilities within network scanning to provide key insights into security and vulnerability protection. 
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Description automatically generated with medium confidence]As possible alternatives, everything from Angry Ip Scanner to NetCrunch was considered and tested, but after thorough testing, the most suitable alternative was Zmap. The free and open-source security scanner ZMap was a quick replacement for Nmap. ZMap was created for information security studies. However, it may also be employed illegally. The programme can find vulnerabilities, assess their effects, and identify impacted IoT devices. The limited use of Zmap is displayed and demonstrated below:
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Description automatically generated]Within Zmap, we can specify all types of ports to scan. In this case, we scanned port 80 within the targetable network 172.168.0.0 and outputted all the collected information to a previously created text file for viewing after a successful scan. After the command is entered, similar to Nmap, it begins a scan that encompasses all IoT devices within the network and will output all available IPs that are availlable and receiving through port 80. The output will look similar to the example below:
With Zmap, we are not limited by just a specific single IP. The possibilities within Zmap are endless within scanning a targeted network or address. 
Pros and Cons of Both Tools
While using both tools within the implementation and analysis, a comparison between them can now be created, noting both pros and cons regarding their use and possibilities.  The main Pro of using Zmap and Nmap is their accessibility and ease of use. Both tools allow for specific tags and addresses to be selected and provide detailed information after a successful while also giving a reason and possible fixes if a scan was unsuccessful. The main notable difference between both tools is the scan completion time. Zmap is noticeably quicker and better than Nmap in completing the scans effectively and rapidly. Another difference between Nmap rather than Zmap is the ability to scan multiple ports. Nmap allows us to scan multiple ports simultaneously, whereas Zmap only supports scanning a single port. Finally, a pro of both tools is that they are all cross-platform and open-source. After analysis, we see that both Nmap and Zmap have strengths and weaknesses. Still, within a small enterprise network, the most popular tool currently is Nmap due to its wide range of accessibility and detailed functions. 
[bookmark: _Toc124084326]Vulnerability Assessment 
This area of the Annexure taught us what tools can be used ethically to scan for network vulnerabilities within machines. 
[bookmark: _Toc124084327]Nessus and Metasploit
With numerous possible tools availlable that can be used as a vulnerability scanner, the tool Nessus was used within this annexure and activity. The networks are scanned using these tools to find hosts, ports, and services. It is among the intelligence collection tools that cyber criminals might employ to acquire data and develop a profile of their objective. Nowadays, the Nessus Vulnerability Scanner is one of the most popular vulnerability scanners in the cybersecurity sector. Particularly with the commercial edition, the capability you receive is a complete assurance of value for money. Nessus's capabilities explain its popularity, even if it is also crucial to confirm your vulnerability hits by using additional detection software on your targets to rule out any potential false positives. [12]
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Description automatically generated]When deciding on a possible alternative to the Nessus software, there were numerous aspects to consider, from internal capabilities to the ease-of-use. After careful consideration and analysis, the alternative decided was Metasploit. Cybercriminals and ethical hackers may utilise the sophisticated Metasploit framework to look for systemic vulnerabilities in networked systems and servers. It can be readily modified and used with the majority of operating systems due to its being an open-source framework. Re-written or bespoke code can be injected into a network using Metasploit to probe for vulnerabilities. Once faults are discovered and recorded, a different approach to threat assessment is possible: systemic problems may be addressed, and fixes can be given priority. Basic scans using Metasploit are shown below:
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Description automatically generated with low confidence]Within Metasploit, the db_nmap scan can be issued and can scan for vulnerabilities within a specified target network or individual IP address.  After the scan is successfully completed, a clear and detailed report is displayed on the detected information and vulnerabilities. 
The basic scan indicated the open ports availlable within the targeted device and what exploits would be able to be used, if any. On this occasion, there was no visible detection of vulnerabilities, but we do see what ports can be used for further testing within the network. This is only one of the possible ways to scan a network within the Metasploit framework. After successfully completing the scan, we can now use other framework functions to perform pen-testing on the targeted network if needed. 
Pros and Cons of Both Tools 
After careful and extensive use of both tools, numerous notable differences and similarities were discovered and analysed. The first major similarity and Pro of using Metasploit over Nessus is the ability to exploit the detected vulnerabilities in a suitable and easy-to-use manner; within Metasploit, after sufficient scanning has been done and vulnerabilities have been detected, then different payloads can then be selected to exploit the targeted system. In Contrast to Nessus, which can only detect the vulnerabilities and not use them to pen test a system. On the other hand, a con of Metasploit compared to Nessus is its complexity and understanding. Metasploit requires initial knowledge of commands and an understanding of programs such as Nmap and WMap, which can become a problem for new security testers. In contrast, Nessus contains an easy-to-understand and foolproof web-based server and is very simple to use and commence a scan. In essence, if you both run a vulnerability scan and ethically exploit the detected vulnerabilities, Metasploit is the best tool to use. Still, if you’re only looking for a simple vulnerability scanner, then Nessus is a perfect example. 



[bookmark: _Toc124084328]Social Engineering 
Social Engineering was one of the most important activities within the Annexure, where numerous tools were used to demonstrate a phishing exploit and attack. 
[bookmark: _Toc124084329]Social Engineering Toolkit and Maltego
Social Engineering is a massive area of expertise with countless availlable tools to use within an enclosed network. With tools able to send phishing attacks and website clones, deciding on an alternative to the all-encompassing Social Engineering Toolkit is difficult. As explained by Pavković & Perkov:
Social Engineering Toolkit (SET) is an integrated set of tools designed specifically to perform advanced attacks against the human element, and is the most advanced, if not the only toolkit of such kind that is publicly available as open-source software. [13]
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Description automatically generated]After careful consideration and testing, the most suitable alternative was the tool named Maltego. Maltego is a free open-source software availlable within kali for investigation, forensics scanning, and information gathering.  It will provide you access to time-consuming information mining and collection and the portrayal of this data in an understandable style. By displaying connecting linkages between all the sought objects, it will aid your thinking process and can also find certain concealed data, including secret networks and web applications. This tool can be used within Social Engineering to discover relevant information to target an organisation. The use of Maltego is shown below: 
The screenshot above shows the scope of machines and parameters that can be set for investigation and analysis. We can run anything from basic footprinting to domain and Web server discovery. The numerous machines can be run simultaneously to discover hidden domains and publicly accessible web pages and associated profiles and email addresses. Within this instance, Footprint Level 1 Basic was chosen for the domain name of itsecgames.com. The results can be seen in the next image. 
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Description automatically generated with medium confidence]After a specific scan, the results are displayed as a clear and detailed map, including all detected aspects and detailed information about what product was detected and its associated domain. The scan encompasses everything from IPv4 addresses within domains to associated web domains and DNS servers. 
Pros and Cons of Both Tools 
SET and Maltego have numerous visible differences within their function and use, but they’re both effective tools to use within Social Engineering and Investigation. A Major Con with the use of Maltego is its internal software problems; after a scan has been completed, the software becomes unstable and begins to freeze at random intervals. With Comparison to the Social Engineering Toolkit, Maltego does not actively target an individual but does background recognisance and gathering for use within an SE attack. Maltego can discover vulnerable web pages and targets susceptible to a SE attack.  The main Disadvantage of using Maltego is that the free edition restricts the number of domains shown to 12, so if this software is to be run within a large organisation, then a fee would have to be paid. Both the SET and Maltego are easy-to-understand and use, each with their intended uses for SE testing and attacks. 



[bookmark: _Toc124084330]Hacking
The final activity was the Hacking tools and exploitation to gain access to confidential files within a network. 
[bookmark: _Toc124084331]Metagoofil and Exif tool
The final set of tools is some of the most important within cyber security, file and metadata investigation and acquisition. Metagoofil is an open-source tool that collects information from basic files and documents targeted within the software. It can collect anything from MAC Addresses to usernames and passwords and export them all to the local disk with detailed and labelled data. The tool collects information by using a google search into the targeted domain to identify any vulnerable files and documents that can be downloaded. 
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Description automatically generated with medium confidence]This tool has many possible alternatives, but not many include file metadata collection and analysis. ExifTool is a picture and document analysis that targets image extensions to retrieve metadata from its internal coding and pixelation. It can read, write, and manipulate pictures and media file metadata. Examples of metadata information include GPS locations, tags, creation and edit times, device names, and so forth. ExifTool has a few drawbacks, as it can only extract data from image files and nothing else. This tool cannot take data from other file extensions. Examples of use within the tool are shown below:
After downloading and retrieving a specific image or target video file, we can run the ExifTool command to get any associated data. This data may sometimes include GPS locational data, edit times, file type and resolution and many more. This retrieved data can track a photo’s location or check if any alterations have occurred.  If needed, it would be possible, with further investigation, to view specific applications that were used to create the photo, when they were accessed and if anything was deleted or edited. 



Pros and Cons of Both Tools
It’s obvious from the explanation that there are significant differences between both tools. ExifTool can only gather intelligence from image and video file extensions, to Metagoofil gathers information from document and file extensions. The main benefit of using both tools s that they can each cover their unique data ranges, which can provide key data within a cyber security investigation, from Metagoofil retrieving information within discovered documents and files to ExifTool recovering application and timestamp data from inputted image files. As mentioned, the main downfall of using ExifTool as an alternative is that document files would not be able to be used; an image file and image extensions are the only compatible items that would work within this tool. Both tools contain cross-platform CLI interfaces and can function correctly without issue; each has basic help commands if the user needs them. Finally, Metagoofil is considered the better tool due to the range of information it can retrieve compared to ExifTool; Metagoofil can be used to obtain usernames and passwords, allowing access to the targeted system. 
[bookmark: _Toc124084332]Mitigation Strategies
At this point in time, one of the most important tasks that must be completed inside an organisation is formulating and considering mitigation methods. If an issue is discovered or a breach takes place inside a network or the Cyber domain, appropriate analysis and mitigation strategies need to be devised to address the problem that has been discovered. The scenario provided was a non-governmental organisation (NGO) that wants to broaden the scope of its operations and enhance the amount of potential money that could be generated. They successfully lured three smaller businesses to consolidate their operations inside their building and appointed a property manager to oversee the consolidation. Unfortuitously, this resulted in a very modest breach of security, which they have now resolved to improve their cybersecurity and awareness. Before we can recommend adequate methods, we need to have a solid understanding of what has been implemented and how we might modify and enhance what has been established.
From a physical standpoint, access control to the building has been set up, and work laptops have been configured with secure domain controls. Within the organisation, basic cybersecurity awareness training has been conducted, and an email was sent to all organisational staff.  But not all members have taken this training and have not read the email. Therefore, this poses a security risk to the internal security of the organisational network. With the basic procedures now listed, we can begin to review the possible associated problems and improvements we can use to help secure the network to a greater extent. 
As was already said, the first major mitigation strategy would be education. Since not all workers participated in the required training, they did not get enough instruction on safeguarding and monitoring all incoming traffic, emails, and other communications. While many individuals may be aware of shady emails and phone calls, most social engineering attacks and exploits target those with a rudimentary understanding of security. There are countless possible ways to provide proper education and understanding that would be essential to all employees, the main and most effective way would be to use what’s known as a human vulnerability test; it’s essentially a knowledge test that provides simple questions and occasional fake phishing emails to check if each staff member would be vulnerable to Social Engineering [14], then from the received and analysed results more significant training could be catered towards a selective group of people rather than the entire staffing team. 

There are innumerable ways to improve security inside this organisation, but only a few would be simple to implement and appropriate for the situation. We must initially concentrate on safeguarding the new additions inside the organisation since the entry of three new firms caused a small network breach. Independent network, file access, and domain controls would be the next mitigating approach to be implemented inside the network. Creating a sub-domain within the organisation will allow for greater file controls and more individual management; the administrator would then be able to set specific user privileges to each user based on the needs required by the individual. Implementing a sub-network will ensure the security of the rest of the company data and allow for greater risk detection and management. This will guarantee that nobody gets access to sensitive and private data. When a new domain is set up, more thorough vulnerability screening and research may occur. 
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Description automatically generated]To put into effect the last step of the mitigation strategy, an information technology professional should employ a wide variety of vulnerability assessment tools to scan the internal network to locate any vulnerabilities that may exist inside the network. The network administrator would be able to collect sufficient information to fix any vulnerabilities discovered via internal scans if he or she used tools such as Nmap and Recon-ng. An example of a sufficient scan is shown below:
DoS attacks, easy password encryption, and even security breaches may all be uncovered with a straightforward Nmap search. These scans need to be run after every significant update to the operating system, as well as after any additions or changes to the hardware or firmware, to make sure that no new vulnerabilities have been introduced as a result of machines that are not up to date or as a result of a bug in the most recent update. This is necessary to make sure that a secure environment is maintained. This will guarantee that the susceptible devices are rectified, so preventing any further security breaches from occurring.
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L$ sudo zmap -p 80 1.1.1.1 -0 Zmap.txt

Jan 07 11:08:47.636 [WARN] blacklist: zMap is currently using the default bla
cklist located at /etc/zmap/blacklist.conf. By default, this blacklist exclud
es locally scoped networks (e.g. 10.0.0.0/8, 127.0.0.1/8, and 192.168.0.0/16)
. If you are trying to scan local networks, you can change the default blackl
ist by editing the default ZMap configuration at /etc/zmap/zmap.conf.

Jan 07 11:08:47.638 [WARN] zmap: too few targets relative to senders, droppin
g to one sender

Jan 07 11:08:47.638 [INFO] zmap: output module: csv

0:00 0%; send: 0 0 p/s (0 p/s avg); recv: @ 0 p/s (0 p/s avg); drops: @ p/s
(0 p/s avg); hitrate: 0.00%

0:01 13%; send: 1 done (14 p/s avg); recv: 1 0 p/s (0 p/s avg); drops: @ p/s
(0 p/s avg); hitrate: 100.00%

0:02 26%; send: 1 done (14 p/s avg); recv: 1 @ p/s (0 p/s avg); drops: @ p/s
(0 p/s avg); hitrate: 100.00%

0:03 38%; send: 1 done (14 p/s avg); recv: 1 0 p/s (0 p/s avg); drops: 0 p/s
(0 p/s avg); hitrate: 100.00%

0:04 51%; send: 1 done (14 p/s avg); recv: 1 @ p/s (0 p/s avg); drops: @ p/s
(0 p/s avg); hitrate: 100.00%

0:05 63% (3s left); send: 1 done (14 p/s avg); recv: 1 @ p/s (8 p/s avg); dr
0 p/s (0 p/s ave); hitrate: 100.00%

6 76% (25 left); send: 1 done (14 p/s avg); recv: 1 @ p/s (8 p/s avg); dr
0 p/s (0 p/s ave); hitrate: 100.00%

7 88% (1s left); send: 1 done (14 p/s avg); rec

0 p/s (0 p/s ave); hitrate: 100.00%

1 done (14 p/s avg); recv: 1 0 p/s (0 p/s avg); d
rops: @ p/s (0 p/s avg); hitrate: 100.00%

Jan 07 11:08:56.808 [INFO] zmap: completed

10 p/s (8 p/s avg); dr
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metasploit v6.2.23-dev
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Metasploit tip: Tired of setting RHOSTS for modules? Try
globally setting it with setg RHOSTS x.x.x.x
Metasploit Documentation: https://docs.metasploit.con/

msf6 > db_nmap -sv —script vuln 1.1.1.1

[+] Nmap: Starting Nmap 7.93 ( https://nmap.org ) at 2023-01-08 07:57 EST

[+] Nmap: Stats: 0:00:27 elapsed; 0 hosts completed (1 up), 1 undergoing Serv
ice Scan

[+] Nmap: Service scan Timing: About 60.00% done; ETC: 07:58 (0:00:08 remaini
ng)

[+] Nma
pt Scan

: Stats: 0:01:02 elapsed; 0 hosts completed (1 up), 1 undergoing Scri




image9.png
: PORT  STATE SERVICE VERSION

53/tcp open domain  Unbound

80/tcp open http  Cloudflare http proxy

|_http-stored-xss: Couldn't find any stored XS vulnerabilities.

| http-aspnet-debug: ERROR: Script execution failed (use -d to debu

|_http-dombased-xss: Couldn't find any DOM based XSS.

I http-csrf: Couldn't find any CSRF vulnerabilities.

| http-passwd: ERROR: Script execution failed (use -d to debug)

I http-vuln-cve2013-7091: ERROR: Script execution failed (use -d to

443/tcp open ssl/http Cloudflare http proxy

|_http-dombased-xss: Couldn't find any DOM based XSS.

I_http-csrf: Couldn't find any CSRF vulnerabilities.

I http-stored-xss: Couldn't find any stored XsS vulnerabilities.

I http-fileupload-exploiter:

|

|_ Couldn't find a file-type field.

: 8080/tcp open http  Cloudflare http proxy

|_http-aspnet-debug: ERROR: Script execution failed (use -d to debu

|_http-csrf: Couldn't find any CSRF vulnerabilities.
| http-stored-xss: Couldn't find any stored Xss vulnerabilities.
| http-passwd: ERROR: Script execution failed (use -d to debug)
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Nmap scan report for one.one.one.one (1.1.1.1)
Host is up (0.015s latency)
Not shown: 995 filtered tcp ports (no-response)

PORT  STATE SERVICE VERSION
53/tcp  open domain  Unbound
80/tcp open http  Cloudflare http proxy

|_http-csrf: Couldn't find any CSRF vulnerabilities

I http-vuln-cve2013-7091: ERROR: Script execution failed (use ~d to debug)
|_nttp-dombased-xss: Couldn't find any DOM based XSS

|_http-stored-xss: Couldn't find any stored XsS vulnerabilities

443/tcp open ssl/http Cloudflare http proxy

| _http-trane-info: Problem with XML parsing of /evox/about

I http-vuln-cve2010-0738:

I /jmx-console/: Authentication was not required

I http-csrf: Couldn't find any CSRF vulnerabilities

| nttp-dombased-xss: Couldn't find any DOM based XSS

| http-stored-xss: Couldn't find any stored Xss vulnerabilities

| http-aspnet-debug: ERROR: Script execution failed (use -d to debug)

I http-vuln-cve2017-1001000: ERROR: Script execution failed (use -d to debug)
|_http-majordomo2-dir-traversal: ERROR: Script execution failed (use -d to debug)
8080/tcp open http  Cloudflare http proxy

|_http-vuln-cve2013-7091: ERROR: Script execution failed (use -d to debug)

| nttp-dombased-xss: Couldn't find any DOM based XSS

I http-csrf: Couldn't find any CSRF vulnerabilities

| http-stored-xss: Couldn't find any stored XsS vulnerabilities

I http-slowloris-check:

| VULNERABLE:

| slowloris D0s attack

1 State: LIKELY VULNERABLE

| IDs: CVE:CVE-2007-6750

1 Slowloris tries to keep many connections to the target web server open and hold
1 them open as long as possible. It accomplishes this by opening connections to
1 the target web server and sending a partial request. By doing so, it starves
|
|
|
|
|
|

the http server's resources causing Denial Of Service.

Disclosure date: 2009-09-17

References:

http://ha.ckers.org/slowloris/

_ https://cve.mitre.org/cgi-bin/cvenane. cgi?name=CVE-2007-6750
8443/tcp open ssl/http Cloudflare http proxy
|_http-csrf: Couldn't find any CSRF vulnerabilities
|_nttp-dombased-xss: Couldn't find any DOM based XSS
I http-stored-xss: Couldn't find any stored Xss vulnerabilities

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 637.18 seconds
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: spiderfoot 4 NewScan

# Settings Light Mode

New Scan
‘Scan Name
© Your scan target may be one of the following. SpiderFoot will automatically detect the target type based on the format of your input:
Assignment Scan Domain Name: e.g. example.com E-mail address: e.g. bob@example.com
IPv4 Address: e.g. 1.2.3.4 Phone Number: e.g. +12345678901 (E.164 format)
Scan Target IPV6 Address: e.0. 2606:4700:4700:1111 Human Name: e.g. “John Smith" (must be in quotes)
'Hostname/Sub-domain: e.g. abc.example.com Username: e.g. ‘jsmith2000" (must be in quotes)
google.cor Subnet:e.g. 1.2.3.024 Network ASN: .0, 1234

Bitcoin Address: e.0. 1HesYJSP1QqcyPENGOVZBLIWLUNGETR

ByUseCase  ByRequiredData By Module
® Al Get anything and everything about the target.

Al SpiderFoot modules will be enabled (slow) but every possible piece of information about the target will be obtained and analysed.
O Footpiint  Understand what information this target exposes to the Internet.

Gain an understanding about the target's network perimeter, associated identities and other information that is obtained through a lot of web crawling and search
engine use.

O Investigate Best for when you suspect the target to be mall

is but need more information.

‘Some basic footprinting will be performed in addiion to querying of blackiists and other sources that may have information about your target's maliciousness.

O Passive  When you don't want the target to even suspect they are being investigated.

As much information will be gathered without touching the target or their affiliates, therefore only modules that do not touch the target will be enabled.
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2023-01-07 10:02:06,569 [INFO] sfuebui : Waiting for the scan to initialize...
2023-01-07 10:02:06,662 [INFO] sflib : Scan [DA7EF035] for 'google.com’ initiated.
2023-01-07 10:02:06,688 [INFO] sflib : sfp_stor_db module loaded.
2023-01-07 10:02:06,712 [INFO] sflib : sfp_abstractapi module loaded.
2023-01-07 10:02:06,738 [INFO] sflib : sfp_abusech module loaded.
2023-01-07 10:02:06,762 [INFO] sflib : sfp_abuseipdb module loaded.
2023-01-07 10:02:06,788 [INFO] sflib : sfp_abusix module loaded.
2023-01-07 10:02:07,401 [INFO] sflib : sfp_accounts module loaded.
2023-01-07 10:02:07,707 [INFO] sflib : sfp_adblock module loaded.
2023-01-07 10:02:07,732 [INFO] sflib : sfp_adguard_dns module loaded.
2023-01-07 10:02:07,758 [INFO] sflib : sfp_ahmia module loaded.
2023-01-07 10:02:07,784 [INFO] sflib : sfp_alienvault module loaded.
2023-01-07 10:02:07,809 [INFO] sflib : sfp_alienvaultiprep module loaded.
2023-01-07 10:02:07,833 [INFO] sflib : sfp_apple_itunes module loaded.
2023-01-07 10:02:07,856 [INFO] sflib : sfp_archiveorg module loaded.
2023-01-07 10:02:07,882 [INFO] sflib : sfp_arin module loaded.
2023-01-07 10:02:07,908 [INFO] sflib : sfp_azureblobstorage module loaded.
2023-01-07 10:02:07,932 [INFO] sflib : sfp_base6s module loaded.
2023-01-07 10:02:07,957 [INFO] sflib : sfp_bgpview module loaded.
2023-01-07 10:02:07,981 [INFO] sflib : sfp_binaryedge module loaded.
2023-01-07 10:02:08,008 [INFO] sflib : sfp_bingsearch module loaded.
2023-01-07 10:02:08,033 [INFO] sflib : sfp_bingsharedip module loaded.
2023-01-07 10:02:08,501 [INFO] sflib : sfp_binstring module loaded.
2023-01-07 10:02:08,628 [INFO] sflib : sfp_bitcoin module loaded.
2023-01-07 10:02:08,654 [INFO] sflib : sfp_bitcoinabuse module loaded.
2023-01-07 10:02:08,679 [INFO] sflib : sfp_bitcoinwhoswho module loaded.
2023-01-07 10:02:08,704 [INFO] sflib : sfp_blockchain module loaded.
2023-01-07 10:02:08,730 [INFO] sflib : sfp_blocklistde module loaded.
2023-01-07 10:02:08,755 [INFO] sflib : sfp_botscout module loaded.
2023-01-07 10:02:08,779 [INFO] sflib : sfp_botvrij module loaded.
2023-01-07 10:02:08,804 [INFO] sflib : sfp_builtwith module loaded.
2023-01-07 10:02:08,830 [INFO] sflib : sfp_c99 module loaded.
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Usage: zmap [OPTION]... [SUBNETS]...

A fast Internet-wide scanner.

Basic argument
-p, —target-port=port
-0, -—-output-file=name
-b, —blacklist-file-path

-w, —whitelist—file=path
Scan option:

-r, —-rate=pps
-8, —bandwidth=bps

-n, —max-targets=n
~t, —max-runtine-ses
-N, —max-results=n
-P, —probes=n

=&

e,

Network options:
s, —source-port=port |range
-5, —source-ip=iplrange
-6, —gateway-mac-addr

—Source-mac=addr
-i, —interface=name

port number to scan (for TCP and UDP scans)

Output file

File of subnets to exclude, in CIDR notation,
e.g. 192.168.0.0/16

File of subnets to constrain scan to, in CIDR
notation, e.g. 192.168.0.0/16

set send rate in packets/sec

Set send rate in bits/second (supports suffixes
G, M and K)

Cap number of targets to probe (as a number or
a percentage of the address space)

Cap length of time for sending packets

Cap number of results to return

Number of probes to send to each IP
(default="1")

How long to continue receiving after sending
last probe (default="8')

Seed used to select address pernutation

Max number of times to try to send packet if
send fails (default="10')

Don't actually send packets

Set the total number of shards (defaul

Set which shard this scan is (0 indexed)
(default-"0")

1)

Source port(s) for scan packets
Source address(es) for scan packets
Specify gateway MAC address

Source MAC address

Specify network interface to use




