1102216

by Sean Parry

Submission date: 29-May-2022 09:13PM (UTC+0100)

Submission ID: 181965262

File name: 3005_Sean_Parry_1102216_169044_1989175340.pdf (3.44M)
Word count: 7288

Character count: 44291



Course: HND Electrical and Electronic Engineering
Module: SGEE5008 Networking Systems for Engineers
Portfolio: Networking Systems for Engineers

Name: Sean Parry

University number: 1102216

Date Submitted: 29/05/2022




Table of Contents

ELOMENT 1 e et e e et e e e e eaeet s s e eas saees e ans e ent s 7
1 INEFOAUCTION. ... et et e e et e e s e s e st e e 2ss s et e e ens arnn s 7
2. RESBAITI ... et et e e e et s e et e e s 8
2.1 OSlI 7-layer and 4-layer models with reference to the network design .........ccccceeeveevenne 8
2.2 ENCAPSUIALION .....ce e e e e e e e e e e e e e e e e s ene e s ene e ens e ene e ens e ennaee 9
2.3 BroadCastiNng .....ccce oo oo e e e e e e e e ra e eae e eaeaeae e eae e et e e erteaenn aenn naennaernaennn 10
2.4 PO AOCATION .. ... et et et e et st e e st e s s s st e e smnesaene s 11
3. DeSigN rEQUIFBIMENTS ....coeeeie e e et e ert e et e ers e e era e e e es sanes snees srses srses snses enses snnes snnenn 12
3.1 Network Address Configuration ........ ..o e e e 12
3.2 SHALIC ROULING.....es et ettt et e st s et steaeeteassueaesrassssarsssasnseasnseasassassnsas aness arsns srnmsamann 12
B.3 RIP ROULING. oottt ettt et et et e ers e s s e e s e e ra e e saneea s e s en emses ansen annes snnens 12
4, IMPIEMENTALION ..ot et et e e e e s e e ra e e aen enaes anaen snaen enneas 13
A1 DHCP ROULING oottt et e e et e et et eae e s eaeeeese e s enseas eaesenen eaneen 13
5. Test @nd ANalYSIS.....c.ci oo e e e e et e e e sreesrae e eae e eae e era e e et e e et e e eneaenn saennaernaennn 13
B. EVAIUBTION. ... e e e e e e e e s et e smnen s 14

BIBMENT 2 .ot e e et e sttt e h s s e e aes e st s e e ement e enas e e 15
1 INEFOAUCTION. ... et e e e e et e s e s e sasss et enns smnien 15
2. System configuration requIreMENtS ... e 16
2.1 CIDR/28 Design ReqUIrEMENTS ... ......ooooeo e e e 16
3. Implementation of CIDR/I28 RIP ... ..o e e e 21
4. Testing and analysis of CIDR/28...........oco e 21
2.2 CIDR/27 and CIDR/30 NetWOrKing ........coo oo e 22
3.1 Implementation for CIDR/27 and CIDR/30 RIP ......ooooooeee e 24
4.1 Test and Analysis for CIDR/27 and CIDR/30........oooo oo 24
2.3 Design Requirements for VLAN L. e 24
2.3.1 VLAN London Router/Switch for CIDR/27 sub network............ccocooooiieiiieiiccee e 24
3.2 IMplementation Of VAN ..... .o e e e e eeeseene s ereesaes seens areseses sasne maensenes smeren 25
A2 VLAN TESHNG ..ottt ettt ettt et et ettt et et e et s e e 2mtes 2mten smnes smnens 25
2.4 ACCESS CONTIOI LiSTS (ATL). cueeiiee et e ceeee et eeseene e eeeesaeresemssens eses saene aaes sees smereamnees 25
2.4.1 ACCeSS CONIOl LISt TEST.. ... ettt e e s s e e e e e 26
B EVAIUBTION. ... e et et et e e e cene e ees e seseas s eae2see e ee e caem e ee 2ans et es et eara esees enrenn 26

B OMMIENT B et ettt e e et et s eat et ee e e aea S eeas e an st e 2aeas a5 e e seseet aea eneeen 27
1L INEPOAUCHION. .. oo et e e ettt ee s e e ee s e e aeae ses ssea eeeas ee e eaesmrnnee 27
2. System configuration reqUIrEMENES ...t e e e e 28
3. IMPIEMENTATION <. ..o e e e ettt et et e e e e eae et ea e see s ea ee e eeanaeaessrene s 34




4, Testing and GNaIYSIS. ... .o o eie e et e et e et es e e e e e s e e raneera s e ranaenanaenanaen anaen snnens 34

5. Conclusion and reCoOmMMENAALIONS. .......o.vee ettt sreaceee s easasseasseas eses sasessens sernas 34
APPENAIX ..ttt et e ere e er st ert e ent e ena e ena e ena e e antes enees antes aneen enaen ensen ennen ennens 35
RETEIEINCES ...t ettt et ettt et e sate s et eat e e shte st saaa st e 21 sates satet e ens asns sast e ensaennas 91

Detailed table of contents




Table of figures:

FIgUre 1 - 7 1ayer OSIMOGE! ... ..ottt et ettt e ettt et e e e e et e et es emnes smnen 35
Figure 2 - The TCP/IP protocol for internetwork communications .........cccueeeurermeeimeeinees see cae ernens 36
Figure 3 — Comparison of the OSI 7 layer model and the TCP/IP |ayers. ......ccueeimeeimeenmeeinie e e 37

Figure 4 — Encapsulation
Figure 5 — Broadcasting
Figure 6 - LAN Network.

Figure 7 - IP address Of FOULEE O ... .o e e et e et ens et es e e e ees smees smses smeen smeen smeen smnes srnens 40
Figure 8 - IP address of FOULEI 1. ..ottt e 2mees 2meen 2meen smeen smaen snnene 40
Figure 9- 1P address Of FOULEI 2 ... .. ottt e 2 es 2meen 2meen smeen smaen snnene 41
Figure 10 - Network Address of rOULEr O . ... e e smeen saees smmen snnens 42
Figure 11 - Network Address of rOULEr 1. ..o e e saeen s s 43
Figure 12 - Network Address of rOULEr 2 ... e e e saeen s s 44
Figure 13 - Successful communications of Static FOULING ......ooomio e e e e e e 45
Figure 14 — RIP routing address fOr roULEr O ..o et smeen smeen smmen s 46
Figure 15 - RIP routing address fOr FOUTET 1 ... oo et e smeen smmen s 46
Figure 16 - RIP routing address fOr FOUTET 2 ... o oo e saeen e s 46

Figure 17 - Routing table of router 0
Figure 18 - Routing table of router 1
Figure 19 - Routing table of router 2

Figure 20 - RIP IP route of FOUTET O ... oot e 2mees 2meen 2meen 2meen smaen senene

Figure 21 - RIP IP route of FOUTET 1 ..o et 2 es 2mees 2mees smeen smaen smnen e

Figure 22 - RIP IP route of router 2 ... teereeeenea 50
Figure 23 - RIP routing final results ..o o e e e s e e 51
Figure 24 - DHCP routing 0f rOUTEI 0. ... oo e st smeen smeen smaen smneae 52
Figure 25 - PC 0 CONTIBUIATION ...ttt es e es smees 2mees 2meen 2meen smeen smmen smnene 53
Figure 26 - PC 1 cONTIBUIATION ...ttt e smees smees 2meen smeen smeen smnen mmnene 54
Figure 27 - PC 2 coNTIgUIaTiON ... ettt e saees 2mees 2meen 2meen smeen smaen smnene 55
Figure 28 - PC1 Helper adaress ... .o oo e ettt e e e es 2mees 2meen 2meen 2meen 2meen smnen smnene 56
Figure 29 - PC2 Helper adarBss ... .o oottt et et e s 2mees 2meen 2meen 2meen smeen smaen smnene 57
Figure 30 - DHCP Helper Address IP PC1 SUCCESSTUL ... .oem i e e e e e e e 58
Figure 31 - DHCP Helper Address IP PC2 SUCCOSSTUL....oem i e e e e e e e 59
Figure 32 - DHCP Routing excluded addreSses .......ooueoiuieieieineeeniessnceeneessneessnsesansesanaes snees snnen snnens 60
Figure 33 - DHCP Routing successful with excluded addresses of PCO .......covvueevenicieniesneeinie cae e 61
Figure 34 - DHCP Routing successful with excluded addresses of PCL ........cooiiiiiieiee e 62
Figure 35 - DHCP Routing successful with excluded addresses of PC2 ... 63
Figure 36 - All successful router CoNfigUIationNs ... .co i ueeiiiei e ereen sraen ennens 64
Figure 37 - CIDR/28 NetWOrk TOPOIOZY .. ueeurueeueaeeueieeusaeeneatensaeensstensnsensnsesnsesaneesanses snses snses snses snnes snnens 65
Figure 38 - ROULING tahlE fOr PAris ... vttt e sae s saees eneen eneen snaen snaen snnens 65
Figure 39 - Routing table for Rome .... USRS -1
Figure 40 - Routing table for LONOomn. ... .o oottt enees snaen eneen enaen snnen snnens 66
Figure 41 - CIDR/28 TESTING EVIABNCE . ..veieieeeee et et eeneatens st et ens s enss e s e eanees snees snsen ensen snsen snnes snnens 67
Figure 42 - CIDR/27 and CIDR/30 RIP table for LONdON ... ueoeeieenieieieice e cnees cneen e sneen snaen snaens 68
Figure 43 - CIDR/27 and CIDR/30 RIP table for Paris.........ccuieeierneernee cees caees enees eneen eneen sneen snnen snnens 68
Figure 44 - CIDR/27 and CIDR/30 RIP table for Rome rieeeieeen.. 09
Figure 45 - CIDR/27 and CIDR/30 Testing EVIAENCE ....eeuvvieuieieeieieneneeneneet e eaees enees eneen eneen eneen snnen snnens 69
Figure 46 - VLAN LONAON MOE| .....v ittt ens et ens e es snees snees snsen sneen sneen snnen snnens 70




Figure 47 - London SHOW VLAN .....c.iiiii e et e ens e ensstens st ensneensnsensnsessnees snees snses snsen snses snsen snnes snnens 71
Figure 48 - London VLAN show interface trunk .......c...ooeieieieeeieiieeieece e senee s e sanaen sneen ennen snnens 72
Figure 49 - London VLAN Command Line INEEIrTAce .....ocvuieieeeieieinieeiieet et eaees e sneen eneen sneen snaen snnens 73
Figure 50 -London VLAN ROULEr SHOW RUN ....evieuiieeei e enaeensase s e e sanaen eneen sneen snnen snnens 74
Figure 51 - Dynamically Updated Rome Routing Table... USSR /-1
Figure 52 - VLAN Testing Ping Test PC2 10 PC3 ... it s e 76
Figure 53 - VLAN Testing Ping Test PC3 10 PC2 ...u it s e ene e 77
Figure 54 - Access Control List Denying London PC3.........oouieieierenierenie cees caees snees eneen eneen sneen snnen snnens 78
Figure 55 - Access CONrol LISt TESTING ..uvie cveeeeeceaesceeseers sae e erras e e saes e saameern s sns saas smaes amsnsaesmnnne s 79
Figure 56 Activate the web server for the PLC....... e e e e e e a e e s 80
Figure 57 - Add the file extensions for the Web Programi...........ceeeievieiiees e e e e e e 80
Figure 58 - Create the default tags for motor control and MoONItor........ceeeeeeviecriecie e e e 80
Figure 59 - Create the tags in the web data [DB1] data blOCK ...ccvveeeeereiee e e e e 80
Figure 60 - The motor drive PWM function is in the main part of the PLC program .....cccceeeevveeecnnens 81
Figure 61 - In the main function block add the Web Server ... e e e e s 81
Figure 62 - Downloading the index .html page with http:// source for the Motor Switch.htm page.. 81
Figure 63 - Set the VLAN gateway IP address (router gateway) inthe PLC .......c.ccoimeicicierceierieceenens 82
Figure 64 - The web pages heldin 'User Files' of the PLC program files ......c.ccccveevemeicicereeveeeecnnns 82
Figure 65 - Files stored in the 'User Files' of the TIA program files.........oiiiee e e e 82
Figure 66 - Communication test of PC connected to the switch........ceooiiii e 83
Figure 67 - Communication test of PC with PLC Program ........ceevveeeercieeeonieneesaeseeeeesenees aesneaanssnnees 84
Figure 68 - Motor speed at 1%.... USRS - 1.
Figure 69 - Motor SPEEM @t A0% ... .ccueueeur et et ettt et et e esss et ess e e e s saees sases sases smsen smsen srnes srneas 86
Figure 70 - MotOr SPEEM @t 80% ... .coutueeue et e et e et e eaetent st esas et esss e e sees sanes sases sasen smsen smnes snnes srneas 87
Figure 71 - Motor Switch.htm program listing with comments.........ceioiiii e e e s 88
Figure 72 - Motor Switch.htm program listing with comments.........couioii e e s 88
Figure 73 - Motor Switch.htm program listing with comments.... ..89
Figure 74 - Motor Switch.htm program listing with comments.........ouiiiii e e e 89
Figure 75 - Motor Switch.htm program listing with comments.........oeiii e e e 90
Figure 76 - Motor Switch.htm program listing with comments.........ceoiiic e e e s 90

Extensive list of figures




Table of tables:

LI 1 L0 A e o e o Yo USSR 17
TADIE 2 = ROME et et ee e e e caees 2 sae e ers maaes 2 as e ern msane e san e e e aee e essnmees 2 sns snans mmnes amns aann mrnne s 18
LI 1 L0 T - [ 3SR 19
London-Rome Network 4 Network address 64 Table 4 - LoNdON-ROME ....ccveeeereeceineecceeeaeeeeaanns 20
Rome - Paris Network 5 Network address 80 Table 5 - Paris-ROMEe ...ccceeeevueereeceemeecceeeeaeeeeaanns 20
Paris-London Network 6 Network address 96 Table 6 - Paris-LONdon .......ccccoeveeevieecicieraeceraennn 20
Table 7 - CIDR/27 NetWOrK Table . e e e e et e tae e e e e ae e ees et eans casee nann eens mmnnemnaans 22
Table 8 - CIDR/30 NetWOrK Table . ..o e e et e e e e nnen e 23
Table 9 - VLAN London NetwWork AQAress ... ......oo. oo et e e e s e s 25
Table 10 London RoOULEr @nd SWILCN........oo oo e e e e e e e s 25




Element 1

1. Introduction

The purpose of this particular element is to carry out research, design and implementation of
a 3 LAN network system to carry out configuration and testing of dynamic addressing and
routing. In order to design, implement and test the 3 LAN network, ‘Cisco Packet Tracer’ will
provide a suitable platform to execute this. Research is necessary in order to provide an
understanding of the overall system. Research into the fundamental principles related to the
experimental elements of element 1 is required. The key principles being the OSI 7-layer and
4-layer models, the process of encapsulation and de-encapsulation and broadcasting and port
allocation are all vital elements to this portfolio. Upon completion of the research, the practical
phase will commence using the ‘Cisco Packet Tracer’ provides an application consisting of 3
LAN networks connected by 2 WAN networks. The structure of the overall network will consist
of three routers, three network switches and three PC’s. An addressing scheme was created
tor this particular topology. The final stage will involve testing in the form of static routing and
addressing protocols. Testing will be carried out through dynamic routing and addressing
protocols and then dynamic testing across all routers. Element 1 will be evaluated betore

proceeding to element 2 and 3.
Introduction can be more general




2. Research

2.1 OSI 7-layer and 4-layer models with reference to the network design

The Open System Interconnect (OSI) model is a conceptual framework that describes
networking or telecommunications systems as seven layers, each with its own functions. The
layers enables networks to visualise what is happening within their networks and can help
network managers to narrow down issues as well as computer programmers, (Shaw, 2022).
See figure 1 for a table displaying each layer of the 7 layer OSI model.

The TCP/IP protocol for internetwork communications is what is known as the ‘internet model’
or the ‘4-layer model'. The model shows the four functions that are necessary in order for

communications. See figure 2 for a clear example of this.

The OSI 7-layer and TCP/IP 4-layer models can be compared. It can be seen that the OSI's
39 layer, the ‘Network Layer' is the same as the TCP/IP's interet layer, this describes the
protocols which can address and route carious messages via the internet. The transport layer,
which is known as the OSl layer 4 and TCP/IP layer is another direct comparison. This layer
refers to the functions and services that enable reliability of delivery of data between the

destination and source hosts. See figure 3 for an example demonstrating this.

Explanation includes significant points




2.2 Encapsulation

Data encapsulation is an object oriented programming concept that has the ability to bind a
group of related properties and functions. Other members are seen as a single unit. ‘Class’ is
the best example of data encapsulation. It is also known as data hiding that prevents the user
accessing the implementation details. Encapsulation can make certain the integrity of the data
contained in the object, (Net-Information, n.d.). Data encapsulation is where data is
transmitted across a network to a desired device. The data that has been transmitted is
wrapped with the necessary protocol information at each of the individual layers of the OSI.
The layers have the ability of communicating with its receiving peer layer at the receiver. When
encapsulation is being executed, data is then added and removed as it processes through
each step of the OSlI layers. Information can be added before or after the data. Information
that is added before the data is known as a ‘header and data added after is known as the
‘trailer’. See figure 4 for an example of encapsulation.

Decapsulation should be explained here also




2.3 Broadcasting

Broadcasting is the simultaneous transmission of the same message to multiple receivers. In
networking, broadcasting is required when a transmitted data packet is received by all the
network devices. There are some issues with broadcasting such as, security issues may occur
and result in a loss of data if a network is attacked, (Techopedia, 2014). See figure 5 for an
example of broadcasting. Broadcasting can be categorised into two categories, ‘Limited
Broadcasting' and ‘Direct Broadcasting’. Limited broadcasting is used in applications where a
stream of data packets is sent to all devices on the network. This is done any appending all
32 bits of the IP address set to 1, which results in a gateway of 255.255.255.255, known as a
‘Limited Broadcast Address’ located in the destination address of the datagram, this is
reserved for the transfer of information to all its recipients from an individual sender over the
network. Direct broadcasting is where a device within one network sends a packet of
information to all devices on a different network.

The broadcast is explained, However the problem
that it possesses should have been explained.

10




2.4 Port Allocation

Port numbers can range from 0 to 65353. Port number ranging from 0 to 1023 are reserved
for common TCP/IP applications and are known as ‘well known ports’. Well known ports allow
client applications to identify and locate the corresponding server application processes on
other hosts. For example, a client process wanting to contact a DNS process running on a
server has to send the datagram to a destination port. The well-known port number for any
DNS is 53, and this is where the server process should be identifying client's requests. These
ports are known as ‘privileged ports’, however, a number of applications that formerly ran in
privileged mode, such as HTTP servers, do not operate in this manner, only in the exception
when binding to the port. Itis important to note that it is becoming more difficult to register new
applications in the space below 1023, these often use registered ports in the range of 1024 to
49151, (Goralski, 2017). Good point identified

11




3. Design requirements

3.1 Network Address Configuration

The topology of a 3 LAN network was designed and created in Cisco Packet Tracer software.
The network topology was built of three routers, three network switches and three PC's. The
three routers are connected via serial connections. Each router is connected to its own PC via
an Ethernet switch over its LAN. See figure 6 for an example of this. The IP addresses for the
network topology can be seen in figures 7, 8 and 9.

3.2 Static Routing
Static routing is executed in order to communicate packets of data between routers via serial
communications. The static routing and ISO command interfaces for routers 0 to 2 are seen

in figures, 10, 11 and 12. Screen shots support this

To ensure that all routers are functional and working correctly a communication test was
carried out. Packets of data were sent from PC to PC in a variety of combinations to

demonstrate successful communications. The results are seen in figure 13. Test results support

explanation
3.3 RIP Routing

One efficient and effective method of routing networks is through the use of '‘Routing
Information Protocol’, which is sometimes known as ‘RIP routing’. Routers use this method for
networking to exchange information regarding the network topology. RIP configured routers
can send its routing table contents to its adjacent routers quickly.

The ‘Command Line Interface’ (CLI) prompts were entered for each router, see figures 14, 15
and 16.

From the configuration of the Command Line Interface, the RIP routing tables can be seenin
figures 17, 18 and 19. The IP configurations for the RIP routing was configured and seen in
figures 20, 21 and 22.

In order to confirm that all routers operations and configurations were successful and are
communicating, another test for the static routing was undertaken. Packets of data were sent
from PC to PC in a variety of combinations, the results can be seen in figure 23.

12




4. Implementation

4.1 DHCP Routing

Router 0's command line interface code for the DHCP routing was configures in figure 24.
Figures 25, 26 and 27 show the device configurations.

The configuration of devices PC 1 and PC 2 were unsuccessful; as a result, they have been
assigned default addresses. The router will then need helper addresses to be configured in
order to communicate via the network, the purpose of these addresses is to control the serial
port address of the router. Figures 28 and 29 display the DHCP helper addresses that were
initiated within the packet tracer application. After initiating the DHCP helper addresses for
routers 2 and 3, they were re-tested to ensure that they were working successfully. Figures
30 and 31 show that the DHCP request for PC's 1 and 2 were successful.

To secure and keep addresses for specific controller's static to ensure that they are
satisfactory after the DHCP's dynamic addressing protocol, the routers were configured to
exclude the first ten addresses in each LAN. Figure 32 shows code from the packet tracer
application to exclude these network addresses. Figures 33, 34 and 35 show the tests proving

the successtul configuration of excluding addresses. )
Good explanation

5. Test and analysis

To prove that the routers running configuration is correct and successful see figure 36.

There should be some comments about the results here

13




6. Evaluation

To conclude element 1, it is clear from the test results that it has been successful. The research
has provided the foundation to the building process of this element. It provided the key
principles and knowledge required to configure and construct element 1. Fundamental
concepts of networking such as static routing RIP routing were utilised in this element.
Comparisons can be made or the differences can be seen in the two routing methods. Static
routing requires each device on its network to be manually configured, whereas, the RIP
routing methods is more efficient and effective when configuring routers. It allows for remote
configuration providing the internet protocol address is known. DHCP, known as Dynamic
Host Communication Protocol was another fundamental tool in this element. It was a far more
complex method of routing compared to that of static and RIP methods when configuring.
These are some advantages to DHCP, this being its benefit of self-addressing, its IP address
and simple code can be written to exclude any unwanted addresses which could cause
problems. In conclusion, element 1 has provided a strong foundation for which elements 2 and

3 can be built upon. Good evaluation

14




Element 2

1. Introduction

Element 2 is based upon the knowledge and understanding from the research and networking
tasks carried out in element 1. However, element 2 is more aimed on classless inter-domain
routing mask notation, known as CIDR. Within this element CIDR/27, CIDR/28 and CIDR/30
will be utilised in the network. Virtual Local Area Networks (VLANSs) will be implemented
connecting all individual networks together as an individual broadcast domain. ‘Access Control
List will be utilised in order to limit the access capabilities of London’s PC’s to Paris’s network.

Intro proves the brief is understood

15




2. System configuration requirements

The network for this system will consist of three different routers all connected together via a
triangular topology, these routers being Rome, Paris and London. The overall network is
constructed of 3 LAN's consisting of each router having its own network switch, which will

connect the router to two PC's and 3 WAN's connecting the three routers together.

2.1 CIDR/28 Design Requirements
Figure 37 displays the network topology that was used within the CIDR Networking for element

2.
The network diagram should

The CIDR/28 subnetting was constructed for the LAN's using tables 1-3. hac}/e thed”et addresses
indicate

16
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3. Implementation of CIDR/28 RIP

The routing tables for the CIDR/28 RIP routing are seen in figures 38, 39 and 40. The routing
tables seen in figures 38, 39 and 40 demonstrate that each router was successfully completed
the necessary configuration process for CIDR/28. This is generally seen in each routing table
as each network address ends with /28’, this means that the router has correctly identified the
CIDR type through the given subnet. The IP addresses are initiated using the same scheme
for CIDR/28 and all networks, LAN networks seen in tables 1-3 and WAN networks seen in 4-

6. Images support explanation

4. Testing and analysis of CIDR/28

In order to confirm that each router is correctly configured and communicating, testing was
carried out. Ping tests were carried out from all LAN networks. In this test, packets of data
from LAN to LAN were sent. The successful status is obtained when the receiving LAN
receives the data. See figure 41 for a table of successful packets delivered to each PC across

the network. . .
Test images support explanation
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2.2 CIDR/27 and CIDR/30 Networking

CIDR/27 is initiated for the LAN's. The network address used for CIDR/27 are seen in table 7.

Table 7 - CIDR/27 Network Table

Subnet is identified

CIDR/27 — Networks 1, 2and 3

Subnet mask

255.255.255.224

Mot used

Net Address 32

Lowest Host Address 33 Rome 1

192.168.6.33

Net Address 32

MNext Host Address 34 Rome 2 Correct for .32 address

192.168.6.34

Net Address 32

Highest Router Address 62 Rome Router

152.168.6.62

Net Address 64

Lowest Host Address 65 London 1

192.168.6.65

Net Address 64

Next Host Address 66 London 2 Correct for .64 address

192.168.6.66

Net Address 64

Highest Router Address 94 London Router

152.168.6.94

Net Address 96

Lowest Host Address 97 Paris 1

192.168.6.97

Net Address 96

Next Host Address 98 Paris 2 Correct .96 address

192.168.6.98

Net Address 96

Highest Router Address 126 Paris Router

192.168.6.126

Tables are correct for the /27 scheme
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CIDR/30 is initiated for the WAN's. CIDR/30 is more desired and fitting for configuring
addressing between router networks that have few devices. The network addresses used for
CIDR/30 are seen in table 8.

Table 8 - CIDR/30 Network Table - o
/ Subnet is identified

CIDR/30—- Networks 4, 5 and 6.

Subnet mask 11|11 (1|1]|0]|0| 255255.255.252

0/0|0|0|0|0|0|0| Notused

Net Address 4 0/0|0|0[0|1]|0]|1] Lowestinterface Address 5 Rome serial 0/0 192.168.6.5
Correct for address .4
Net Address 4 0/0|0|0|0|1]|1]|0 | Highestinterface Address 6 Paris serial 0/0 192.168.6.6
Net Address 8 0/0|0[0|1|0]|0]|1] Lowestinterface Address 9 Rome serial 0/1 192.168.6.9
Carrect for address 8
Net Address 8 0/0|0|0|1|0]|1]|0 /| Highestinterface Address 10 London serial D)’DJ 192.168.6.10
Net Address 12 0/0|0|0|1|1]0]1] Lowestinterface Address 13 London serial 0/1 192.168.6.13
Correct for addkess .12
Net Address 12 0/0|0|0|1|1]1]|0 | Highestinterface Address 14 Paris serial 0/1 192.168.6.14

Table is correct for /30 scheme
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3.1 Implementation for CIDR/27 and CIDR/30 RIP

The RIP routing tables for CIDR/27 and CIDR/30 are seen infigures 42, 43 and 44. The CIDR
class changes are automatically detected via the subnet mask as do their corresponding
internet protocol addresses. This is a significant point

4.1 Test and Analysis for CIDR/27 and CIDR/30

In order to confirm that the CIDR/27 and CIDR/30 routers are successful and configured
correctly, testing was carried out. A ping test was executed from all LAN networks. This test
sends packets of data from LAN to LAN. The successful status is received when the receiving

LAN receives its data. See figure 45 for a table of successful results. ¢,/ support the explanation

2.3 Design Requirements for VLAN

2.3.1 VLAN London Router/Switch for CIDR/27 sub network

VLAN's are designed and used for transmitting packets of information across de sired domains,
this transmitted data is then received by every device that is connected to the LAN. A VLAN
is seen as a collection of various network nodes that have the ability to communicate with
each other just like a LAN, however, they exist in one or several different LAN segments. The
segments are separated from the rest of the LAN by a router or a network switch that is used
for specific departments. When a department transmits a packet of information it will then be
received by all other departments on the VLAN excluding those that are outside the network.
This resolves problems that are encountered by LAN’s such as excessive network traffic which

cause collisions. )
Good explanation
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The network addresses for the London VLAN are seen in table 9. The packet tracer model is
seen in figure 46.

Table 9 - VLAN London Network Address

VLAN London Network Addresses

Fast Ethernet 0/0.2 |0 1| 0| 1| 1| 1| 1| O] Net Addresses 64 |/F Addresses 94

Fast Ethernet 0/0.2

—y
o
o
—y
—y

1| 1| 0| Net Addresses 128 I/F Addresses 158 Addresses are correct

PC2 London 0o/1/0/0{0(0|0O

—y

Net Addresses 64 host Addresses 65

PC3 London 1/0/0/0/0|/0]|0

—y

Net Addresses 128 host Addresses 129

Table 10 London Router and Switch

London Router — Fast Ethernet 0/0.2 IP address 192.168.6.94 255.255.255.224

London Router — Fast Ethernet 0/0.3 IP address 192.168.6.158 255.255.255.224

London Switch — Fast Ethernet 0/24 — Linked to London Router with encapsulation VLAN 2 and VLAN 3.

London Switch — Fast Ethernet 0/2 - Set as VLAN 2 linked to PC2 London

London Switch — Fast Ethernet 0/3 — Set as VLAN 3 linked to PC3 London

Good table showing the inter VLAN
3.2 Implementation of VLAN routing ports
Figure 47 displays the evidence of successful configuration of the VLAN. The shared gateway
code for the VLAN is seen in figure 48, it displays the testing of the trunk connection. By using
the ‘show IP integer brief command the sub-interfaces are seen in the London router CLI, this
is displayed in figure 49. Figure 50 shows the London routers, ‘show run configurations.’ The
RIP routing table for Rome is seen in figure 51, it can be seen that the VLAN sub interface

gateways have ben dynamically updated in the routing table.

4.2 VLAN Testing

In order to display that the VLAN was successful it is necessary to carry out a ping test. The
ping test was carried out between London's PC’s to ensure correct configuration. Figures 52
and 53 show that both PC's are transmitting and receiving data as expected.

2.4 Access Control Lists (ACL)

The access control list enables a router to deny all access to certain devices that are
connected to the network denied. It implements a local firewall, which can be ascertained to a
network. In this case, the Paris router will be used to deny access from the London’s PC3 and
London’s PC2 is permitted access to Paris device, see figure 54. With this security measure
in place, access from the Paris device to PC3 on the London VLAN should be restricted. The
ACL demonstrates the security protocols that are available on VLAN.

Good explanations
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2.4.1 Access Control List Test

Figure 55 displays the access control list test. It demonstrates that London’'s PC3’s
(192.168.6.129) access to Paris’ network has been restricted, this is seen in the part of the
program that displays ‘Request timed out’, it means that Paris’ did not receive the data.
However, London’s PC2 (192.168.6.65) was not restricted and gained full access to Paris’
network seen by the replay that it obtained for this network, again in figure 55.

test results support the

5. Evaluation explanation
To conclude element 2, it can be seen from the test results that have been derived that it was
a success. CIDR along with VLAN methodologies were implemented and tested and thus
producing a fully functioning and communicating network. CIDR/28 subnetting was
successfully implemented for and Local and Wide area networks. RIP routing tables for
CIDR/28 were created and configured into the cisco packet tracer software. Routing tales were
obtained providing the successful configuration as each router had identified the CIDR type
through the subnet mask. Testing was a crucial element in proving that the configuration was
successful. Ping tests proved useful and was carried out from all LAN networks. Packets of
data were transmitted from LAN to LAN. The successful status was obtained when the
receiving LAN received its data. This network was altered accordingly for the CIDR/27 and
CIDR/30 within the packet tracer application to enable the use of a VLAN. It was then
configured on the London network to reduce traffic across the broadcast domain and as a
result reduced the potential collisions. Again, testing was performed in order to prove the
functionality of the VLAN through the use of a simple ping test where packets of data were
transmitted and received from PC to PC. The implementation of the Access Control List to the
Paris network was also successful. The purpose behind this experiment was to prevent the
communication of data between London’s PC3 and Paris’ network. Thus, filtering London’s
access to the network by programming the router and network switch allowed only certain
network addresses to receive data, however, it was designed in a specific manner that other
devices on the London network could fully communicate with Paris. The ping function proved
successful of the intended design as London’s PC3 could not communicate with Paris’
network, whereas PC2 had full communication abilities with no data loss. All testing methods
undertaken for element 2 proved successful. It proved that all implementation, design and
testing stages of the CIDR/28, CIDR/27 and CIDR/30 stages where successful. This now laid

a solid foundation to build element 3.
Good evaluation
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Element 3

1. Introduction

The purpose of element 3 is to improve the network performance of the network using logical
grouping of end devices. This will be done using a VLAN implemented on the London switch.
Element 3 will implement and configure part of the network practically using identical layer 1,
2, and 3 hardware, and test the connectivity and security of the devices on the network. It will
include 2 routers and 2 switches with a device on each switch. Testing is necessary. The
network will be tested using HTTP protocol by using open source software that can access
PLC data across the network. Successful implementation of the VLAN on the London switch
is necessary in element 3. The network will be tested using the HTTP protocol with a PLC web
server and a PC client station. A web page program will then send and receive data between

the PLC and PC client station. ]
Relevant intro
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2. System configuration requirements

In order to adhere to the requirements of element 3 it is necessary to begin by creating a new
project in Siemens TIA and configure the web server. Activation of the web server for the PLC
is seen in figure 56. The file extensions for the web program were then added and seen in
figure 57. Here the file extensions are .html, htm and .js. Other file extensions can be .json.
HTML, Hypertext Mark-up Language. HTM, Allowable short version of HTML. Both extensions
are permitted. .js — java script (jQuery, ajax). .json — an extension library of java script. The .js
generally is not accepted on PLC madel lower than 1500. Therefore, the .js program can be
embedded in the HTML or HTM using .json. Graphic extensions can be used also such as
.png and .gif can be embedded in the ajax scripts. The LED's are .png images. The next step
is to create the default tags for motor control and monitor, this can be seen in figure 58. Then
create the tags in the web data [DB1] data block, this is seen in figure 59. The motor drive
PWM function is in the main part of the PLC program seen in figure 60. In the main function
block is added the web server as seen in figure 61. The web server was then configured and
is ready for web pages to be downloaded. The next stage as to download the index .html page
with the http:// source for the Motor Switch.htm page as seen in figure 62. Once the page was
ready generation of the web data blocks were generated to download the web pages on the
PLC server. The VLAN gateway was set with an IP address (router gateway) in the PLC as
seen in figure 63. The web pages were all held in the same location in the ‘User Files' of the

PLC program files as seen in figure 64.

A short embedded program using HTML and tow images can visually represent PLC
conditions. This is the way that Industry 4.0 is being developed especially with PLC’s. The
next development stage is to implement the Java script libraries such as jQuery and json which
enable real time data monitoring without page refresh. This will have a smoother graphic and
increased speed of data refresh. Applications such as motor speed control and variable data
values can be implemented as web pages for remote control monitoring. The pages here are
in the ‘User Files’ and include: Motor switch.htm which is the main file downloaded to the PLC

server. The other files are:

Good point

The configuration of the Cisco hardware should be explained
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Js Contain the jQuery libraries downloaded
from the open source webs site.

IOCounter.json Contains the java script ID's for the PLC tag
values.
IOresult3.htm Contains the PWM tag ":=

“webdata”.Motor_ PWM:" which is read in
the ajax function in the Motor Switch.htm

main file.

|Owrite.htm Contains the PWM drive tag ‘Motor Speed
PWM from the PLC.

Motor Switch Contains the main program where all the
other tags and library functions are called.

LED O This is just an image of a red rectangle to
represent an LED.

LED 1 This is just an image of a green rectangle to

represent an LED.

These are the files used in the web server program. These files are stored in the ‘User Files’

of the TIA program files seen in figure 65.

There is no explanation for the VLAN config for the Cisco
hardware. There is too much focus on the PLC.
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Program flow chart

The chart explains the program
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Program explanation:
I0Owrite.htm:
<I—AWP_In_Variable Name = “Motor Speed PWM"-->:= “Motor Speed PWM":

This the variable that holds the set value of the PWM sent to the motor. This is called from the

‘Motor Switch.htm'’ file using its ID name.
I0result3.htm:

This is the variable that stores the PWM value for the motor and it read from the ‘Motor

Switch.htm’ file using its ID name.

I0Counter.json:

“Motor Speed PWM" - *“:= "Motor Speed PWM":",
“Motor PWM" - “= “web data”. Motor PWM:",
“Motor RUN” - *:= "Motor RUN™"

This assigns the ID names to the PLC tags which are then called in the main “Motor

Switch.htm’ file.
Motor Switch.htm:

This is the main file which is downloaded to the PLC and contains all the ajax function calls.
Everything that is displayed in the web page is contained in the <body></body= tags in this

program.
Tag data is identified
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The dynamic Ajax functions are:

This functions reads the motor on/off status binary value and the value of the PWM driving the

motor.
<script type="text/javascript">

$(document).ready(function()

{

S.ajaxSetup({ cache: false });
setinterval(function()

{
$.get’SON("10Counter.json", function(result)

{

$('#Motor_PWM').text(result["Motor_PWM"]);

$('#Motor RUN').text(result["Motor RUN"]);

if(result["Motor RUN"]==0)

$('#img9').html('<img src="led0.png" "width="20" height="20"">');
}

else

{

$('#img9').html('<img src="led1.png" "width="20" height="20"">");
}

5
b
1000);

JJEND

This function reads the value of the PWM for the gauge.

$.ajaxSetup({ cache: false });
setinterval(function() {

$.get("10result3.htm", function(result}

gl.refresh(parselint(result));

5

11000);
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This function writes the PWM value in the text box and sends using a button press to the PLC

tag ID.

$("button").click(function(){

5

i1

url="10write.htm"; Functions are identified
name=""Motor Speed PWM"';

val=$('input[id=setvar]').val();

sdata=escape(name)+'='+val;

S.post(url,sdata,function(result){});

document.getElementByld('setvar’).value="
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3. Implementation

Figure 66 and 67 shows a check of the communication using the ping test feature.

4. Testing and analysis

Figure 68 shows the testing of the developed web control system which has been created to
control the speed pf the motor using the Java Script program. This program represents the
future of industry 4.0. Figure 68 shows the motor speed at 1%. Figure 69 shows the motor
speed at 40%. Figure 70 shows motor speed at 80%. Figures 71-76 show ‘Motor Switch.htm

rogram listings with comments.
prog Istings wi Test results support this

5. Conclusion and recommendations

Element 3 has proven to be successful. It has also proven how simple it is to create a PLC
monitoring the program that can be accessed from everywhere in the world with a use of a
web page. This demonstrates the capabilities and the potential of 4.0 and how attractive it will
become to industries worldwide. Several machines are able to communicate and work
together over large distances and users can monitor and change the program that is run by
simply logging into the PLC by using the IP address of the PLC. This is ideal if a system needs
to be accessed and a fault quickly diagnosed by technicians from anywhere. The setup that
was created was very simple and basic in terms of features and interconnected systems. It is
possible to design a more complicated setup, which could monitor multiple interconnected
systems and production lines. With the implementation of security protocols and passwords.
This provides technicians with the ability of accessing the program from anywhere to run fault

diagnosis. ) ) )
Good informative evaluation
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Appendix

Figure 1- 7 layer 051 model

[ o
i
i

2  Daralink Layer

1  Physical Layer

Human-computer interaction layer, where
applications can access the nerwork services

Ensures that data is in a usable format and is
where dara encryprion occurs
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controlling ports and sessions

Transmirs data using transmission protocols
including TCP and UDP

Decides which physical parh the data will 1ake

Defines the formar of data on the network

Transmits raw bir stream over the physical
medium
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Figure 2 - The TCP/IP protocol for internetwork communications

TCP/IP Model

Application

Transport

Internet

Network
Access

TCP/IP model

Represents data to the user plus Image is appropriate
encoding and dialog control.

Supporis communication between diverse devices
across diverse nefworks.
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Controls the hardware devices and
media that make up the network.
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Figure 3— Comparison of the 051 7 layer model and the TCP/IP layers

OSI Reference Model TCP/IP Conceptual Layers

Application

2 Presentation

Session
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Figure 4— Encapsulation

Encapsulation
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Header

De-encapsulation Image should show the
relationship in the network
system
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Figure 5— Broadcasting
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1 by all hosts on the network
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Figure 6- LAN Network
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Figure 7 - IP address of router 0
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Figure 8- IP address of router 1
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Figure 9 - IP address of router 2
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Figure 10 - Network Address of router 0

Network Address

56.0.0.0/8 via 10.10.10.2

170.6.0.0/16 via 10.10.10.2

[ 4
.

Physical Config CLI Aftributes
—

10S Command Line Interface

Router(config)$
Router(config)$
Router (config)$
Router (config) #show IP route

% Invalid input detected at "' marker.

Router(config)$-2Z
Routerd
%5YS5-5-CONFIG_I: Configured from console by console

Routergcomf t©

% Invalid input detected at """ marker.

Router#enable
Routergconf t©
Enter configuration commands, one per line. End with CNTL/Z.
Router{config)$#do show IP route
Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSPF inter area
Nl - OSPF NSSA external type 1, N2 - OSEF NSSA external type 2
EL - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 level-l, LZ - IS-I5 level-2, ia - IS5-I5 inter area
* = candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last rescrt is not set

10.0.0.0/8 is directly connected, Serialld/0
5€.0.0.0/8 [1/0] wvia 10.10.10.2

170.€.0.0/1€ [1/0] wia 10.10.10.2

152.1€8.€.0/24 is directly connected, FastEthernet0/0

om0

Router(configi$

Ctri+F& to exit CLI focus Copy Paste

[ Top
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Figure 11 - Network Address of router 1

Network Address

56.0.0.0/8 via 11.0.02

192.168.6.0/24 via 10.10.10.1

P Route O
Physical Config CLl Attributes
—
I0S Command Line Interface
3LINEPROTO-5-UPDOWN: Line protocol on Lnterface seriall/l, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0, changed state to up
Router>enable
Routerd
Router#configure terminal
Enter configuration commands, one per line. End with CNIL/Z.
Router (config)$
Router (config)$conf t©
%Invalid hex walue
Router(config) fenable
% Incomplete command.
Router (config)$
Router (config)gconf t©
%#Invalid hex wvalue
Router (config) #do show IF route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRD external, © - OSPF, IA - OSLF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSFF external type 1, EZI - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-I1IS level-l, L2 - IS-IS level-2, ia - IS-IS inter area
¥ - candidate default, U - per-user static route, o — ODR
F - periodic downloaded static route
Gateway of last resort is not set
C 10.0.0.0/8 is directly connected, Seriald/0
c 11.0.0.0/8 is directly connected, Seriald/l
s 5€.0.0.0/8 [1/0] wvia 11.0.0.2
Cc 170.€.0.0/1€ is directly connected, FastEthernet0/0
s 152.1€8.€.0/24 [1/0] wia 10.10.10.1
Router (config)$
Ctrl+F8 to exit CLI focus Copy Paste

O Top

43




Figure 12 - Network Address of router 2

Network Address

170.6.0.0/16 via 11.0.0.1

192.168.6.0/24 via 11.0.0.1

® Router

Physical Config CLI Attributes

10S Command Line Interface

Screen shots support main
report

Router>conf t©

% Invalid input detected at """ marker.

Router>do show IP route

% Tnvalid input detected at '*' marker.

Routerrenable
Routergconf t

Router (config)#do show IP route

Nl - OSPF NSSA external type 1, N2 - OSPF NSSA ext
ELlL - OSPF external type 1, EZ - OSPF external type
i = IS-IS§, L1 - IS-15 level-l, LZ - IS-IS level-2,
* - candidate default, U - per-user static route,
P - periocdic downloaded static route

Gateway of last resort is not set

11.0.0.0/8 is directly connected, Serial0d/0
5€.0.0.0/8 is directly connected, FastEthernet(/0
170.€.0.0/1€ [1/0] wia 11.0.0.1

152.1€28.€.0/24 [1/0] wia 11.0.0.1

w00

Router (configl#

Enter configuration commands, one per line. End with CNTL/Z.

Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, © - OSFF, TA - OSPF inter area

ernal type 2
2, E - EGP

ia = IS-I5 inter area

o — ODR

Ctri+F6 to exit CLI focus

O op

Copy

Paste




Figure 13 - Successful communications of static routing

Fire Last Status Source Destination Type
) Successiul PCO PC1 ICMP
[+ Successful PC1 PCO ICMP
o Successful PC1 PC2 ICHMP
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[ Successful PCO PC2 ICMP
[+ Successful PC2 PCO ICMP
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Test results support explanation in main report
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Figure 14 —RIP routing address for router 0

#SYS-5-CONFIG _I: Configured from console by console

conf t©

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) grouter rip

Router (config-router) $ver 2

Router (config-router)f$net 152.1€2.€.1

Router (config-router) $net 10.0.0.0

Router (config-router)gnet 5€.0.0.0

Router (config-router) $~Z

Routers RIP implementation
$S5Y¥YS-5-CONFIG_I: Configured from console by console

Figure 15 - RIP routing address for router 1

%5YS-5-CONFIG_I: Configured from console by console
conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §router rip

Router (config-router) gver 2

Router (config-router) gnet 5€.0.0.0

Router (config-router)gnet 10.0.0.0

Router (config-router) gnet 152.1€8.€.1

Router (config-router) fnet 11.0.0.0

Router (config-router) $net 170.€.0.0

Router (config-router) -2

Routers

$SYS-5-CONFIG_I: Configured from console by console

Figure 16 - RIP routing address for router 2

%5YS-5-CONFIG_I: Configured from console by console
conf ¢

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #router rip

Router (config-router) gver 2

Router (config-router) gnet 170.€.0.0

Router (config-router) fnet 11.0.0.0

Router (config-router) fnet 56.0.0.0

Router (config-router) $~2

Routerg

%5YS-5-CONFIG_I: Configured from console by console
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Figure 17 - Routing table of router 0

R g Table for R

Type Network Port Hh::ﬁp Metric
c 10.0.0.0/8 Serial0/0 — 0/0

R 11.0.0.08 Serial)/0 10.10.10.2 1201
R 56.0.0.0/8 Serial0/0 10.10.10.2 12012
R 170.6.0.0/16  Serial0/0 10.10.10.2 1201
c 192.168.6.0/24 FastEthernetd/0 — 0/0
Figure 18 - Routing table of router 1

Routing Table for Route

Type  Network Fort H";Z“P Metric
c 10.0.0.0/8 Serial0/0 - 0/0

C 11.0.0.0/3 Serial0/1 — 0/0

R 56.0.0.0/8 Serial0/1 11.0.02 1201
c 1706.0.0/16  FasiEthernet0/0 — 0/0

R 192.168.6.0/24 Serial0/0 10.10.10.1 1201

Figure 19 - Routing table of router 2

Type Network Port
R 10.0.0.0/8 Serial)/0
c 11.0.0.0/8 Serial0/0
c 56.0.0.0/8 FastEthernet0/0
R 170.6.0.0116  Serial0/0

R 192.168.6.0/24 Serial0/0

Next

Hop IP Metric

11.0.0.1 1201

- 0/0

— 0/0

11.0.0.1 1201

11.0.0.1 1202
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Figure 20 - RIP IP route of router 0
4

Physical Config CLI Aftributes
—

105 Command Line Interface

Router (configi$
Router (config)$
Router (config)$
Router (config) #show IP route

% Invalid input detected at '*~' marker.

Router (configi$~Z
Routerg
%5YS-5-CONFIG_I: Configured from console by console

Routergcomf ©

% Invalid input detected at '~' marker.

Routergenable

Routergconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)#do show IP route

Codes: C - connected, § - static, I - IGRF, R — RIF, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
Ml - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i = Is-I5, L1 - IS-15 level-l, LZ - IS-IS5 level-2, ia = IS-IS inter area
* = candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, Serialld/0
5€.0.0.0/8 [1/0] via 10.10.10.2

170.€.0.0/1€ [1/0] wia 10.10.10.2

1592.1€8.€.0/24 is directly connected, FastEcthernet0/0

om0

Router(configi$

Ctri+F6 to exit CLI focus Copy Paste

[ Top
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Figure 21 - RIP IP route of router 1

!

Physical Config CLI Aftributes
—

I0S Command Line Interface

Router>enable

Routers

Routergconfigure terminal

Enter configuration commands, one per line. End with CNIL/Z.
Router (config)$

Router (config)f#conf t

%Invalid hex wvalue
Router(config) fenable

% Incomplete command.

Router (config)$
Router(config)$conf t

%Invalid hex wvalue

Router (config)#do show IP route

N1l - OSPF NSSA external type L, N2 - OSPF NSSA external type

¥ - candidacte default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, Seriald/0
11.0.0.0/8 is directly connected, Seriald/l
5€.0.0.0/8 [1/0] via 11.0.0.2

170.€.0.0/1€ is directly connected, FastEthernet(/0
152.1€8.€.0/24 [1/0] via 10.10.10.1

womoon

Router (configl$

El - OSEF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-IS level-l, L2 - IS-IS lewvel-2, ia - IS-IS inter area

SLINEPROTO-5-UFDOWN: Line protocol on Interface Seriall/l, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0, changed state to up

Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, © - OSPF, IA - OSPF inter area

5

Ctri+F& to exit CLI focus

(] Top
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Figure 22 - RIP IP route of router 2

.

Physical Config CLI Aftributes
—

10S Command Line Interface

Router>conf t

% Invalid input detected at '~' marker.

Router>do show IP route

% Invalid input detected at '*' marker.

Router>snable

Routergconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)#do show IP route

Codes: C - connected, § - statie, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, © - OSPF, IA - OSDPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ - OS5PF external type 2, E - EGF

* - candidate default, U - per—user static route, o — ODR
P - periocdic downloaded static route

Cateway of last resort is not set

11.0.0.0/8 is directly connected, Serial0/0
5€.0.0.0/8 is directly connected, FastEthernetd/0
170.€.0.0/1€ [1/0] via 11.0.0.1

192.1€8.€.0/24 [1/0] wvia 11.0.0.1

m w0

Router (config)$

i - I15-1I5, L1 - I5-1I5 level-l, L2 - I5-I5 level-2, ia = IS-I5 inter area

Reports confirm configuratipn

Ctri+F& to exit CLI focus

[ Top
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Figure 23 - RIP routing final results

Fire Last Status

Successful
Successful
Successful
Successful
Successful

Successful

Source
PCO
PC1
PC1
PC2
PCO
PC2

Destination
PC1
PCO
PC2
PC1
PC2
PCO

Type
ICMP
ICMP
ICHMP
ICMP
ICMP
ICMP

Test results show protocol is working

Color

Time(sec)

0.000
0.000
0.000
0.000
0.000
0.000

Periodic

Num

[ R )

Edit
(edit)
(edi)
(edit)
(edit)
(edit)
(edit)
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Figure 24 - DHCP routing of router 0

!

Physical Config CLI Aftributes
—

I0S Command Line Interface

Router (dhcp-config) gnet ~
% Incomplete command.

Router (dhcp-config) $§ip dhcp pool netO

Router (dhcp-config) gnet 152.1€8.€.0 255.255.255.0

Router (dhcp-config) #default-router 152.168.€.254

Router (dhocp-config) #dns-server 152.1€8.€.254

Router (dhep-config) fexit

Router (config) #ip dhcp pool net 1

% Invalid input detected at "~' marker.

Router (config)#

Router (config) fexit

Routert

%5¥S5-5-CONFIG_I: Configured from console by console

Routerg$~Z

Routergcont t©

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #ip dhcp pool netld

Router (dhcp-config) #net 152.1€8.€.0 255.255.355.0

Router (dhep-config) §default-router 152 1&8_.€.254

Router (dhep-config) §dns-server 192_1€8.€.254

Router (dhep-config) fexit Image of DHCP config supports|the report
Router (config)$ip dhcp pool netl

Router (dhcp-config) gnet 5€.0.0.0 255.0.0.0

Router (dhcp-config) §¢default-router 56.0.0.254

Router (dhep-config) §dns-server 5€.0.0.254

Router (dhcp-config) fexit

Router (config)$

Router (config) #ip dhecp pool netl

Router (dhep-config) gnet 170.€.0.0 255.255.0.0

Router (dhcp-config) ¢default-router 170.€.0.254

Router (dhcp-config) gexic

Router (config)$ v

Ctri+F6 to exit CLI focus Copy Paste

[ Top
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Figure 25 - PC 0 configuration

|
v
Physical Config Desktop Programming Aftributes
| —
i IP Configuration

‘ Interface FastEthernetd i

IP Configuration

@ DHCP () Static DHCP request successful.
Pvd Address 92.1686.1

Subnet Mask 255.255.255.0

Default Gateway 192.168.6.254

DNS Server 192.168.6.254

IPvé Configuration

(O Automatic @ Static
IPv6 Address . | 1 |
Link Local Address FEB0::205:5EFF FEBD:6A35

Default Gateway

DNS Server

802.1X

[] use 802.1X Security
Authentication MD5
Username

Password

[ Top
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Figure 26 - PC 1 configuration

!

Physical Config Desktop

Programming Attributes

IP Configuration

Interface FastEthernetd

IP Configuration

(® DHCP

IPv4 Address

Subnet Mask

Default Gateway

DNS Server

IPvE Configuration

O Automatic

IPvE Address

Link Local Address
Default Gateway

DNS Server

802.1X

|:| Use 802.1X Security
Authentication MD5
Username

Password

) static

@ Static

[

DHCP failed. APIPA is being used,

= ‘

| FE80::201:43FF.FETT:72A5

(] Top
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Figure 27 - PC 2 configuration

| 2
.
Physical Config Desktop Programming Attributes
[
IP Configuration

Interface FastEthernetd v ‘

IP Configuration

(® DHCP O static DHCF failed. APIPA s being used.,

IPvd4 Address

Subnet Mask 255.255.0.0

Default Gateway
/mages SU,OPOIT test results

DNS Server

IPvE Configuration

O Automatic @ Static

IPvE Address | '
Link Local Address | FEB0::260:3EFF.FE40:5ATB

Default Gateway |

DNS Server |

802.1X

|:| Use 802.1X Security
Authentication MD5
Username

Password

(] Top

55




Figure 28 - PC1 Helper address
[ 4
Al
Physical Config CLI Aftributes
—

I0S Command Line Interface

Compiled Wed Z7-Apr-04 15%:01 by miwang
Cisco 2€20 (MPC8€0) processor (revision 0x200) with 253552K/815%2K bytes of memory

Frocessor board ID JADOS1SOMTZ (4252891455)

MB€E0 processor: part number 0, mask 4%

Bridging software.

¥X.25 software, Version 3.0.0.

1 FastEthernet/IEEE 802.3 interface(s)

2 Low-speed serial(sync/async) network interfacels
3ZK bytes of non-volatile configuration memory.

€3488K bytes of ATR CompactFlash (Read/Write)

Press RETURN to get started!

SLINEPROTO-5-UFDOWN: Line protocol on Interface FastEthernet(/0, changed state to up
SLINE-5-CHANGED: Interface Seriall/0, changed state to up

SLINE-5-CHANGED: Interface Seriall/l, changed state to up

SLINEFROTO-S5-UPDOWN: Line protocol on Interface Seriald/l, changed state to up

SLINEPROTCO-5-UPDOWN: Line protocol on Interface Seriall/0, changed state to up

Routerren

Routerfconf t©

Enter configuration commands, cne per line. End with CNIL/Z.
Router (config)g#inc £0/0

RBouter (config-if) $ip helper-address 10.10.10.1
Router(config-if)

Router (config-if) gexit

Router (config)

Ctrl+F8 to exit CLI focus Copy Paste

[ Top
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Figure 29 - PC2 Helper address

Physical Config CLI Aftributes
—

I0S Command Line Interface

Cisco Internetwork Operating System Software

I0S (tm) C2€00 Software (C2e€00-I-M), Versiom 12.2(28), RELEASE SOFIWARE (£ck
Technical Support: http://wWww.cisco.com/techsupport

Copyright (c) 158€-2005 by cisco Systems, Inc.

Compiled Wed 27-Apr-04 15:01 by miwang

Cisco 2€20 (MPC2€0) processor (revisionm 0x200) with 2539%52K/28192K bytes of memory

Processor board ID JRDOS1SOMTZ (4252891455)

MBED processor: part number 0, mask 49

Bridging software.

X.25 software, Version 3.0.0.

1 FastEthernet/IEEE 802.3 intexfacel(s)

2 Low-speed serial(sync/async) network interface(s)
32K bytes of non-volatile configuration memory.
€3428K bytes of ATA CompactFlash (Read/Write)

Helper addresses are set
Press RETURN to get started!

SLINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernmet(/0, changed state to up
SLINE-5-CHANGED: Interface Seriald/0, changed state to up

$LINEPROTO-5-UPDCWN: Line protocol on Interface Serial0d/0, changed state to up

Router>en

Routergcont t©

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)g#int £0/0

Router(config-if)#ip helper-address 10.10.10.1

Router (config-if)$

Router (config-if) gexic

Router (config)$

Ctri+F6 to exit CLI focus Copy Paste

[ Top
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Figure 30 - DHCP Helper Address IP PC1 Successful

| d
\
Physical Config Deskiop Programming Atfributes
[
Interface FasiEtherneil -

IP Configuration

(® DHCP O Static DHCP request successful
Pv4 Address 70.6.0.1

Subnet Mask 2EE oEE

Default Gateway 5.0.254

DNS Server 70.6.0.254

IPvE Configuration

O Automatic ® Static

IPvE Address !
Link Local Address .FESU::ZM:JBFF:FET?:TZAE

Default Gateway

DNS Server

802.1X

[ use 802.1x Security
Authentication MD5
Username

Password

] Top
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Figure 31 - DHCP Helper Address IP PC2 Successful
[ 2
bl

Physical Config Desktop Programming Attributes

IP Configuration -

Interface FastEthernetd bl
IP Configuration

@ DHCP _) Static DHCP request successful
IPv4 Address

Subnet Mask 255

0.0 Problem is rectified
Default Gateway 58 0.0.254

DNS Server 56.0.0.254

IPvE Configuration

O Automatic ® Static

IPvE Address | !

Link Local Address |FE60':260'3EFF:FE40'5A?EI

Default Gateway |

DNS Server |
802.1X

[ use 802.1X Security

Authentication MD5

Username

Password

[ Top
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Figure 32 - DHCP Routing excluded addresses

.

Physical Config CLI Aftributes
—

10S Command Line Interface

Router>conf t

% Invalid input detected at '~' marker.

Router>~2Z

Router>enable

Routergconf t

Enter configuration commands, one per line. End with CNIL/Z.
Router (config)$ip dhcp excluded-address 152 _1€8.€.10

Router (config)$ip dhcp excluded-address 5€.0.0.1 5€.0.0.10
Router{config)$#152.1€8.€.1 152.1€8.€.10

% Invalid input detected at '*' marker.

Router{config)$~Z

Routerg

%5YS-5-CONFIG_I: Configured from console by conscle

conf ©

Enter configuration commands, one per line. End with CNTIL/Z.
Router (config)$ip dhep excluded-address 152 _1€8.6.10
Router(config)$ip dhep excluded-address 5€.0.0.1 5€.0.0.10
Router (config)$ip dhcp excluded-address 152.1€8.€.1 152.1€8.€.10
Router (config) $ip dhcp excluded-address 170.€.0.1 170.€.0.10
Router (config)$

Router (config) fexit

Routers

#S¥S-5-CONFIG_I: Configured from console by console

Excluded addresses are co

Ctri+F& to exit CLI focus

[ Top
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Figure 33 - DHCP Routing successful with excluded addresses of PCO

|
v
Physical Config Deskiop
I

| IP Configuration

‘ Interface FastEthernetd

IP Configuration

(@) DHCP

Pvé Address

Subnet Mask

Default Gateway

DNS Server

IPvé Configuration

O Automatic

Pv6 Address

Link Local Address
Default Gateway

DNS Server

802.1X

[[] use 802.1X Security
Authentication MD5
Username

Password

[ Top

Programming Attributes

O static

@) static

| FE80::205:5EFF.FESD:6A3S

[

DHCP request successful.
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Figure 34 - DHCP Routing successful with excluded addresses of PC1

[ 4
*

Physical Config Desktop

Programming Aftributes

IP Configuration

Interface FastEthernetd

IP Configuration

® DHCP

IPv4 Address

Subnet Mask

Default Gateway

DNS Server

IPvE Configuration

O Automatic

IPv6 Address

Link Local Address
Default Gateway

DNS Server

8021X

[ use 802.1X Security
Authentication MDS
Username

Password

D Top

O static

@ Static

[

R

DHCP request successful

[FE80::201:43FF FET7.72A5
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Figure 35 - DHCP Routing successful with excluded addresses of PC2

.

Physical Config Deskiop Programming Atfributes
—

IP Configuration -

Interface FastEthernetd v
IP Configuration

@) DHCP O Static DHCP reguest successful.
IPvd Address 56.0.0.11

Subnet Mask 255

Default Gateway 56.0.0.254
DNS Server 56.0.0.254 Tests proves exclusion is successful
IPvé Configuration

O Automatic @® static

IPv6 Address | U

Link Local Address |FESU':26CI:3EFF:FEAU:5A?B

Default Gateway |

DNS Server |

802.1X
[ use 802.1X Security
Authentication MD5
Username

Password

[ Top
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Figure 36 - All successful router configurations

!

Physical Config CLI Aftributes
—

I0S Command Line Interface

Router (dhcp-config) gnet ~
% Incomplete command.

Router (dhcp-config) $§ip dhcp pool netO

Router (dhcp-config) gnet 152.1€8.€.0 255.255.255.0

Router (dhcp-config) #default-router 152.168.€.254

Router (dhocp-config) #dns-server 152.1€8.€.254

Router (dhep-config) fexit

Router (config) #ip dhcp pool net 1

% Invalid input detected at "~' marker.

Router (config)#

Router (config) fexit

Routert

%5¥S5-5-CONFIG_I: Configured from console by console

This is a repeat of DHCP confi

Routerg$~Z

Routergcont t©

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #ip dhcp pool netld

Router (dhcp-config) #net 152.1€8.€.0 255.255.355.0

Router (dhep-config) §default-router 152 1&8_.€.254

Router (dhep-config) §dns-server 192_1€8.€.254

Router (dhcp-config) §exit

Router (config)$ip dhcp pool netl

Router (dhcp-config) gnet 5€.0.0.0 255.0.0.0

Router (dhcp-config) §¢default-router 56.0.0.254

Router (dhep-config) §dns-server 5€.0.0.254

Router (dhcp-config) fexit

Router (config)$

Router (config) #ip dhecp pool netl

Router (dhep-config) gnet 170.€.0.0 255.255.0.0

Router (dhcp-config) ¢default-router 170.€.0.254

Router (dhcp-config) gexic

Router (config)$ v

er

Ctri+F6 to exit CLI focus Copy Paste

[ Top
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Figure 37 - CIDR/28 Network Topology

Fal0/0 —
=

Figure 38 - Routing table for Paris

5eli0 5

Type  Network Port

R 192.168.6.16/28 Serial0/1

R 192.168.6.32/28 Serial0/0

Next

Hop IP Metric

192.168.6.110 12011

192.168.6.94 12011

Cc 192.168.6.48/28 FastEthernet0/0 — 0/0

R 192.168.6.64/28 Serial0/0

c 192.168.6.80/28 Serial0/0

Cc 192.168.6.96/28 Serial0/1

192.168.6.94 12011

— 0/

- 0/0
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Figure 39 - Routing table for Rome

R g Table for R

Type Network Port Hr:T)xITP Metric
R 192.168.6.16/28 Serial0/1 192.168.6.77 120/
c 192.168.6.32/28 FastEthernetd/0 — 0/0

R 192.168.6.48/28 Serial0/0 192.168.6.93 120/
c 192.168.6.64/28 Serial0/1 - 0/0

c 192.168.6.80/28 Serial0/0 —_ 0/0

R 192.168.6.96/28 Serial0/1 192.168.6.77 120/
R 192.168.6.96/28 Serial0/0 192.168.6.93 120/
Figure 40 - Routing table for London

( T e for I (

Type Network Port HT:I??P Metric
c 192.168.6.16/28 FastEthernetd/0 — 0/0

R 192.168.6.32/28 Seriald/1 192.1686.78 120N
R 192.168.6.48/28 Serial0/0 192.168.6.109 120/
c 192.168.6.64/28 Serial0/1 — 0/0

R 192.168.6.80/28 Serial0/1 192.1686.78 120N
R 192.168.6.80/28 Serial0/0 192.168.6.109 120/
C 192.168.6.96/28 Serial0/0 — 0/0
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Figure 41 - CIDR/28 Testing Evidence

Fire Last Status Source
<@ Successful PC1
) Successful pPC2
3 Successful PC3
@ Successful PC4
) Successful PC4
3 Successful PC1

Destination
PC2
PC1
PCa
PC3
PC1
PC4

Type
ICMP
CMp
CMp
ICMP
Cup
ICMP

Color

Time({sec)
0.000
0.000
0.000
0.000
0.000
0.000

Periodic

Num

P

o

Edit
(edit)
(edtt)
(edtt)
(edtt)
(edit)
(edit)

Delete
(delete)
(delete)
(delete)
(delete)
(delete)
(dekete)

Test results support the main report
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Figure 42 - CIDR/27 and CIDR/30 RIP table for London

Routing Table for London

Network Port

192.168.6.4/30 Serial)/0
R 192.168.6.4/30 Serial0/1
c 192.168.6.8/30 Serial0/
c 192.168.6.12/30 Serial0/0

R 192.168.6.32/27 Serial0/1

R 192.168.6.96/27 Serial0/0

Next
Hop IP

Metric
192.168.6.14 1201
192.1686.9 1201
— 0/0
- 0/0

192.1686.9 1201

c 192.168.6.64/27 FastEthernetd/0 — (01}

192.168.6.14 1201

Figure 43 - CIDR/27 and CIDR/30 RIP table for Paris

Routing Table for Paris

Type  Network Port
C 192.1686.4/30 Serial0/0
R 192.1686.8/20 Serial0/0
R 192.1686.8/30 Serial0/1
c 192.168.6.12/30 Serialo/1
R 192.168.6.32/27 Serial0/0

R 192.168.6.64/27 Serial0/1

Next
Hop IP

Metric
- 0/0
192.168.6.5 1201
192.168.6.13 1201
- 0/0
192.168.6.5 1201

192.168.6.13 1201

c 192.168.6.96/27 FastEthernet0/0 — 0/0
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Figure 44 - CIDR/27 and CIDR/30 RIP table for Rome

Routing Table for Rome n
Next )
|| Type Network Port Hop IP Metric '
:C 192.168.6.4/30 Serial0/0 —_ 0/0
¢ 192 168.6.8/30 Serigloi _ o0 Routing tables auto update with new CIDR
scheme
R 192.168.6.12/30 Serial0/0 192.168.6.6 1201
!
R 192.168.6.12/30 Serial0/1 192.168.6.10 1201
c 192.168.6.32/27 FastEthernet0/0 — 0/0
R 192.168.6.64/27 Serial0/1 192.168.6.10 1201
R 192.168.6.96/27 Serial0/0 192.168.6.6 1201
Figure 45 - CIDR/27 and CIDR/30 Testing Evidence
PDU List Window B
Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edit Delete
® Successful PCO PC1 [CUN | 0.000 N 0 (edit) (gelete)
=Y Successful PC1 PCO ICuP [ | 0.000 N 1 (edit) (delete)
<@ Successful PC2 PC3 ICHP 0.000 N 2 (edit) (delete)
Y Successful PC3 PC2 cwe 0.000 ] 3 (edit) (delete)
o Successful PC4 PCS cuP 0.000 N 4 (edit) (delete)
@ Successful PCS PC4 ICHP 0.000 N S (edit) (delete)
@ Successful PCO PC2 e 0.000 N B (edit) (delete)
<@ Successful PC1 PC3 ICMP . 0.000 N T (edit) (delete)
Y Successful PC3 PC4 P 0.000 N [ (edit) (delete)
® Successful PCS PC2 el 0.000 ] 9 (edit) (gelete)
- Successful PCO PC4 icup . 0.000 N 10 (edit) (delete)
@ Successful PCS PC1 el 0.000 N 1 (edit) (delete)
-9 Successful PC1 PC3 ICHP . 0.000 N 12 (edit) (delete)
@ Successful PCO PC4 P 0.000 N 13 (edit) (gelete)
=Y Successful PC3 PC2 ICuP [ ] 0.000 N 14 (edit) (delete)
Test evidence supports the report
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Figure 46 - VLAN London Mode!

192.1686.8 192.168.6.12
Se0n
-—:g:i Sedi
26 Image does not include the VLANs
Log Fa0/

192.168.6.64
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Figure 47 - London show VLAN

B Switch1 O
Physical Config CLI Aftributes
—
10S Command Line Interface

Switch>en

Switchgconf ¢

Enter configuration commands, one per line. End with CNIL/Z.

Switch(config)$vlan 2

Switch(config=-vlan)$name vlan2

Switch(config-vlan)fexit

Switchiconfig)g#vlan 3

Switch(config-vlan)$name vlan3

Switch(config-vlan) §exitc VLANS are set

Switch{config)g#!~2

Switch{config)$~2

Switchg

%5¥S-5-CONFIG_I: Configured from conscle by console

Switchgshow vlan

VLAN Name Status Ports

1 default active Fal/l, Fa0/2, Fad/3, Fal/4
Fal/5, FaO/€, Fa0/7, Fad/8
Fal/9, Fa0/10, Fa0/1ll, FaO/l2
Fa0/13, FaOf14, Fa0/1S, FaO/l€
Fa0/17, Fa0O/18, Fa0/1%, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

2 vlanl active

3 vlan3 active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLEN Type SAID MTU Parent RingNo BridgeNo Stp EBrdgMode Transl Trans2

1 = Loaoool Lel0 L fu'l

Ctri+F& to exit CLI focus Copy Paste

[ Top
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Figure 48 - London VLAN show interface trunk
¥ Syitchl - m} X

Physical Config CLI Aftributes
—

10S Command Line Interface

~
Remote SPAN VLIANs

Primary Secondary Type Ports

Switchgconf t©

Enter configuration cormands, one per line. End with CNIL/Z.

Switch(config)gint £0/24

Switchlconfig-if) #switchport mode trunk Thjs should be exp/gined

Switch({config-if)#

SLINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernet(/24, changed state to down
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/24, changed state to up
Switch(config-if)g~Z

Switchg

%5¥5-5-CONFIG I: Configured from console by console

Switch#show interface trunk

Port Mode Encapsulation Status Hative wlan

Fa0/24 on 802.1g trunking 1

Port Vlans allowed on trunk

Fad/24 1-1005

Port Vlans allowed and active in management domain

Fad/24 1,2,3

Port Vlians in spanning tree forwarding state and not pruned

Fa0/24 1.2,3

Switchﬂ v
Ctri+F& to exit CLI focus Copy Paste

O Top
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Figure 49 - London VLAN Command Line Interface
¥ London

Physical Config CLI Aftributes

I0S Command Line Interface

London(config-ifi#noc ip address

London (config-if) gexic

London({config)#int £0/0.2

London(config-subif) ¢

RLINE-5-CHANGED: Interface FastEthernetl/0.2, changed state to up

London (config-subif) §encapsulation dotlQ 2
London{config-subif) §ip address 152.1€8.€.94 255.255.255.224
London (config-subif) §no shutdown

London (config-subif) gexit

London(config)#int £0/0.3

London (config-subif) g

SLINE-5-CHANGED: Interface FastEthernetl/0.3, changed state to up

London (config-subif) fencapsulation dotlQ 3
London (config-subif) §ip address 152.1€8_€.158 255.255.255.224
London (config-subif) §éno shutdown

London(config)$~2
Londong
%5¥5-5-CONFIG_I: Configured from console by console

Londongshow ip int brie

London (config-subif) gexit Gateways are configured

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.2, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/0.3, changed state to up

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES manual up up

Fas hernet0/0.2 192 _1€8.€.54 YES manual up up
FastEthernet(/0.3 152.1€8.€.158 YES manual up up
FastEthernet(/1 unassigned YES unset administratively down down

Serial0/0 182.1€8.€.13 YES manual up up

Serial0/1 152 1€8.€.10 YES manual up up

Londong]

Ctrl+F& to exit CLI focus Copy Paste

O Top
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Figure 50 -London VLAN Router Show Run

¥ London - [} X
Physical Config cu Aftributes
10S Command Line Interface
London(config-ifi#noc ip address A

London (config-if) gexic

London({config)#int £0/0.2

London(config-subif) ¢

RLINE-5-CHANGED: Interface FastEthernetl/0.2, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.2,

London (config-subif) §encapsulation dotlQ 2
London{config-subif) §ip address 152.1€8.€.94 255.255.255.224
London (config-subif) §no shutdown

London (config-subif) gexit

London(config)#int £0/0.3

London (config-subif) g

SLINE-5-CHANGED: Interface FastEthernetl/0.3, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/0.3,

London (config-subif) fencapsulation dotlQ 3

London (config-subif) §ip address 152.1€8_€.158 255.255.255.224
London (config-subif) §éno shutdown

London (config-subif) gexit

London (config)$-~2

Londong

%5¥5-5-CONFIG_I: Configured from console by console

Londongshow ip int brie

changed state to up

changed state to up

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES manual up up

FastEthernetd/0.2 192 _1€8.€.54 YES manual up up

FastEthernet(/0.3 152.1€8.€.158 YES manual up up

FastEthernet(/1 unassigned YES unset administratively down down

Serial0/0 182.1€8.€.13 YES manual up up

Serial0/1 152 1€8.€.10 YES manual up up

Londong] v
Ctrl+F& to exit CLI focus Copy Paste

O Top
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Figure 51 - Dynamically Updated Rome Routing Table

Routing Table for Rome

Type  Network Port H“:;"ltp Metric
1192.168.6.4/20  Serial0/0 — 0/0

C  1921686.8/30 Serialo/1 — 0/

R 192.168.6.12/30 Serial0/1 192.168.6.10 12071

R 1921686.12/30 Serial0/0 192.168.6.6 120/1

C 192168632127 FastEthernet0/0 — 0/

R 192.168.6.64/27 Serial0/1 192.168.6.10 1201

R 192.168.6.96/27 Serial0/0 192.168.6.6 120/1

R 1921686.12.. Serial0/1 192.168.6.10 12001
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Figure 52 - VLAN Testing Ping Test PC2 to PC3
¥ pcs — a X

Physical Config Desktop Programming Atftributes

mmand Prompt

Pinging 192.1¢ bytes of data- A I

Request timed out.
equest

equest time
Request timed

Ping statist

ping 192.1€

Pinging 192

Test across

| VLANs are
| successful
]

Pinging 19

Reply £ 1 1

Request timed

Reply from 1

ply om 1
Ping statist
v

I
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Figure 53 - VLAN Testing Ping Test PC3 to PC2

Physical Config Deskiop Programming Aftributes

Command Prompt

[ Top
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Figure 54 - Access Control List Denying London PC3

Physical Config Deskiop Programming Attributes
I

t Tracer PC Command Line

timed o

timed out.

[ Top
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Figure 55 - Access Control List Testing
¥ pcs — a X

Physical Config Desktop Programming Atftributes

mmand Prompt

Pinging 192.1¢ bytes of data- A I

Request timed out.
equest

equest time
Request timed

Ping statist

ACL test is

ping 152.1€ sugcessful

Pinging 192

LAN tést is successful

]
Pinging 19
Reply £ 1 1
Request timed
Reply from 1

ply om 1
Ping statist
v
I

79




Figure 56 Activate the web server for the PLC

General | I0tags | Syste

m constants |]Tex15 |

| |100%
‘4 properties | “Info 0 |'% Diagnostics |

d ol

M S

Cycle (]

Communication load

System and clock memaory
General i
Automatic update [
User management f

~ User-defined pages E|

Advanced
User interface languages

Web server

¥

General

[ Activate web server on this module
[~ Permiit access only with HTTPS

Automatic update

Figure 57 - Add the file extensions for the web program

 Web server
General
Automatic update
User management
~ User-defined pages
User interface languages
Time of day
= Protection & Security

(o]

General “ 10 tags l System constants ” Texts |

»  Advanced

Files with dynamic content:
Web DB number:
Fragment DB start number:

_Access level

| .htrn; htmljs
[333
|334

Figure 58 - Create the default tags for motor control and monitor

efault tag table
Name
<a Motor Speed PWM
a Motor RUN
< Motor PWM output

Data type
Word
Bool
Bool

PLC web server is activated

Address
%QW1000
%I04
%011

Figure 59 - Create the tags in the web data [DB1] data block

|1| o ]

Motor_PWM

|3 4 = web_ok

Int

Int
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Figure 60 - The motor drive PWM function is in the main part of the PLC program

*  Network 9:
C ment
D11
*CTRL_PWh_DE"
CTRL_PWIA
EN ENO
265 BUSY —F
“Local-Fulte_1" — Py STATUS
w4
“Motor RUN®
l_ EMNABLE
¥  Network 10:
« men
MOVE
EN EP
¥ 000 “webdata®
*Motar Speed % gum — Motar_Fiid
PO — N

Figure 61 - In the main function block add the web server

Devices

= _] WEB contrlvlan
B Add new device
#h Devices & networks
= [ PLC_1 [CPU 1212CAT/DT.
¥ Device configuration
% Online & diagnostics
g Program blocks
I Add new block
& Main [081]
» g System blocks
+ [ Technology objects
+ 5 External source files
v L& PLC tags
% Showall tags
I Add newtag table
3 nefanlt tan tahle 1IR]

i s s L EREB@raraTHFccand a0 &7 R G

- =i =

—_ =

 Block title: “Msin Frogram Sweep (Cycle)”

*  Network 1:

EN
CTRL_DB

ENO
RET_VAL

#ok

Web block is implemented

Figure 62 - Downloading the index .html page with http:// source for the Mator Switch. htm page

Lycie
Communication
Systemn and clock .. —

« Web server i

General =l
3
Automatic up...
User manage...

- w llcardafinad

HTML directory:
Default HTML page:
Application name:

Status:

[ WserFiles

| Motor Switch.htm

|
————————

[15ON_TEST

[ Generate blocks

Delete blocks 1
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Figure 63 - Set the VLAN gateway IP address (router gateway) in the PLC

General IP protocol

Ethernet addre...
Time synchre... () SetIP address in the project
Operating mode |= IPaddress: [ 192 168 1 65
» Advanced op...
Web serveracc.. Subnetmask: | 255 . 255 . 255 . 0 Address and gateway are
» DI14iDQ 10 ‘ ) Use router configured
P A2 n Router address: | 192 . 168 . 1 94
¥ High speed cou.. (O 1P address is set directly at the device
» Pulse generators (...
— PROFINET
Cycle

Communication ...
system and clock ...
~ Web server

v
Il [ > PROFINET device name: | plc_2

[C) PROFINET device name is set directly at the device
[ Generate PROFINET device name automatically

Figure 64 - The web pages held in 'User Files' of the PLC program files

AdditionalFiles

M

Logs

System

™P

UserFiles

XRef
68e5ef2e-0c47-4212-bdfe-01418d5cc247
& Function gen
|| Function gen.info

Figure 65 - Files stored in the 'User Files'of the TIA program files

Name

js
|J- I0Counter.json
e |0result3
e 10write
|&] led0
=] led1
€ Motor Switch
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Figure 66 - Communication test of PC connected to the switch

Command Prompt

s and Settings“Administrator’ping 192.168.6.138
Pinging 192.168.6.138 with 32 bytes of data:
from 192_168.6.138: bytes=32 time=1lms TTL=29
from 192.168.6.138: hyute 2 timae<{ims TTL=29
From 192 _168.6.138: byt 2 time<ins TTI ?
192.168.6.138: byte 2 time<imns TT ?

for 192.168.6.138:
Sent = 4, Received = Lost = B <Bx loss>,.

| P
d tri i i seconds :
Minimum = Bm =, Average = Bms
C:sDocuments and SAdministrator>ping 192.168.6.129

Pinging 192.168.6.129 with 32 hytes of data:

from 168.6.129: bytes=32 time=2ms
from 6.129: bytes=32 time=lms
from bytes=32 time=ims
from 192_.168.6.129: bytes=32 time=ins

statistics for 192.168.6.129:
9Packnts: Sent = 4, Received = 4, Lost = B'(Elz loss?.,

pproximate round trip times in milli-seconds:
Minimum = ims, MHaximum = Zms,. Average = 1ms

s Documents and Settings“Administrator’>.
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Figure 67 - Communication test of PC with PLC program

B 0

fL JONES xilined Motepad++  Micrasoft PicoScape 6
Edge

« « .t 255,255,255,224
“Wivac Default Gateway . . . . . ..., : 192,168.6.158

20
C:\Users\Leilasping 192.168.6.65

Pinging 192.168.6.65 with 32 bytes of data:

Reply from 192.168.6.65: bytes=32 time=ims TTL=127
eply from 192.168.6.65: bytes=32 time=ims TTL=127
Replv from 192.168.6.65: bytes=32 time=ims TTL=127
Reply from 192.168.6.65: bytes=32 time=1ms TTL=127

pping statistics for 192.168.6.65:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
TIA Minimum = 1ms, Maximum = 1ms, Average = ims

C:\Users\Leila>ping 192.168.6.130

mg 192.168. l: 138 N:Lth 32 bytes of data:
.138: bytes=32 time=3ms TTL=30
: bytes=32 time=lms TTL=38
o : bytes=32 timecims TTL=30
Reply from 192.168.6.130: bytes=32 time<ims TTL=36
TIPLng statistics for 192.168.6.130:
Packets: Sent = 4, Received = 4, st = @ (X loss),
Firefox ximate round trip times in milli-seconds:
Minimum = @ms, Maximum = 3ms, Average = ims

:\UsersilLeila>

Arduing
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Figure 68 - Motor speed at 1%

O Tyme here o seanch
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Figure 69 - Motor speed at 40%

B 190488 130/ mpioN ST

B A Notseaur | 1921605 1300m SON TSIV

2 Type hereto serch

=

i
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Figure 70 - Motor speed at 80%

B Typee nere 1o seanch

Tests support evidence
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Figure 71 - Motor Switch.htm program listing with comments

S!DOCTYPE hemll

<htmllang="en™>
3 <head>
4 [d<metacharsec="ucf-g8">
5 <meta hrtp-squiv="X-UA-Compatible" content="IE=edge,chrome=1">
& <meTa nal viewport” content="user-scalable=yes, width=device-width, initial-scale=1.0, maximuom-scale=1.0">

“ontent-Type" o

ntent="text/html: charset=iso-8859-1">
code is standa n

d and is given in all HIML program pages. This doss not effsct the program function

guage graphic. gl is the dynamic variable for the guage. This is contained in a <style> tag—->

text-align: center;

#al |
width:500px; height:350px;
display: inline-block;
margin: lem;
title: "Result 1":

p{
display: block:
width: 450px;
margin: 2Zem auto;
text-align: left:

}

o </style>

35 </head> <! mg in the ead> </head> tags is displayed in the web page. yalues between the <body> and </body> tags is dis
36
37  t<!--Everything inside the <body> tag is displyed on screen--»
38 Hebody bgoolor="#999959">
<1--table for 2 text he

ding and
e="heigh 100px" widths

[l<table =
B <o
cthsch2:Duty Cyele Percent Dewer:</h2nc/ths
<tdr<h2><label id: </labels</hZ>< td>
<td><h2>%<
I </er>

the duty cycle ¥-->

n the background

t a postba

"text" sty
width="T0px

"width: 150px: height: 30px: background-color:white:color:black:"/>
» SET PWM BATE </buttoni</td»

<ftr
[><ftable>

--declare .js

rces which are given librariss--»

57 <script
<script sr

js/jquery-2.0.2.min. js"></script>
js/raphasl 2.1.0.min.ja">¢/soripts
"js[justgage.1.0.1.min. j8"></script>

<script s
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Figure 73 - Motor Switch.htm program listing with comments

the gl namic guage variable contained ingide a <div> tag -->
63 O ="float: center">
64 % <table>
65 = <tr>
66 <tdr<div id="gl"></dive</td>
&7 r </tr>
68 </cable>
(1] F</dive
70

H<¢!'-—Give id to the variables for reading the digital valus for the MOTOR RUN state LED.
The img variable will hold the red or green LED images-->

<th><h3>Motor Run State:</h3></th>
<td»<label id="Motor RUN"></label></td>
<tdr<label id="img9"></label></td>
A >

F</table>

F</div>

</body>

)
q
5]
€

o

—-End of the <body> tag. Everythi
Fto all the ID tag names in the <bo

1g from here on are function call which will send data values

tag-->

— This 15 the JS50N fur

Script to refresh

ading the Motor PWM wvcalue from the tag in the IOCouw

<script type="text/javascript":>

ffR11 ajax JSON is held in

% (document) . ready (functian()
=F

/fajax JSON to read the PLC Tag values
£.ajaxSetup({ cache: false }):
setInterval (function()

=1
194&:&'50}7{" Counter.json", functian(result)
=f

E N ) .text (resulc

s ) .text (resulc

ffcondition image RED /
Bif({result["Motor

GREEN for 'Motor RUN' tag. Images are held in the U
I=i

file in the PLC program directory

condition is off

/fchange image to
§("#img5') .heml ("

nage image to green if condition is on
%'} .html ('<img src="led "

89




Figure 75 - Motor Switch.htm program listing with comments

//Refresh rate in ms.

critical for the w

/fthis timing wvalue is
J/If this is too small
//If this is too

the

large the

//ERD OF THE JSON FUNCTION

133 var gl:

134

135 [dvar gl = new JustGage ({
136 id: "gl",

wvalue: getRandomInt (0

ite to tag fu

write misses the first pole and takes too long to update.

inputs will take too long to

CALL

<!--Initialise the guage dynamic variables, Only gl, g2 and g3 used.

update. 1000ms is about right.

gl and g3 are dynamic variables form PLC Tags->

ffff/ajax call funct

ia linked to Motor FWM tag in file I0result3 in PLC director

flcall the ajax functicm

This can easily be converted to

JSON if necessary

§.ajaxSetup({ cache

false }):

163
164 names=
165 val=3(
166

I'f setInterval (function() {

[ S.get (" ", function(result){

gl.zefresh(pazselnt(result));

f/END OF THIS AJAX FUNCTION CALL

//modify the counter value from button. This is the part that writes to
hat writes the PWM walues and sends using the b
}.click(function() {

[ 1y.valiy:
sdata=eascape {name)+' = +val;
§.post{url, sdata, function(result) {}) :
document .getElementById (" se ) .value="";

F</script>

-</homl>
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1102216

GRADEMARK REPORT

FINAL GRADE GENERAL COMMENTS

Instructor

/100

PAGE 1

PAGE 2

PAGE 3

Text Comment. Detailed table of contents

PAGE 4

PAGE 5

Text Comment. Extensive list of figures

PAGE 6

PAGE 7

Text Comment. Introduction can be more general

PAGE 8

Text Comment. Explanation includes significant points

PAGE 9

Text Comment. Decapsulation should be explained here also

PAGE 10




Text Comment. The broadcast is explained, However the problem that it possesses
should have been explained.

PAGE 11
Text Comment. Good point identified
PAGE 12
Text Comment. Screen shots support this
Text Comment. Test results support explanation
PAGE 13
Text Comment. Good explanation
Text Comment. There should be some comments about the results here
PAGE 14
Text Comment. Good evaluation
PAGE 15
Text Comment. Intro proves the brief is understood
PAGE 16
Text Comment. The network diagram should have the net addresses indicated
PAGE 17
Text Comment. Subnet is identified
Text Comment. Table of addresses is correct
PAGE 18
Text Comment. Table of addresses is correct
PAGE 19

Text Comment. Table for address .48 is correct



PAGE 20

PAGE 21

Text Comment.

Text Comment.

Text Comment.

Serial link addresses are correct

Table for address .80 is correct

Table for address .96 is correct

PAGE 22

Text Comment.

Text Comment.

Images support explanation

Test images support explanation

PAGE 23

Text Comment.

Text Comment.

Text Comment.

Text Comment.

Text Comment.

Subnet is identified

Correct for .32 address

Correct for .64 address

Correct .96 address

Tables are correct for the /27 scheme

PAGE 24

Text Comment.

Text Comment.

Text Comment.

Text Comment.

Text Comment.

Subnet is identified

Correct for address .4

Correct for address .8

Correct for address .12

Table is correct for /30 scheme

Text Comment.

This is a significant point



Text Comment. Results support the explanation

Text Comment. Good explanation

PAGE 25
Text Comment. Addresses are correct
Text Comment. Good table showing the inter VLAN routing ports
Text Comment. Good explanations
PAGE 26
Text Comment. test results support the explanation
Text Comment. Good evaluation
PAGE 27
Text Comment. Relevant intro
PAGE 28
Text Comment. Good point
Text Comment. The configuration of the Cisco hardware should be explained
PAGE 29
Text Comment. There is no explanation for the VLAN config for the Cisco hardware.
There is too much focus on the PLC.
PAGE 30
Text Comment. The chart explains the program
PAGE 31
Text Comment. Tag data is identified
PAGE 32

PAGE 33



Text Comment.

Functions are identified

PAGE 34
Text Comment. Test results support this
Text Comment. Good informative evaluation
PAGE 35
Text Comment. Appropriate image that supports the explanation
PAGE 36
Text Comment. Image is appropriate
PAGE 37
Text Comment. Good comparison image where the higher level layers are combined
PAGE 38
Text Comment. Image should show the relationship in the network system
PAGE 39
PAGE 40
PAGE 41
Text Comment. images support implementation
PAGE 42
PAGE 43
PAGE 44
Text Comment. Screen shots support main report
PAGE 45

Text Comment.

Test results support explanation in main report



PAGE 46

Text Comment. RIP implementation

PAGE 47
Text Comment. RIP tables support report
PAGE 48
PAGE 49
PAGE 50
Text Comment. Reports confirm configuration
PAGE 51
Text Comment. Test results show protocol is working
PAGE 52
Text Comment. Image of DHCP config supports the report
PAGE 53
PAGE 54
PAGE 55
Text Comment. Images support test results
PAGE 56
PAGE 57
Text Comment. Helper addresses are set
PAGE 58
PAGE 59

PAGE 60

Text Comment. Problem is rectified




Text Comment.

Excluded addresses are configured

PAGE 61
PAGE 62
PAGE 63
Text Comment. Tests proves exclusion is successful
PAGE 64
Text Comment. This is a repeat of DHCP config
PAGE 65
Text Comment. This should have the net addresses indicated
PAGE 66
Text Comment. Router tables are correct
PAGE 67
Text Comment. Test results support the main report
PAGE 68
PAGE 69
Text Comment. Routing tables auto update with new CIDR scheme
Text Comment. Test evidence supports the report
PAGE 70
Text Comment. Image does not include the VLANSs
PAGE 71
Text Comment. VLANSs are set
PAGE 72

Text Comment.

This should be explained



PAGE 73

Text Comment. Gateways are configured

PAGE 74
PAGE 75
PAGE 76
Text Comment. Test across VLANs are successful
PAGE 77
PAGE 78
PAGE 79
Text Comment. ACL test is successful
Text Comment. VLAN test is successful
PAGE 80
Text Comment. PLC web server is activated
PAGE 81
Text Comment. Web block is implemented
Text Comment. File types are declared
PAGE 82
Text Comment. Address and gateway are configured
PAGE 83
PAGE 84
Text Comment. PLC IPis contacted
PAGE 85

PAGE 86




PAGE 87

Text Comment. Tests support evidence

PAGE 88
PAGE 89
PAGE 90
PAGE 91

Text Comment. Limited number of sources

GRADING FORM: CSG-RUBIC

SEAN PARRY

RESEARCH-INFORMED LITERATURE

(

y"’ Research has parts missing, however relevant ref
sources are included. 5/10 Sources are limited

KNOWLEDGE AND UNDERSTANDING

[

I‘ Element 1 is missing the address scheme table.
Repeated evidence in the report. The
implementation is successful but the evidence
here is missing. 6/10 Element 2 diagram should
indicate net addresses. Address tables are correct.
VLAN diagram does include VLANs and Trunk
explanation is missing. 6.5/10. Element 3 practical

19




VLAN config for Cisco hardware is not explained.
The function calls have been explained briefly. The
VLAN diagram does not indicate VLANSs. 6.5/10

ANALYSIS

[

y"’ E1 test evidence is included and explained. The
tests are successful and in a good order. Good
evaluation. 3.5/5 E2 - The test results prove the
operation of the network for all CIDR
arrangements. The VLAN is developed from the
final CIDR design and tests prove the
configuration. ACL testing proved successful with
evidence of the test outcomes. Limited evaluation.
7.5/10 E3 - Practical VLAN test evidence is provided
and indicate the correct functioning of the
network. The PLC functions are tested but with no
evidence directly from the PLC for browser
matching. A reasonable evaluation. 7/10

PRACTICAL APPLICATION AND DEP.

[

y"’ E1 - Implementation has been carried out, however
address schema table evidence is missing. Testing
procedure tested every device in every direction
and proved successful. 2.5/5 E2 - Implementations
for CIDR are successful. Network was further
developed for VLAN configuration and ACL
functions implemented. Some of the explanations
could be more informative. 3.5/5 E3 - The practical
network has been successfully implemented and
tested. The PLC router test evidence to match
browser is missing. VLAN diagram plan does not
include VLANs and missing explanation. Trunking



method is not explained. The function calls have
not been explained. 6/10

SKILLS FOR PROFESSIONAL PRAC.

[

y‘ The report follows a sequence. However diagrams 1 0
in the appendix should be separated by elements.
Difficult to follow from main report. 10/15



