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Abstract—This article is based on CoffeeBlend's current situation and combines standards such as ISO27001 Information Security Management System to plan and build an information security system for CoffeeBlend to ensure the company's information security. It also discusses the need to keep information security regulations and standards up to date.
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1.Introduction
As more and more companies expand their operations globally, this makes it more difficult to secure and control within an organisation. As the volume of data involved in multinational operations grows, the flow of data becomes exceptionally complex, with a significant impact on business processes and the potential for risk from cyber attacks. These security risks can become a real threat if information systems are not effectively controlled. More and more companies are becoming aware of the importance of their business, data and security. However, due to a lack of effective management, companies' information assets are exposed to various security risks. Using CoffeeBlend as an example, this report analyses and discusses the establishment of a company's information security system and concludes with an analysis of the need for constantly updated information security regulations and standards.

2.Information security management system construction
2.1 Basic information about CoffeeBlend
CoffeeBlend is large and has a global presence. As a result, the number of employees and users is very high. The company's IT services run on cloud-based services and offers a large online presence and social media presence. This also results in a huge amount of data, including personal employee data and customer data, which cannot be secured. Also, how to protect billions of dollars worth of intellectual property is a big concern for the company. The company does not yet have a standardised information security system and everything is in disarray.

Based on the above company situation, the analysis shows that CoffeeBlend is exposed to three main types of risk: internal risk, external risk and cyber security risk. Internal risk refers to information leakage to customers, partners, internal employees or other external stakeholders as a result of breaches by people or organisations within the organisation, causing financial loss or reputational impact to the company; external risk refers to companies that do not understand information security protection standards or specifications, or how their systems are exposed to data, networks or external environments, resulting in sensitive data leaks, triggering various risks and crises. Cyber security risks are man-made or natural threats that exploit vulnerabilities in information systems and their management systems, leading to security incidents and their impact on the organisation. Cyber attacks can take the form of data tampering or illegal access, malicious code, viruses or worms, denial of service, phishing, etc.As a result, CoffeeBlend is in urgent need of a comprehensive information security system.
2.2 Information security management system planning
Information security systems play an increasingly important role in a company's business, and information system security, governance and compliance have become the focus of corporate information management. Enterprises must establish and improve unified and standardised systems and processes, improve information system governance and keep information systems in a safe and stable state at all times.

Security is a very important issue in the process of information system construction. Information systems cannot guarantee that data will not be stolen, leaked or tampered with, nor can they guarantee that there are no security loopholes in data storage. The security requirements of the company's information system mainly include: ① security control over the storage and use of sensitive data and information. ② setting access rights for accessing users. ③ controlling the operation rights of users. ④ ensuring the safe storage and use of the company's information system data. As many applications and processes are carried out within the system, there are a number of technical means to be considered in order to ensure data security: ① use of encryption technology. ② use of authentication and other means to ensure that users can access the company's system at specific locations. ③ setting restrictions on access rights and processes. For applications involving sensitive data and information, security measures and monitoring must be in place. The company's information system should have a security system to ensure the security, confidentiality, integrity and controllability of the entire system.

In order to ensure the normal operation of the company's information system and to ensure that all departments and branches of the company can carry out their production and business activities smoothly, we need a reasonable design for its organisational structure needs to be carried out. In terms of staffing, because the design and operation of the company's information systems require the involvement of many professionals, it is essential to have specialist staff to operate these information systems. For equipment configuration, there are many different types of equipment involved, including servers, storage devices, etc. There are many technical methods and technical issues involved in the construction of information systems. In order to ensure that the company's information systems function properly, it is necessary to have the relevant technical experts to develop the applications. In data management, there are very many elements involved. For example, business data, production and sales management. There are many factors to consider when building an information system. For example, data security and confidentiality issues, network and other security issues require specialist personnel to operate and maintain them.


Information systems can help companies solve many problems, however, the application of information systems can sometimes cause problems for companies, such as increasing the error rate, reducing management efficiency and incurring costs. As the company's operations and decisions are closely related to the application of information systems, there are a number of issues in information systems that must be addressed in a timely manner. These issues include: security, compliance issues; maintenance issues, etc.

Based on the above analysis, for the current situation of CoffeeBlend, combined with the content of ISO 27001 information security management system framework, this report divides the company's information security management system structure into management organization structure system and information security system from the whole, and sets the main functional modules of the company's information security management system with reference to the framework content in ISO 27001 information security management system standard. CoffeeBlend's information security management system structure plan is shown in the figure below.
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2.3 Information security management organization structure establishment
The information security management organization is the advocate and main force of the company's information security construction, and is the maker of the company's information security management strategy as well as the main promoter and executor of the subsequent publicity and training and other work. The information security management organization is the first responsible department of the company's information security management work, and it should have the power and ability to promote the construction of information security management system from top to bottom. Only by establishing a comprehensive cross-departmental information security management organisation can we ensure the continuous promotion of the construction of the company's information security management system. Therefore, it is very necessary to establish a sound information security management organisation for the construction of the information security management system of CoffeeBlend.

The company's information security management team is directly under the management of the company's board of directors, and the team leader is personally assumed by the company's general manager to comprehensively coordinate the company's information security management system construction work. The team members include the person in charge of all relevant departments and relevant personnel of the company's security centre; the director of the enterprise management centre is in charge of the technical group and the training group, among which: the technical group is mainly composed of personnel from the company's information department, and the training group is composed of training specialists from the human resources department and other people.
2.4 Information security measures
  Information security measures are a strong guarantee of information security in the company. Based on the situation at CoffeeBlend, the following security measures are recommended.
2.4.1 Business data isolation
The software-defined data isolation function enables off-site security isolation, dynamic authorisation management and sensitive rights control of key business data and sensitive data within the company, effectively preventing unauthorised access to important information by users, preventing malicious theft or use of important content and avoiding leakage of sensitive documents. At the same time, the software-defined data isolation function enables cross-domain access management and monitoring and auditing services, real-time synchronisation of data and simultaneous work of multiple systems in a separate environment for the company's sensitive and non-sensitive businesses. Solution: Secure isolation between critical applications and internal networks within the company through software-defined protocols (SDP), smart contracts, and policies; encryption using SSL certificates, which enables encrypted data transmission through the SSL protocol; isolation of the company's core business in a secure network environment.
2.4.2 Sensitive data control
In the company's operation, some sensitive data especially needs to be controlled. For example: ① data assets: including user names, passwords and other sensitive data information.② data behavior: including sensitive data operations (download, upload, download, delete, etc).③ data sharing: including the file operations of other users in the shared folder.
2.4.3 Permission Management
Permission management refers to the unified classification and control of users of various information systems, so that they have their own different operating functions, thus realising the safe and orderly operation of information systems. The access control system enables enterprises to manage key computer equipment, assign permissions to different types of computers, and control user access to data. Permission management is one of the most common and important security measures for information systems today. Permission management supports a variety of user roles and corresponding relationships, and can set different user access mechanisms and corresponding behavioural control rules according to the characteristics of various types of personnel and different business needs; it can carry out all-round, multi-dimensional and multi-level permission configuration management for different levels, types and positions of personnel; and set different security protection policies and corresponding permission management policies for each position.
2.4.4 User behaviour monitoring
In the daily operation of the company's various businesses, the operating behaviour of users can be monitored, mainly the online behaviour of employees and customers. Access and operation data are recorded in detail, and report output is available to facilitate post-event analysis and generate user behaviour analysis reports. Real-time collection of clients or other devices through data collectors and uploading them to the system storage device, where system administrators can query the user's operational behaviour at a given time as required. Provide administrators with security policy and logging functions to provide a complete set of log collection and statistical analysis system to facilitate managers to control network information security.
2.4.5 Employee confidentiality
In terms of human resources management, at the recruitment stage, employees in special positions such as product development personnel, quality control personnel and workshop production management personnel who have access to confidential documents such as product processes are controlled through the implementation of background checks and the signing of Non-Disclosure Agreements and Non-Competition Agreements, which increase the cost of breach of contract and leakage of confidentiality for employees in these special positions through the form of agreements. In terms of management system, on the one hand, by strengthening the training and assessment of information security and confidentiality system, the information security and confidentiality work is incorporated into the staff performance assessment work as an important assessment index; on the other hand, the management of the whole process of product life cycle is further standardised, the confidentiality process management of product process is strengthened and the corresponding management system is established.
2.5 Information security risk management
Information security risk management is the process of risk identification and risk assessment operations for information security risks that exist in the company's daily business operations, and for the identified risks, the process of reducing the risks to a risk level acceptable to the company and ensuring that this risk level can be maintained through the implementation of risk disposal measures.

In any organisation, “management” and “implementation” are the same process,  transforming “risk” into “risk + solution”.Information security risk management includes:①Risk assessment: analysis of possible risks at the business level.②Risk prevention: taking measures to reduce the risk, such as strengthening security audits, or restricting access. ③ Solutions: providing solutions to all possible problems, such as establishing security policies and firewall measures.④ Implementation monitoring: tracking the system for problems from a technical point of view. ⑤ Incident response: If an incident occurs, take immediate action to deal with it.

Organisations need to ensure that they have strong information management capabilities throughout their networks at all times, but also that they have the ability to respond quickly, which will help them to cope with changing circumstances. In today's highly competitive environment, rapid response is important. Organisations need to be able to provide correct, consistent, timely and complete information to customers and the public in a timely manner, and to quickly identify risk factors that could cause security issues. Organisations also need the flexibility to manage different types of security incidents or security issues so that they can respond in a timely manner and ensure that solutions are integrated throughout the organisation.
2.6 Business Continuity Management
Business continuity is an organisational capability within a company and refers to its ability to continue to deliver services to relevant parties at a predetermined and acceptable level following an unexpected disruptive event. The term business continuity management, which originally originated in computer management technology as disaster backup and disaster recovery planning, has evolved to minimise business losses by developing business continuity plans to effectively respond to company business interruptions caused by unexpected events and to quickly restore the company's core business operations. Business continuity management integrates a company's business resilience and ability to respond effectively to unforeseen events to protect the core business interests of key stakeholders in the organisation.

In ISO 27031:2011 Information and Communication Technology Readiness Guide for Business Continuity, business continuity planning guidelines are elaborated, the main contents of which include the following : ①Business continuity strategy: Develop and integrate relevant legal and regulatory requirements, define the scope, objectives and role of business continuity management, and implement approval of business continuity strategy by company management.②Execution of business impact analysis: Identify business critical capabilities and functions, determine critical resources required for business, calculate maximum allowable disruption time, identify threats, calculate risks, determine backup solutions, etc. ③Identify preventive controls: Implement selected controls to reduce risk. ④Develop a recovery strategy: identify recovery business processes, readiness of recovery facilities, supply capacity and technical reserves, user and user environment and data recovery readiness.⑤ Develop a business continuity plan: Prepare a business continuity plan covering: work procedures, recovery solutions, personnel roles and tasks and emergency response plans. ⑥Testing and rehearsal: Preparation of test plans and improvement plans. The company organises regular rehearsals of the test plans and conducts corresponding training work for staff each year. ⑦Maintenance of business continuity plan: By developing a plan change process and strictly following the PDCA cycle management model, the business continuity plan is updated and released in a timely manner when necessary.

Therefore, CoffeeBlend needs to set up a business continuity management team consisting of departments and personnel from the marketing centre, production centre, information department of the enterprise management centre, security centre and legal commissioner. The duty of this team is to discuss possible problems and threats in the business related to the enterprise information system, and to determine the ultimate goal of business continuity management and the priority of the related business. After the business continuity management team has been established, the general manager of the company will chair a working meeting on the standardisation of business continuity management to convey to everyone the confidence and determination of the company to manage the change.

At the same time, CoffeeBlend needs to change its management awareness and strengthen its supervision and inspection work. The company needs to raise employees' awareness of the necessity of business continuity management by organising training, group discussions and tabletop exercises, etc. It also promotes the preparation of emergency plans by implementing comprehensive drills and special project drills. In the later stages of the system operation, supervision and inspection will be strengthened to ensure the continuous and effective operation of the system.

3. The need to constantly update regulations and standards
Regulations and standards, as the core of the security system, are the basis of national security policies and technical standards, as well as the guarantee for achieving national security goals. Under the new situation in the context of changing domestic and international policy environment and market demand, the development of information security is facing new opportunities and challenges. Internationally, countries have taken information standards as an important basis in the development planning of network technology, equipment and products as well as in the formulation of international trade rules, and have formulated a series of corresponding laws and regulations and technical specifications as a guarantee. At the same time, as the national information strategy policy environment is changing and information security products continue to emerge in the market to differentiate from traditional similar products, the intensification of competition between enterprises and other factors have put forward new requirements for information security standards.

For enterprises, as information system operators they must keep abreast of the latest developments and trends in the industry in order to meet the new requirements brought about by the rapid development of information systems. It is also important to adapt and adjust to the changing internal and external environment of the company, otherwise it will be eliminated from the market. The information security management system involves many aspects, such as: data storage, data access control, etc. are very important. But because different industries have different requirements for it, resulting in the same industry using the same set of standards at different times; at the same time, in order to meet different business needs within the enterprise there will be some additional requirements or interfaces to meet the needs, for example: with the continuous development of cyberspace, the existing relevant standards have been unable to match the requirements of the new situation; in addition, with information security related laws and regulations and standards in the gradual update and improvement, enterprises also In addition, as information security-related laws and regulations and standards are gradually updated and improved, enterprises also need to make corresponding changes according to their own development strategies and business development directions in order to adapt to the higher requirements for information security management systems in the new period and new environment.

4. Conclusion
Information security management is a complex process, and enterprises need to invest a lot of time and resources. An information security management system is a strong guarantee of information security for an enterprise. Information security management is a dynamic and evolving process, and enterprises must adapt to new technologies and changing circumstances when formulating strategies. Only through the systematic construction of an information security management system and the continuous improvement and upgrading of the company's operations can we ensure that our company is safe and orderly in the Internet era.
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