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This is meant for everyone in the company who will be using a device that is connected to the Company’s Network/Wi-Fi which should be most practically everyone
These covers
· Identity of Modern Threats
· Modern Security Policies
· Technical Mitigation Measures
· Monitoring and Incident Response
· Training and Awareness

Start looking into at Zero Trust which will help us not have our network seized nor have our valuable data stolen
[bookmark: _Toc229156426]Need To Know
[bookmark: _Toc229156427]The Zero Trust Approach

From statistics from 2021 [1] a ransomware attack will occur every 11 seconds or 7,850 attacks daily!! 
[2] Implementing ‘Zero Trust Segmentation’ would be vital for future security in the network.
It’s no product or service but simply an approach to designing and implementing some principles of security [3]
· Verify Explicitly
Always authenticate and give permission on all available ‘data points’
· Use least Privilege Access
Limit user access by using “just-in-time” (JIT) and “Just-Enough-Time” (JEA), Policies on risk-based and the protection of data 
· Assume Breach
Shrink the segment access and the radius. Verify end-to-end encryption and use analytics to get visibility, drive threat detection, and improving defences
[4][image: Zero Security Model]
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As security advances so does the threats whether external or internal, one modern threat of today is Ransomware-as-a-Service (RaaS), as well as being Vishing
[bookmark: _Toc229156429]Raas
RaaS is a variant ransomware called ‘Medusa’, this has have impacted 300 victims from important infrastructure sectors with being education, medical, legal, and technology to name a few. 
They encrypt the users/victim's data and threaten to release them if the ransom was never paid
[5][image: Sequretek: AI-Powered Cybersecurity Solutions for Enhanced Protection]

They're known for these common tactics
· Phishing Campaigns
· Exploitation of unpatched software vulnerabilities
once inside they scan for these common ports
· 21 (FTP)
· 22 (SSH)
· 23 (Telnet)
· 80 (HTTP)
·  115 (SFTP)
·  443 (HTTPS)
·  1433 (SQL database)
·  3050 (Firebird database)
·  3128 (HTTP web proxy)
·  3306 (MySQL database)
·  3389 (RDP)
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Vishing Attacks try to appear to be human whether the person’s voice is real or ai, they charm/persuade others, trying to be someone that they are not (and perhaps spoofing their phone number to someone they know of)!
[6] [image: Vishing attack path on how UNC6040 exploited Salesforce Outh]
[7] one example of this was in 2023 where a mother was convinced that her daughter was kidnapped and needed to pay money for them to let her go, the daughter was perfectly safe.
[bookmark: _Toc229156431]Cloud Storage Integration/adoption
The danger of cloud storage is due to hackers only needing to hack the cloud/account, rather than a whole network.
It can slow down productivity, and they can easily steal data and log users out from the cloud causing workdays to be filled with wasted time. 
[8][image: An infographic of cloud storage security risks]

So, the best thing to NOT DO
· [9] going on non-illegitimate websites
· [9]Give access to unfiltered access to the shared cloud drive
The Best Thing you SHOULD DO
· [9] Multi-factor Authentication (MFA) with all the users for added layer of security and validation
· [10] Zero-Trust Verification
· [9] Store data locally so if something went wrong with the cloud then data can be restored physically
· Password’s that are a recommended length with numbers and symbols (such as Password: B!77yB0tt3m$”)

[8][image: An infographic of cloud storage security best practices]
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A few policies that should be enforced that align with the zero-trust model;
· Never trust, always verify. [11] if someone outside or someone who is logging onto the network must be verified to proceed MFA (Multi-factor authentication)!
· Continuous Monitoring. [12] Always having an eye on the network, looking at; behaviour changes, computer on standby, or going onto private files require re-authentication.
· Least privilege access. [12] [11] giving people certain roles that allows them to access certain files, such as financers not having access to CMD (Command Prompt) or PowerShell.
· Assume breach. [12] Assume the network is under fire, making sure that everyone is more alarmed and more aware of a real threat emerges.
[13][image: Jam Cyber security policies framework]
Knowing a few frameworks is also important as well such as NIST Cyber Security Framework (CSF) and ISO [14]
There’s 5 core functions [15]
· Detect
· Identify
· Respond
· Protect
· Recover
A great approach on what needs to be done
· Implement Security Controls. [15] Using the 5 core functions, the company can apply security controls that are key risks, which can include security with the network, monitoring tools, and incident response planning
· Conduct risk assessments, [15] ensuring continuous monitoring, giving everyone on the network feel responsible for their actions and bring awareness to cyber threats/attacks that may occur. This will involve; Identifying Critical assets, Evaluate Vulnerabilities, Prioritize Risks.
There will always be a need for training with employees every year to make sure their up-to-date with network threats.
Now ISO 27001 the network needs to [16] [17] add, show off, maintain and improve continuously the Information Security Management System (ISMS) to guarantee information security management, document of the companies policies, processes and controls, doing that, it needs to have clear information for security policies for the business. find security risks and implement appropriate restrictions and controls.  
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[bookmark: _Toc229156434]MFA (Multifactor Authentication)
An extra check logging on. [18] can work by having it on personal mobile devices. Even if they got the password and username correctly, they still need a code that is only done on one device!
[19] UWTSD is an example, they do this by sending the code either through WhatsApp or phone number.
[20] Enisa (EUROPEAN UNION AGENCY FOR CYBERSECURITY) gives a few options on what to pick for methods for MFA
· Test-message-based OTP: the easiest choice for users but less secure due to risks of SIM swapping
· Authenticator apps: applications like with [21] Microsoft’s Authenticator app would be good at generating time-based OTPs;
· Biometrics: fingerprints, facial recognition and or ID;
· Push notifications to the user’s phone to log in

[bookmark: _Toc229156435]SEIM (Security Information and Event Management)
[22] tracks user behaviour anomalies and uses AI to automate the process of threat detection and incident response. Originally as log management tools they combined security information management (SIM) with security event management (SEM) together, real-time monitoring and analysis of any security events.
[22] [23] Here is a list of what SIEM does
· Log Management.	
SIEM eats event data across the ENTIRE network and keeps track of what users are doing in real time
· Event Correlation and Analytics.	
Uses analytics to find/understand complicated/intricate data patterns and event correlations, mitigating potential threats, they improve upon “Improve mean time to detect” (MTTD) and “Mean time to respond” (MTTR)
· Incident response and monitoring.	
Monitors on and off premises systems will continuously analyse and displayed onto a dashboard whilst sending alerts based on already defined rules, can also act automatically based rules defined by the SOC
· Compliance Management and Reporting
gathering and verifying ‘compliance data’ across the entire network, and will generate this compliance reports in real-time in multiple standards
[24][image: SIEM Solutions: How It Works, Benefits, & Popular Tools | PurpleSec]
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[25] [26] Continuously monitor and enhance security on cloud environments by identifying misconfigurations (would lead to vulnerability’s), ensures automation compliance and remediation, policy enforcement to reduce overall risk and help infrastructures like SaaS, IaaS and PaaS.
Provides real-time alerts against potential security threats, and addresses issues before they are exploited
[27] [image: ]
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[20] laying down some procedures to monitor and log all activities on the network and information systems to detect potential risks and should be responded accordingly to minimise impact
This process would need to be automated, either periodically or continuously 
· Machine learning (AI)
· Establishing network patterns
· Update monitoring tools
· Tweak parameters and thresholds based on feedback and the latest data 
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When given the opportunity, it must be followed with documented procedures [20]
[28][image: ]
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[bookmark: _Toc229156441]Security Training

Offer specific security skills required depending on the roles
establish training programs for both network and information security policy, offering many methods do the training such as online courses and simulation testing are a great way to store information efficiently in the brain.
Some training advice that should be given:
· Use of MFA
· password/credential management
· how to handle sensitive data whenever it needs to be dealt with (e.g. deleting or storing)
[bookmark: _Toc229156442]Conclusion
Vishing and RAAS are both social engineering issues that tricks staff into thinking that the person calling is in trouble with their account (Vishing), and RAAS being another form of sorts where they rely on staff to click on phishing emails/links which locks users out of their data/account 
Use the Zero Trust Framework
· Assume Breach
· Least Privilege Access
· Verify explicitly
Minimizing damage on the network	
MFA, SIEM, and SOAR, for the network to gain analysis, automative tracking, verification and to minimize the risk of infiltration 
Create a staff awareness training program that will align with NIST CSF and ISO 27001
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