
Enterprise Network Security – ACCA7032 
DO NOT SHARE IT WITH THE STUDENTS 

(2 Marks) – 1 Mark Each 

1. Where is the active directory log files in windows server 2022 located: 
Hint: Drive Letter:\System Folder\Subfolder 
Flag: C:\Windows\NTDS  

2. Capture the Domain Controller’s FQDN? 
Hint: hostname.domainname.topleveldomain 
Flag: S-DC.swansea.acca 

------------------------------------------------------------------------------------------------------------  

(14 Marks) – 2 Marks Each 

3. ClientS1is a Member of Swansea.acca Domain. It belongs to Domain Computers 
as a Primary Group. In that case, Capture the ADDS Folder in our Enterprise 
network for Domain Computers Group? 
Hint: Domain/OU name 
Flag: Swansea.acca/Users 

4. Swansea.acca is binded with ------- and the enabled authentication is------ 
Hint: IP Address, Authentication Name 
Flag: 192.168.1.1, Windows Authentication 

5. The default Time to Leave between S-DC and L-CD is 
Hint: Integer Value 
Flag: 128 

6. To enable DHCP v6 traffic inbound from L-CD to S-DC Network, the Port Number 
and Protocol used is  
Hint: Port Number – Protocol 
Flag: 547 – UDP 

7. The SSHD (OpenSSH) Program path by default is in 
Hint: Drive Letter:\System Folder\SystemSubfolder\ProgramFolder 
Flag: C:\Windows\System32\OpenSSH 

8. The default domain controller policy  for Swansea.acca is created on 
“DD/MM/YYYY HH:MM:SS” with Unique ID “” 
Hint: Date and {********-****-****-****-************}  
Flag: 29/05/2025 07:51:17 and {dfas-dfasdhfkjsdahjk} 

9. The Authenticated Users have the following permissions in Default domain 
controller policy and the inherited status is: 
Hint: Text, Text 
Flag: Read, No 

------------------------------------------------------------------------------------------------- 

 

http://www.swansea.acca/


Enterprise Network Security – ACCA7032 
DO NOT SHARE IT WITH THE STUDENTS 

(4 Marks) – 4 Marks  

10. Capture the fully qualified domain name for S-DC Pointing in a Reverse Lookup 
Zone 
Hint: DNS PTR (ENDIAN VALUE) FQDN 
Flag: 1.1.168.192.in-addr-arpa 
 


