Critically examine the challenges associated with investigating the different types of cyber-crime and police responses designed to combat these challenges

There are many types of child sexual exploitation online and the police have to investigate these types of crimes. But there are also many challenges for these types of investigation which could interfere with ensuring that young and vulnerable people are safe from predators online. Changes in legislation and investigative techniques can assist the police with investigations as the ways that predators are contacting young and vulnerable people change with technology and access to those who are targeted. 

CEOP (no date) states that child sexual exploitation online occurs when an individual or a group takes advantage of an imbalance of power to coerce, manipulate or deceive a child or young person under the age of 18 into sexual activity in exchange for something that the victim wants or needs. This can also happen online through the use of many different methods, such as grooming, live streaming, coercion or blackmail, indecent images of children and others. Sexual exploitation does not need to be physical for there to be an offence, online offences are just as serious as physical offences. Thomas et al (2022) states that the internet has had a substantial impact as to the production of sexually explicit material. They also state that it is a world wide issue, which is being proven by the fact that India has become a large distribution hub of child sexual exploitation material, uploading 25,000 images during the last quarter of 2019. This shows how large the problem is and this would make investigations of this crime more difficult because co-operation between countries for investigation may not go smoothly. HMCIFRS (2023) did an investigation into the handling of these cases and stated that most forces would hand these cases over to neighbourhood response officers which have stated that they are not confident in handling these types of cases and only a few officers could name support services that is available to victims. They also state that officers tried to give assistance for the families but they can only really suggest that they block the suspect and factory reset the child's phone to ensure that they can not contact the child or vice versa. 
Skidmore, et al  (2022) the gathering of evidence can be difficult because it can be encrypted making it hard for police to access material to prove that it is child exploitation material (CSEM) but it would also make it harder to trace where the image comes from, so finding the person that potentially created the image. Also, the encryption of the actual devices can also make it hard for investigation of CSE, this makes it harder for police to access the devices with may contain CSEM or correspondence with minors that would lead to CSE, offenders can delete and edit the evidence that is on their devices to hide any criminal activity that may be held on them. The only place that police may be able to gather evidence is from  a victim's device. And suspects can move seamlessly through places and hide things whilst police would have to go through a process to get evidence from that person in another place, giving suspects time to hide evidence. Javid (2019) stated that since 2013 to 2019 the amount of CSEM had increased by 1000% and NSPCC figures show that an average of 22 cases of cyber related sex crime against children a day in 2018 - 2019 with about three million accounts that were registered onto the worst CSE sites on the dark web. This shows the increase of world wide involvement into this type of crime which makes it harder for the police to investigate these crimes because of how widespread the issue is. 

Leclerc et al (2022) state that interviews were conducted in Australia and it was discovered that participants revealed that some of their teams leaders were sometimes more concerned about budget priorities and high turn over that makes it hard to make connections with victims of these crimes to make them comfortable enough to talk about the actual crime because they are bringing in more people and losing people that had worked with the victims before. The high turnover can cause stress to victims because the fear of having to repeat their experiences can cause more stress to the victims which could cause additional work to be done such as having to bring new staff up to speed with current events. Insufficient time and resources would also be an issue because anything  online could be moved and trying to gather evidence within a short time frame can be affected by the change in staff. The workload could be affected by the amount of cases that were being handled with the lack of time to get things done efficiently. Participants also suggested that performing other policing duties can take attention away from these types of crimes, leaving them to sit there with not much being done. 

According to INTERPOL (2023) co-operation between organisations is key to addressing this problem UNICEF statistics show that 20% of of young people using the internet in 12 low and middle income countries said they have experienced sexual exploitation online so having different because these countries are low to middle income, this could mean that they do not have special teams to focus on these issues within the country because of they may not be able to afford to have these teams that will focus online at the material posted online and whilst some countries may have these teams many may lack staff, skills and resources that may be required to ensure young people’s safety online and investigate cases that are reported into them, especially the digital elements. These elements of CSEO can be the hardest to find and take them off the internet as there may be multiple copies of the material that could be spread to thousands of users, this shows the importance of organisations working together to investigate CSEO. 
Europol (no date) have chaired the European Financial Coalition against Commercial Sexual Exploitation of Children Online (EFC) which is a network that is connects agencies that work together in investigating  CSEO, also involved in this is the Virtual Global Taskforce (VGT) they are a collaborative force of law enforcement agencies that work together to investigate the digital aspect of CSEO worldwide, cooperation at an international level is important to ensure that reports get investigated and CSEM and identifying victims which had a collection of 240 pieces of material being added onto INTERPOLS CSE database extending the collection of already one hundred that had already been added to the database. Offenders can quickly learn from people that have been arrested by law enforcement of how to hide material so that they don’t get caught with it, which is why it gets harder to find this type of material as it can be hidden within innocent looking websites. 

With the use of AI becoming more prevalent, criminals are creating images of child sexual material. Rackham (2025) states that there has been 380% increase in AI child abuse material with 245 reports in 2024 compared to 51 in 2023. With the amount of material that can be made through AI investigators could become overwhelmed with the amount and having to investigate these reports would be time consuming as AI would make it quicker for criminals to make material. The national archives (no date) state that under Section 1 of the Protection of Children Act 1978 it is illegal to take, distribute, to possess or publish CSE, meaning that these AI images will be prosecutable by this legislation because they contain CSE because the images show children even if they are not actual children.  Additionally, under Section 7 of the Protection of Children Act 1978 which regards to ‘tracing’ Rackham (2025) states that an image that is not itself a photograph but could be derived from the whole or part of a photograph would be considered Child abuse material so this would cover the AI aspect of CSEO. 

The mental health of officers also has to be considered when investigating CSEO. The College of Policing (2024) states that the exposure that officers experience to the material can have an effect on their mental health, police will use tool to separate the more disturbing images of CSE so that new members are not exposed to everything in the beginning and can reflect and keep an eye on their mental health as this material can have a heavy effect on the investigators mental health. Exposure to the more disturbing images develops over time to allow officers to engage with support that they are given and discuss concerns they may have with supervisors. Forces will give wellbeing support to their investigators and give regular welfare days away from the office to ensure that they don’t develop mental health issues due to the material they have seen. This support that has been given to officers ensures that investigations can happen with clear mindedness and emotional control as these things will have an effect on how well investigations are conducted. Because of the support, there has been a positive reception from the investigators and although it is hard to place a quantitative measure on the impact due to the support there has been a decrease in officer sickness rate where they take days off due to the nature of their jobs. 

This evidence shows how difficult it can be to investigate child sexual exploitation online. Material being hidden, edited, created and new programs to create AI images, but there is also evidence that shows there is support and improvement in how CSEO is investigated. The support that officers are given, tools that are used to help in locating the material. Given how technology can make it harder for this crime to be investigated it is a slow process but technology can also be used to quicken these investigations. There are many challenges the need to be addressed but there are things being done to try and protect young children and people from sexual exploitation online. 
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