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Abstract

This project explores what happens to digital evidence when messages and media files
are deleted from Google Chat, WhatsApp and Telegram. Although a message may
disappear from an application, traces of it or its associated files may remain on the
device. The study aims to identify these traces and compare how the three applications

store and retain evidence after deletion.

The research was carried out using BlueStacks which is an Android emulator, with test
accounts and specially created messages and media files. Two experiments were
completed. The first focused on deleting text messages, while the second examined the
deletion of images, documents, voice messages and text in separate stages. Evidence
was collected before and after deletion using Android Debug Bridge (ADB). SHA-256
hashes were used to check file integrity and identify changes, while Autopsy and DB

Browser for SQLite were used to examine the collected evidence.

The results showed that the three applications behaved differently. In Google Chat, a
database record provided evidence of message deletion, although the original deleted
text was not recovered. In WhatsApp, the voice file disappeared from the collected
shared storage after deletion, but the image and document remained. In Telegram, the

image, document and voice file were still present after local deletion.

One of the main challenges was accessing the applications’ private databases. The
available WhatsApp database was encrypted, and a readable Telegram message
database could not be obtained. This limited the investigation to the evidence accessible

through the selected tools and methods.

Overall, the project shows that deleting content from a messaging application does not
always remove its associated files from accessible storage. It also provides a practical
method for collecting, preserving and comparing forensic evidence from Android

messaging applications.
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Chapter 1: Introduction

Instant messaging has become a normal part of everyday communication. Applications
such as WhatsApp, Telegram, Snapchat, Facebook Messenger, Signal, Google Chat,
Viber, WeChat and similar platforms are now used for conversations that, in the past,
may have taken place face-to-face, over a phone call, or through SMS. People use these
applications to share a wide range of information, from casual personal conversations to
financial discussions, private matters, and, in some cases, activities linked to criminal
behavior. Because of this, when a mobile phone is involved in an investigation,
messaging application data can become one of the most important sources of digital

evidence.

Android is the most widely used mobile operating system globally, which makes it
highly relevant in digital forensic investigations [1]. According to StatCounter Global
Stats, Android accounted for 68.36% of the worldwide mobile operating-system market
in July 2026, making it the most widely used mobile operating system globally [2] .
Consequently, Android devices are frequently relevant to digital forensic investigations,
requiring specialised methods and tools for the acquisition and analysis of digital
evidence [3]. However, examining messaging applications on Android devices is not
straightforward. These applications are updated regularly, and each one stores its data
differently. Some applications also use strong security, and encryption features to
protect user privacy, which can make forensic access more difficult. As a result,
investigators may find that forensic tools do not always recover the same data,

especially if the tools have not been tested against the latest versions of the applications.

This issue becomes even more complicated when a single Android device contains
multiple messaging applications. For example, WhatsApp, Telegram, and Google Chat
may all be installed on the same device, but each application may use different storage
structures, encryption methods, and security controls. The same forensic acquisition
method may therefore produce different results depending on the application being
examined. In practice, this creates uncertainty for investigators, particularly when they
need to decide which method is most reliable or how to interpret differences between

forensic tools.

At present, there is limited clear guidance that compares how different Android

messaging applications respond to forensic acquisition and analysis methods. This



creates a gap in practice, as investigators may not have a consistent framework for
selecting the most suitable method for each application. This project aims to address
that gap by examining the forensic challenges associated with Android instant
messaging applications and by comparing how different tools and methods perform
when applied to commonly used platforms such as WhatsApp, Telegram, and Google
Chat.

1.1 Statement of the Problem

Research into the forensic analysis of mobile messaging applications has increased in
recent years. However, much of the existing work tends to focus on a single application,
or on testing one forensic tool against a fixed dataset. While this is understandable
because of the technical complexity involved, it does not fully reflect the reality of
investigative work. In real cases, examiners often have to deal with several messaging
applications on the same device, running on newer versions of Android, and using

forensic tools that may not perform equally well across all applications.

One of the main difficulties is that WhatsApp, Telegram, and Google Chat do not store
their data in the same way. WhatsApp stores message data in an SQLite database, with
encrypted backups commonly found on the device’s storage. Telegram uses a different
approach, as some data may be stored locally while other content is linked to cloud-

based storage. Its secret chats also use separate security controls.

Google Chat uses a more cloud-based approach to data storage. Messages and
attachments are mainly stored in Google’s data centres and synchronised through the
user’s Google Account. This content is encrypted both during transmission and while
stored. However, some information may also be kept locally when it is available for
offline access. On Android devices, recoverable evidence may include messages,
timestamps, account details, conversation identifiers, attachments, databases, and
cached images. The amount of evidence available will depend on factors such as
account synchronisation, the application version, offline access, the acquisition method,
and access to the app’s protected storage. Therefore, a forensic examination of Google

Chat may need to consider evidence stored both on the device and in the cloud.

Another issue is that the internal structure of application databases can change after
updates. This is often referred to as schema drift. When an application changes the way

it organises its tables, fields, or stored records, a forensic tool may no longer interpret



the data correctly. The problem is that this failure is not always obvious. A tool might
still process the database and produce a report that looks complete, even though some
evidence has been missed because the tool’s parsing rules are based on an older version
of the application. For investigators, this is a serious concern, especially when the

recovered data is being used to build a timeline or support conclusions in a case.

Disappearing messages create another challenge. WhatsApp and Telegram provide
features that allow messages to delete themselves after a set period. In normal use, these
messages may no longer be visible to the user once they expire. However, deletion from
a database does not always mean that the data is immediately removed from the
physical storage. In SQLite databases, deleted records may remain for a time in unused
areas of the database until that space is overwritten or cleaned through processes such as
vacuuming. This means that, depending on the database activity and the time since
deletion, fragments of deleted messages may sometimes still be recoverable through

detailed examination of the database file.

The Android operating system itself also adds further complications. Newer versions of
Android have introduced stronger storage restrictions, including file-based encryption
and scoped storage. These changes limit how applications store data and how forensic
tools can access application directories. As a result, acquisition methods that may have
worked on older Android versions may return incomplete results, or fail altogether, on
newer devices. This shows that forensic procedures need to be reviewed regularly, not

only when messaging applications change, but also when Android itself is updated.

Overall, these issues show why the absence of recovered messages should not
automatically be treated as proof that no relevant communication took place. Missing
evidence may be the result of encryption, tool limitations, changes in database structure,
or restrictions introduced by the Android operating system. This is important because
digital evidence is often used to support legal decisions, and incorrect interpretation can

affect the fairness and accuracy of an investigation.

The central problem addressed by this project is therefore the lack of clear, structured,
and comparative guidance for examining multiple Android messaging applications
under realistic conditions. In particular, the project focuses on how differences in
storage, encryption, synchronisation, database structures, and disappearing-message

features affect the forensic analysis of WhatsApp, Telegram, and Google Chat.



1.2 Project Aim and Objectives
1.2.1 Aim

The aim of this project is to examine the forensic traces left by WhatsApp, Telegram,
and Google Chat on Android devices or Android emulator, and to assess how these
traces can be identified, extracted, and interpreted in a consistent way. By comparing
the applications under a structured methodology, the project seeks to provide clearer
guidance on how messaging evidence can be handled during Android forensic

investigations.

1.2.2.1 Objective 1

The first objective is to review existing research on the forensic analysis of Android
messaging applications. This will help establish what is already known about the
recovery of evidence from platforms such as WhatsApp, Telegram, and Google Chat.
The review will also consider how encryption, application updates, and changes in
database structure can affect the performance of forensic tools. In addition, it will
examine previous findings on the recovery of deleted and disappearing messages. This
objective is important because it places the present study within the wider body of

research and helps identify the gaps that this project aims to address.

1.2.2.2 Objective 2

The second objective is to carry out a controlled forensic examination of WhatsApp,
Telegram, and Google Chat using open-source tools such as ADB, DB Browser for
SQLite, and Autopsy. The recovered evidence will be checked against time-stamped
records of the test activities, and SHA-256 hashes will be used to confirm that the data
remains unchanged. The tools will then be compared based on the type, amount,

completeness, and accuracy of the evidence they recover.

1.2.2.3 Objective 3

The third objective is to validate the artefacts recovered during the investigation by
comparing them with a time-stamped record of the test activities carried out during the
controlled scenarios. This will help confirm whether the messages, files, timestamps,

and other recovered data accurately reflect the actions performed on the device. SHA-



256 hashing will also be used at each acquisition stage to verify the integrity of the
evidence and to ensure that the acquisition process has not changed the data being

examined.

It is evaluate to whether the results support the practical use of these open-source tools
in Android messaging-app investigations. This will involve considering their reliability,

limitations, and overall suitability for real-world forensic work.

1.3 Significance of the Study / Proposed Solution

The practical value of this research lies mainly in the fact that it compares several
applications and tools in the same study. Much of the existing research in mobile
messaging forensics focuses on one application or one forensic tool at a time. While this
is useful, it does not fully help investigators who may have to examine WhatsApp,
Telegram, and Google Chat on the same Android device or Android Emulator. A study
that only looks at WhatsApp, for example, does not necessarily show how the same
forensic method would perform on Telegram or Signal. This project therefore aims to
provide a clearer comparison by applying the same methodology across these

applications and assessing the results produced by different forensic tools.

For forensic practitioners, the most immediate benefit of this research is that it can help
inform the choice of acquisition method. In real investigations, examiners often have
limited time and must decide which tool or method is most suitable for a seized device.
By comparing the results from ADB-based acquisition, SQLite database inspection, and
Autopsy analysis, this study can support more informed decision-making during

Android forensic examinations.

The study is also useful because it considers the issue of application updates and
database changes. Messaging applications are updated regularly, and these updates may
change the structure of their databases. If forensic tools are not updated at the same pace,
they may fail to recover certain artefacts or may interpret the data incorrectly. By
identifying any differences between what is actually present on the device and what
each tool is able to recover, this project can highlight the importance of regularly

validating forensic tools against current application versions.

Another important contribution is the way the research may help with the interpretation

of missing evidence. In digital investigations, the absence of recovered messages does



not always mean that no communication took place. It may be the result of encryption,
limited access to application data, tool failure, or changes in the database structure. This
can be difficult to explain in legal proceedings. By clearly documenting what each
method recovers and what it does not recover, the project can support a more

transparent and defensible explanation of forensic findings.

More broadly, messaging evidence now plays an important role in many criminal
investigations. The ability to recover, validate, and explain this evidence accurately can
have a direct impact on the quality of an investigation and the fairness of any legal
process that follows. For this reason, improving the reliability of Android messaging
application forensics is not only a technical issue, but also an important part of

supporting accurate and trustworthy criminal justice outcomes.



Chapter 2: Literature Review

A literature review was conducted to understand what previous researchers have found
about forensic analysis of social messaging applications on Android devices. Using a
systematic approach helped to make sure that the review considered a broad range of
relevant studies, rather than focusing only on research that supports one argument. It

also made the process more organised and easier for others to follow.

A structured search was carried out across IEEE Xplore, ScienceDirect, and ACM
Digital Library, with Google Scholar used as a supplementary source to capture relevant
conference proceedings and grey literature not indexed in the primary databases. The
search terms used included “Android messaging forensics”, “WhatsApp forensics”,
“Telegram forensics”, “mobile messaging digital forensics”, “SQLite forensics
Android”, “schema drift forensics”, “disappearing messages forensics”, “SQLCipher
forensic analysis”, and “mobile forensics NIST framework”, applied individually and in
combination. Publication dates were restricted to 2014 onwards, a lower bound that
corresponds to the earliest directly relevant peer-reviewed study in this domain, and

searches were concluded in April 2026.

Papers were kept for inclusion if they focused on the forensic analysis of a mobile
messaging application, involved Android devices or Android-compatible environments,
appeared in peer-reviewed journals or indexed conference proceedings, and were
available in full text in English. Studies concerned exclusively with iOS devices, those
limited to network-level interception without any device-side component, and those
examining platforms no longer in active use were excluded. Systematic and narrative
review articles were included where they offered relevant findings. Following this
screening process, twelve studies were selected for inclusion. Each was assessed against
four criteria: firstly whether the study described its acquisition tools and methods clearly,
whether it used controlled or verifiable test conditions, whether findings were presented
with sufficient detail to be independently evaluated, and whether limitations were
acknowledged. All twelve studies met at least three of the four criteria and were

retained without reservation.

The body of research that meets these criteria begins, historically, forensic analysis of
WhatsApp on Android established the methodological template that most subsequent
work in this area has followed [4]. At the time of that study, WhatsApp did not encrypt



its local database, which allowed to recover substantial forensic material, including chat
history, contact records, and media content, directly from the SQLite databases, cache
files, and shared preferences stored on the device [4]. The importance of this work is not
simply the volume of evidence recovered but the demonstration that the SQLite
database is the primary container of messaging evidence on Android, a finding that has
anchored the field ever since. That said, the security conditions under which researcher
worked show little resemblance to what investigators face today, and the study is best

understood as a baseline against which subsequent developments can be measured [4].

Another research conducted of the scope of single-application research was expanded
considerably, who examined twenty popular Android messaging applications in a single
comparative study and found that message content could be reconstructed from sixteen
of them [5]. This result immediately established that recoverability is not a uniform
property across platforms and that the tool or method appropriate for one application
may return nothing useful on another. Equally significant was the observation that
device forensics and network forensics can function as complementary rather than
competing strategies, with network traffic sometimes revealing information that device
extraction missed, and vice versa. That insight directly informed the later work of which
[6] applied from [7] to a structured comparative analysis of Android messaging
applications and incorporated network traffic capture alongside device-level acquisition
as a planned component of the methodology rather than a contingency. The NIST
framework, which organises the forensic process into four stages of preservation,
acquisition, examination, and reporting, provides the procedural baseline that makes
findings from this kind of research defensible in a legal context, and both studies benefit
from its structure. The adoption of that same framework in the present study reflects its
established standing in the field and the fact that it enables a level of methodological

consistency that ad hoc approaches cannot provide [7].

Another paper discussed the challenges of disappearing messages [8], that analysed
Signal, Wickr, and Threema, three platforms that all offer timer-based ephemeral
messaging as a standard feature. Their research found that deleted messages do not
always disappear immediately from a forensic perspective. When a message is removed
from a SQLite database, the space it occupied becomes unallocated but is not
immediately overwritten. Fragments of deleted content can persist in these unallocated

pages until SQLite’s vacuuming process reclaims the space, at which point recovery



becomes impossible. The window for recovery is therefore directly tied to how much
subsequent database activity has occurred, which in practice means that early
acquisition significantly improves the likelihood of recovering ephemeral content. This
finding is relevant not only to Signal but to Telegram, whose secret chat feature stores
content in a separately encrypted portion of the local database [8], and to WhatsApp,
which has introduced its own disappearing message functionality. Extended the
understanding of deleted data recovery further by examining WhatsApp, Telegram, and
Instagram in a virtual Android environment and found that deleted content can leave
residual traces in local cache files even after removal from the primary database [9] .
They also found that some content remains accessible through server-side storage
depending on the platform, which points to the investigative relevance of data requests

to platform operators in cases where device-level extraction is incomplete.

A problem that cuts across all these application-specific findings is the reliability of the
forensic tools used to recover evidence. Addressing this directly through an analysis of
320 versions of several messaging applications, finding that changes in database
structure across those versions, referred to as schema drift, create persistent problems
for forensic tools [1]. The concern is not that tools fail visibly but that they can process
a database and produce output that appears complete while having silently missed
evidence, because their parsing definitions are based on an earlier version of the
application’s schema. An investigator reviewing that output would see nothing to
indicate that any evidence had been missing. An investigation of this problem under
controlled conditions and confirmed that well-established commercial tools are affected
by schema drift in exactly this way [10]. Because messaging applications are updated
frequently and forensic tool certification cycles operate on a much slower timeline, the
gap between what a tool expects and what it encounters in a current case can be
substantial. The combined implication of these two studies is that the absence of errors
in a forensic report is not sufficient evidence of a complete extraction, and that tools
need to be validated against current application versions on a regular basis rather than

assumed to be accurate because they have been certified against older ones.

A related but distinct practical problem is the identification of SQLite database files in
the first place. Another researcher noted that messaging applications do not always
assign recognisable file extensions to their SQLite databases, with the result that

automated forensic tools relying on extension-based detection can miss them entirely



[11]. In response, they developed FORC, a tool that identifies SQLite files by inspecting
binary file headers rather than relying on extensions [11] . This approach improves
complete detection and is particularly relevant in the context of manual verification,
where a researcher needs to be confident that all candidate database files have been
located before analysis begins. Taken in combination with the schema drift findings of
[1] and [10], the work of [11] paints a picture of forensic tool reliability that should give
investigators pause: files can be missed at the detection stage, and evidence can be
missed at the parsing stage, in both cases without any visible indication that something

has gone wrong.

The most comprehensive perspective on the field is provided by researcher [12], whose
systematic review published in ACM Computing Surveys examined a wide body of
research and concluded that the widespread adoption of end-to-end encryption has
fundamentally changed what forensic investigators can achieve through communication
interception. The focus has shifted from content capture in transit to the recovery of
device-level artefacts, and the literature has adapted accordingly. Their review also
identified what they characterised as a significant structural gap: the shortage of
comparative, cross-platform studies that apply a consistent methodology across several
applications and present results in a form that other researchers can replicate. Most
published work, they found, is too narrow in scope or too tied to a specific application
version to serve as a reliable basis for broader guidance. They called explicitly for a
unified and regularly updated evaluation framework for secure messaging forensics, and

that call remains largely unanswered in the literature.

It is that gap which the present study is designed to address. The reviewed literature has
established that SQLite databases are the primary source of device-level messaging
evidence on Android [4], that recoverability varies significantly across platforms and is
not reliably predictable from device-level extraction alone [5] [13], that schema drift
creates an ongoing risk of silent evidence loss even in well-validated tools [1][10], that
deleted and ephemeral content can sometimes be recovered but within a narrow and
time-sensitive window [8] [9] , and that standard file detection methods may miss
relevant databases unless header-based identification is used [11]. What is absent from
the existing body of research is a important study that tests multiple forensic tools
across WhatsApp, Telegram, and Google Chat simultaneously on current Android

hardware, under a single reproducible methodology grounded in the NIST framework
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[7] [6] , producing results that can be compared directly across platforms. That is
precisely what this study provides, and the methodology through which it does can be

seen in Chapter 3.
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Chapter 3: Research Methodology

This chapter outlines the methodology that was carried out. The study was designed as
controlled digital forensics experiment rather than a study involving human participants.
Google Chat, WhatsApp and Telegram were tested in the same Android environment-
based emulator so that the behaviour of the three applications could be compared under
similar conditions. The focus was not simply whether a message disappeared from the

screen, but what evidence could still be acquired and examined after deletion.

3.1 Research Philosophy and Approach

A pragmatic research philosophy was used because the project was driven by a practical
forensic problem: identifying useful artefacts after controlled messaging activity and
deletion. The work was primarily deductive. Expected artefacts such as message records,
media files, metadata and deletion indicators were examined using repeatable
procedures. Quantitative measurements, including file counts, file sizes, hash values and
Autopsy search results, were supported by qualitative interpretation of database fields,

storage behaviour and tool limitations.

The Choice which is used
Element . . . Reason for use
in this project

Focuses on practical
Philosophy Pragmatism evidence and what can be
demonstrated.

Tests expected forensic
Approach Primarily deductive artefacts through controlled
actions.

Keeps app activity and
Strategy Controlled experiment deletion events known to
the researcher.

. L . Combines measurable file
Mainly quantitative with

Method D ) changes with forensic
qualitative interpretation ) .
interpretation.
Shows what persisted,
Analysis Before/after comparison changed or disappeared

after deletion.

Table 1: Research methodology used in the project
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In Table I summarizes the research approach used in this study. Pragmatism was
selected because the research focuses on the practical examination of forensic evidence.
A controlled experimental approach was used to compare the three applications under
similar conditions. File counts, sizes and SHA-256 hashes provided measurable results,

while database records and tool limitations required further interpretation.

The study is an applied controlled experiment rather than a population survey. Its
purpose is not to claim that every Android device, application version or forensic tool
will produce the same result. It investigates Google Chat, WhatsApp and Telegram in
one reproducible emulator, which is android based environment. This scope allows
application-specific behavior to be compared while preserving the same broad
acquisition and analysis logic. The methodology distinguishes acquisition, identification
and recovery. Acquisition means obtaining an evidence object on the other hand,
Identification means associating an acquired artifact with the controlled experiment, and
lastly Recovery means obtaining the original deleted content or another explicitly
defined target. This distinction prevents a successful backup command or a deletion-

related record from being described automatically as recovered message content.

Two experiments were used. Experiment 1 focused on controlled text-message deletion.
Experiment 2 extended the design to text, image, document and voice/audio evidence.
The second experiment was added to improve the study by testing whether different
content types produced different observable shared-storage outcomes and by isolating

deletion events sequentially.

3.2 Experimental environment

In following Table 2, it explains what kind of tools are used in this experiment.

Software Recorded Version
Host OS Windows 11
BlueStacks App Player 5.22.233.1003
Android Android 9 previously reported; exact build not independently
reconfirmed
ADB 1.0.41; Platform Tools 37.0.1-15733141
ADB connection 127.0.0.1:5555
ADB executable D:\UWTSD\adb\platform-tools\adb.exe
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Autopsy 4.23.1 RELEASE; Sleuth Kit 4.15.0
DB Browser for SQLite 3.13.1; SQLite 3.46.1
]
WhatsApp 2.26.23.74 | com.whatsapp
Telegram 12.8.3 | org.telegram.messenger

Table 2: Tools used in the experiments

The experiments were performed on a Windows 11 host using BlueStacks App Player.

ADB was selected because it provides a transparent command-line method for checking

packages, testing permissions and copying accessible shared storage. PowerShell was

used to execute commands, preserve transcripts and command histories, calculate SHA-

256 values and compare manifests. Autopsy was used to create separate logical-file

cases and perform keyword and file-oriented examination. DB Browser for SQLite was

used only when a readable SQLite database existed. The acquisitions were logical

copies of accessible shared storage. They were not physical device images. Direct

access attempts to private application directories were documented, as were run-as

failures and Backup Manager outcomes. The study therefore evaluates the evidence

exposed by these specific methods rather than assuming full device access.

Settings

Performance

Gamepad
Preferences
Phone
Shortcuts
User data
Advanced

About

&3 BlueStacng App Player o for gl

Important links

Support email -

About and other info

ugh 2026 now.gg. Inc. All rights vorldwide. By using BlueSt
AT

Figure 1: BlueStacks App Version
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Autopsy”

OPEN | EXTENSIBLE | FAST

Autopsy™ is a digital forensics platform based on The Sleuth Kit™ and other tools.

« General Information: http:/www.autopsy.com
« Training: https://www.autopsy. comisupport/training/
« Support: https //www.autopsy comicommunity/

Copyright @ 2003-2025 Sleuth Kit Labs, Inc.

Maintained by: Sleuth Kit Labs https://www.sleuthkitlabs.com

Sponsored by: Cyber Triage https://www.cybertriage.cor|

Product Version: Autopsy 4.23.1 (RELEASE)

Sleuth Kit Version: 4.15.0

Netbeans RCP Build: 15-387759c96ce1b891ec45ffaf524a53499455fela
Java: 21.0.10; Java HotSpot(TM) 64-Bit Server VM 21.0.10+8-LT5-217
System: Windows 11 version 10.0 running on amd64; UTF-8; en_US (autopsy)
Userdir: C:\Users\USER\AppData\Roaming\autopsy\dev

Figure 2: Autopsy App Version
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-4 About DB Browser for SQLite X

DB Browser for SQLite Version 3.13.1
Last commit hash when built: 5d84f53

Built for x86_64-little_endian-llpe4, running on x86_64
Qt Version 5.15.2
SQLite Version 3.46.1.

DB Browser for SQLite is an open source, freeware visual tool used to create,
design and edit SQLite database files.

It is bi-licensed under the Maozilla Public License Version 2, as well as the GNU

General Public License Version 3 or later. You can modify or redistribute it
under the conditions of these licenses.

See https://www.gnu.org/licenses/gpl.html and https://www.mozilla.org/MPL/
2.0/index.ixt for defails.

For more information on this program please visit our website at: hitps://
sglitebrowser.org

This software uses the GPL/LGPL Qt Toolkit from https://at-project. ora/
See https://doc.gt.iof/at-5/licensing.html for licensing terms and information.

We use the nalgeon/sglean library for SQLite extensions support.

This library is licensed under the MIT license, see the following for more
information:

https://github.com/nalgeon/sglean

It also uses the Pastel 5VG icon set by Michael Buckley under a Creative Commons Attribution

Share Alike 4.0 license.

Loime—g ST SESSECY o NSES RSN R RS Sy P L RSRSSRS B SsmeLte et B

Figure 3: DB Browser for SQLite Version
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Figure 6: WhatsApp App Version

From Figure 1 to Figure 6 shows the versions of the applications and forensic tools used

in the experiments.

&p BlueStacks App Player « 0 T &5 Play & Win

B Search for games & apps D,

oo =
on >

System apps WhatsApp Telegram

sD\adb\platform-t
\adb.exe connect

> .\adb.exe devices

Figure 7: Experimental environment and ADB connection

Figure 7 demonstrates the experimental environment and confirms that ADB recognised
the BlueStacks emulator at 127.0.0.1:5555. This connection allowed the researcher to

collect accessible files from the emulator during the forensic experiments.
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3.3 Controlled Evidence Generation

Controlled test data was created specifically for the research. No real user conversations
were collected. Experiment 1 concentrated on controlled text-message deletion.
Experiment 2 extended the design to text, image, document and voice evidence. The
second experiment used staged deletion. All evidence was present for the BEFORE
acquisition, then the image, document, voice and text items were deleted one at a time,
with a new acquisition after each deletion. This design made the timing of filesystem

changes easier to interpret.

Experiment Controlled content Main comparison
. Text messages and Before deletion vs after
Experiment 1 . . .
supporting media deletion

Before deletion — After
Text, image, document and | image deletion, document
voice deletion, voice deletion,
text deletion

Experiment 2

Table 3: Experimental Design

Set up Emulator

Create test text messages

Collect Before evidence

Delete target text
message

Collect After evidence and
examine available backups

Analyse and compare
findings

Figure 8: Experiment 1 text-message deletion workflow

Figure 8 illustrate the workflow used in Experiment 1. Five controlled text messages
and one image were created in each application. The first text message was selected for
deletion, while the remaining items were kept for comparison. Evidence was collected

before and after deletion and examined using the available forensic methods. The
following Figure 9, Figure 10, and Figure 11 demonstrate the controlled environment

created for experiment 1 for Google Chat, Telegram, WhatsApp.
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Figure 11: Controlled Telegram App Environment in Experiment 1
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Delete document
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Delete voice
(Acquire evidence)

L

Delete text
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Compare the evidences

Figure 12: Experiment 2 staged deletion workflow

Figure 12 demonstrate how the staged deletion workflow was used in Experiment 2. A

test image, document, voice message and text message were prepared for each
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application. Evidence was collected before deletion and again after each item was

deleted in the order of image, document, voice message and text message. This
produced five acquisition stages for comparison. Following Figure 13, Figure 14, and
Figure 15 visualize the controlled environment created for experiment 2 for Google

Chat, Telegram, WhatsApp.
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Figure 13: Controlled Google Chat App Environment in Experiment 2
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Collecting evidence after each deletion made it possible to identify when a file was
added, removed or changed. However, a change observed after deletion was not
automatically treated as being caused by that action, as normal application activity

could also affect stored files.

3.4 Acquisition, Preservation and Analysis

At each required stage, accessible /sdcard/ data was acquired into a separate evidence
folder. The evidence was not described as a physical image because the acquisition was
a logical/shared-storage collection. SHA-256 manifests were generated so that
corresponding files could be compared. Autopsy cases were created for the relevant
Before and After acquisitions. Searches used the controlled evidence identifiers and,
where necessary, the actual stored filename. Database analysis was performed only

when the acquired material supported it.

Figure 16: SHA-256 hash verification of the WhatsApp database before deletion

Figure 16 shows matching SHA-256 hash values for the preserved WhatsApp database

files before deletion confirming that the file were identical at the time of hashing.

SHA-256 was used as the primary integrity and comparison mechanism. For each
acquisition, relative file paths, sizes and hashes were recorded in manifests.
Comparisons classified paths as removed, added or changed. A file was considered
changed only when the corresponding relative path existed in both states but its
recorded hash differed. This method is stronger than comparing file counts alone
because identical counts can conceal substitutions, while increased counts do not

identify which artifacts appeared.

Experiment 2 additionally preserved PowerShell transcripts, command-history exports,
result CSVs and record-file hashes. The transcript was stopped before its final SHA-256
was calculated, ensuring that the hash represented the finalized file. PSReadLine history
was treated as supplementary because it can contain commands from unrelated sessions.
These controls improve reproducibility while acknowledging that a hash establishes the
identity of a saved file at a point in time rather than proving that an acquisition was

complete.
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3.5 Ethics, Validity, Reliability, and limitations

The experiments used controlled test accounts and synthetic messages and media files.
No real user conversations or human participants were involved. Evidence was
collected only for the research and stored in separate folders for each application and

acquisition stage.

Internal validity was strengthened through unique markers, preserved BEFORE
evidence, sequential Experiment 2 acquisitions and consistent hashing. Positive
multimedia controls were particularly useful because image, document and verified
voice files could be observed directly in shared storage. However, negative text
searches in BEFORE evidence limit any claim that deletion caused text disappearance.
The correct interpretation is that the marker was not discoverable through the selected

shared-storage search.

Reliability was supported by repeated use of the same broad workflow and by recording
exact command outputs, hashes and Autopsy results. Experiment 2 improved reliability
further by isolating each deletion stage. Nevertheless, the study remains a controlled
case study using one emulator environment and specific application versions.
Application updates, Android versions, account settings and acquisition privileges may

produce different outcomes.

The principal limitation is incomplete private-storage access. Direct private database
access was denied for the applications under the tested ADB permissions and run-as
failed. Google Chat Experiment 1 obtained a readable backup-derived database, but
comparable readable BEFORE and AFTER private databases were not available across
all applications. WhatsApp encryption and Telegram's lack of a readable exported

database further constrained database-level comparison.

The experiment used controlled accounts and synthetic forensic markers rather than
third-party private conversations. Evidence was collected only for the research task and
preserved in structured directories. Ethical reporting also requires avoiding exaggerated
claims. The study therefore states that original deleted text was not recovered through
the selected methods rather than claiming permanent deletion, and it separates deletion

indicators from recovered content.
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Chapter 4: Design Process

This chapter explains how the two experiments were planned and designed to examine
digital evidence from Google Chat, WhatsApp and Telegram. It covers the selection of
forensic tools, the organisation of evidence, and the steps planned for collecting and

comparing data before and after deletion.

4.1 Design Objectives

The experiment was designed around three practical requirements: the activity had to be
controlled, each acquisition had to remain separate, and the same general process had to
be applied to Google Chat, WhatsApp and Telegram. The design also needed to
preserve evidence integrity while remaining realistic for a non-rooted Android

emulation environment.

Design requirement Implementation

Unique Forensic identifiers were used for

Kn id )
own evidence controlled items.

Known deletion point Deletion actions and times were recorded.

Before and later acquisitions were stored

Evidence separatlon in different folders.

Integrity SHA-256 manifests were generated.

Equivalent evidence types were tested
across the three apps.

Cross-app comparison

Table 4: Design requirements and controls

Experiment 1 was designed as a simple controlled text-deletion test. Five text messages
and one image were created for each application, with the first text marker selected for
deletion. This provided retained messages as internal controls while limiting the
deletion event to one target. The design exposed an important limitation: shared-storage
keyword searches could be negative even before deletion. Consequently, Experiment 2
was designed to provide stronger observable controls through multimedia files and to

examine content types that are more likely to leave shared-storage artifacts.

Experiment 2 therefore required four evidence classes which are text, image, document
and voice/audio with a sequential deletion schedule. All evidence had to be present in
the Before state. Each deletion then had to be followed immediately by a new
acquisition and manifest comparison. This made the experiment more diagnostic

because it could identify the interval in which a file-level change first appeared.
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4.2 Platform and tool selection

BlueStacks was retained as the Android platform because it provided a controlled and
repeatable environment in which the three applications could be installed and accessed
through ADB. Using one emulator reduced hardware variability and allowed the same
host-side directory structure and acquisition commands to be reused. The trade-off is
that emulator behavior is not automatically representative of every physical Android

handset, so the design explicitly limits generalization.

ADB was selected as the principal acquisition interface because it exposes both
successful and unsuccessful access attempts clearly. Shared storage could be copied
with adb pull, while private directory checks documented permission boundaries.
PowerShell provided reproducible command execution, hashing and logging. Autopsy
was selected for logical-file examination and keyword searching. DB Browser for
SQLite was included as a conditional tool rather than a mandatory stage: it would be

used only if a readable SQLite database was acquired.

Database analysis was included only where readable data was available. This allowed
each application to be examined using the evidence that could be acquired without
assuming that the same level of database access would be possible across all three

applications.

4.3 Evidence naming and folder structure

Unique marker naming was used to minimize ambiguity. Experiment 1 markers
followed application prefixes such as GCHAT, WA and TG with numeric suffixes.
Google Chat used FORENSIC_GCHAT_001 through _005, WhatsApp used

FORENSIC_WA_001 through _005, and Telegram used FORENSIC_TG_001

through _005. Experiment 2 added content-type identifiers, for example
FORENSIC TG IMAGE 002.jpg and FORENSIC WA DOC 001.pdf. This scheme
allowed a filename or keyword hit to be associated immediately with the correct
application and experiment. As already shown in Figure 9, Figure 10, Figure 11 for

Experiment 1 and in Figure 13, Figure 14, Figure 15 for experiment 2

27



[ Android Messaging Forensics X =+

€« 5 4 ¢ [ > ThisPC > NewVolume(D) > UWTSD > Android Messaging Forensics > Search Android Messaging Forensics
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Figure 17: Android_Messaging_Forensics project folder

The following Figure 17 shows that the location and the name of the folder is.
Controlled identifiers made it possible to search for specific test items without relying
on ordinary conversation text. Experiment 1 remained in the original application
working folders because it was completed first. Experiment 2 was later placed inside a
dedicated Experiment 02 Multimedia Deletion folder. The original working structure

was preserved because logs, commands and analysis records refer to those paths.

The evidence directory design used application-specific roots and separate Experiment
2 folders. Within Experiment 2, Before, After Image Deletion,
After Document Deletion, After Voice Deletion and After Text Deletion were kept
separate. Additional folders were reserved for hashes, screenshots, test files, logs,

database-related material and Autopsy cases.
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Figure 19: Google Chat Folder Environment for Experiment 2
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Figure 23: WhatsApp Folder Environment for Experiment 2

From Figure 18 to Figure 23, illustrates how the evidence folders were organised for

each application and experiment.

4.4 Experiment 1 design
Experiment 1 established the initial text-deletion workflow. Controlled messages were
created, a Before acquisition was preserved, one selected text message was deleted, and

an After acquisition was collected. The intention was to look for message content,
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deletion indicators and file-level differences. The same broad idea was used for all three

applications, although the evidence available from each application differed.

4.5 Experiment 2 design

Experiment 2 was designed after the first experiment to give a clearer view of
multimedia deletion. Instead of deleting several evidence types together, one item was
deleted at a time. A fresh shared-storage acquisition followed each deletion. This
provided a temporal sequence and reduced the risk of wrongly linking a file-system

change to the wrong deletion event.

Stage State of controlled evidence

Before Text, image, document and voice present
. Image deleted in app,

After Image Deletion other controlled items still present

After Document Deletion Image and document deleted

After Voice Deletion Image, document and voice deleted

After Text Deletion (Final) All four controlled items deleted in app

Table 5: Experiment 2 staged evidence states

Table 5 shows the evidence state at each stage of Experiment 2.
4.6 Hashing and Comparison Design

SHA-256 was selected for integrity documentation and file comparison. Each
acquisition was converted into a manifest of relative paths and hashes. Comparisons
produced three categories: removed paths, added paths and changed paths. A direct
Before then After comparison was retained in addition to sequential comparisons. The
design explicitly avoids equating additions with deletion artifacts. Exact file checks
were added where a controlled artifact could be identified confidently. Targeted hash
checks were also planned for controlled files that could be identified in the acquired
evidence. These checks supported the wider manifest comparison by confirming

whether specific files remained unchanged between acquisition stages.
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Figure 24: Hash (SHA-256) View

Figure 24 shows an example of a SHA-256 manifest used for file comparison.

4.7 Autopsy and database Analysis Design

The analysis used two complementary views. First, hash manifests were compared to
identify files that were added, removed or changed. Second, Autopsy was used to search
the acquired data for the controlled identifiers or known filenames. Where a readable
database existed, SQLite examination was used to interpret records that were not visible
as ordinary shared-storage files. This combination avoided relying on only one forensic
tool. The same ingest modules were selected for Experiment 2 across applications to
reduce analysis variability. Searches used exact markers and, where necessary, exact
application-generated filenames. Positive results were recorded by count and location;
negative results were recorded without being converted into claims of permanent

absence.
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Figure 25 shows the data source type selected for the Autopsy examination.
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Figure 27: Autopsy Configuration Ingest 2

After seeing Figure 26 and Figure 27, show the ingest settings selected for the
examination.

Google Chat Experiment 1 allowed SQLite examination of topic messages. The
tombstone record was documented using raw fields such as delete time, is_tombstone
and tombstone metadata. WhatsApp's .cryptl4 was not opened as if it were plaintext
SQLite because no key had been acquired. Telegram's Backup Manager success was

documented without claiming that a readable database had been produced.
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Figure 28: DB Browser for SQLite View

Figure 28 shows the DB Browser for SQLite interface used for readable database

examination.

This design separates tool capability from evidence availability. DB Browser is useful
only when the input is a readable database. Autopsy can index accessible files but
cannot search data that was never acquired. ADB can copy accessible shared storage but
cannot be described as a physical acquisition. These boundaries became part of the

experiment design rather than after-the-fact caveats.

4.8 Design evaluation and transition to implementation

The revised design improved on Experiment 1 in three ways. First, multimedia evidence
provided stronger positive controls than text markers that were not visible in shared
storage before deletion. Second, sequential acquisition made the timing of file-level

changes observable. Third, expanded logging and hashing created a clearer audit trail.

The design still retained limitations. It did not obtain full private-storage access, did not
create matched readable Before and After private databases for all applications, and did
not use repeated independent emulator instances. These limitations were accepted
because the research objective was to compare evidence available through the selected

methods rather than to exhaust every forensic acquisition technique.
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The implementation chapter applies this design to the actual recorded evidence. It
reports exact file counts, hashes, Autopsy results and access outcomes, while keeping
the distinction between observation and interpretation established during the design

phase.
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Chapter 5: Implementation

This chapter describes how the two experiments were carried out using the BlueStacks
Android emulator. It explains the steps taken to collect, preserve and examine evidence
from Google Chat, WhatsApp and Telegram using ADB, Autopsy, DB Browser for
SQLite and SHA-256 hashing.

5.1 Environment configuration and evidence handling

The implementation began by connecting ADB to the BlueStacks emulator at
127.0.0.1:5555 and confirming that the device was listed. The recorded application
packages were com.google.android.apps.dynamite for Google Chat, com.whatsapp for
WhatsApp and org.telegram.messenger for Telegram. Application-specific evidence
directories under D:\UWTSD\Android Messaging Forensics were used to keep the

three platforms separate.

For each experiment, accessible shared storage was acquired using adb pull /sdcard/ to a
stage-specific destination. PowerShell was used to generate SHA-256 manifests and
compare acquisitions. Experiment 2 additionally used Start-Transcript, CSV experiment
logs and command-history preservation. The transcript was not stopped until all planned

commands were complete, after which the finalized transcript was hashed separately.

Autopsy 4.23.1 was used with Logical Files data sources. In Experiment 2, the ingest
configuration was kept consistent: File Type Identification, Embedded File Extractor,
Picture Analyzer, Keyword Search, Android Analyzer (aLEAPP) and Android Analyzer.
DB Browser for SQLite was used only for the readable Google Chat Experiment 1

database.

5.2 Google Chat Experiment 1 implementation

For Google Chat, the shared-storage acquisition did not reveal the controlled deleted
text through Autopsy keyword searching. A backup-derived readable database,
dynamite.db, was later examined in DB Browser for SQLite. The following Table 6

shows the outcome

Application Experiment 1 database outcome

Readable dynamite.db; deletion-related
Google Chat tombstone identified

Table 6: Experiment I database-level implementation outcome 1

38




F- BlueStacks App Player ) Play & Win

= Search in chat

R :O testmail.1003174@gmail.com

Home X Thread [

@ History is on

testmail.1003174@gmail.com Yesterday Messages sent with history on are saved

You: Sent an image
Yesterday

8 Message deleted by its author  Now

Yesterday 4:38 PM

FORENSIC_GCHAT 002

]

FORENSIC_GCHAT_003
FORENSIC_GCHAT_004
FORENSIC_GCHAT_005

Yesterday 4:52 PM

History is on

11:27 AM
07-Sep-26

. ! ’
Q Search e - A @ DD @49%

Figure 29: Experiment 1 Google Chat View

Figure 29 demonstrates the Google Chat conversation after the controlled text
message was deleted.
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Figure 30: Experiment 1 Google Chat csv details

Five text messages were sent on 6 September 2026 from 4:37 PM to 4:41 PM, followed
by FORENSIC GCHAT IMAGE 001 at 4:51 PM. FORENSIC GCHAT 001 was
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deleted on 7 September at 11:27 AM. The Before and After shared-storage manifests

each contained 77 records, and corresponding relative paths and hashes matched.
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Figure 31: Running run-as command

Figure 31 shows that Private access attempts returned permission errors and run-as
failed. Backup-related work nevertheless produced googlechat backup.ab and a
readable dynamite.db. The backup file was hashed as
57D244C8D4630C0683EDSDB36E9DCF3DABFC57167BCBBC0786B5B6F1BDD6
DCCA, and dynamite.db as
628 A35FEA8ASF47B669ABIBCE200FADIE84A9239B5539700A4D5SD897F780B66
2.

3 DB Browser for SQLite - DAUWTSD\Android_Messaging Forensics\Google_Chat\dynamite.db - 8 X
File Edit View Tools Help
New Database (g3} Open Database Revert Changes Undo JOpen Project [ [jSave Project - [ Attach Database 3§ Close Database
BrowseData  Edit Pragmas  Execute SQL Edit Database Cell 8 x
m e = Mode: Text = )
sBlB@ » M BEe =
NULL
SQLI* @
1 SELECT
5 i
3
4
5
6
7
8
9 ombstone_metadata_hex
10
1
row_id id text_body create_time update_time delete_time is_tombstone  tombstone_metadata_hex
113 JoDT3834Tbc 1788709024851101 0 1788776826616591 1 0801 Apply
|24 0oimuelBJp0 FORENSIC_GCHAT 002 1788709086101247 1788709086101247 0 e 8 x
i3 6 TBf-6FvXZsI FORENS AT_003 1788 88709144327839 0 Identity Select an identity to connect Upload
la s MZQnK4OKzKo FORENSIC_GC 17 09205093359 0 e | Locsl | | Current Database
‘5 10 Gv40b-E1FmE FORENSIC_GCHAT_005 17887092 0
|6 12 17887099212 0
i Name Last modified Size

create_time

data) AS tombstone_metadata_hex

SQLlog  Plot  DBSchema  Remote

-~
22°¢ ] 0 X 7 _ ) . 3 = 4 01:09 PM
&N BB Q Search e/s M AR Do % e

Figure 32: Google Chat tombstone record in DB Browser for SQLite

In DB Browser Figure 32, topic messages contained visible records for
FORENSIC GCHAT 002, FORENSIC GCHAT 003, FORENSIC GCHAT 004 and
FORENSIC GCHAT 005. A separate record had row _id 13, id JoDT3834Tbc, empty
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text body, create time 1788709024851101, delete time 1788776826616591,
is_tombstone 1 and tombstone metadata 0801. The database therefore exposed a
deletion-related tombstone, but not the original text of the deleted controlled message.
Exact Autopsy searches for FORENSIC GCHAT 001 returned no result in both shared-
storage states. The following Figure 33 shows the query.
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Figure 33: Google Chat SQL query

5.3 WhatsApp and Telegram Experiment 1 implementation

For WhatsApp, the available shared-storage database was msgstore.db.cryptl14. It was
preserved and hashed, but it could not be treated as a readable SQLite database without
the required decryption material. For Telegram, Backup Manager reported successful
package processing, but no readable private message database was obtained. These
outcomes were documented rather than forcing the same database-analysis method onto

all three applications.

Application Experiment 1 database outcome

Encrypted msgstore.db.cryptl4; not

WhatsApp readable as normal SQLite evidence

No readable private message database

Telegram acquired

Table 7: Experiment 1 database-level implementation outcome 2
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Figure 34: Acquisition of the encrypted WhatsApp database during Experiment 1

Figure 34 shows the successful acquisition of the WhatsApp database file
(msgstore.db.crypt14) using ADB. The file was preserved in the Before Deletion folder.
As the acquired database was encrypted, it could not be examined as readable SQLite

data without the required decryption material.
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Figure 35 and Figure 36 shows the Before and after view.
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Figure 37: Log file of WhatsApp Experiment 1

According to Figure 37 WhatsApp Experiment 1 created FORENSIC WA 001 through
005 and an image. The BEFORE acquisition contained 80 files and 15,574,102 bytes.
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FORENSIC WA 001 was deleted at 6:37 PM on 7 September using Delete for me. The
AFTER acquisition contained 88 files and 15,730,530 bytes. Manifest comparison

recorded 80 unchanged corresponding paths, 8 additions, 0 removals and 0 changes.
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Figure 38: Hash Verification of WhatsApp Experiment 1

A shared-storage msgstore.db.crypt14 was separately preserved before deletion. It was
29,079 bytes with SHA-256
A43A986AABAE4ECD63C5204761740E0SEESD76E044BOEF19C32E0460ABEBFE
43. The later captured copy had the same hash. Private access was denied, run-as failed,
and the WhatsApp package backup was rejected by the transport. Autopsy did not find
FORENSIC WA 001 in either the Before or After acquisition. Figure 38 shows the
hash verification of the preserved WhatsApp database.
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Figure 41: Telegram After text deletion Experiment 1

Telegram Experiment 1 used FORENSIC TG 001 through 005 and an image. Before
contained 100 files and 23,987,305 bytes. FORENSIC TG 001 was deleted at 7:45 PM
using Only me. After contained 119 files and 27,171,662 bytes. The comparison

recorded 19 additions, consisting of 16 .tgs and 3 .pcache? files, with 0 removed and 0

changed. Which is shown in Figure 39, Figure 40, and Figure
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Figure 42: Autopsy Result of Telegram Experiment 1

Private access was denied and run-as failed. Backup Manager reported Telegram
package Success, but no readable message database or exported backup was obtained.
Autopsy returned no result for the deleted marker in either state. Which is demonstrate

in Figure 42.

5.4 Experiment 2 implementation

Experiment 2 used four controlled evidence types for each application. After the Before
acquisition, each evidence type was deleted in the planned order and /sdcard/ was
acquired again. Separate hash manifests were generated for each state. The final
analysis compared both consecutive stages and the original Before state with the Final

state.
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5.5 Google Chat implementation
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Figure 43: Google Chat Log File Analysis for Experiment 2

illustrates that
FORENSIC GCHAT TEXT 006,

Figure 43

Google

Chat Experiment 2 used

FORENSIC_GCHAT IMAGE 002.jpg,

FORENSIC GCHAT DOC 001.pdf and FORENSIC GCHAT VOICE 001. The
items were sent on 16 September 2026 between 4:30 PM and 4:39 PM. Deletion

occurred sequentially: image at 5:25 PM, document at 5:36 PM, voice at 5:43 PM and

text at 5:52 PM.

The Before acquisition and all four post-deletion acquisitions each contained 125 files

and 28,169,545 bytes. Every adjacent comparison produced, 0 removed, 0 added and 0

changed files. Direct Before then Final comparison also produced 0/0/0. These results

provide clear file-system observation: the acquired shared-storage collection did not

change at the file level during the controlled deletion sequence.
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Figure 45: Google Chat After Autopsy Evidence Experiment 2

Autopsy found the image marker in Before and Final and found the PDF in Before and
Final. The text marker was not found in either state. No corresponding controlled voice
file was identified in the acquired shared storage. The final image SHA-256
CI9E486A27B5A6897C02D53CBC2EB06B1A86098FE2ABDB19FCDC412220275B7
EC matched the original. The final PDF SHA-256
08A4ABE(09BC095D7545729590AD219E84123595E2318D41BD9A1B5SDF6F39BB7
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5 also matched the original. The implementation therefore confirmed byte-for-byte

persistence of those two shared-storage test files.

5.6 WhatsApp implementation
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Controlled Experiment 02 text message
Controlled Experiment 02 image
Controlled Experiment 02 WhatsApp voice message

Controlled Experiment 02 PDF document

Isdcard/ acquired before any Experiment 02 deletion; 133 files; 29129009 bytes: SHA-256 manifest contains 133 rec
Preserved /sdcard/WhatsApp/Databases/msgstore.db.crypt14 before Experiment 02 deletions; size 29079 bytes; SH
Directaccess to - denied. run-as com.whatsapp failed
bmegr backupnow com.whatsapp was attempted before any Experiment 02 deletion. Backup Manager reported: Pack

returned

Controlled local deletion; document, voice/audio and text evidence remained present
After local deletion of FORENSIC_WA_IMAGE_002.jpg using Delete for me: /sdcard/ acquisition contained 134 files a
After deletion of FORENSIC_WA_IMAGE_002.jpg, /sdcard/WhatsApp/Databases/msgstore.db.cryptl4 was preserved
Controlled local deletion; voice/audio and text evidence remained present

After local deletion of FORENSIC_WA_DOC_001.pdf using Delete for me: /sdcard/ acquisition contained 134 files and|
After deletion of FORENSIC_WA_DOC_001.pdf, /sdcard/WhatsApp/Databases/msgstore.db.crypt14 was preserved;

Controlled local deletion; text evidence FORENSIC_WA _TEXT_006 remained present

After local deletion of FORENSIC_WA_VOICE_001 using Delete for me: /sdcard/ acquisition contained 133 files and 2
After deletion of FORENSIC_WA_VOICE_001, /sdcard/WhatsApp/Databases/msgstore.db.crypt1d was preserved; si.

Final controlled Experiment 02 deletion; image, document and voice/audio had already been deleted locally

After local delstion of FORENSIC_VVA_TEXT_006 using Delete for me: /sdcard/ acquisition contained 133 files and 291}
After deletion of FORENSIC_WA_TEXT_006, /sdcard/WhatsApp/Databases/msgstore.db.cryptl4 was preserved; size|
Direct SHA-256 manifest comparison between Experiment 02 BEFORE and final After Text Deletion states: BEFORE .
Autopsy4.23.1 analysis of preserved Experiment 02 BEFORE and FINAL /sdcard/ acquisitions using equivalent ingest

Figure 46: WhatsApp Log File Analysis for Experiment 2

According to Figure 46, WhatsApp Experiment 2 used FORENSIC WA TEXT 006,
FORENSIC WA IMAGE 002.jpg,
FORENSIC WA DOC 001.pdf. The evidence was sent between 7:15 PM and 7:27 PM.
Image was deleted at 7:37 PM, document at 7:44 PM, voice at 7:49 PM and text at 7:55

PM, each using Delete for me.

FORENSIC_ WA_VOICE 001
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Figure 48: After Deletion of Document in WhatsApp in Experiment 2
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Figure 50: After Deletion of Text in WhatsApp in Experiment 2
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Figure 51: After Deletion of Voice in WhatsApp in Experiment 2

According to Figure 47 to Figure 51 shows that acquisition results at each stage of
WhatsApp Experiment 2. Before contained 133 files and 29,129,009 bytes. After Image
contained 134 files with the same total bytes. The one addition was
WhatsApp\Media\.Statuses\.nomedia, a zero-byte file. After Document remained 134
files with no file-level changes. After Voice fell to 133 files and 29,103,603 bytes. The
removed file was WhatsApp\Media\WhatsApp Voice Notes\202638\PTT-20260916-
WAO0001.opus, 25,406 bytes, SHA-256
FDDBB3BCOE6CF59ABC224CD27B7EB7ABASD3EDF7C2EC8E282C832D084152

329C. The reduction in total bytes matched the removed voice-note size. After Text

produced no additional file-level changes.
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Figure 52: WhatsApp voice evidence before deletion for Experiment 2
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Figure 53: WhatsApp final search after voice deletion for Experiment 2

According to Figure 52 and Figure 53 it shows that, Autopsy found the exact voice

filename once in Before and no result in Final, corroborating the manifest comparison.

The controlled image remained discoverable, and the document produced three results

in both Before and Final. The text marker was not found in either state. The shared-

storage msgstore.db.crypt14 remained unchanged from Experiment 1 and was treated as

stale rather than as a current readable message.
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5.7 Telegram implementation
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Figure 54: Telegram Log File Analysis of Experiment 2

Figure 54 records the controlled activity in Telegram Experiment 2. Telegram
Experiment 2 used FORENSIC TG TEXT 006, FORENSIC TG IMAGE 002.jpg,
FORENSIC TG _VOICE 001 and FORENSIC TG DOC 001.pdf. The evidence was
sent between 8:44 PM and 8:48 PM on 16 September. The image was deleted at 9:02
PM, document at 9:04 PM, voice at 9:07 PM and text at 9:10 PM using Delete only for

me.
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The following Figure 55 and Figure 56 shows the Before and After found the voice file.

The Before /sdcard/ acquisition contained 143 files and 31,088,978 bytes. After Image

contained 148 files and 33,185,981 bytes, with 0 removed, 5 added and 0 changed. The

additions were .pcache2

artifacts

under

Android/data/org.telegram.messenger/cache/acache/. After Document, After Voice and

After Text each remained at 148 files and 33,185,981 bytes with 0 removed, 0 added
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and 0 changed relative to the previous stage. Direct Before then Final comparison was

143 then 148 files with 0 removed, 5 added and 0 changed.

The controlled voice marker was not present in the filename, so the Before Telegram
Audio directory was examined. Manual playback confirmed that 1789587973281 -
2147483648 -210005.0gg contained the controlled voice phrase. The file was 65,525
bytes in Before and Final and had identical SHA-256
487E9FFDI9D54554F5A05CD05738CD447EBA114E7FB65559E3AB44E38E1523D2

D. Autopsy found the verified filename once in both cases.

Autopsy also returned no result for the text marker, one result for the image in each
state, and two results for the PDF in each state. Direct private database access returned
Permission denied, run-as failed, and Backup Manager reported package and overall
Success. No readable private database or exported backup was acquired, so the success

result was documented without treating it as database recovery.

5.8 Implementation summary

C . Image after Document .
Application deletgion after deletion Voice result Text marker
No
corresponding Not found
Google Chat Persisted Persisted shared-storage Before or
voice file Final
identified
Verified .opus Not found
WhatsApp Persisted Persisted removed after Before or
voice deletion Final
Verified .ogg Not found
Telegram Persisted Persisted persisted Before or
unchanged Final

Table 8: Main Experiment 2 implementation observations

The implementation produced two complementary evidence sets. Experiment 1
established the initial text-deletion comparison and exposed application-specific
differences in database accessibility. Experiment 2 provided a more detailed multimedia

comparison and isolated each deletion event through sequential acquisition.

The evidence collected during implementation provides the basis for the comparison
and interpretation presented in Chapter 6. The next chapter evaluates these findings

while considering the limitations of the acquisition methods used.
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Chapter 6: Evaluation of Results

This chapter discusses the findings from the two experiments and what they show about
the evidence left behind after deletion. It compares the results from Google Chat,
WhatsApp and Telegram, highlights the challenges faced during the investigation, and

explains how the findings relate to the research objectives.

6.1 Evaluation framework

The results are evaluated against the study's practical objectives rather than against an
assumption that deleted messages must be recoverable. Three dimensions are used:
evidence availability, evidence change after deletion, and interpretive strength.
Evidence availability asks what was actually acquired and readable. Evidence change
asks whether controlled deletion corresponded with observable file or database changes.
Interpretive strength asks whether an observation supports original-content recovery, a

deletion indicator, file persistence, file removal or only a limitation.

This framework is necessary because the applications produced different forms of
evidence. Google Chat Experiment 1 produced a readable SQLite database with a
deletion-related tombstone. WhatsApp preserved encrypted database material but not a
usable decryption key. Telegram's Backup Manager operation succeeded without
yielding a readable message database. Experiment 2 then showed different multimedia
behavior in shared storage. Comparing these results as if they were equivalent

“recoveries” would obscure the actual forensic value of each observation.

The evaluation therefore separates positive evidence from absence of evidence. A
positive hash match can demonstrate that a known file remained unchanged. A removed
relative path can demonstrate that a file present in one acquisition was absent from the
next. A negative keyword search cannot demonstrate permanent deletion when the

marker was also absent in BEFORE or when private storage was not acquired.

6.2 Google Chat Evaluation

Google Chat produced the strongest database-level evidence in Experiment 1 because
dynamite.db was readable. The tombstone record contained a populated delete time,
is_tombstone=1 and empty text body. These fields are consistent with a deletion-related

state in the acquired database. However, the original deleted marker was not recovered
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from that record, and the available evidence did not independently establish a definitive
mapping between the tombstone identifier and FORENSIC GCHAT 001. The correct

evaluation is therefore deletion-related artifact identified, original text not recovered.

The Experiment 1 shared-storage comparison was comparatively uninformative for text
deletion. Both manifests contained 77 records with matching corresponding paths and
hashes, and Autopsy did not find the deleted marker in either BEFORE or AFTER.
Because the marker was not positively observed in BEFORE shared storage, its absence

in AFTER cannot be attributed to deletion.

Experiment 2 strengthened the Google Chat evaluation for multimedia. All five
acquisitions contained 125 files and 28,169,545 bytes, and every comparison produced
0 removed, 0 added and O changed. The controlled image and PDF remained
discoverable in Autopsy, and their final hashes matched the originals. This is strong
evidence that those particular shared-storage copies persisted byte-for-byte through the
deletion sequence. The text marker remained absent in both states, while no
corresponding voice file was identified. Thus, Google Chat showed stable shared-
storage multimedia evidence under the tested conditions, but the private message state

remained largely outside the Experiment 2 acquisition scope.

6.3 WhatsApp Evaluation

WhatsApp Experiment 1 demonstrates the limitation created by encrypted evidence.
The preserved msgstore.db.cryptl4 had a stable SHA-256 value, but without the
necessary key it could not be examined as plaintext SQLite. The package-specific
Backup Manager operation was rejected. Private access and run-as also failed.
Consequently, the experiment could preserve and characterize the encrypted file but

could not compare readable message records before and after deletion.

The Experiment 1 shared-storage manifest changed from 80 to 88 files, but there were
no removals or changed corresponding files. The eight additions could not be attributed
automatically to the deletion. Autopsy did not find FORENSIC WA 001 in either state.
This means the first experiment did not provide direct shared-storage evidence of the

text deletion.

Experiment 2 produced a substantially stronger file-level result. The controlled voice-

note file PTT-20260916-WAO0001.opus was present before voice deletion and was the
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only removed file in the After Document then After Voice comparison. Its size was
25,406 bytes, and the total acquisition size decreased by exactly the same amount.
Autopsy independently found the filename in Before and not in Final. These mutually
consistent observations support a strong conclusion that the acquired shared-storage

copy disappeared during the interval containing the controlled voice deletion.

By contrast, image and document evidence remained discoverable after their local
deletion, and text deletion produced no detectable shared-storage file-level change. The
zero-byte .Statuses\.nomedia addition occurred earlier but cannot be assigned causally
to image deletion. WhatsApp therefore demonstrates content-type-dependent behavior

within the tested shared-storage environment.

6.4 Telegram Evaluation

Telegram Experiment 1 provided no readable private database despite successful
Backup Manager processing. This is a useful methodological result because it shows
why process success and evidence usability must be distinguished. The Before-to-After
shared-storage comparison recorded 19 additions and no changes. The additions were
cache or animation-related files, and no evidence established that the controlled text

deletion caused them. Autopsy did not find the target marker in either state.

Experiment 2 provided stronger positive multimedia controls. The controlled image was
found once in both Before and Final, the PDF twice in both states, and the verified
voice .ogg once in both states. The voice file was particularly informative because
manual playback associated the application-generated filename with the controlled
recording. Its size and SHA-256 were identical in Before and Final. This supports byte-
for-byte persistence of the acquired shared-storage voice artifact after Delete only for

me.

The direct Before then Final comparison showed 0 removed, 5 added and O changed.
The five additions first appeared between BEFORE and After Image and were .pcache2
files. Because they persisted through later stages and no controlled file was removed,
they are best interpreted as temporally associated cache activity rather than proven
deletion artifacts. The text marker was not found in either Autopsy case, so the

experiment cannot evaluate text persistence through shared-storage keyword search.
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6.5 Cross-Platform comparison

Measure Google Chat WhatsApp Telegram
Before then Final | 155 155 133 — 133 143 — 148
file count
Removed files 0 1 controlled voice 0
file
Added files 0 1 .nomedia > peache? cache
files
Changed files 0 0 0
Controlled image Persisted Persisted Persisted
Controlled Persisted Persisted Persisted
document
No corresponding .
Controlled voice shared-storage file | Removed Persisted
) . unchanged
identified
Readable Readable Google Encrvpted crvoild No readable private
private/message DB | Chat DB available typ b message DB
. . only .
evidence in Exp. 1 acquired

Table 9: Cross-platform comparison of the main findings

Table 9 compares the main findings from Google Chat, WhatsApp and Telegram. The

results show that the controlled image and document remained in the acquired shared

storage for all three applications, even after they were deleted from the chats. However,

the voice files showed different results. The WhatsApp voice file was removed from the

acquired shared storage, while the Telegram voice file remained unchanged. No

corresponding shared-storage voice file was identified for Google Chat. The table also

shows that access to private message databases was different for each application. These

findings highlight why the results need to be examined separately for each application

and why deleting content from a chat does not always mean that its associated files have

been removed from accessible storage.
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Figure 57: Cross-platform Experiment 2 comparison

Figure 57 compares the total number of files collected before and after the deletion
stages in Experiment 2. Google Chat remained at 125 files, while WhatsApp remained
at 133 files because one controlled voice file was removed and one .nomedia file was
added. Telegram increased from 143 to 148 files due to five additional cache files. The
chart shows the overall file counts, while Table 9 provides further details about the

individual file changes and the controlled image, document and voice evidence.

6.6 Research objectives and interpretation

The project achieved its central objective of identifying and comparing accessible
forensic artefacts from three Android messaging applications. It also demonstrated that
the ability to analyse an artefact depends heavily on where it is stored and whether the
acquisition method can access it. Google Chat allowed database-level interpretation in
Experiment 1, whereas WhatsApp and Telegram were more restricted at that level.
Experiment 2 provided a more balanced file-level comparison because the same staged

deletion design was applied across all three applications.

The results should not be read as a ranking of the applications or as a claim that one
application permanently retains or securely removes all deleted content. They describe
the behaviour observed in this BlueStacks-based environment, with these app versions,

controlled test data and acquisition methods.
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6.7 Limitations

Limitation Effect on interpretation

Private application storage was not equally

Non-rooted emulated environment :
accessible.

The available crypt14 database could not

WhatsApp encryption be examined as readable SQLite evidence.

Equivalent database-level comparison with

Telegram private DB unavailable Google Chat was not possible.

Findings do not describe all private, cloud

Shared-storage focus in Experiment 2 or server-side artefacts.

Results should not automatically be
Single controlled environment generalised to every Android
device/version.

Table 10: Main limitations of the study

Table 10 shows the main limitations of this study and how they affected the results. The
experiments were carried out using a non-rooted BlueStacks emulator. This made it
easier to control the testing process, but it also limited access to some private

application files.

The WhatsApp database was encrypted, and the required decryption key was not
available. Because of this, I could not examine its message records using DB Browser
for SQLite. I also could not obtain a readable private message database from Telegram.
This meant that I could not compare the internal databases of all three applications in

the same way.

In Experiment 2, I mainly examined files collected from accessible shared storage. I
compared the files before and after deletion using their names, sizes and SHA-256
hashes. However, this method did not provide access to all private files or data stored in
the cloud. Therefore, if a file was not found in the collected evidence, it did not

necessarily mean that the file had been permanently deleted.

Finally, the experiments were carried out in one emulator using specific application
versions. The results may be different on a physical Android phone or when using other
application versions. For this reason, the findings should be understood within the

conditions of this study.
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Chapter 7: Conclusion and Recommendations

This research examined Google Chat, WhatsApp and Telegram through two controlled
Android messaging-forensics experiments in a BlueStacks environment. The work
focused on what could be acquired and interpreted through ADB-accessible shared
storage, Autopsy examination, SHA-256 comparison and, where possible, SQLite
analysis. Experiment 1 tested controlled text-message deletion. Experiment 2 extended
the investigation to image, document, voice/audio and text evidence using sequential

deletion and acquisition.

The study's central conclusion is not that one application is universally more or less
recoverable. Instead, it demonstrates that forensic evidence availability depends on
application storage behavior, content type, encryption, permissions and the acquisition
method used. The three applications exposed materially different evidence under the

same broad workflow.

The research also demonstrates the importance of terminology. A backup command
reporting success is not automatically a readable backup. An encrypted database file is
not automatically analyzable. A tombstone is not the same as the original deleted
message. A negative search result is not proof of permanent erasure. These distinctions

shaped both the findings and the recommendations.

7.1 Conclusion for Google Chat

Google Chat provided the most significant database-level deletion artifact in
Experiment 1. The readable dynamite.db contained a tombstone with is_tombstone=1, a
populated delete time and empty text body. This supports a finding that deletion-
related state existed in the acquired database. However, the original deleted text was not
recovered, and the available record did not independently prove a definitive mapping to
FORENSIC GCHAT 001. The conclusion must therefore remain narrower than

“deleted message recovered.”

The Experiment 1 shared-storage evidence did not show a deletion-linked change.
BEFORE and AFTER manifests each contained 77 corresponding records with
matching hashes, and the controlled deleted marker was not found in either Autopsy
search. The database evidence was therefore more informative than the shared-storage

evidence for text deletion.
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Experiment 2 produced a different but complementary result. All five Google Chat
shared-storage acquisitions contained 125 files and the same total byte count, with 0
removed, 0 added and 0 changed at every stage. The controlled image and PDF
remained discoverable, and their final hashes matched the originals. Within the acquired
shared storage, those files therefore persisted byte-for-byte after deletion. No equivalent
voice file was identified, and the text marker remained undiscoverable. Google Chat
consequently illustrates both the value of readable database evidence and the limitation

of shared-storage-only text analysis.

7.2 Conclusion for WhatsApp

WhatsApp's principal Experiment 1 limitation was encryption and private-data access.
The preserved msgstore.db.cryptl4 was stable and could be hashed, but no decryption
key was acquired. The package-specific Backup Manager request was rejected, direct
private access was denied and run-as failed. As a result, no readable message database

was available for a database-level comparison equivalent to Google Chat.

Experiment 2 nevertheless produced one of the study's strongest shared-storage findings.
The controlled voice-note .opus was present before voice deletion, then removed in the
immediately following acquisition. Its 25,406-byte size exactly matched the reduction
in total acquired bytes, and Autopsy changed from one exact filename result in
BEFORE to no result in FINAL. This convergence of evidence supports a deletion-

linked disappearance of that shared-storage voice-note copy.

Image and document artifacts remained discoverable after Delete for me, and text
deletion produced no detectable file-level change. The .Statuses\.nomedia addition
cannot be assigned causally to deletion. The unchanged .crypt14 was treated as stale and
encrypted rather than as a current message snapshot. WhatsApp therefore demonstrates
why media evidence can sometimes provide stronger observable deletion behavior than

an inaccessible or encrypted message database.

7.3 Conclusion for Telegram

Telegram Experiment 1 did not yield a readable private message database. Backup
Manager reported package Success, but the outcome did not produce a readable

exported database suitable for SQLite examination. Shared-storage comparison showed
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additions but no removals or changed files, and the deleted text marker was not found in

either Autopsy state.

Experiment 2 provided clearer multimedia evidence. The controlled image remained
discoverable, the PDF remained discoverable in two shared-storage locations, and the
verified controlled voice .ogg remained present after Delete only for me. Manual
playback established the association between the application-generated .ogg filename
and the controlled recording. Before and Final copies were both 65,525 bytes and
shared the same SHA-256, providing strong evidence of byte-for-byte persistence of
that shared-storage artifact.

Five .pcache2 files appeared between Before and After Image, but the experiment
cannot establish that deletion created them. Later deletion stages produced no file-level
changes. The text marker remained absent from both Autopsy cases. Telegram therefore
demonstrates persistent shared-storage multimedia evidence under the tested local-
deletion workflow while also showing the limitation created by inaccessible private

message data.

7.4 Overall Contribution and Cross-Platform Conclusion

Contribution Practical value

Provides a repeatable way to compare text

Controlled two-experiment design and multimedia deletion.

Shows different observable storage

Cross-platform evidence comparison . :
behaviour across three messaging apps.

Uses SHA-256 manifests to support

I ity checki . . oo

ntegrity checking evidence comparison and traceability.
Records access restrictions and

Documented negative results unavailable databases rather than hiding

them.

Makes temporal interpretation of file

Staged deletion in Experiment 2 changes clearer.

Table 11: Main Contributions of the Project

The study therefore shows that application-interface deletion should not be assumed to
have one forensic meaning. It may correspond with removal of a shared-storage file,
persistence of a shared-storage file, a database tombstone, cache activity or no
observable change in the acquired evidence. The correct interpretation depends on the

evidence source and acquisition scope
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7.5 Recommendations

Future research could carry out the same experiments on a physical Android phone to
see whether the findings from BlueStacks are also found on a real device. BlueStacks
provided a controlled environment for this study, but a physical phone may store and
manage application data differently. Repeating the experiments on different phones and
Android versions would help show whether the results are consistent across different

devices.

Before carrying out experiments on a physical Android phone, future researchers should
prepare a separate experimental plan rather than assume that the BlueStacks procedures
will work in the same way. The plan should include selecting suitable forensic
acquisition methods, preparing controlled test data and documenting each stage of the
investigation. A pilot test could help identify technical problems and set realistic time
requirements before the main experiments begin. Researchers should also discuss the
proposed work with their supervisor and confirm whether additional ethical approval is
required. The findings from the physical phone could then be compared with the

BlueStacks results to identify similarities and differences.

Another area for future research is gaining more complete access to application data
through authorised forensic methods. In this study, access to private application storage
was limited. The WhatsApp database was encrypted, and a readable Telegram message
database could not be obtained. Future studies could use an authorised test environment
to collect readable databases before and after deletion. This would allow researchers to
compare message records in more detail and examine whether any information remains

after deletion.

The experiments could also be repeated several times for each type of content. Starting
with a fresh emulator environment or resetting the test device between trials would help
reduce the influence of earlier application activity. Repeating the tests would make it
easier to understand whether the same file changes happen each time or whether some

changes are caused by normal background activity.

Future research should also confirm that each test message or media file can be found in
the acquired evidence before it is deleted. In this study, the controlled text markers were
not found in the shared-storage evidence before deletion. For this reason, their absence

after deletion could not be directly linked to the deletion action. Finding the test data in
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the first acquisition would provide a clearer starting point for comparing the evidence

collected after deletion.

It would also be helpful to keep a more detailed record of when each experimental step
takes place. This should include the time a message is sent, the time it is deleted and the
start and end times of each acquisition. Researchers should also record the network
connection and whether the application is open or running in the background. These
details may help explain why certain files appear, change or disappear during the

experiments.

Finally, future studies should continue to organise and preserve the collected evidence
carefully. Evidence from each acquisition stage should be stored in a separate folder,
and SHA-256 hashes should be calculated to check file integrity. Command logs,
screenshots and file comparison results should also be kept so that another examiner can
follow the process. When reporting the findings, researchers should explain the
difference between recovering the original deleted content, identifying a deletion-
related record and finding a file that remains after deletion. This would help ensure that

the conclusions are clear and supported by the evidence collected.

7.6 Final Conclusion

This study examined what forensic evidence could be found after messages and
multimedia content were deleted from Google Chat, WhatsApp and Telegram in a
BlueStacks Android environment. Through the two experiments, I was able to compare
the evidence collected before and after deletion and understand some of the challenges

involved in examining messaging applications.

The findings showed that deleting something from an application does not always mean
that its associated files disappear from accessible storage. At the same time, finding a
remaining file or a deletion-related record does not mean that the original deleted
message has been recovered. This was an important distinction throughout the
investigation, particularly when some application data could not be accessed or

examined.

Although the study had limitations, the experiments provided a clear way to collect,
preserve and compare the available evidence. Keeping separate acquisition folders,

checking SHA-256 hashes and recording the results helped me understand the changes
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observed at each stage. Overall, this project shows why forensic findings must be based
on the evidence actually collected rather than assumptions about what deletion means.
Future research using physical Android phones and more complete acquisition methods

could help develop these findings further.
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Chapter 8: Reflection

When I started this project, I was mainly focused on completing the experiments and
producing a dissertation that explained my findings. My research examined what
happened to forensic evidence after messages and media files were deleted from Google
Chat, WhatsApp and Telegram in an Android emulator. I expected the practical work to
be challenging, but I did not realise how much planning, organisation and patience the

project would require.

As the work progressed, I learned more about myself as a student. I became more
confident in working independently, but I also recognised areas where I could improve,
particularly in managing my time, keeping records and reviewing my work. This
chapter reflects on those experiences and how I would approach a similar project in the

future.
8.1 Managing My Time

Time management was one of my main challenges. Initially, I planned to complete the
experiments before concentrating on the dissertation. I thought writing would be easier
once I had collected the results. However, preparing test data, acquiring evidence,

checking files and recording observations took longer than I expected.

When something did not work as planned, I sometimes spent too much time trying to
solve the problem. I wanted to complete each task before moving on, but this left less
time for other activities. Working on one application at a time helped me stay organised,

although I could have set clearer limits on how long to spend on individual problems.

I also underestimated the time needed for writing. My experimental notes were useful,
but turning them into clear explanations required careful thought. I had to decide what

belonged in each chapter and check that my descriptions matched the evidence.

If I started again, I would create a weekly schedule with smaller deadlines for reading,
experiments, analysis and writing. I would leave extra time for unexpected difficulties
and review my progress regularly. Most importantly, I would begin writing while the

practical work was taking place rather than leaving most of it until later.
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8.2 How My Study Skills Improved

The project improved the way I organise information. At first, I concentrated on
completing each experimental step without always considering how I would explain it
later. When I began writing, I realised that brief notes were not enough to describe every

decision or identify the evidence collected at a particular stage.

As the project progressed, I became more organised in the way I studied and completed
practical tasks. I learned to review my notes regularly and check my work before
moving on to the next stage. This helped me become more confident in managing a

large research project independently.

My academic writing also developed. Initially, I found it difficult to separate the
methodology, implementation and evaluation chapters because they all discussed the
same project. Through revision, I learned to explain the planned approach in the
methodology, describe the completed work in the implementation and discuss the

findings in the evaluation.

One area I could have improved was academic reading. I could have returned to
relevant literature more regularly during the experiments instead of focusing mainly on
practical tasks. In future, I would keep a reading log showing the main ideas from each
source and how they relate to my research. This would help me connect academic

knowledge with my own work more effectively.

8.3 What I Learned About the Way I Study

I learned that I work best when I divide a large task into smaller parts. Thinking about
the entire dissertation sometimes made the workload feel overwhelming. Focusing on

one experiment or section at a time helped me make steady progress.

I also realised that completing a task does not always mean I fully understand it. There
were times when I had finished an experimental step but struggled to explain why I had
taken that approach. Writing a short explanation immediately afterwards would have

helped me identify gaps in my understanding earlier.

Another important lesson was how I respond to unexpected results. At first, I found

unsuccessful acquisition attempts frustrating because I felt they were delaying my
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progress. Gradually, I became more comfortable recording what had happened and

considering what the available evidence could support.

This changed the way I viewed difficulties. I no longer felt that every experiment
needed to produce the result I expected. Understanding a limitation and explaining it
accurately could also contribute to the research. I want to carry this approach into future

academic and professional work.

8.4 Connecting Theory with Practice

Before starting the experiments, I had studied the importance of following a clear
research method and supporting conclusions with evidence. During the project, I saw

why these principles mattered.

For example, collecting evidence before and after deletion was only useful when I could
identify which files belonged to each stage. Clear records allowed me to compare the
acquisitions and explain the changes I observed. This showed me that documentation is

part of the investigation itself, not simply something to complete afterwards.

I also became more careful about interpreting results. When a search did not identify a
test message, | initially wanted to treat that as proof that the message had been removed.
However, I had to consider whether it might exist in storage I could not access. |

learned to distinguish between what I observed and what I could not determine.

Applying these principles helped me understand how the ideas I had studied relate to
decisions made during practical research. It also made me more confident in explaining

findings without making claims that went beyond the evidence.

8.5 How I Could Have Improved My Work

Looking back, I would spend more time preparing before beginning the main
experiments. A small pilot test could have helped me identify practical difficulties,

estimate how long each stage would take and decide what evidence I needed to collect.

I would also prepare a checklist for every experiment. It would include the actions to
complete, files to preserve, screenshots to capture and observations to record. Although
I organised my evidence as the project progressed, planning these details earlier would

have made the process more consistent.
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Another improvement would be to write a short summary at the end of each working
session. I would record what I completed, any unresolved problems and what I intended
to do next. This would make it easier to return to the work after a break and provide a

useful record when writing the dissertation.

I could also have asked for feedback earlier. In future, I would prepare specific
questions for my supervisor rather than waiting until a large section of work was
complete. This could help me identify problems with my approach or writing before

they affected later stages.

Finally, I would leave more time to review the dissertation before submission. This
would help me identify repeated explanations, correct mistakes and make sure that the

tables and figures match the discussion.

8.6 Conclusion

This project helped me become more confident in working independently, organising
information and responding when things did not go as expected. It also showed me that
I need to improve how I estimate the time required for practical tasks, connect my

reading with my research and begin writing earlier.

If I completed another project, I would follow a clearer schedule, keep detailed records
from the beginning and seek feedback throughout the process. I would also allow

enough time to review the final report rather than treating writing as the last stage.

The main lesson I learned is that completing research involves more than obtaining
results. I need to understand my decisions, recognise what I could have done better and

use those experiences to improve the way I approach future work.
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