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Basic Digital Sa,fety

Have secure connections at all times

Public Wi-Fi is sometimes necessary but lacks good security control, making it #

vulnerable to cyberattacks. Avoid sensitive transactions like online banking or S

shopping. Use a Virtual Private Network (VPN) for real-time encryption. Savel| -

personal transactions until a trusted internet connection is available, as VPNs
protect data over unsecured networks. (Kaspersky, 2020.)

Create a complex password

A strong password, combining numbers, uppercase and lowercase letters, and
special characters, “example: oPbTdX5@4RI87@td” is a crucial defence
against hackers and malicious actors. It protects sensitive financial and
personal information and prevents security breaches (Linkedin, n.d.) Change
of password periodically helps protect your contain online.

Keep Computer Updated

Developers continuously update products, monitor threats, and release
security patches. Using the latest operating systems and apps is vital for
sensitive user information. (Kaspersky, 2020)

Use Multifactor authentication

whenever possible

More than one way verification protect sensitive information example multifactor
authentication (MFA) is an authentication method that requires users to provide
multiple verification methods, such as a one-time password, personal security
questions, or biometric information. This will reduce the risk of being hacked by
1ackers. Example: when dealing with a bank, two ways verification is important to

keep safe (Kaspersky, 2020).
Check website reability and avoid Suspicious

Online Links

To assess a website's credibility, check its domain name, sources, contact page, design,
and security connection. Look for citations, author's names, credentials, and sources. A
well-designed website with professional design is more legitimate. Chec
indicators like HTTPS. You can also check on the

https://www.getsafeonline.org/checkawebsite/ (Edge, 2023)
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