APPLICATION FOR ETHICAL APPROVAL
In order for research to result in benefit and minimise risk of harm, it must be conducted ethically.
Completed by the principal researcher prior to undertaking any research activity, based on: "Proactive Defense of Active Directory: Adversary Emulation and Detection Engineering using MITRE ATT&CK" (ACFA7004 Research Proposal).
SECTION A: About You (Principal Researcher)
	1
	Full Name:
	Zannatul Mawya Priya

	2
	Student Number:
	2527766

	3
	Email address:
	2527766@student.uwtsd.ac.uk

	4
	Programme of Study:
	MSc Cyber Security and Digital Forensics

	5
	Supervisor:
	 Dr Suresh Shanmugasundaram


SECTION B: Internal and External Ethical Guidance Materials
Core ethical guidance documents referred to in the completion of this form, and confirmation that the research proposal adheres to them:
	Document
	
	Adheres

	1
	UWTSD Research Ethics & Integrity Code of Practice
	☒

	2
	UWTSD Research Data Management Policy
	☒

	3
	UK Computer Misuse Act 1990 - guidance on authorised security testing / ethical hacking
	☒

	4
	Rossow et al., "Prudent Practices for Designing Malware Experiments" (IEEE S&P, 2012) - methodological/ethical guidance for malware and offensive-tool research
	☒


SECTION C: Details of Research Activity
	1
	Indicative title:
	Proactive Defense of Active Directory: Adversary Emulation and Detection Engineering using MITRE ATT&CK

	2
	Proposed start date:
	[Insert start date, e.g. early June 2026]
	Proposed end date:
	14 August 2026 (module submission deadline; project runs over a 10-week timeline)


Introduction to the Research
Purpose: Microsoft Active Directory (AD) is the identity and access management backbone of most large organisations, but its legacy authentication protocols (Kerberos, NTLM) were designed assuming a trusted internal network. Attackers who gain a foothold on just one low-privileged device increasingly target AD directly, using techniques such as Kerberoasting, Pass-the-Hash and DCSync to gain domain-wide control and deploy ransomware. Organisations usually test their defences with occasional penetration tests, but these focus on reaching a single goal quickly rather than checking whether the security team can actually detect each stage of a realistic attack chain, and default Windows logging often does not capture the right events to spot these techniques.
Research Question: Can a structured, MITRE ATT&CK-aligned adversary emulation exercise, run safely in an isolated lab, be used to identify gaps in an organisation's logging and detection capability against Active Directory attacks, and to develop and validate high-fidelity detection rules that close those gaps?
Aims: This research aims to design, implement and evaluate an adversary emulation strategy for Active Directory environments, in order to empirically identify logging and detection gaps and to develop and validate high-fidelity SIEM alerting rules that catch identity-based lateral movement and privilege escalation before they succeed.
Objectives: The study will (1) analyse and map Active Directory threat vectors (Kerberoasting, AS-REP Roasting, Pass-the-Hash, DCSync) to the MITRE ATT&CK framework; (2) build an isolated, virtualised Cyber Range containing an AD forest, client endpoints and a centralised SIEM; (3) conduct automated, chained adversary emulation of an APT-style attack path using tools such as MITRE Caldera and Atomic Red Team; and (4) analyse the resulting telemetry to identify visibility gaps and develop/validate Sigma-format detection rules.
This entire study is conducted as a fully self-contained technical experiment within an isolated, air-gapped virtual lab built and operated solely by the researcher - no human participants, organisations or third-party systems are involved at any stage, and no personal or organisational data is collected.
	Purpose of Research Activity
	To design, implement and evaluate an adversary emulation strategy for Active Directory environments, based on the MITRE ATT&CK framework, in order to empirically identify existing logging and detection gaps and to develop and validate high-fidelity SIEM alerting rules that prevent identity-based lateral movement and privilege escalation.

	Research Question
	Can a structured, MITRE ATT&CK-aligned adversary emulation exercise, run safely in an isolated cyber range, reveal gaps in an organisation's default logging/detection configuration for Active Directory attacks, and inform validated, low-false-positive Sigma detection rules that close those gaps?

	Aims of Research Activity
	1. To design and validate an adversary emulation strategy for Active Directory that reproduces realistic, chained APT-style attack behaviour.
2. To empirically identify the logging and detection gaps that exist in a typical, default Active Directory/SIEM configuration.
3. To develop and validate high-fidelity Sigma detection rules that close the identified gaps with a low false-positive rate.

	Objectives of Research Activity
	Obj. 1: Analyse the architectural weaknesses of Active Directory authentication protocols (Kerberos, NTLM, LDAP) and map key attack vectors (Kerberoasting, AS-REP Roasting, Pass-the-Hash, DCSync) to their MITRE ATT&CK tactics/techniques/sub-techniques.
Obj. 2: Design and build an isolated, virtualised Cyber Range comprising an Active Directory forest, Windows client endpoints and a centralised SIEM (Splunk or ELK), with Windows advanced auditing and Sysmon enabled.
Obj. 3: Conduct automated, chained adversary emulation (via MITRE Caldera / Atomic Red Team) of an APT29-style attack path - discovery, Kerberoasting, DCSync, and Pass-the-Hash lateral movement - within the isolated lab.
Obj. 4: Perform a gap analysis of the captured telemetry to identify missing Event IDs/visibility gaps, then develop, test and iteratively refine Sigma-format detection rules, validated for true-positive/false-positive performance.

	Proposed data collection methods
This is a fully lab-based, technical experimental study. No human participants, organisations, or real/production systems are involved at any stage; all data is generated internally, by the researcher, within an isolated virtual environment built specifically for this project.
1. Dynamically synthesised system/log data: The primary and only data source is telemetry generated by the researcher's own isolated Cyber Range - a virtualised Active Directory forest, Windows 11 client endpoints and a centralised SIEM (Splunk or the ELK stack). As adversary emulation tools (MITRE Caldera, Atomic Red Team) execute a scripted, MITRE ATT&CK-mapped attack chain against this lab, Windows Event Logs (Security, System, Application, PowerShell Operational, WMI activity) and Sysmon XML event logs are captured and forwarded to the SIEM via Winlogbeat/Splunk Universal Forwarders. This is a 'computer-generated log file' data collection method - the logs describe simulated system/network activity, not any real person or organisation.
2. Rationale: Publicly available benchmark datasets (e.g. older BOTS/Boss-of-the-SOC datasets) cannot provide the interactive, customisable, chained telemetry needed to build and validate detection rules for this specific, novel attack-chaining approach, so internally generated lab data is the only feasible source.
3. Isolation and safety: Because the study requires running real offensive-security/credential-dumping tools (e.g. Mimikatz, Rubeus) to generate realistic attack telemetry, all experiments are conducted on a completely isolated, air-gapped hypervisor environment (Host-Only networking, no internet routing, no NAT), so that simulated attack traffic and tooling can never reach real production or public infrastructure.
No questionnaires, interviews, focus groups, participant diaries, covert/overt observation of people, deception of people, or administration of any substance are involved, because there are no human participants in this study. If any change to this design (e.g. introducing practitioner interviews) becomes necessary once the study is underway, additional ethical approval will be sought before it is used.


SECTION D: Scope of Research Activity
	Will the research activity include:
	YES
	NO

	1. Use of a questionnaire or similar research instrument?
	☐
	☒

	2. Use of interviews?
	☐
	☒

	3. Use of focus groups?
	☐
	☒

	4. Use of participant diaries?
	☐
	☒

	5. Use of video or audio recording?
	☐
	☒

	6. Use of computer-generated log files?
	☒
	☐

	7. Participant observation with their knowledge?
	☐
	☒

	8. Participant observation without their knowledge?
	☐
	☒

	9. Access to personal or confidential information without the participants' specific consent?
	☐
	☒

	10. Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful/offensive?
	☐
	☒

	11. Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	12. Investigation of participants involved in illegal activities?
	☐
	☒

	13. Use of procedures that involve deception?
	☐
	☒

	14. Administration of any substance, agent or placebo?
	☐
	☒

	15. Working with live vertebrate animals?
	☐
	☒

	16. Procedures that may have a negative impact on the environment?
	☐
	☒

	17. Other primary data collection methods?
	☐
	☒

	Details of any other primary data collection method:
N/A - the only data collection method is computer-generated Windows/Sysmon log telemetry produced within the researcher's own isolated Cyber Range, as described in Section C. There are no human participants and no personal or organisational data involved.


Only Question 6 (computer-generated log files) is answered YES; this refers solely to system telemetry generated within the researcher's own isolated lab, not to any human participant or personal data. As a precaution, and because a YES answer was given, Sections E-J below are completed in full; Sections E and G are marked N/A throughout as there are no participants (see explanatory notes in each section).
SECTION E: Intended Participants
This research has no human participants. All data is generated by the researcher within an isolated virtual lab (see Section C/D). The table below is completed with NO throughout for completeness.
	Who are the intended participants:
	YES
	NO

	1. Students or staff at the University?
	☐
	☒

	2. Adults (over the age of 18 and competent to give consent)?
	☐
	☒

	3. Vulnerable adults?
	☐
	☒

	4. Children and Young People under the age of 18? (Parent/Carer/Guardian consent required)
	☐
	☒

	5. Prisoners?
	☐
	☒

	6. Young offenders?
	☐
	☒

	7. Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	8. People engaged in illegal activities?
	☐
	☒

	9. Others (please indicate below)?
	☐
	☒

	Details of any other participant groups:
N/A - there are no human participants of any kind in this research. All data originates from the researcher's own isolated virtual lab environment.

	10
	How many participants are expected?
	N/A - no human participants.

	11
	Who will the participants be?
	N/A - no human participants.

	12
	How will you identify the participants?
	N/A - no human participants.


Information for participants: N/A (no human participants) - table completed as N/A for completeness.
	
	YES
	NO
	N/A

	13. Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☒

	14. Will you tell participants that their participation is voluntary?
	☐
	☐
	☒

	15. Will you obtain written consent for participation?
	☐
	☐
	☒

	16. Will you explain to participants that refusal to participate will not affect their treatment or education (if relevant)?
	☐
	☐
	☒

	17. If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☒

	18. Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☒

	19. With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☒

	20. Will you tell participants that their data will be treated with full confidentiality and, if published, will not be identifiable as theirs?
	☐
	☐
	☒

	21. Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☒

	22. If NO to any of the above, please give an explanation:
N/A - there are no human participants in this research, so this table does not apply. All items are marked N/A rather than NO for this reason.

	
	YES
	NO
	N/A

	24. Will participants be paid?
	☐
	☐
	☒

	25. Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☒

	26. Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☒
	☐

	27. Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☒

	28. If YES to any question, please provide full details:
N/A - no human participants are involved, and there are no financial or other undisclosed interests arising from this study for the investigator or the University.


SECTION F: Anticipated Risks
	Outline any anticipated risks that may adversely affect participants, the researchers and/or the University, and the steps that will be taken to address them.

	1. Risks to participants:
N/A - there are no human participants in this research (see Section D/E). All experimentation takes place within an isolated virtual lab built and operated solely by the researcher.
	Mitigation:
N/A.

	2. Sensitive/upsetting topics or disclosure of illegal activity:
N/A - no human participants; the study does not investigate or report on any person's or organisation's real behaviour.
	Procedure:
N/A.

	3. Risks to the investigator:
Handling real offensive-security and credential-dumping tools (e.g. Mimikatz, Rubeus, Caldera); risk of the lab environment becoming unstable or, if isolation failed, of simulated attack traffic/tools reaching production systems or the wider internet; possible legal exposure under the UK Computer Misuse Act 1990 if testing were ever construed as unauthorised; personal technical/time burden of building and running a complex multi-VM lab within a tight timeline.
	Mitigation:
All offensive activity is confined to a completely isolated, air-gapped hypervisor lab with Host-Only networking, no internet routing and no NAT, so nothing can reach real infrastructure; only the researcher's own equipment/university-sanctioned infrastructure is used; the study is conducted strictly for authorised academic research with prior ethical approval, consistent with the Computer Misuse Act's exemption for authorised security testing; regular supervision meetings; use of official evaluation/community-licensed software only.

	4. University/institutional risks:
Reputational or legal risk to the University if offensive tools or attack traffic were ever to escape the isolated lab; risk of breaching software licence terms (e.g. Splunk, Caldera, Windows evaluation ISOs) if used outside their permitted scope; data protection/storage risk for any project write-up materials.
	Mitigation:
Strict, verified network isolation (air-gapped, Host-Only, no NAT/internet routing) at all times during offensive emulation; use of only free/developer/evaluation licences within their permitted terms; full ethical approval obtained before any offensive testing begins; adherence to UWTSD's Research Ethics & Integrity Code of Practice and Research Data Management Policy for all stored materials.

	5. Environmental risks:
Minimal - the research is entirely desktop/lab-based, requiring sustained use of a high-performance workstation/server (32-64GB RAM, 8-core CPU) for hosting multiple virtual machines, which draws more power than typical use.
	Mitigation:
N/A beyond responsible, time-limited use of the hardware for the duration of the experimental phase (Weeks 3-10 of the project timeline).


SECTION G: Feedback, Consent and Confidentiality
Not applicable. As identified in Section D/E, this research has no human participants, so in line with the form's instructions this section is skipped and the form continues at Section H.
SECTION H: Data Protection and Storage
	Does the research activity involve personal data (as defined by UK GDPR and DPA 2018)?
	☐ YES   ☒ NO

	If YES, provide a description of the data and explain why this data needs to be collected:
N/A - no personal data is collected. All data consists of system-generated Windows Event Logs and Sysmon telemetry describing simulated attack/defence activity within an isolated virtual lab; none of it relates to an identified or identifiable living person.

	Does it involve special category data (as defined by the GDPR)?
	☐ YES   ☒ NO

	If YES, provide a description of the special category data and explain why this data needs to be collected:
N/A - no special category data is involved.



	Will data from the research activity be stored in any of the following ways?
	YES
	NO

	Manual files (i.e. in paper form)?
	☐
	☒

	University computers?
	☐
	☒

	Private company computers?
	☐
	☒

	Home or other personal computers?
	☒
	☐

	Laptop computers / CDs / Portable disk-drives / memory sticks?
	☒
	☐

	"Cloud" storage or websites?
	☒
	☐

	Other - specify?
	☐
	☒

	For all stored data, explain the measures in place to ensure security and confidentiality (backup, password protection, encryption, anonymisation/pseudonymisation):
Raw attack telemetry and logs are generated and remain within the isolated, air-gapped Cyber Range hosted on the researcher's personal high-performance workstation, which has no internet connectivity while offensive tooling is active. Only sanitised outputs needed for the dissertation - aggregate statistics, developed Sigma detection rules, screenshots and write-up drafts - are transferred out of the isolated environment (via a password-protected, malware-scanned USB drive) to password-protected, encrypted University Office 365 cloud storage, which is not shared outside the researcher and supervisor. No personal data is generated or stored at any stage, so anonymisation/pseudonymisation is not required.



	Data Protection - will the research activity involve any of the following:
	YES
	NO

	Electronic transfer of data in any form?
	☒
	☐

	Sharing of data with others at the University outside of the immediate research team?
	☐
	☒

	Sharing of data with other organisations?
	☐
	☒

	Export of data outside the UK or importing of data from outside the UK?
	☐
	☒

	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	Publication of data that might allow identification of individuals?
	☐
	☒

	If YES to any question, please provide full details, explaining compliance with UK GDPR/DPA 2018:
Only sanitised, non-personal technical outputs (Sigma rules, aggregate detection statistics, screenshots, dissertation drafts) are ever transferred out of the isolated lab, via an encrypted, password-protected USB drive, to password-protected University Office 365 cloud storage. As no personal data is collected or transferred at any point, UK GDPR/DPA 2018 personal-data obligations do not directly apply, but the same secure-handling standard is applied throughout as good practice.

	List all who will have access to the data generated:
The principal researcher and their academic supervisor.
	List who will act as custodian for the data:
The principal researcher.

	Give details of data storage arrangements (security measures, location, duration, form):
Raw logs/telemetry remain on the air-gapped lab host for the duration of the experimental phase and are securely wiped once the relevant results have been extracted. Sanitised outputs are kept in password-protected, encrypted University Office 365 cloud storage until completion and formal assessment of the dissertation, then securely deleted, in line with UWTSD's data management guidance.

	Confirm that you have read the UWTSD guidance on data management (uwtsd.ac.uk/library/research-data-management/)
	☒

	Confirm that you are aware you need to keep all data until after your research has completed or the end of your funding
	☒


SECTION I: Use of AI tools
	Use of generative AI and other AI-based tools - will this research activity involve using AI tools to:
	YES
	NO
	N/A

	1. Capture data?
	☐
	☒
	☐

	2. Generate and/or edit text?
	☒
	☐
	☐

	3. Generate graphics?
	☐
	☒
	☐

	4. Generate video?
	☐
	☒
	☐

	5. Generate sound/music?
	☐
	☒
	☐

	6. Generate code?
	☒
	☐
	☐

	7. Generate synthetic data?
	☐
	☒
	☐

	8. Analyse data?
	☒
	☐
	☐

	9. Analyse personal or sensitive data?
	☐
	☒
	☐

	10. Classify data?
	☐
	☒
	☐

	11. Do you intend to use the free version of any AI tools?
	☒
	☐
	☐

	If you have answered YES to any of questions 1-11, please provide justification detailing why this is necessary for the research.
Data capture, detection and analysis in this study are performed by the researcher's own lab tooling (Windows/Sysmon logging, Splunk/ELK SPL queries, MITRE Caldera, Atomic Red Team) rather than by a generative AI service - these are conventional cybersecurity tools, not AI tools, so Q1 is answered NO. A general-purpose AI writing assistant may be used in a supporting capacity to help draft/edit non-data text (e.g. this proposal and the dissertation write-up), and an AI coding assistant may be used to help write and debug scripts and Sigma detection rules, and to help interpret SPL/query output during the telemetry gap analysis. All AI-assisted text, code and analysis will be reviewed, verified and remain the researcher's own responsibility. No personal or participant data is entered into any third-party AI tool, since none exists in this study.

	12. State which AI tool(s) you will use and where they store their data. If using Copilot, state whether this is the UWTSD or public version. Show how you are complying with current UWTSD AI guidance/policy.
[To be completed with the specific tool(s) selected, e.g. the UWTSD-licensed version of Microsoft Copilot for general drafting assistance, and a coding assistant such as GitHub Copilot or Claude for supporting script/rule development; state the data-storage location for each]. No lab-generated telemetry or attack data will be uploaded to any AI tool. Use of AI tools will follow current UWTSD guidance/policy on the use of AI in research and assessment, and any AI-generated content will be clearly acknowledged in line with that policy.


SECTION J: Declaration
The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations to the participants and the rights of the participants. In submitting this application I hereby confirm that I understand that the above named research activity will meet the University's Research Ethics and Integrity Code of Practice which is published on the website: <https://www.uwtsd.ac.uk/research/research-ethics/>
	Signature of applicant:
	Date:

	Supervisor:
	Date:

	Signature:
	



Note: Fields shown in [square brackets] require your email address, supervisor confirmation, exact project start date, and confirmation of the specific AI tool(s) you intend to use - please complete these before submission.
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