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ISP
	Interface
	IP Address  
	CIDR

	Loopback 10
	209.165.201.253
	/24

	G0/0
	PPPoE Enabled Global Group
	-

	G0/1
	Last Available Address (Refer to Topology)
IP 20.0.0.1
SM 255.0.0.0
	/26

	Virtual Template 1
	80.0.0.1
	/30

	S0/1/0
	First Available Address (Refer to Topology)
IP 10.0.1.255
SM 255.255.255.252
	/30

	s0/1/1
	First Available Address (Refer to Topology)
IP 10.0.1.225
SM 255.255.255.252

	/30


Cardiff
	Interface
	IP Address
	CIDR

	G0/0
	PPPoE Enabled – Dialer Pool 1
	-

	Dialer 1
	IP Address Negotiated – Last Available PPPoE Pool
	-

	Tunnel 10
	First Available Address (Refer to Topology)
	/29

	S0/1/0
	Last Available Address (Refer to Topology)
IP 10.0.1.222
SM 255.255.255.252
	/30

	G0/1 
	IP 172.16.198.62
SM 255.255.255.192
	


Swansea
	Interface
	IP Address
	CIDR

	G0/1
	Last Available Address (Refer to Topology)
IP 172.16.200.62
SM 255.255.255.192
	/26

	Tunnel 10
	Fifth Available Address (Refer to Topology)
	/29

	S0/1/1
	Last Available Address (Refer to Topology)
IP 10.0.1.226
SM 255.255.255.252
	/30


PC-A
	Interface
	IP Address
	Default Gateway 
	DNS Server

	NIC
Fa0
	DHCP
172.16.198.1
	DHCP
172.16.198.62
	8.8.8.8


PC-B
	Interface
	IP Address
	Default Gateway 
	DNS Server

	NIC
Fa0
	DHCP
172.16.200.1
	DHCP
172.16.200.1
	8.8.8.8



Task 1: - Topology Creation (10 marks)
Using Packet Tracer software create the topology shown above and complete all tasks below. [image: A screenshot of a social media post

Description automatically generated]
Task 2: - Basic Device Configuration (10 marks)
1. Cable a network as per the topology diagram. [image: A screenshot of a computer

Description automatically generated]
2. Configure all devices with IP address shown in the above tables and network topology.
PC A
[image: A screenshot of a computer

Description automatically generated]

PC B
[image: A screenshot of a computer

Description automatically generated]
Cardiff  Router G0/1
[image: A screenshot of a computer

Description automatically generated]



Cardiff Router S0/1/0
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ISP Router G0/1
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Description automatically generated]



ISP Router S0/1/0
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Description automatically generated]
ISP Router S0/1/1 
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Swansea Router G0/1
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Description automatically generated]
Swansea Router S0/1/1
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Description automatically generated]



AWS server 
[image: A screenshot of a computer
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3. Configure hostnames on each device.

Router>enable
Router#configure terminal
Router(config)#hostname ISP

Router>enable
Router#configure terminal
Router(config)#hostname Cardiff

Router>enable
Router#configure terminal
Router(config)#hostname Swansea


4. Disable DNS lookup on all routers.
Swansea(config)#no ip domain-lookup
Cardiff(config)#no ip domain-lookup
ISP(config)#no ip domain-lookup
Task 3: - Configure Exterior Gateway Routing with BGP (10 Marks)
1. Create a BGP instance on all routers utilizing the Autonomous System Numbers (ASN) that has been given within the network topology.
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2. Configure all routers with the network statements pertaining to each of their interface subnet addresses.

3. Verify all routes are on routing table. 
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Ping from PC-A to PC-B 
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Ping from PC-B to PC-A 
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Task: 4 - Point to Point Protocol (PPP) (6 Marks)

1. Configure all serial links to utilize PPP encapsulation
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Task: 5 - Generic Routing Encapsulation (GRE) Tunnel (9 Marks)

1. Configure a GRE tunnel link between Cardiff and Swansea routers using the IP address given within the IP table for the tunnel addresses. Use tunnel 10 as the GRE interface.
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2. Use the serial interfaces as the source for each tunnel respectively.

3. Use the serial link IP address  for the destination of the tunnel on Cardiff and Swansea routers.


GRE ip interface brief from Router Cardiff or Router Swansea 
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Task: 6 - Network Address Translation (NAT) (5 Marks)

1. Allow PC-A and PC-B subnet to utilize PAT.
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2. Configure NAT on the correct interfaces on the ISP router to start the NAT process. 


Submission Requirement 
The packet tracer file should be saved as “studentname_id” and uploaded on Moodle. In addition to packet tracer file, you must also submit 

· the output of show running-configuration command in a text file for all devices configured. 
Swansea
show running-configuration 
^
% Invalid input detected at '^' marker.
Router#show run
Building configuration...

Current configuration : 1211 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!
hostname Router
!
!
!
!
!
!
!
!
no ip cef
no ipv6 cef
!
!
!
!
license udi pid CISCO1941/K9 sn FTX1524SGBF-
!
!
!
!
!
!
!
!
!
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface Tunnel10
ip address 192.168.10.5 255.255.255.248
mtu 1476
tunnel source Serial0/1/1
tunnel destination 10.0.1.222
!
!
interface GigabitEthernet0/0
ip address 172.16.200.62 255.255.255.192
duplex auto
speed auto
!
interface GigabitEthernet0/1
no ip address
ip nat inside
duplex auto
speed auto
shutdown
!
interface Serial0/1/0
ip address 10.0.1.226 255.255.255.252
clock rate 2000000
!
interface Serial0/1/1
ip address 10.0.1.226 255.255.255.252
encapsulation ppp
ppp authentication chap
ip nat outside
clock rate 2000000
shutdown
!
interface Vlan1
no ip address
shutdown
!
router bgp 65050
bgp log-neighbor-changes
no synchronization
neighbor 10.0.1.225 remote-as 65025
network 172.16.200.0 mask 255.255.255.192
!
ip nat inside source static 172.16.200.1 10.0.1.226 
ip classless
!
ip flow-export version 9
!
!
!
!
!
!
!
!
line con 0
!
line aux 0
!
line vty 0 4
login
!
!
!
End

ISP
Router#show run
Building configuration...

Current configuration : 1060 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!
hostname Router
!
!
!
!
!
!
!
!
no ip cef
no ipv6 cef
!
!
!
!
license udi pid CISCO1941/K9 sn FTX1524A8IV-
!
!
!
!
!
!
!
!
!
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface GigabitEthernet0/0
ip address 20.0.0.1 255.0.0.0
duplex auto
speed auto
!
interface GigabitEthernet0/1
no ip address
duplex auto
speed auto
shutdown
!
interface Serial0/1/0
ip address 10.0.1.221 255.255.255.252
encapsulation ppp
ppp authentication chap
ip nat inside
clock rate 2000000
!
interface Serial0/1/1
ip address 10.0.1.225 255.255.255.252
encapsulation ppp
ppp authentication chap
ip nat inside
clock rate 2000000
!
interface Vlan1
no ip address
shutdown
!
router bgp 65025
bgp log-neighbor-changes
no synchronization
neighbor 10.0.1.222 remote-as 65002
neighbor 10.0.1.226 remote-as 65050
network 20.0.0.0
!
ip classless
!
ip flow-export version 9
!
!
!
!
!
!
!
!
line con 0
!
line aux 0
!
line vty 0 4
login
!
!
!
end

Cardiff 
Router#show run 
Building configuration...

Current configuration : 1202 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!
hostname Router
!
!
!
!
!
!
!
!
no ip cef
no ipv6 cef
!
!
!
!
license udi pid CISCO1941/K9 sn FTX15240BY6-
!
!
!
!
!
!
!
!
!
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface Tunnel10
ip address 192.168.10.1 255.255.255.248
mtu 1476
tunnel source Serial0/1/0
tunnel destination 10.0.1.226
!
!
interface GigabitEthernet0/0
ip address 172.16.198.62 255.255.255.192
ip nat inside
duplex auto
speed auto
!
interface GigabitEthernet0/1
no ip address
ip nat inside
duplex auto
speed auto
shutdown
!
interface Serial0/1/0
ip address 10.0.1.222 255.255.255.252
encapsulation ppp
ppp authentication chap
ip nat outside
clock rate 2000000
!
interface Serial0/1/1
no ip address
clock rate 2000000
shutdown
!
interface Vlan1
no ip address
shutdown
!
router bgp 65002
bgp log-neighbor-changes
no synchronization
neighbor 10.0.1.221 remote-as 65025
network 172.16.198.0 mask 255.255.255.192
!
ip nat inside source static 172.16.198.1 10.0.1.222 
ip classless
!
ip flow-export version 9
!
!
!
!
!
!
!
!
line con 0
!
line aux 0
!
line vty 0 4
login
!
!
!
end

All documentation for your solution should be submitted electronically on Moodle.
It is your responsibility that you submit all the outputs and files correctly.
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Press RETURN to get started.
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i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

Swanseat
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Router?
Router#

Routerfconfig t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config-if) fwr

% Invalid input detected at

Router (config-if) fex

Router (config) #ex

Router#

$SYS-5-CONFIG_I: Configured from console by console
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Serialo/1/0 10.0.1.221 YES manual up up
serialo/1/1 10.0.1.225 YES manual up up

Vianl unassigned YES unset administratively down down
Router#

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to down
$BGP-5-ADJCHANGE: neighbor 10.0.1.222 Down Interface flap

Routerfconfig t
Enter configuration commands, one per line. End with CNTL/Z.

Router (config-if) fex
Router (config) #ex

Router#

$SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

Router#

Ctrl+F6 to exit CLI focus
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Router>en
Router#show ip interface brief

Interface Ip-Address Method Status Protocol
GigabitEthernet0/0 172.16.200.62 manual up up
GigabitEthernet0/1 unassigned unset administratively down down
Serialo/1/0 10.0.1.226 manual up up
serialo/1/1 unassigned unset administratively down down
Tunnel10 192.168.10.5 manual up down
Vianl unassigned unset administratively down down
Router#

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to down

Routerfconfig t
Enter configuration commands, one per line. End with CNTL/Z.

Router (config-if) #end

Router#

$SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

Router#

Ctrl+F6 to exit CLI focus
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Router>en
Routerfconfig t

Enter configuration commands, one per line. End with CNTL/Z.
nEig) #interfac

Router (config-if) #

SLINEPROTO-5-UBDOWN: Line protocol on Interface Tunnell0, changed state to up
ex

Router (config) #ex

Router#

$SYS-5-CONFIG_I: Configured from console by console
ex

Ctrl+F6 to exit CLI focus
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SLINK-5-CHANGED: Interface Serial0/1/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to up
$BGP-5-ADJCHANGE: neighbor 10.0.1.225 Up

Router>en
Routerfconfig t
Enter configuration commands, one per line. End with CNTL/Z.

Router (config-if) fex
Router (config) #ex ©
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$SYS-5-CONFIG_I: Configured from console by console
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[OK]

Routerfconfig t

Enter configuration commands, one per line.
Router (config) #in 50/1/0

Router (config-if) #ip address 100ex

End with CNTL/Z.

$ Invalid input detected at '"' marker.

Router (config-if) fex
Router (config) #show interface freaf

$ Invalid input detected at '"' marker.

Router (config) #show interface breaf

$ Invalid input detected at '"' marker.

Router (config) #show ip interface brief

$ Invalid input detected at '"' marker.

Router (config) #ex
Router#
$SYS-5-CONFIG_I: Configured from console by console

Router#show ip interface brief

Interface Ip-Address status Protocol
GigabitEthernet0/0 172.16.198.62 up up
GigabitEthernet0/1 unassigned administratively down down
Serialo/1/0 10.0.1.222 up up
serialo/1/1 unassigned administratively down down

Vlanl
Router#
Router#

unassigned administratively down down

Ctrl+F6 to exit CLI focus
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Router con0 is now available

Press RETURN to get started.

Router>en
Router#show ip interface brief

Interface Ip-Address ? Method Status Protocol
GigabitEthernet0/0 172.16.200. manual up up
GigabitEthernet0/1 unassigned unset administratively down down
Serialo/1/0 10.0.1.226 manual up up
serialo/1/1 unassigned unset administratively down down

Vianl unassigned administratively down down
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GigabitEthernet0/0
GigabitEthernet0/1
Serialo/1/0
serialo/1/1

Attributes

172.16.200.62
unassigned
10.0.1.226
unassigned

10S Command Line Interface

manual
unset
manual
unset

up up
administratively down down
up up

administratively down down

Tunnel10 192.168.10.5 manual up down
Vianl unassigned unset administratively down down
Router#

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to down

Routerfconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #int s 0/1/1

Router (config-if) #ip add 10.0.1.226 255.255.255.252

% 10.0.1.224 overlaps with Serialo/1/0

Router (config-if) fencapsulation ppp

Router (config-if) #ppp authentication chap

Router (config-if) #interface vian 1

Router (config-if) #no ip add

Router (config-if) #no ip address

Router (config-if) #shutdown

Router (config-if) #end

Router#

$SYS-5-CONFIG_I: Configured from console by console

wr

Building configuration...

[OK]

Router#

Routerfconfig t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config-if) #

Ctrl+F6 to exit CLI focus

Copy

Paste

L + 100%
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