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[bookmark: _Toc222231171]Task 1: Research Report
[bookmark: _Toc222231172]1. Hypervisor
The hypervisor is an important aspect of the virtualisation technology whereby several operating systems can be powered by one physical computer. Hypervisors are of two main types, Type 1 and Type 2. A bare-metal hypervisor (Type 1 Hypervisor) is used in direct connexion with physical hardware. It is more efficient and has a higher performance since it is not based on an operating system. VMware ESXi and Microsoft Hyper-V are examples of Type 1 hypervisors, ideally suited in an enterprise setting, as it has the capability to manage their resources as well as have stability (Bahri et al., 2025).
The hypervisor chosen is VirtualBox in the case of the virtualised network of NOSSLONDON2026. It was also motivated by its affordability, as it is free of charge, and its ability to be used in Windows Server 2022 and Debian. In addition, VirtualBox is flexible and easy to use, hence it can be applied in a testing environment to give the flexibility and performance needed to support the network requirements of many sites, such as Birmingham and London (Bompotas et al., 2025).
[bookmark: _Toc222231173]2. IP Addressing
IP addressing plays a central role in any network, whereby it assigns a distinct name to entities in a network that allows them to communicate among themselves. The two common versions of IP addressing today are IPv4 and IPv6. The 32-bit addressing of IPv4 has about 4.3 billion possible unique addresses, and this is adequate for smaller to medium-scale networks. Nonetheless, with increasing internet-connected devices, an alternative IPv6 was launched with a 128-bit address space, which has many more unique addresses, thus becoming future-proof for large-scale deployment.
VLSM (Variable Length Subnet Masking) was utilised in the formulation of our network to make the most out of the allocation of IP addresses. As an illustration, a smaller network like the Birmingham and London offices can be assigned smaller subnets, and big networks can get bigger subnet masks to minimise wastage of IP addresses.
The IP addressing in this virtual network configuration employed VLSM to form subnets according to the needs of each office and network device. A Subnet Mask was 255.255.255.0, the Default Gateway was 192.168.50.1, and the Network Address was 192.168.50.0/24 to allocate the addresses efficiently and to ensure the right routing.
[bookmark: _Toc222231174]3. Routing
Routing is a procedure that defines the route that data packets follow between their origin and destination over networks. Routing is divided into two primary types: Static Routing and Dynamic Routing. In the case of small networks that are more predictable, the paths that the data packet should take are manually determined in the process of static routing.
In this case, Static Routing was selected because the network is relatively small and simple to use. Since the routing decision is simple with the use of static routes, data transmission between subnets is efficient. Here, the Debian Server was configured to act as a DHCP Relay, which helps in allocating dynamic IP addresses to network devices. The Windows Server was selected as a default gateway, where traffic could come in and out of the subnets. Ping tests to check the network setup were also implemented in order to confirm that the network is properly configured and to debug the routing problems between the subnets.
[bookmark: _Toc222231175]4. Network Services
Network services are critical to the normal running of any enterprise network in that they offer essential services that include secure communication, managing devices, and access control. VPN (Virtual Private Network), DHCP (Dynamic HostConfiguration Protocol), Active Directory Domain Services (AD DS), and Certificate Authorities are the basic network services of this virtualised network.
VPN also facilitates safe communications of the remote users because it encrypts the data traffic between the corporate network and the devices (Rajak, 2025). It comes in particularly handy when dealing with NOSSLOND2026 employees that may need to have safe access to the internal resources outside of the office. The IP addresses of the client devices are automatically distributed by the DHCP service which was configured on the windows server 2022 thereby reducing the manual configuration and errors. DNS also was made to answer the domain names with IP addresses such that the devices will use human readable addresses.
The user accounts and groups together with network resources were administered using active directory (AD DS). The centralised management facilitates a control of security with access to the enterprise. Finally, a Certificate Authority (CA) was established on the windows server to generate and issue digital certificates to authenticate transmissions between network entities. Traditionally, the DHCP service and DNS were utilized on the Windows Server, and the Active Directory was utilized to authenticate the users. VPN has been installed to allow users to have secure remote access. 

[bookmark: _Toc222231176]Task 2: Technical Documentation 
[bookmark: _Toc222231177]2.1. Choose Your Hypervisor
VirtualBox has been chosen in this project after careful consideration of its open-source characteristics which suits in cost efficiency and flexibility of the project. VirtualBox is a Type 2 hypervisor which has a binding to an operating system underway and is, therefore, applicable in a wide variety of virtualised environments. It can be used with windows server 2022 and Debian servers which are fundamental to the network infrastructure.
A major benefit of VirtualBox is its compatibility with hardware. It provides a variety of guest operating systems and can be mounted on any host system (virtually), which is important in establishing a multi-OS environment (Sergeev et al., 2024). 
Since NOSSLOND2026 will be running in multiple offices in both Birmingham and London, the compatibility of VirtualBox to run several VMs effectively was a serious consideration in the choice. Images and records of installation and configuration of VirtualBox and the VMs attest that it is the right tool to use in this network deployment.
[bookmark: _Toc222231178]2.2. Download and Setup
The initial task in the implementation of the virtual network was the download of the required software VirtualBox, Windows Server 2022, and Debian. The download of VirtualBox was made on the official Oracle VirtualBox site, and the latest stable version was downloaded. The installation of VirtualBox was simple and it did not require hard settings since it was able to self-tune to the system resources.
Then Windows Server 2022 was downloaded from Microsoft, and Debian was downloaded on Debian Project. The two operating systems were chosen because they were reliable and appropriate for the network services to be deployed. Windows Server 2022 was selected due to its wide variety of network services, including DHCP, DNS and Active Directory. Debian was chosen instead because of its stability and competence in managing services such as the DHCP Relay.
The Windows Server 2022 had some important configuration details that included giving the IP address 192.168.50.10, subnet mask 255.255.255.0, and a default gateway of 192.168.50.1. Likewise, the Debian Server was set to 192.168.50.20, subnet mask 255.255.255.0 and the same default gateway. These settings were implemented to make the two servers network with each other in the same internal network.
[bookmark: _Toc222231179]2.2.1. Download the Chosen Hypervisor and OS
[image: ]The hypervisor and the operating systems were downloaded and installed to start the network deployment. VirtualBox was downloaded from the official Oracle site, and the latest stable version was used. VirtualBox installation was not difficult and needed very little configuration. Likewise, Windows Server 2022 and Debian were acquired using their official downloads. All the operating systems have been chosen to support VirtualBox and to fulfil the network service needs of the project.Figure 1 Oracle VirtualBox Manager Main Interface
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                                         Figure 2 Virtual Machine Name and Operating System Selection

[bookmark: _Toc222231180][image: ]
                                      Figure 3 Windows Server 2022 Virtual Machine Configuration
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                                                   Figure 4 Windows 11 Virtual Machine Configuration
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                                            Figure 5 Debian Server Virtual Machine Configuration
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                                      Figure 6 Debian Virtual Machine Creation Settings











2.2.2. Deploy the Network
The second step was to deploy the virtual network with VirtualBox hypervisor and operating systems installed. This was done by developing Windows Server 2022 and Debian virtual machines. The VM Windows Server 2022 was set to act as the main server of DHCP, DNS, and Active Directory. In the meantime, the Debian VM was configured to perform tasks such as DHCP Relay, enabling it to assign dynamic IP addresses to network devices.
[image: ]Initial figures show the boot and installation sequence of Windows Server 2022 in Oracle VirtualBox, confirming successful ISO mounting and VM resource allocation. The figures also demonstrate the unattended installation configuration, including VM naming, hostname setup, and administrator credential configuration in alignment with the specified requirements. Figures 11–13 show installation progress and system restart cycles, verifying correct OS deployment. Figures 8-10 show the administrator password setup and the first successful login, confirming system readiness. Figures also provide evidence that the VM is running under VirtualBox, validating hypervisor functionality, timestamp continuity, and successful Windows Server deployment within the virtualised enterprise network. Figures 12 to 18 depict the base system installations. 

                                       Figure 7 Windows Server 2022 Setup Language Selection
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                                        Figure 8 Windows Server 2022 Edition Selection
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                                       Figure 9 Windows Server Installation Type Selection
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                                                 Figure 10 Windows Server Disk Partition Selection
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                                         Figure 11 Windows Server 2022 Installation Progress
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                              Figure 12 Windows Server Administrator Password Configuration
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                                             Figure 13 Windows 11 Disk Partition Selection
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                                              Figure 14 Windows 11 Installation Progress
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                                         Figure 15 Debian 13 Disk Partitioning Configuration
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                                                     Figure 16 Debian 13 Disk Write Confirmation 
[bookmark: _Toc222231181]2.3. Configure IP Addressing
The IP addressing configuration was highly significant towards an easy communication in the virtual network. The IP addresses were allocated through subnetting strategy because it was necessary to have maximum utilization of the available space without wastage.
The IP addressing scheme also consisted of the 192.168.50.0/24 range, where the Windows Server 2022 had 192.168.50.10, and the Debian Server had 192.168.50.20. The setup proved useful in that both servers were in the same subnet, thus facilitating smooth interaction between them. Besides, both VMs were already configured with 255.255.255.0 as the subnet mask and 192.168.50.1 as the default gateway to allow proper network routing and connectivity.
Ping tests between the two servers were done to confirm the IP addressing setup. The tests also validated that both Windows Server and Debian server could communicate on the same subnet. This test of the network setup was a very essential measure towards the stability and viability of the virtual network.
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                                                                              Figure 17 NAT Mode
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                                                                Figure 18 Internal Network – Birmingham
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                                                                                      Figure 19 WAN
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                                                    Figure 20 Windows Server IPv4 Properties
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                                          Figure 21Windows Server LAN Static IP Configuration
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                                                        Figure 22 Windows Server WAN Static IP Configuration
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                                                Figure 23 Windows Client Network Adapter Configuration
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                                                                 Figure 24 Windows 11 Static IP Configuration
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                                                          Figure 25 Debian Server Network Adapter (NAT)
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                                                Figure 26 Debian Server Network Adapter (London)
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                                                 Figure 27 Debian Server Network Adapter (WAN)
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                                              Figure 28 Debian Network Interface Configuration File
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                                                                    Figure 29 Debian IP Address Verification
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                                                 Figure 30 Debian Client Network Adapter Configuration
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                                                      Figure 31 Debian Client Static IP Configuration













[bookmark: _Toc222231182]2.4. Test and Troubleshoot
After the network and IP addressing, tests were conducted to ensure that the virtual network was performing as expected. The first test was pinging tests that confirmed the communication within the same network. Ping of the Debian Server using Windows Server 2022 confirmed that both VMs have been configured correctly in the same subnet.
[image: ]
                                        Figure 32 Ping Test Between Debian Client and Server

This was established to be a routing issue where the default gateway was the wrongly set up gateway to handle inter-network traffic. This meant that routing adjustments were done in a static manner and then applied in such a manner that communication should occur between the subnets. After the routing settings were altered, the routing tests verified that inter- devices communication across subnets was possible again.
The configuration also required several steps in troubleshooting:
· IP Address Conflict: It had an IP address conflict of some sort whereby two devices shared the same address. The solution to this was the re-allocation of a specific IP address to each device and ensuring proper implementation of VLSM.
· DNS Resolution Problems: The VMs experienced some difficulties with the DNS resolving. This was solved by changing the windows server DNS settings in such a manner that the Debian Server is able to make out the domain names properly.
[bookmark: _Toc222231183]Task 3: Personal & Technical Reflection
[bookmark: _Toc222231184]3.1. Technical Reflection
In the process of establishing and configuring the virtualised network of NOSSLONDON2026, several technical issues occurred. The major challenge was the use of static routing between subnets. The first setup resulted in an IP address conflict, hence impaired communication between devices. This problem was to be troubleshooted carefully and involved checking DHCP assignments and seeing that VLSM was properly used throughout the network. Maintaining different IP addresses of devices within the subnets was also important in reestablishing normal communication.
The other challenge was to install network services such as DHCP and DNS using Windows Server 2022. Even though these services were necessary to run the network smoothly, the process of configuration was complicated as well. To begin with, the DHCP and DNS failed to cooperate with each other, which posed connectivity issues. However, after all the DNS configurations were implemented, and the DHCP scopes had been configured appropriately, the services began to operate accordingly, and devices were automatically assigned dynamic IP addresses, and domain names resolved. These issues were dealt with effectively in order to establish them out. The connectivity test was done by ping tests and route tracers which provided real-time information on the network status. The log files were also read in order to trace the errors that occurred in the configuration and all the errors were corrected.
[bookmark: _Toc222231185]3.2. Personal Reflection
This activity was extremely productive about broadening my practice on network virtualisation, IP addressing, and network services configuration. The installation and management of a network infrastructure gave me the practical experience to use VirtualBox and windows server 2022. The best lesson learnt in this project was the importance of a good network topology and IP addressing strategy. Proper planning of these factors ensures reliability and scalability of a network particularly in large scale networks like NOSSLONDON2026. The application of systematic troubleshooting and checking procedures, such as ping tests and analysis of the log files were also highlighted as important in solving network problems in the project.
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