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Abstract- In the ever-changing landscape of IT security, it is vital to ensure adherence to data protection regulations whilst ensuring network integrity to avoid data expensive data breaches. This paper explores the technologies that can be leveraged by enterprises to provide a multi-layered approach to data security. With the shift to homeworking in recent years, VPN technology has become more prevalent, and when leveraged alongside firewalls, access controls and a solid MDM solution, can form part of a solid foundation for IT security. Following the report is a case scenario for the establishment of a new Information Security Unit, with considerations of the policies, standards, governance and planning that would be required.

RESEARCH IN DATA SECURITY AND COMPLIANCE
I. INTRODUCTION.
Data security is of paramount importance to any organisation for a plethora of reasons; from protecting their own operational integrity and continuity, protecting against theft, and safeguarding stakeholder information – as well as remaining compliant with data protection regulations. Severe violations of the General Data Protection Regulation (GDPR) can result in fines of up to 20 million euros, or 4% of the organisations global turnover, whichever is higher [1]. Therefore, it is crucial that organisations are prudent with the management of their data security, and invest resources into both maintaining compliance with regulations, and implement defences against potential data security threats.
This paper will explore the security technologies available to organisations that can be leveraged to ensure robust network and data security, reducing the overall risk of an incident. These technologies include firewalls, VPNs, access controls, and all play a vital role in network security, especially in the wake of the global shift towards remote working during the Covid-19 pandemic. This period saw increased numbers of cybersecurity attacks and incidents due to many organisations’ infrastructure not previously being configured with wide-scale remote working in mind, therefore leading to reactive deployment of VPN infrastructure which could be exploited [2]. This serves as an example of the importance of mindful planning and implementation of data security infrastructure, especially in a remote working environment.

II. FIREWALLS.
Firewalls are a pivotal part of IT security infrastructure. Set between the internal and external network, firewalls monitor incoming and outgoing packets, enforcing set security roles and blocking external threats from access the internal network. They are used to filter incoming traffic and block anything that does not meet the predetermined criteria set in the firewall rules. They can also monitor outbound traffic, blocking connections to filtered sites and untrusted domains [3]. 
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General structure diagram of a firewall [4].
Whilst firewalls are placed at the edge of the network facing the wider internet, depending on the network configuration it may sit logically behind or in front of the router. In small offices and home networks the router will often sit in front of the firewall, meaning that all inbound traffic is handled by the router first and is then filtered at the firewall. This can allow for better network performance; however, it leaves the router vulnerable to exploitation, and thereby creating a risk to the network. Contrastingly, enterprises typically have the resources to implement high performance firewalls that sit at the edge of the network filtering all traffic inbound and outbound, providing more robust protection. The latter is the best practise for any network with the resources available.
An additional beneficial function of firewalls is the ability to undertake log analysis, allowing network engineers to test the functionality of firewall rules, troubleshoot filtering issues, and monitor for potential malicious activity [5]. This allows for reactive measures to be taken, including the creation of additional firewall rules to target and block malicious activity to and from specified addresses.
Firewalls are essential to maintaining data security by providing the first layer of defence between the internal network and the internet. However, they are only one part of a wider security infrastructure that ensure compliance with regulatory requirements are met. Enterprises will often implement a multi-layer security architecture, with various technologies that together provide a staunch protection. 

III. VIRTUAL PRIVATE NETWORKS (VPNs).
Virtual Private Networks (VPNs) are a security technology that are predominantly used to facilitate remote working with organisations. Remote access VPNs allow for remote employees to access company resources by establishing a secure, AES-256 encrypted connection via a tunnel between the VPN client software on the end users machine, and a VPN gateway or server within the company network. In addition to remote access VPNs, many enterprises make use of site-to-site VPNs, allowing offices in different locations to communicate securely across the same network. 
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Remote access VPN tunnel [6].
Once the client machine has established its VPN connection, it will automatically acquire an IP address from the internal network and will have access to any resources exactly as if the machine was on site. This allows employees to work from anywhere and still have full access, whilst the encrypted tunnel provides a secure connection even on unsecured networks. Once encrypted at the client end, the data is difficult to be intercept for malicious actors and is not decrypted until it reaches the opposite VPN gateway, thus keeping data protected and complying with data protection regulations. This, in addition to the masking of the client IP address provides strong data integrity. The additional implementation of multi-factor authentication before establishing the VPN tunnel would provide a further layer of security via user validation, which combined with other layers would form a robust security foundation.
It is imperative that both the VPN client software on end user machines, and the VPN hardware are regularly patched to avoid issues and ensure that security is maintained; this may require remote workers to attend the office if their VPN client is not connecting. Furthermore, due to the encryption process, latency can sometimes be encountered across a remote access VPN connection.

IV. ACCESS CONTROL.
Access control is a core data security principle that accounts for the management user permissions and access to resources on a network. It follows the principle of least privilege, which states that “security architecture is designed so that each entity is granted the minimum system authorizations and resources needed to perform its function” [7]. In practice, this means assessing and granting the minimum permissions possible to users and ensuring that as soon as a user no longer requires specific access to something, it is removed. Following this principle helps prevent data breaches and reduce attack surface by cleaning up outdated account permissions [8]. Following this principle also ensures compliance with both GDPR and ISO 27001, which outlines in A.9.1 that employees should only view information relevant to their role, and that access lists should be reviewed on a regular basis [9]. 
There are multiple disciplines of access control used in enterprise; Discretionary Access Control (DAC) allows the owner of a resource set permissions as required, possibly through the NTFS interface, whilst Mandatory Access Control (MAC) grants a basic set of permissions centrally [10]. The most common form of access control however is the more dynamic Role Based Access Control (RBAC). RBAC allows for permissions to be assigned to users based on the requirements of their roles. This can be achieved through groups in Active Directory or Azure; for example, there may be a ‘sales’ group that has a different set of permission to the ‘finance’ group. RBAC helps to simplify the administration of user accounts by simply assigning them to group based on the team in which they work – if that changes the user account can be moved to another group and the permissions will dynamically updates.
Access control is central to maintaining compliance with data protection regulations, as well preventing data leaks, whether accidental or malicious, from within the company.

V. MOBILE DEVICE MANAGEMENT (MDM).
Mobile Device Management (MDM) systems provide organisations the ability to centrally configure, manage and monitor their devices, granting the facility to deploy applications, configure settings, and set security policies remotely. Microsoft Intune is a leading MDM system that provides support for multiple operating systems, and can manage both desktop and laptop devices, as well as tablets and phones. This allows for security policies such as device drive encryption to be pushed out company wide to ensure compliance with data protection regulations. Microsoft Intune also facilitates the deployment of compliance policies, meaning that any devices that do not meet a configured standard will flag up, and can be prevented from signing in or joining the network until the issue is rectified and the device marked compliant again [11]. 
MDM systems offer a variety of features that can strengthen an organisations data security posture. These include the enforcement of password policies on all devices, the pre-configuration of Wi-Fi and VPN settings, and even allowing for the remote wiping of a lost or stolen device. Systems such as Microsoft Intune help to bring the multi-layer security approach together with its array of configuration options and surveillance of device compliance. This technology, when coupled with the aforementioned firewalls, VPNs and access controls, provides a solid foundation for a comprehensive data security framework.
A well configured set on Intune polices provide Windows devices with prudent data security precautions, from password policies, app control, BitLocker encryption enforcement, scheduled updates and antivirus scans, conditional access, and ongoing compliance checks to ensure these precautions are applied.

VI. CONCLUSION.
The protection of data and compliance with data security regulations has become even more important in the aftermath of the pandemic and the lasting effects it has inflicted on the way that we work, and they way that IT infrastructure is configured. The IT security technologies explored in this paper are each critical in forming a strong, multi-layered approach to data security, and when all configured together, form the foundations of a comprehensive security framework. 
The firewalls deployed at the edges of the network act as the first line of defence in this framework, filtering in and outbound traffic packets, preventing access to untrusted networks and blocking malicious activity. The use of a client based remote access VPN, allowing employees to dial in to company resources remotely via an encrypted VPN tunnel connection, ensures that data protection regulations are adhered to by keeping data secure in transit across the internet.
The implementation of access control policies following the principle of least privileged again maintains compliance with GDPR and ISO 27001, whilst reducing attack surface area internally, and preventing the risk of data leaks. The use of role-based access control policies especially promotes regular checking of permissions by adding users in and out of groups as necessary, ensuring nobody has more access than they require. Furthermore, implementing regular purges of old credentials still on the system that are not in use lowers the risk of data leaks.
And finally, the integration of a mobile device management solution such as Microsoft Intune allows for the multi-layer security framework to be brought together by enforcing security polices such as password requirements, app controls, device encryption, anti-virus scans, and much more. All of this along with the ability to draw logs out of machines, and track or remotely wipe machines marked as lost or stolen, make for a solid security framework with data security at the forefront.
All aspects of this foundational framework require almost constant review, patching, and configuration in order to maintain data security and compliance with regulations. Data security is an ever-changing landscape, and with that it is vital that data security teams are able to respond reactively and swiftly to threats that arise. For example, the discovery of a vulnerability in the remote access VPN client software may requires a patch, which thanks to the implementation of a MDM system can be pushed out to the entire device estate, regardless of if the VPN tunnel is active or not, as the MDM only requires an internet connection to deploy. The ability to respond in a swift manner to these events maintain the organisations reputation, uphold the trust of stakeholders, and maintains the integrity of their data security.


CASE SCENARIO
I. INTRODUCTION
As technology and our working patterns continue to evolve, along with the threats faced by enterprise in the current digital age, the need for a dedicated Information Security Unit is increasingly clear. A recent PBM report found that the global average cost of a data breach is $4.35m USD, and that the average time to identify and contain a breach is 277 days [12]. This, alongside the potential GDPR breach fines of 4 million euros [1], highlights that the establishment of an Information Security Unit would be a prudent investment.
 The team will be responsible for implementing policies and procedures to both ensure that our organisation is implementing prudent security practices, as well as ensuring compliance with data protection regulations. Furthermore, contingency planning must be in place in preparation for disaster recovery or business continuity, in addition to a risk management framework.

II. ORGANISATION STRUCTURE
The structure of the Information Security Unit we be as below: 
[image: A diagram of a group manager
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Group Manager - Information Security: responsible for overseeing the Information Security Unit and ensuring that the security strategy is both developed and implemented effectively. responsible for developing and enforcing security policies, management of department budget, and manage and lead the Information Security Unit. Ultimately responsible for compliance with data protection regulations. 
Information Governance Manager:
Responsible for handling and governance of data. Ensure compliance with data protection regulations and feedback to group manager. Responsible for data classification and retention policies. Perform Data Protection Impact Assessments (DPIA) and Carry out role of Data Protection Officer (DPO).
Information Governance Officer:
Provide assistance to the Information Governance Manager, conduct data audits to ensure compliance with both internal and regulatory policies. Monitor information governance throughout organisation and report back to manager.
Data & Network Security Manger:
Responsible for network security, ensuring protection against external threats, and implement network policies to prevent data breaches and security incidents.
 Responsible for planning and maintaining network security architecture, monitoring activity, and developing security policy. Responsible for disaster recovery and business continuity policies. Responsible for physical security plans.
Data & Network Security Officer:
Provide assistance to the network manager, and carry out day-to-day indecent response, network monitoring, patching and policy enforcement. Support physical security as required.
This team structure focuses on the two key areas of information security, governance and network implementation. The governance team are responsible for ensuring that all regulations are met, and data is handled responsibly, whilst the network team are responsible for ensuring that the data is safe from breaches and attacks.

III. POLICIES AND PROCEDURES
The Information Security Unit will establish data security policies and procedures to ensure internal standards are met and regulations are adhered to.
An access control policy will be developed to ensure that role-based access control is enforced throughout the organisation. This will ensure that the principle of least privilege is followed, reducing the risk of internal data breaches [8]. 
A data retention policy will be applied ensuring that data is not kept for longer than required. Automatic retention policies can be set on the email system to delete data after a set number of years. Stored data may require difference retention policies based on classification and use-base. There is no set time period enforced by the General Data Protection Regulations as to how long data can be help, however it is specified that it must be held no longer than needed.
An acceptable use policy will be displayed at the login screen of all organisation machines, enforced by the MDM, that outlines the rules staff are expected to follow whilst using ICT equipment. This will include the prohibition of attempting to use ICT equipment in violation of laws, attempting to steal information, or attempting to access a computer or user account that the user is not authorized to access [14].
The Data and Network Security Manager will be responsible for publishing an Incident Response Plan to be followed in the case of a significant incident. This will include a disaster recovery and business continuity plan, ensuring that the Information Security Unit are prepared with procedures to maintain business critical operations during an outage, and are prepared to recover data in a disaster event. This will ensure that the organisation is prepared for a network outage or attack, and a swift response can be delivered [15]. All staff within the Information Security Unit should be aware of this plan in order to mitigate risks during an incident.

IV. CONTINGENCY PLANNING.
In the event of a disaster, the Information Security Unit will be prepared with a disaster recovery plan. This plan should consist of holding three copies of data at all times; the original copy on organisation servers being accessed by staff, an on-site back up of that data, and a remote, network back up. This will ensure that in the event of a physical disaster in which the original and on-site back ups are destroyed, the networked copy will persist, and in the event of a major network incident, the physical backup will persist.
Business continuity plans will be in developed to ensure the persistence of business critical services amidst a major incident. A part of this could be the quick shift to remote working that could be required in an environment incident, which can now be facilitated due to the wide adoption of remote access VPN technology. Similar to the disaster recovery plan, the business continuity plan will ensure that core systems and their servers have backups available that can be swiftly spun up in an emergency. It would be the aim of the Information Security Unit to achieve ISO 22301 certification for the internation standard for Business Continuity Management [16].
 Furthermore, it will be the responsibility of the Data and Network Security manager to ensure that there are no single points of failure within the network architecture, and that there is a robustness in design that allows for continuity in the event of network hardware failures.

V. DATA PROTECTION COMPLIANCE
Compliance with data protection regulations is imperative to the organisation, and the fines in place for non-adherence can be up to 4% of global turnover [1] [19] [20]. The Information Governance Manager will be responsible for the role of Data Protection Officer and completing Data Protection Impact Assessments. Data retention policies will be in effect to ensure data is not held longer than is needed, and the Data and Network Security manager will ensure that access controls and high standard security infrastructure help mitigate the risks of data leaks.

VI. SECURITY STANDARDS
The Information Security Unit will adhere to recognised IT security standards in order to strengthen the security integrity of the organisation, as well with an aim to instil to stakeholders a good reputation for data integrity. Once such framework would be the UK National Cyber Security Centre’s Cyber Essential certification. Gaining the Cyber Essential certification would bolster the organisation reputation, set a solid foundation of IT security, and allow the organisation to bid for government contracts that involve data handling [17]. This process will involve ensuring suitable configuration of firewalls, regular patches pushed to all applicable hardware and software, use of multi-factor authentication for enhanced user security, and adherence to the principle of least privilege [8]. 
In addition to the NCSC Cyber Essentials certification, as previously noted, ISO 22301 should be attained for business continuity, strengthening the organisations’ ability to responds to serious incidents, and boosting shareholder confidence. It will also be the aim of the Information Security Unit to achieve ISO 27001 accreditation for information security management systems [18]. This will instil best practices around creating security policies and ensure that risks are mitigated by applying a framework for managing information security risks throughout the organisation.
It is imperative that the organisation is in adherence to General Data Protection Regulations and the Data Protection Act 2018, as serious breaches of the latter can be punishable by the Information Commissioner’s Office via fines of up to £17.5 million, or 4% of global turnover [19] [20].

VII. GOVERNANCE & STRATEGIC PLANNING FOR SECURITY
Part of the Group Managers’ role will be to develop long term and strategic planning initiatives to direct the unit. Effective governance and planning will be critical to ensuring that the Information Security Unit is able to fulfil its responsibilities in protecting the organisation. The Group Manager will develop a long-term strategy for the Information Security Unit that aligns with the wider goals of the organisation.
Once factor will be procurement and budget allocations. Initially there will be significant spending on secure networking hardware and infrastructure, however, there should be a long-term procurement plan in place for acquiring new hardware or software licenses, as well as replacements.
A roadmap should be developed with timeframes for achieving the aforementioned accreditations such as Cyber Essentials, and ISO 27001 and 22301. This roadmap would also be used to target timeframes for infrastructure upgrades, and other project milestones.
Key performance indicators (KPIs) should be introduced to monitor the performance of the Information Security Unit. These could include monitoring response and resolve times to incidents, assessing the resilience of the network via penetration testing, and reviewing the outcome of information governance audits. Some KPIs could be applied outside of the Security Unit, such as end user awareness of procedures.

VIII. RISK MANAGEMENT
A solid risk management framework should be developed by the management of the Information Security Unit, ensuring that risk assessments are carried routinely so that there is a level of preparedness for those that do materialise. Not all risks can be eliminated, some can be mitigated, and some must be accepted, therefore it is important to know the impacts of these risks, the potential consequences, and courses of actions that will have to be taken.  
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An example of a risk matrix [21].
A risk matrix will be undertaken to identify the potential impact of a risk, the risks are given a score based on their likelihood and level of impact. At this stage, some risks may be deemed acceptable due to a low score, or unfeasible mitigation, and will be routinely monitored.
Risks that can be mitigated will have a course of action decided on and implemented, with the risk re-assessed, it may drop to a lower score and continue to be monitored. All risks will be reported on, with details on risk matrix score, potential for mitigating, and if actioned, whether attempted mitigation lowered the risk score.
By continuously monitoring and assessing risks, the Information Security Unit can keep a record of all potential risks, with documented plans of mitigation. Awareness of these risks, even if deemed unlikely to materialise, are vital to effectively maintaining security.

IX. CONCLUSION
The establishment of a dedication Information Security Unit is essential in solidifying the integrity of this organisations data security, given the vast array of regulations to adhere to, and the ever-increasing risk of attack facing enterprises. As outlined, the unit will be made up of an Information Governance team and Data and Network Security team, with a both team managers reporting to a Group Manager. This structure ensures that both key areas of information governance and network security are given equal attention, providing a well-rounded security solution.
The Information Security Unit will ensure adherence to General Data Protection Regulations and the Data Protection Act 2018 by enforcing role-based access controls, data retention policies, and acceptable use policies. In addition to this, disaster recovery and business continuity plans will be in place, allowing the organisation to recover and continue through a major incident.
The unit will pursue accreditations including NCSC Cyber Essentials, as well as ISO 27001 and 22301. Achieving these accreditations will not only bolster the security posture of the organisation, but also demonstrate to stakeholders the units’ commitment to data integrity.
The Group Manager will develop long term strategic plans that will align with that of the wider organisation, and the unit will be assign key performance indicators to ensure it is meeting expectations. A risk management framework will be developed to continuously monitor and assess levels of risk faced by the organisation with a documented mitigation plan, ensuring that the Information Security Unit is prepared for any risks that do materialise.
IT security is ultimately a sector that is often overlooked due to a tendency to assume that threats will not impact the enterprise. However, as IBM’s report states, 83 percent of organisations have had more than one data breach, and with an average cost of over $4 million USD [12]. That combined with the high costs of breaching data protection regulations is justification alone for an information security unit. The proposed framework for the unit will ensure data protection, stakeholder confidence, and with long-term strategic goals, will ensure that the unit is prepared to meet any future demands.
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