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[bookmark: _ih6wggwsqmbn][bookmark: _Toc1498564047]1. Task 1 – Overview of the Digital Forensics Landscape
This section offers a detailed overview of the current state of Digital Forensics (DF) that has been developed by using the information extracted from the latest academic publications, reports from the world of cybersecurity, whitepapers from major technological companies, and by retrieving the information from the professional market (analysts and consultants) from the years 2024 to 2025. The purpose of this section is to clearly provide a backdrop of the evolution of the field (how the field has changed), current tools, how digital forensics is connected to cybersecurity, and challenges and trends that define this field today. 
[bookmark: _kg66sofj3z2h][bookmark: _Toc355713337]1.1 Current State of the Field: Tools & Capabilities
Digital forensics has experienced a phenomenal change within the past 20 years. What initially was concentrated on the retrieval of deleted files on personal laptops has turned into a very advanced science which functions now on mobile machines, on the clouds, on the corporate net and on the systems in memory. The digital investigations by 2025 are considered to extend to smartphones and encrypted messaging apps to cloud infrastructure, containerized apps and even Internet-of-Things (IoT) devices. 
Contemporary cyber-attacks are often associated with huge amounts of information, which are sometimes in terabytes or petabytes. Consequently, the current tools of forensics should be able to perform on a very large scale and still be effective, fast, and defendable in court. One of the key areas of industry in 2025 will be automation, cross-platform compatibility, and interoperability, by which investigators will be able to correlate evidence between the various digital ecosystems effectively.
[bookmark: _5m8nuul0hs3t][bookmark: _Toc784652811]Key Tool Categories & 2025 Capabilities
[bookmark: _gy2dp3drt4uv][bookmark: _Toc660876886]Disk & Data Capture Tools (FTK Imager, Guymager, Tableau)
Forensic investigations are still anchored on disk and data capture tools. By 2025, their abilities have grown way beyond the hard-drive imaging. These tools now support:
· Live Imaging: This allows the investigators to obtain data on systems that are still online and hence capturing volatile data like running processes, open network connections, encryption keys in memory, and running malware. This feature is relevant, especially in ransomware cases where the disabling of a system can erases key evidence. 
· Remote Acquisition: Wide Area Networks (WANs) Remote forensic imaging is now the norm. This allows the investigations of remote workers or infrastructures that are geographically distributed without the need to have physical access to all endpoints.

[bookmark: _9ray8oqb29z9][bookmark: _Toc756424116]Mobile Forensics (Cellebrite UFED, MSAB XRY, Magnet AXIOM)
[bookmark: _Int_SvJxVzxc]One of the most important digital evidences is now mobile devices. Forensic tools will be able to do: 
· Full File System (FFS) extractions: Full file system extractions, contrary to basic logical extractions, would provide investigators with access to deep application data such as encrypted databases in WhatsApp, Signal, and other messaging applications. 
· Consent-Based Decryption: New legal processes can be partially authenticated biometrically or using cloud-based authentication to unlock the devices with lawful consent. This minimizes the use of brute force decryption and increases the rate of investigations.

[bookmark: _gx7r41r0q7za][bookmark: _Toc1413186952]Network Forensics (Wireshark, Zeek, NetworkMiner)

Network forensic platforms currently focus on behavioral analysis as opposed to direct packet inspection because of the prevalence of encryption: 
· Encrypted Traffic Analysis (ETA): Investigators do not need to decrypt data, but instead examine the metadata of traffic, including traffic patterns, packet size, timing, and destination behavior to identify malicious activity.  
· Cloud Log Integration: AWS CloudTrail, Azure monitor, and Google cloud logs can be ingested directly, as well as by the forensic analyst, thereby enabling them to inductively recreate the attack on both on-premises and cloud systems.

[bookmark: _nc5jk7cgsps5][bookmark: _Toc1398176750]Memory Forensics (Volatility 3, Rekall)

Fileless malware has led to the emergence of memory forensics:  
· Rootkit Detection: These applications detect any malware who disguise themselves as operating system.  

· Ephemeral Key Recovery Encryption keys of disk protection systems, like BitLocker or File Vault, may be directly recovered at the point of memory images, prior to loss of power.
[bookmark: _u4oxdwkxgg09][bookmark: _Toc19703298]Single Pane of Glass Investigative Platforms
One prominent technological change that is likely to occur in 2025 is the adoption of common forensic platforms, which is sometimes referred to as Single Pane of Glass solutions. Others like the Magnet One and Exterro FTK Central combine the mobile, cloud, network and endpoint forensics into a unified platform. Such systems enable investigators to visualize user-to-user, user-to-location, user-to-communication relationships, in real-time, and significantly increase the efficiency of investigations.

[bookmark: _m1532bx4a5yy][bookmark: _Toc1377608532]1.2 Intersection of Digital Forensics and Cybersecurity 
Traditionally, the field of digital forensics and cybersecurity has been distinct fields of professional activities. Cybersecurity teams were aimed at attack prevention, and the forensic investigators were aimed at analyzing the incidents after security breaches took place. These two fields have since converged in 2025 into a single functional model that is called DFIR (Digital Forensics and Incident Response). 
1.2.1. The Proactive-Reactive Cycle. 
The defensive tools implemented by cybersecurity teams include firewalls, intrusion detection systems, and endpoint protection platforms to avert attacks. Nevertheless, when an attack is a success, digital forensics identifies how the intrusion occurred, the data that was compromised, and the perpetrator. In contemporary operations, this feedback loop is immediate. Evidence identified during forensic analysis, e.g. malware hashes, command-and-control servers, behavioral attack signatures are shared instantly among the global security infrastructure to stop analogous assaults in other regions.
1.2.2. Threat Hunting and Live Forensics. 
Forensics is no longer limited to investigations that are carried out after an incident. Threat hunting by modern security teams is an active process in which forensic tools are applied to live systems to reveal dormant threats which could not be identified by automated detection systems. This involves real time detection of memory, suspicious PowerShell execution, high account privilege growths and indicators of lateral flow preceding exfiltration of data. 
1.2.3. Zero Trust Architecture and Forensic Adaptation. 
Zero Trust models have default encryption of network traffic. Consequently, conventional methods of packet capture can provide a low level of visibility. Rather, forensic investigators strongly depend on: 
· Identity and access logs  
· Endpoint telemetry
· Records of privileged access management. 
 
 
The change involves a profound incorporation of forensic systems and enterprise Identity and Access Management (IAM) systems.

[image: ]Figure 1. Zero Trust Architecture
[bookmark: _s8qc6zdvc6jk][bookmark: _Toc922695338]1.3 Emerging Trends in Digital Forensics
1.3.1 Cloud & Container Forensics: The short-lived cloud environments and containers are challenging the traditional concept of hard-driven forensics. The snapshots are now an important tool used by investigators to capture VM/container states, Kubernetes forensic sidecars to collect logs and network traffic, and API log correlation (e.g., AWS CloudTrail, Azure Monitor) to rebuild activity. 
1.3.2 AI-Driven Investigations: 
AI and ML simplify the work on huge amounts of data. Applications include: 
· Machinery triage: Highlighting important files over millions of files. 
· Computer vision: This is used to identify objects or content within images/videos. 
· Pattern recognition: Determining the unusual user behavior or transactions. 
1.3.3 Drone & IoT Forensics: IoT devices: The IoT devices serve as sources of evidence. 
· Drones: Does GPS telemetry and flight logs. 
· Smart objects/worn devices: Document position, biometrics, and voice authentications. The problem is the proprietary file systems that need special methods of extracting them. 
1.3.4 Anti-Forensics Mitigation: 
Fileless malware and Living off the Land methods are practiced by cybercriminals to avoid detection. Mitigation includes: 
· EDR solutions: The system activity should be continuously recorded to be analyzed in the post-event. 
· Memory forensics: Memory shadowing to recover encryption keys, passwords and running malicious code.
[bookmark: _wjdnh2bgnraq][bookmark: _Toc1112266900]1.4 Key Challenges in 2025
1.4.1. Dark End-to-End Encryption. 
End-to-end encrypted messaging platforms are quite an investigative challenge. Although a device may be physically accessed, the investigator may not find any message contents in the device since the encryption keys will remain beyond the control of the user. 
1.4.2. Data Volume and Backlog Investigation. 
Contemporary research is related to huge amounts of data. The backlog of forensic processing has been reported to range between 6 and 12 months in law enforcement agencies across the world and has resulted in criminal processes being delayed and cases being dismissed. 
1.4.3. Complexity of the Cloud Jurisdiction. 
Evidence that is stored in international data centers is subject to legal delays because the global cloud infrastructure is connected to it. Mutual Legal Assistance Treaties (MLATs) make the investigation process very slow, in many cases, in several months. 
1.4.4. Deepfake Evidence Risks 
With AI-produced synthetics of audio and video, forensic authentication must first be proven before it can be accepted as evidence. The frequency anomalies, rendering artifacts, and generative noise patterns are detected with the help of specialized software.
[bookmark: _yqhpewm6m6zg][bookmark: _Toc924239333]1.5 Global Digital Forensics Job Market (2025 Outlook)
Digital forensics is one of the rapidly evolving disciplines in the field of cybersecurity in the world. The demand continues to be driven by the growing regulatory pressure of GDPR, CCPA, and cyber insurance requirements.
Global Market Size: $13-15 billion 
United States Salaries: 
Entry-Level Analyst: $75,000-$95,000 
Senior DFIR Consultant: $130,000-$180,000+ 
International Markets: 
UK: PS37k-PS90k+ 
India and APAC: The hub of rapid outsourcing and malware analysis. 
Certifications Recommended: GCFE, CHFI, GCFA, CISSP. 
[bookmark: _jzud3dvceht4][bookmark: _Toc886381128]2. Task 2 – SECURITY CLASSIFICATION & CASE OVERVIEW
SECURITY CLASSIFICATION: Confidential / Legal Privilege
 Case Reference: QT-AI-2025-THEFT
 Date: 10 December 2025
 Investigating Unit: Corporate Security & Digital Forensics
 Investigator: Harshsinh Mahendrasinh Padhiyar
 Incident Type: Insider Threat / Corporate Espionage

[bookmark: _fo57v7yrbmt0][bookmark: _Toc720019136]1. EXECUTIVE SUMMARY

[bookmark: _un5zd0otdwp7][bookmark: _Toc178622838]1.1 Case Overview
On November 12, 2019, quantum tech began a digital forensic investigation following the discovery of suspicious access patterns on its closed patent database, which stores a very sensitive intellectual property based on the "QT-AI-2025" Neuro-AI technology. The risk of insiders was very quickly diagnosed by intelligence reports. Additional investigation had implicated Emma, a senior engineer, in a conspiracy to sell proprietary intellectual property unlawfully to one of her rivals called NexGen Circuits. 
 
The main aim of this investigation was to find all persons implicated, salvage and hold all the electronic evidence in a legally justifiable fashion, reassemble the entire chronology of happenings, and reinstate criminal prosecution and corporate healing.

[bookmark: _g016ofqqw3mp][bookmark: _Toc1793857281]1.2 Scope of Investigation
This forensic examination covered the acquisition, conservancy, and thorough examination of five computerized exhibits that were retrieved on the suspects. Every action was taken according to the ACPO (Association of Chief Police Officers) Guidelines on Digital Evidence and this meant complete chain of custody and that all findings were admissible in court. 
Primary Objectives 
· Attribution: Determine a definitive connection between every physical device, as well as the corresponding user, by reviewing local user accounts, cloud authentication artifacts, and social media account data. 
· Intent Verification: Figure out the criminal intent and evidence of premeditation through restoring deleted, hidden, encrypted communications. 
· Timeline Reconstruction: Develop a timeline of the conspiracy by recreating the chronology of the conspiracy since the original offer of sale to the last financial transaction.  
· Asset Recovery: Follow the trail of the stolen data and determine the financial gains to facilitate any future attempts of seizing and forfeiting the assets.

[bookmark: _cdfyxnldqxcw][bookmark: _Toc1145785429]1.3 Key Findings
The criminal investigation has shown irrevocable results of a organized criminal conspiracy to steal and later sell proprietary trade secrets. 
Theft Confirmation: 
Emma officially launched the conspiracy on August 21, 2024, with the aid of WhatsApp, at which point she was selling an AI-based product of Neuro to an intermediary named Joe Marsh. 
Network Identification: 
The participation of three different actors is proven: 
· Emma (The Source): Emma works as Peter Dover. 
· Joe Marsh (The Broker): Critical to the logistics coordination and the logistics negotiation process.
· Norman Smith (The Buyer): Denoted by the artifacts of social media obtained through one of the devices owned by Kate O’Leary. 
The Deal: 
It is documentable that the price at which the sale would be done was agreed upon at 5 million (5M) to be moved under an offshore financial scheme. The data stolen was to be exfiltrated in batches so as to avoid enterprise security measures. 
Physical Meetings: 
The time stamps of timeline reconstruction ensure face-to-face coordination between the Buyer and the Broker on October 16, 2024, in Paris, France, and November 20, 2024, in Manchester, UK, which are confirmed with the geolocation metadata.
[bookmark: _sr4o1ug5tn3r][bookmark: _Toc908831130]2. EVIDENCE INVENTORY & CHAIN OF CUSTODY

[bookmark: _dx04p9lf2ay3][bookmark: _Toc859823452]2.1 Acquisition Methodology and Preservation
Any digital exhibits that were taken were secured immediately to avoid any changes, tampering or remote connectivity. When retrieved, each device was put in the airplane mode and further locked down in Faraday-shielded containers, which means that they can never be remotely wiped, synchronized with a network, or forced to execute commands by some outside party. 

Cellebrite UFED was used to make logical and physical extractions where necessary to achieve a forensically sound acquisition process. This tool offers certification, court admissible imaging processes and produced thorough acquisition records to support evidentiary integrity. 

In the case of traditional storage media, such as USB drives, external hard drives, and internal system disks, hardware write-blockers were used when imaging. These devices will guarantee limited access to the data which is strictly read-only and will not allow alteration of the original data and will be in line with the ACPO Guidelines of Digital Evidence. 

Any imaging operations produced bit-for-bit forensic duplicates, with cryptographic hash values (e.g. SHA-256) attached to confirm authenticity by repeat steps of the analysis.Shape
[bookmark: _ddglfwa6q30y][bookmark: _Toc963797181]2.2 Evidence Inventory and Integrity Verification
Cryptographic SHA256 hash values were generated immediately after acquisition to verify data integrity. Any alteration would result in a hash of mismatch.
	Exhibit ID
	Description
	Make/Model
	Owner (Attributed)
	MD5 Hash Value

	EV-01
	Smartphone
	Huawei P Smart (POT-LX1)
	Emma
	366c031fcb2a2b305139a185b8ed29c7e9b6cc2c5b419bc1efaffa7220cc3483

	EV-02
	Smartphone
	Ulefone Note 14
	Joe Marsh
	d6da540e5072f5757106709c6ef1a04ffd7c589d0299dd8e77454f3fdccd711e

	EV-03
	Smartphone
	Samsung Galaxy A13
	Norman (alias Kate Oleary)
	065a47cc7db9a4024f9b8ad2dfba27c102ea8f71aca89455259e281540964635

	EV-04
	Smartphone
	Nokia C2
	Unidentified
	c1b69eb203dabcdafff34c65e36a4ac70b7121c2e8ecae6d73a7f30d1e6d203e

	EV-05
	Storage Device
	USB Flash Drive
	Emma
	DB033FB301C9BC43FD7C1FBB8F15B51CC99C0C9866226F5DBE433BB075755F91


Table 1: Digital Exhibits
[image: ]Figure 2: Chain of Custody verification logs showing SHA256 checksums

[bookmark: _sq133o9icasj][bookmark: _Toc655474604]3. METHODOLOGY

[bookmark: _l3nz7laqa1gw][bookmark: _Toc1181213462]3.1 Forensic Environment & Sterility
Forensic analysis was done in a secure, but controlled laboratory setting to confirm the integrity of any digital evidence. The examination workstation was on an air-gapped network, completely disconnected both to the internet and internal networks, to ensure that no remote commands, e.g. remote wipes, were received on the seized devices. 
The analysis was done on forensic bit-stream images, and not on actual devices. Original exhibits were linked together solely with hardware write-blockers so that no system metadata, such as "Last Access Time" was ever modified. 
All the forensic tools (Autopsy and Cellebrite) were tested with known datasets to ensure proper parsing and to exclude the possibility of errors caused by the software before the deployment.
[bookmark: _sjydcam2exdq][bookmark: _Toc1643589126]3.2 Analysis Tools and Techniques
A. Autopsy Forensic Platform  
· Autopsy is the main platform of analysis since it is well supported with Android file systems (Ext4, F2FS) and has a powerful collection of automated ingest modules.  
· Ingest Modules: Android Analyzer and Keyword Search modules were implemented to handle user generated data. The Correlation Engine came in especially handy, as it allowed matching what appeared to be unrelated artifacts automatically. Indicatively, it was able to connect a phone number located in Emma contact list (07476538686) to the device identifier of the phone that was captured (Exhibit EV-02). 
 
· Keyword Indexing: A full-text index was created to aid any specific search on critical wordlists like Patent, 5M and NexGen in the active files and in unallocated space. 
 
B. SQLite Database Viewer (Manual Analysis)  
On the one hand, automated tools are efficient, but on the other hand, fragmented or deleted records can be undetected. As such, raw database files were run on manual SQL queries to retrieve vital evidence.  
· msgstore.db (WhatsApp): By physically browsing the message table, the contents of messages and timestamps that clearly depicted the communication around the conspiracy could be retrieved.  
· mmssms.db (SMS/MMS): The lack of SMS messages between the Buyer and the Intermediary was verified during the search, which supports the evidence that the suspects used an encrypted messaging application (WhatsApp) to remain unnoticed. 

C. Geolocation Analyzer 
 This was the geospatial data mining tool, which was applied to extract, analyze, and map the geospatial data that was embedded in the digital evidence.  
· EXIF Data: Image file (.jpg) metadata in the camera roll of the device was analyzed to receive time stamps and geolocation data.  
· Correlation: The GPS coordinates (latitude/longitude) were correlated with the respective chat log timestamps. This examination identified the device of the Buyer in Paris (48.8647deg N, 2.3490deg E) at the specific time when the Intermediary had said that he was going there- physical corroboration of the digital communications.

[bookmark: _nv9hkhbgh02f][bookmark: _Toc830903065]3.3 ACPO Compliance
The ACPO Guidelines on Digital Evidence were strictly followed during the investigation, so that all the findings can be legally admissible. 
Principle 1 - Data Integrity: 
No information about the initial devices was distorted. All the analysis was done on proven forensic images, and the integrity of images was checked by comparing the SHA256 hash values between the seizure image and analytical image. 
Principle 2 - Audit Trail as well as Reproducibility: 
The entire investigation had a full audit trail where all the actions were recorded. This is to make sure that any other forensic examiner who is not with the team but still wishes to reproduce the process would be able to get the same results. 
Principle 3 - Triangulation (Cross validation): 
The three major categories of evidence were used to prove key conclusions: 
· Communication: Chat history and text of the messages. 
· Location: geolocation and GPS metadata. 
· Relationship: LinkedIn contacts and social connections. 
This triangulation methodology was used to guarantee the strength and dependability of the findings.
[bookmark: _b83cpyk2ok50][bookmark: _Toc393468695]4. DETAILED FINDINGS

[bookmark: _2t122unhqk3z][bookmark: _Toc2025245390]4.1 Suspect Identification & Attribution

[bookmark: _qo117zmvo5gv][bookmark: _Toc1481966687]4.1.1 Emma (The Insider)
Exhibit EV-01 (Huawei P Smart) gives a positive account in the forensic analysis of Emma and the phone.   
· Digital Persona: The machine is related to Google Account doxp59@gmail.com. 
· Alias Use: Examination of com.whatsapp preferences XML file revealed that the display name was PETER DOVER. Here is a sign of a deliberate attempt to hide identity.  
· Social media: Facebook page has been accessed with an FBID 61565261156720 with the alias Peter Dover associated with the bigger conspiracy.

[image: ]
Figure 2: Digital alias usage by Emma

[bookmark: _2hzwd3dowrmy][bookmark: _Toc257272694]4.1.2 Joe Marsh (The Broker)
The owner of the exhibit of the EV-02 (Ulefone Note 14) was noted to be Joe Marsh. 
· Identification: The phone number of the device, 07476538686, is identical to the one that Emma had listed in her address book of Joe Marsh. 
· Connection: According to the analysis of the statusrankingmap database, Emma is the most frequent contact of Joe and has a score of 55, which means that the operation relationship between Joe and Emma is close and active.

[bookmark: _e0p7rvdvzxk0][bookmark: _Toc692305433]4.1.3 Norman Smith / Kate Oleary (The Buyer)
The identity-obfuscation strategy associated with Exhibit EV- 03 (Samsung Galaxy A13) was very complicated. 
· Registered Owner: Analysis of file system found a PDF contract (contract-information-mobile-broadband.pdf), which showed that the device was officially registered to Kate O'Leary.  
· Operational User: An analysis of androidfacebookcontacts database indicated that Norman Smith (FBID 61564326251951) was the active user of the social media applications in the device. 
· Conclusion: Such evidence implies that Norman was engaged in illegal operations with the help of a device registered to one of his family members, Kate O'Leary, in order to hide his identity and escape being noticed.
[image: ]
Figure 3: Social graph linking conspirators
4.2.3 Direct Negotiation (Emma & Norman)
Forensic examination brought back deleted messages that depicted a direct conversation between Emma and Norman, without going through the middleman. 
Procedure: Norman advised that the data be moved in small parts in order to minimize detection risk: We require the Blueprint in chunks... Too risky in one go." 
Finance: Norman reassured the money deal: "Ok. First part releases, 5M offshore, takes after the first part. 
Exfiltration: Emma instructed the project team on how to deliver the data: Attention: WEL. Inbox. 48 hrs. After that, we are ghosts." 
[bookmark: _rtw7jbcc1nhc][bookmark: _Toc1050713057]4.2 Communication Timeline
4.2.1 The Inception (August 21, 2024)
The WhatsApp chat was critical and recovered by Emma, and this indicated that the theft was premeditated.    
· Timestamp: August 21, 2024, 10:06 AM.  
· Message (Emma): I have certain valuable information available concerning ABC technologies. It concerns our new Neuro according to the AI product. I'm thinking about selling it...".    
· Response (Joe): "That may be serious stuff, Emma... I will see what I can do."

[image: ]
Figure 4: Chat recovery images
4.2.2 Search for Buyers (August – October 2024)
Joe Marsh used to travel widely to the market and sell stolen technology. 
· Glasgow: August 29 Joe wrote to Emma; I am going to fly to Glasgow and meet a contact. 
· Paris: He wrote to Emma, on October 14, "Travelling back to France, this time Paris, to get some good deals.
[bookmark: _Toc1914807940]4.2.3 Direct Negotiation (Emma & Norman)
The deleted messages were retrieved through a forensic analysis to show an explicit communication between Emma and Norman, without going through the middleman.  
· Procedures: Norman taught that the data should be moved in batches so that the likelihood of detection is minimized: "We must have it... we must have the Blueprint in chunks... Too risky in one go."  
· Payment: Norman agreed on the terms of money: "Yes. first part issues, and 5M overseas. 
· Exfiltration Emma made data delivery instructions: Watch your inbox in 48 hrs. After that, we are ghosts."

[image: ]

Figure 6: Direct coordination on smuggling methods and offshore payment.

[bookmark: _efms4gi98nno][bookmark: _Toc1572700342]4.3 Geolocation Analysis
To confirm that the chat logs are real, the investigators compared travel claims with GPS data obtained on the device of the Buyer (Samsung A13). 
Stated: October 14 Joe said he was going to Paris. 
Evidence: GPS metadata of Samsung A13 confirmed that it was in Paris (48.8647deg N, 2.3490deg E) on the 16th of October 2024. 
Analysis: The coincidence of the position of the Buyer and the Intermediary within a 48 hour period is evidence that a face-to-face meeting was held.
[image: ]
Figure 7: GPS visualization placing the Buyer in Paris during the negotiation.

[bookmark: _jgpchhpxa8r5][bookmark: _Toc432974815]4.4 Anti-Forensic Behavior
4.4.1 SIM Swapping
The suspects were highly aware of forensic issues, such as intentional SIM swapping to hide device activity.  
· Forensic Findings: Comparison of system snapshots of the device used by the Buyer showed that the SIM card had been altered. 
· July 2023: The device now worked with number +44 7867 927693 (historical screenshots). 
· 2025 (October): The device is now on +44 7383 368785. 
· Significance: The device hardware (IMEI ...70827) was the same with the change of the SIM. It means that there is a purposeful attempt to break the connection of the device with the previous call history and slow down forensic investigations.
[image: ]
Figure 8.1: SIM swap evidence -1
[image: ]

Figure 8.2: SIM swap evidence –2

[bookmark: _Toc1734892225]4.4.2 Data Compartmentalization
The detailed analysis of the Huawei P Smart, which Emma possessed, made no indications of any patent-related documents, as it was evident that she carefully restricted the sensitive information to the USB flash drive (EV-05). This plan made her communication device clean and reduced the chances of being caught during forensic examinations.

[bookmark: _vy8ovrvdvv5a][bookmark: _Toc1427852769]5. SUSPECT PROFILING

5.1 Subject: Emma (Insider / Perpetrator)
· Role: Primary Source / Insider Threat. 
· Motive: Financial benefit with the intention of getting a slice of 5M proceeds. 
· Forensic Profile: Emma is highly skilled and securely conscious in terms of technical ability and operational security awareness. Using her status as a senior engineer, she gained access to proprietary information, that is, the QT-AI-2025 dataset. There is forensic evidence that she was intentionally trying to compartmentalize and obscure her involvement. 
· Digital alias: Emma renamed her WhatsApp display name to Peter Dover, and her Google account was non-corporate (dovp59@gmail.com). 
· Data Segmentation: As she coordinated her phone (Huawei P Smart), forensic examination showed that there were no patent documents on the phone. This implies that she had only kept the stolen data on the USB flash drive EV-05, and she had not kept the phone with any incriminating evidence. 
· Network Centrality: Her statusrankingmap will reveal Emma as a central node, who is in close contact with the Intermediary (Joe Marsh) and an external contact (SA No.), and her centrality in the conspiracy.
[image: ]
Figure 9: Emma's contact list identifying "Joe Marsh" and "SA No." as key associates.

5.2 Subject: Joe Marsh (The Intermediary)
· Position: Agent / Supply Chain Intermediary. 
· Ethos: Received a brokerage commission or fee of the deal. 
· Forensic Profile: Joe Marsh was the logistical connection between the insider (Emma) and the Buyer. Compared to other suspects who made use of aliases, Joe operated the business through a particular phone (Ulefone Note 14) without the need to register it in his own name since he only used it to negotiate. 
· Movement of Operation: Chat logs and GPS data prove that he was in Glasgow (August), Paris (October) and Manchester (November) and that he was the physical agent who implemented the conspiracy. 
· Negotiator: Analysis of messages reveals that Joe was also observing the Buyer and keeping him to the contracts, keeping the level of transactions, and closing the deal (5M).
[image: ]
Figure 10: Chat log confirming Joe's travel to Paris to find "good deals."

 [image: ]
Figure 11: Joe confirming the "5M secured" deal price.

5.3 Subject: Norman Smith / Kate O’Leary (The Buyer)
· Position: Agent Competitor Financier. 
· Purpose: Company espionage - buying AI Neuro. 
· Forensic Profile: Norman Smith is the most advanced player in the network who used sophisticated anti-forensic measures to cover up his identity. 
· Identity Obfuscation: The phone itself (Samsung A13) was covered by a contract between Kate O'Leary and the phone. However, a forensic examination of contacts and use of logs on Facebook revealed that Norman Smith is the user. This implies that it is used as a proxy device to cover direct participation. 
· Anti-Forensics (SIM Swapping): In July 2023, it modified the phone number of the device to +44 7383 368785 and kept the same hardware (IMEI). This method is widely employed to remove the historical location and call data. 
· Technical Understanding: Norman, during chat retrievals, asked that patent information be sent in bits (Too risky in one go) to avoid Data Loss Prevention (DLP) filters, which he knew about the security mechanisms used in corporations.
[image: ]
 Figure 12: Social media artifacts linking the Facebook identity "Norman Smith" to the device registered to Kate Oleary.
6. CONCLUSION
The forensic audit of the Quantum Tech breach was able to recreate a plot of conspiracy to steal the QT-AI-2025 patent. A staged insider attack by one of the employees, Emma, has been proved by the fact that she stole data in chunks of files to avoid system limitation. She arranged the sale of intellectual property with Joe Marsh (The Broker) and Norman Smith (The Buyer) at a price of 5 million dollars, and the money was sent to offshore accounts. 
Communication and GPS metadata were used to confirm physical meetings in Paris and Manchester. Contribution has been proven beyond reasonable doubt: Emma contributed through USB drive (EV-05), Marsh contributed with logistics, and Smith contributed with the use of the proxy device that was registered to a third party (Kate O'Leary). Although the suspects used obfuscation techniques, including encryption and SIM swapping, digital evidence was recaptured in a forensic analysis, which implicated all three in the theft and sale of proprietary technology.
[bookmark: _Toc412234166]7. RECOMMENDATIONS
According to the results, the recommendations that can be made to assist legal proceedings and enhance corporate security are as follows. 
7.1 Legal Actions:  
· Criminal Charges: File a case against Emma, Joe Marsh and Norman Smith on conspiracy, intellectual property theft and computer misuse. 
· Asset Forfeiture: Freeze bank accounts in the name of Kate O Leary and issue subpoenas to the institutions to trace the offshore money transfer of the $5 million proceeds. 
7.2 Corporate Remediation: 
· Access Control: Revoke Emma system, VPN, and cloud access immediately, conduct retrospective audit of AI Neuro server logs on abnormal activity. 
· Data Loss Prevention: A serious policy to the removable media must be set to Block All and USB devices should be used on encrypted company devices and EDR tools to track the large transfer of external files.
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