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1. [bookmark: _Toc176424076]Introduction
Cybersecurity has become increasingly significant within today’s digital landscape, and as technology develops, the importance grows. Around 50% of businesses report experiencing some type of cyber-attack or breach in the past year, with this rising to 74% for large businesses. These attacks and breaches have been estimated to cost on average, £10,830 [1]. 
The NHS is a major target for attacks due to the data held. An example of a well-known attack was the ‘WannaCry’ ransomware that infected a total of 595 NHS GP practises and disrupted around a third of hospital trusts in England by encrypting essential files [2]. This attack spread to over 200,000 systems in 150 countries, and it was believed that the NHS were vulnerable due to outdated operating systems that were no longer supported by Microsoft. A self-taught expert named Marcus Hutchins was able to counter the attack by locating a ‘kill switch’ within the virus [3]. The ‘WannaCry’ attack cost the NHS an estimated £92 million. Around £70 million of this was spent in the aftermath to recover and restore data and systems. The other £20 million was a result of the service disruptions [4]. The Department for Health and Social Care had allocated £4.2 billion to IT programmes, but only £50 million of this went to cybersecurity. However, after the attack, an additional £196 million was allocated to support the NHS so the vulnerabilities could be addressed and organisations supported [5]. 
Within this research there will be collaboration with industry partners and the researcher’s current workplace. This may include penetration testing statistics, including results of recent tests and some of the most found vulnerabilities related to web applications and APIs. Additionally, Tenable vulnerability management solution may be used for infrastructure related vulnerabilities. Other software such as Postman and SOAPui, for APIs, web application scanners such as Tenable and Qualys may also be considered within the research.
The researcher has chosen this area due to currently working within a penetration testing team in Digital Health and Care Wales (DHCW). Due to this there has been firsthand experience with web applications, infrastructure, and APIs that have been rushed or not given the expected maintenance required to maintain high security standards. There has also been experience with applications that are maintaining high standards when it comes to maintenance and secure development. After experiencing issues and working with vital services and systems that hold massive amounts of sensitive data, the research is hoping to improve knowledge and understanding into secure development practises and vulnerabilities so that it can be used to make a positive change within the workplace and wider technological community. 
2. [bookmark: _Toc176424077]Research Problem
Inadequate maintenance and rushed development cycles by service teams lead to vulnerabilities in web applications, infrastructure, and APIs. 
3. [bookmark: _Toc176424078]Background
3.1.1. [bookmark: _Toc176424079]Background Introduction
While conducting the review of existing literature, the researcher discovered that the main researchers and studies were not individuals, but organisations and standards bodies, such as OWASP, NIST, and ISO. There were also companies that were specialised in specific relevant areas such as Tenable, Aristi, and Prism. Although this does not mean that there are not key individuals in cybersecurity and web applications, it just means that this review has focused more on the organisations and companies involved.
According to one of the latest Data Breach Investigation Reports, web applications were the top vector in 2023. Web applications were involved in 80% of incidents and 60% of breaches, with misconfigurations and outdated components being some of the most targeted aspects [6]. Attacks against web applications have become more advanced, however so has the development for applications. The exploitation of a web application takes skill and knowledge of different network protocols, software development techniques, and common vulnerabilities. Alongside this, it benefits an attacker to understand the application they are targeting. Attackers learn different techniques to keep up with technological advancements and often will now target the source code instead of the underlying infrastructure. Additionally, with technology developing, web applications are now far more advanced and contain far more technologies such as APIs, JSON or XML, JavaScript, servers, and databases. All this can help developers create a more secure web application due to the various layers involved, however, it also leads to more maintenance and more potential attack vectors [7]. 
3.1.2. [bookmark: _Toc176424080]Software Development Life Cycle (SDLC)
The SDLC is a framework used by developers as a repeatable process for building and maintaining an information system. The lifecycle can be adjusted to fit the specific needs of an organisation, defining the development methodology and process that is most suitable. A SDLC can be an aid to project managers as if created correctly, can minimise the risks of the software, increase efficiency, and reduce the overall costs. The SDLC can aid the project manager by laying out specific tasks for each individual to carry out, however, even though the SDLC is meant to be a repeatable process that includes the maintenance of the developed software, it can often be managed incorrectly, and as some of the goals include reducing costs, minimising the amount of reworking and maintenance efforts, it can lead to missing some potential risks in the design [8]. As mentioned, the SDLC can be adjusted to fit the specified needs of a project, however, an example of the phases can be seen in the below image. It begins with the analysis and design of the software to decide the process and roles. It then begins development and testing throughout the SIT and UAT environments before the deployment phase into the production environment. This software then enters the final stage, maintenance. The maintenance involves using the software and fixing any reported issues, before the full process is constantly repeated to ensure a safe environment. 
[image: A diagram of software development process
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[bookmark: _Toc176424068]Figure 1: SDLC Phases
The SDLC can follow various methodologies. Two of the main ones are the Waterfall and Spiral Models. The Waterfall Model follows a distinct and structured approach that includes phases shown in the above image but can lack in flexibility due to the clear documentation laid out for each stage.  The Spiral Model is more flexible. Although it contains elements of the Waterfall Model, Barry Boehm who first introduced the model realised that projects often do not go exactly to plan and so developed a model that can adapt to the risks and constraints found throughout the development process [10].
3.1.3. [bookmark: _Toc176424081]Secure Coding
Secure coding practises are a vital but challenging part of software design and so experts involved must ensure that best practises are followed. 
Automated security monitoring and alerting is important to scan the code for vulnerabilities. If an issue is discovered, then the automated detection rules in place will alert the relevant teams so that the issues can be mitigated or remediated. These automatic detection rules should also target the logs to audit issues, and to help mitigate any misconfigurations. 
Often with any development work, external data sources are used if the specific code has already been written elsewhere. However, this code must be documented and validated to ensure encryption is in place and the source is legitimate. Developers are often on tight deadlines and so mistakes can happen, but avoiding shortcuts in the code can lead to more secure software, even if it can cause delays. Finally, conducting regular code reviews to discover potential vulnerabilities, such as cross site scripting (XSS). If the code is incorrectly configured, then it can leave the software open to XSS attacks that insert malicious scripts into the code or the application [11].
3.1.4. [bookmark: _Toc176424082]Security Testing Methodologies
3.1.4.1. [bookmark: _Toc176424083]Penetration Testing
The code reviews can be conducted during a penetration test. This is an authorised test of a network or system that looks for security weaknesses. Testers will use the same tools and techniques as an attacker when attempting to harm or break a system. As part of keeping systems secure, tests should be conducted on an annual basis, and additional tests for major changes or new applications [12].
A penetration test aimed at web applications, API, or the infrastructure can provide an organisation with the assurance needed to go live. The tests will detail if the required security controls are implemented and if they are effective in protecting against security threats. The tests should be conducted annually as there are always new threats emerging that could impact the application. These tests will highlight risks that security teams can manage as part of the SDLC [13].
3.1.4.2. [bookmark: _Toc176424084]Vulnerability Scanning & Web Application Scanner
While Penetration tests have automated elements, there is also some manual testing involved. One of the most known automated systems is the Tenable Vulnerability Management System (VMS) that is built on Nessus technology. VMS is a platform that discovers, remediates, and reports on vulnerabilities on the infrastructure. The platform can provide complete visibility of assets in the network, allowing an organisation to understand their risks and prioritise vulnerabilities based on the severity. Tenable also provide cloud infrastructure scanning, and web application scanning. These can be added to the main platform and when used all together, can scan for issues in any area of an organisation [14].
While Tenable provide a platform that can cover all areas, there are automated tools run by the likes of Qualys that focus specifically on web applications and API security. Qualys uses the OWASP top 10s to identify and label issues in a uniformed manner to make management of identified issues a simpler process [15].
3.1.5. [bookmark: _Toc176424085]Standards, Guidance, and Frameworks
3.1.5.1. [bookmark: _Toc176424086]OWASP
The OWASP top 10 for web applications is reviewed on a 4-year basis, with the most recent top 10 below. The top 10 is a standard awareness document that represents the most critical risks in security.
[image: Mapping] [16]
[bookmark: _Toc176424069]Figure 2: OWASP Top 10
Although the image is related to web applications, OWASP covers various areas of security, including APIs. The aim is still the same, to provide awareness and aid into secure development and maintenance. Some of the top 10 for APIs, can be seen within the web application counterpart. These include access control issues, broken authentication, and security misconfigurations [17]. 
3.1.5.2. [bookmark: _Toc176424087]NIST
NIST is a cybersecurity framework (CSF) that provides guidance on how to manage risks.
[image: A circular diagram of a system
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[bookmark: _Toc176424070]Figure 3: NIST Cybersecurity Framework
As seen above, the core functions of the CSF include:
· Govern, where the risk management strategy is created, policies are established, and responsibilities are defined. 
· Identify the current risks within the organisation. 
· Protect puts the safeguards in place to protect against the risks identified. 
· Detect discovers and analyses any possible attacks and anomalies. 
· Respond is when action is taken against incidents. 
· Recover includes the restoration of any affected assets or operations as a result of a cyber incident. 
[18]
3.1.5.3. [bookmark: _Toc176424088]ISO
ISO is a worldwide organisation that define standards. For information security management systems (ISMS), It is ISO 27001. This standard will provide guidance for the establishment, implementation, and maintenance of an ISMS. If an organisation conforms to this standard, then it shows that best practises are followed, risks are managed, and policies are kept updated and are followed by individuals within the organisation [19].
3.1.6. [bookmark: _Toc176424089]Gaps in Literature
When researching, there was relevant literature aimed at security standards and practises, along with literature around development and various methods of testing applications. However, the researcher was unable to find relevant literature based on rushed development and inadequate maintenance of applications. The project will hopefully provide more information around this area.
4. [bookmark: _Toc176424090]Aim & Objectives
Aim: To evaluate the impact of development practises, including the thoroughness and duration of the development cycle, on the security of web applications, their supporting infrastructure, and associated APIs, using security testing tools and providing recommendations for enhancing secure development practises.
Objectives:
· To review and analyse a range of penetration testing tools and vulnerability management solutions applicable to web applications, infrastructure, and APIs.
· To conduct a comparative security assessment of web applications, including their infrastructure and APIs, based on variations of development time and thoroughness.
· To identify common security vulnerabilities associated with rushed development and insufficient testing across applications, infrastructure, and APIs.
· To provide actionable recommendations for improving security practises in the software development lifecycle, emphasising the importance of adequate development time, regular maintenance, and thorough security testing. 
5. [bookmark: _Toc176424091]Methodology
5.1. [bookmark: _Toc176424092]Research Methodology
5.1.1. [bookmark: _Toc176424093]Philosophy
For this project, a positivism philosophy will be adopted as it focusses on associations and facts gained through observations. The researcher will be objective in interpretating the data collected from any assessments conducted or reviewed, and any literature researched [20] [21]. However, a mixed method approach, with the interpretivism philosophy could be adopted due to contextual factors that need to be considered when looking to understand the study and due to both quantitative and qualitative data being included [22].
5.1.2. [bookmark: _Toc176424094]Approach
A mixed method approach may be followed as the study incorporates a deductive approach as it formulates a specific hypothesis that is based on existing knowledge. However, due to the hypothesis being tested using some existing data and individual instances, inductive approaches are relevant, therefore meaning an abductive approach will be used [23].
5.1.3. [bookmark: _Toc176424095]Strategies
5.1.3.1. Literature Review
An in-depth literature review will be conducted to cover relevant areas of the project, such as, common vulnerabilities within applications, different testing methodologies, and the SDLC. This area will establish a foundation of knowledge from existing literature.
5.1.3.2. Case Study
Apart of the study, instances of applications that are known to the researcher will be analysed based on their development times and the maintenance conducted. These will be compared, and the vulnerabilities related will be reviewed to attempt to come to a conclusion based on the hypothesis.
5.1.3.3. Survey
A survey may be distributed among application developers to gather qualitative data on their experiences with the vulnerabilities, and development practises for their applications. The results would be used to test the hypothesis.
5.1.4. [bookmark: _Toc176424096]Risks & Limitations
Possible risks related to this study include the sensitivity of the data within the documentation and survey if conducted. There is also the risk and limitation that conducting a survey would not be possible due to confidentiality as the information would relate to NHS services, and there would need to be various individuals involved to grant specific permissions and approval before using the data. 
Another risk involved would be that due to the researcher working within cybersecurity, although accessing relevant documents would be simple, using these documents may be disallowed. 
Potential mitigations to these would be anonymising all the data so that no individual or service is named, gaining approval for all elements of the project, and possibly discuss alternative data sources as a last resort.
5.1.5. [bookmark: _Toc176424097]Ethical Issues
Ethical considerations for the project include protecting the anonymity of individuals and services involved. Securing approval to conduct the project and use documentation. Gaining consent for the survey element and handling any data in a confidential manner. Finally, ensuring that potential biases are addressed so that the results are valid and reliable.
5.1.6. [bookmark: _Toc176424098]Validity, Reliability, and Generalisability
5.1.6.1. Validity
To ensure the validity, the researcher must ensure that all methods involved are relevant to achieving the proposed aims and objectives. This means only researching literature and conducting studies that involve the development and maintenance of web applications and accompanying APIs and infrastructure.
5.1.6.2. Reliability
A standard approach must be followed by the researcher so that data is collected in a consistent manner, meaning all sources are handled with the same anonymity and respect, without bias. The comparison using existing knowledge would not impact the reliability as each service is handled professionally with no conflicts of interest.
5.1.6.3. Generalisability
The findings of the project will be mainly valid for other organisations that manage web applications. However, the results could be generalised by showing the importance of proper development and maintenance on the security posture of various applications, products, and services.
5.1.7. [bookmark: _Toc176424099]Data Evaluation Methods
5.1.7.1. Data Collection
For this project, the researcher will use both quantitative and qualitative data. Quantitative data will come from using various documents and systems to collect vulnerability data from the selected applications. This data will be used to measure how often specific vulnerabilities occur and the severity. Qualitative data will be collected from any surveys or interviews with experts. This will show the development time and amount of maintenance on different applications [24].
5.1.7.2. Data Evaluation
The quantitative analysis will be completed through analysing the frequency and severity of vulnerabilities. The data for this element will already have a severity score, and the frequency for some applications can be found using workplace dashboards. The qualitative data found through surveys or interviews, will be evaluated to find any themes and to analyse the insights, that may prove the hypothesis.
5.2. [bookmark: _Toc176424100]Development Methodology
5.2.1. [bookmark: _Toc176424101]Policy Development Methodology
An agile policy development methodology will be utilised. This will involve an initial draft that can be taken to relevant stakeholders for discussion and feedback. This policy would then be adjusted based on this feedback. An agile methodology is important as the researcher acknowledges that, as new challenges emerge, there will be adjustments required. This methodology emphasises the importance of collaboration and feedback to ensure that the policy is effective and relevant.
6. [bookmark: _Toc176424102]Resources and Planning
6.1. [bookmark: _Toc176424103]Hardware Resources
The hardware requirements for this project include:
-	Researchers’ personal laptop for conducting research and write up. 
-	Work laptop for access to various documents, results, and software.
The list above details the current requirements, however, additional hardware may be required for the final project, if certain challenges are identified.
6.2. [bookmark: _Toc176424104]Software Resources
The software requirements for this project include:
-	Web Browser such as Google Chrome or Microsoft Edge.
-	Tenable VMS Security Center.
-	Microsoft SharePoint.
-	Pen Testing Document Storage Solution (Real name hidden for security).
-	Microsoft Office Packages, such as Word, Excel, and Outlook.
The list above details the current requirements, however, additional software may be required for the final project, if certain challenges are identified.
6.3. [bookmark: _Toc176424105]Information Resources
Information resources for this project will come from a range of sources. These will include publicly accessible literature, including books, journals, and reports. Also, some private documents from the researcher’s workplace.
6.4. [bookmark: _Toc176424106]Human Resources
If the researcher conducts a survey, interview or discussion then it would be with relevant experts after approval of the project and consent from the individuals. This area is not guaranteed to be included in the final project as the researcher may not gain the full approval needed due to the line of work.
6.5. [bookmark: _Toc176424107]Project Plan – Gantt Chart
A Gantt chart will be used for planning, showing milestones and timeline for each. Each milestone will have a planned start date and duration, and over time, to manage the project, the actual start date and duration will be added. 
The project start was July 2024 due to this being when the proposal begun. The end date being over a year later in September 2025, with the Viva. 
It is worth noting that there is a possibility that changes will be made to the timelines due to challenges faced throughout. It is also worth noting that, the drafts for the project and policy are labelled as 4 weeks’ worth of work, however, these will be produced overtime, throughout the entire process, with the policy likely being finalised after the final submission of the project report. 
Finally, the dates for final submission and both Vivas are not completely known at the time of this proposal being created and so the completion of these milestones will be within the periods mentioned.
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[bookmark: _Toc176424071]Figure 4: Gantt Chart
7. [bookmark: _Toc176424108]Conclusion
To conclude, the project will aim to fill gaps in literature regarding rushed development and lack of maintenance of web applications. The project will include an in-depth review of existing literature, as well as comparisons of applications that the researcher has knowledge of, that have received various amounts of development and maintenance. 
To complete the project within the deadline, the researcher must gain approval from various levels of the NHS before attempting contact with experts, and gain consent to use internal documentation. This means a well-organised plan must be followed to successfully complete the project and create the policy for the researcher’s workplace.
8. [bookmark: _Toc176424109]Personal Reflection
To reflect on the project so far, I would say there were some difficulties in getting started as I made constant changes to the title, to make it vaguer due to my current job and the sensitivity of the documentation used. There was also some difficulty with creating the Gantt chart. This was because I was not completely aware of dates for some of the milestones and so using rough dates. Using rough dates for a detailed plan does not help much and I hope to find out specific dates soon so I can adjust the chart to better fit my milestones. 
If I was to restart the project, I would have spoken to work at the beginning so that I could gain approval and get a title sorted early. Doing this would have cut out some of the future process which would have allowed me to focus more on other areas.
Additionally, I would have liked to start the planning process sooner, especially with the policy development element. This is again due to where I work and the time it takes to gain approval for anything. I believe that no matter when I started the policy creation, it would not be approved in time as there are too many steps involved. However, if I started the process sooner, I could have maybe created an initial draft already and then the project could have worked on further developing and finalising the policy. 
To conclude, I am not completely happy with how I have planned the project, and I am not fully set on the project in general. I do believe that this project could fill a gap in the literature and help in the workplace, if it is done correctly. Currently, I do not feel like this project will teach me any new skills but will help me further develop my current knowledge and skills.
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