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Introduction

The Computer Forensics investigation is a methodological approach of preparing for an investigation, collecting and analyzing digital evidence.  It is also managing the case from the reporting of the crime till the case’s conclusion.  The process takes place in a computer forensic lab.

Computer forensics plays a vital role in the investigation and prosecution of cyber criminals. The process includes acquisition, inspection, and reporting of information stored across computers and networks related to a civil or criminal incident. Forensic investigators are trained professionals who can extract, analyze, report, and investigate cases that involve technology as the source or the victim of a crime. 

As a computer forensics investigator, it is important to have knowledge of the process involved during a forensics investigation, such as collecting digital evidence, building a computer forensics lab, recovering the deleted data, etc.

There are number of tools and websites that have many hands-on lab exercises such as:
· AWS
· Azure
· Tryhackme
· Cybrary
· www.freecodecamp.org
· www.udemy.com 

Apart from EC-Council that will be adapted it is important to familiarize yourself with other platforms.
Today’s task will allow you to familiarize yourself with tryhackme.

Task 1:

Create a login account on www.tryhackme.com

The tryhackme.com website is a learning cybersecurity platform where you can develop your skills by working through hands-on guide tasks and supporting videos.  You can also learn and test your skills with gamified, real-world cybersecurity challenges.

1. Go to the website https://tryhackme.com/ and select Join now for FREE highlighted in Green
2. Fill out the relevant details such as username, email and password to join.
3. Once you have created your login details, please sign in.
4. Once you have sign go to learn
[image: ]
5. Each week you will get the chance to have a go by choosing and of their Hands-on activities by going into the Learn menu and search for a Forensics lab of your choice. 

6. To select a free walk through task, select 
a. Search
[image: A screen shot of a computer

AI-generated content may be incorrect.]
b. Type Forensics
[image: ]
c. In the drop-down menus below the search, select the following in red circle:
[image: ]

d. Chose any of the free walkthrough exercises and give it a go. 

There are many other similar site.  If you are using a different one please share it to the class.  We will use a number of the free walkthrough exercise but the option is yours if you want to subscribe (pay).
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