	Operating Systems
Supporting information: 
Batch commands



This document contains some additional batch commands. The information below is for additional reading purposes, not essential or needed for the assessment, just some additional commands for learning purposes for those who would like to learn more.
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[bookmark: _Toc217985999][bookmark: _Toc194946516]Batch commands
[bookmark: _Toc217986000]systeminfo
This command displays all of the system’s information, configuration and its operating
-
[bookmark: _Toc217986001]hostname
hostname was added to Windows as an external command with Windows 2000. It outputs the system’s network name.
-
[bookmark: _Toc217986002]ipconfig/all | findstr IPv4
This extension to the command filters the output only to show the IP version 4 address of the current computer.
-
[bookmark: _Toc217986003]getmac /v
This command outputs the MAC address of the computer the command is run from.
-
[bookmark: _Toc217986004]diskpart and list disk
The command “diskpart” Manages disk partitions, volumes, and drives. It’s mainly Used for advanced disk management, such as creating, deleting, or formatting partitions. Once you have entered the “diskpart” command you can perform other commands within it.
The command “list disk” is another command which is used inside of the diskpart command. It displays all the physical disks connected to the computer and provides essential information about the disks, such as their disk number, size, status, and other attributes.
	diskpart is a command-line utility in Windows used to manage disks, partitions, and volumes. It allows you to create, delete, format, and modify partitions, assign drive letters, and perform other disk-related tasks. You can use diskpart commands directly in a command prompt or script them for automated tasks. 
Here's a breakdown of diskpart's functionality:
Key Features:
· Managing Disks:
diskpart can list, select, and manipulate individual disks. 
· Partition Management:
You can create, delete, and format partitions, as well as assign drive letters or mount points. 
· Volume Management:
Diskpart can manage dynamic disks, create and extend volumes, and perform other volume-related tasks. 
· Scripting:
Diskpart commands can be saved in text files and executed as scripts, automating disk management tasks. 
Common diskpart commands:
· list disk: Displays a list of all disks connected to the computer. 
· select disk <disk_number>: Selects a specific disk for further operations. 
· clean: Cleans the selected disk, removing all partitions and data. 
· create partition primary: Creates a primary partition on the selected disk. 
· delete partition: Deletes the selected partition. 
· format fs=<filesystem>: Formats the selected partition with the specified file system (e.g., NTFS). 
· assign letter=<letter>: Assigns a drive letter to the selected volume. 
· extend size=<size>: Extends the selected volume by the specified amount of space. 
· convert gpt: Converts the selected disk to GPT (GUID Partition Table) format. 
· convert mbr: Converts the selected disk to MBR (Master Boot Record) format. 
· active: Marks the selected partition as active. 
How to use diskpart:
1. Open Command Prompt as Administrator: Right-click on the Start button and select "Command Prompt (Admin)" or "Windows PowerShell (Admin)". 
1. Launch diskpart: Type diskpart and press Enter. 
1. List disks: Type list disk and press Enter. 
1. Select a disk: Type select disk <disk_number> and press Enter, replacing <disk_number> with the actual disk number. 
1. Perform diskpart commands: Type the desired Diskpart command (e.g., clean, create partition primary, etc.) and press Enter.



-
[bookmark: _Toc217986005]fsutil 
Manages file system tasks.
-
[bookmark: _Toc195204188][bookmark: _Toc217986006]choice 
[bookmark: _Hlk194577151]The choice command lets you prompt the user to select from a set of keys and returns which option they pressed via ERRORLEVEL. It’s perfect for simple menus, Y/N prompts, and timeouts.

Basic syntax:
CHOICE [/C choices] [/N] [/CS] [/T secs] [/D default] [/M "prompt"]
Options:
· /C choices — The valid keys. Default is YN. Example: /C 1234 or /C YNC.
· /N — Don’t display the list of choices in the prompt (useful for custom prompts).
· /CS — Case-sensitive (by default, a = A).
· /T secs — Timeout in seconds (0–9999).
· /D default — Default choice if timeout elapses. Must be in the /C set.
· /M "prompt" — Custom message.
· ERRORLEVEL — The index (1-based) of the selected key in /C.
Important: When testing ERRORLEVEL in batch, check in descending order (because IF ERRORLEVEL n means “greater than or equal to n”).

Simple examples:
1) Simple Y/N prompt
	@echo off
CHOICE /M "Do you want to continue?"
REM Default /C is YN => Y=1, N=2

IF ERRORLEVEL 2 GOTO No
IF ERRORLEVEL 1 GOTO Yes

:Yes
echo Continuing...
GOTO End

:No
echo Aborting...
:End



2) Custom choices with timeout and default
	@echo off
CHOICE /C 123 /M "Select a mode: 1=Fast, 2=Normal, 3=Safe" /T 5 /D 2
REM After 5 seconds, picks '2' if no input

IF ERRORLEVEL 3 GOTO Safe
IF ERRORLEVEL 2 GOTO Normal
IF ERRORLEVEL 1 GOTO Fast

:Fast
echo Fast mode selected
GOTO End

:Normal
echo Normal mode selected
GOTO End

:Safe
echo Safe mode selected
:End



3) Case-sensitive menu
	@echo off
CHOICE /C aA /CS /M "Choose a (lowercase a) or A (uppercase A)"
IF ERRORLEVEL 2 ECHO You pressed uppercase A
IF ERRORLEVEL 1 ECHO You pressed lowercase a


4) Hide the automatic prompt and show your own
	@echo off
ECHO [1] Backup  [2] Restore  [Q] Quit
CHOICE /C 12Q /N /M "Enter your choice:"
IF ERRORLEVEL 3 GOTO Quit
IF ERRORLEVEL 2 GOTO Restore
IF ERRORLEVEL 1 GOTO Backup

:Backup
echo Running backup...
GOTO End

:Restore
echo Restoring...
GOTO End

:Quit
echo Goodbye.
:End


5) Loop until valid choice (with ESC to exit)
	@echo off
:Menu
ECHO  [A] Action   [B] Build   [ESC] Exit
CHOICE /C AB /N /M "Select:"
IF ERRORLEVEL 255 GOTO Exit   REM Handles Ctrl+C only; ESC isn’t returned by CHOICE
IF ERRORLEVEL 2 GOTO Build
IF ERRORLEVEL 1 GOTO Action
GOTO Menu

:Action
echo Doing action...
GOTO Menu

:Build
echo Building...
GOTO Menu

:Exit
echo Bye.


Note: CHOICE does not return ESC as a code; only characters you specify in /C. To support ESC explicitly, you’d need another approach (e.g., set /p with special handling), but CHOICE is better for constrained key sets.
How ERRORLEVEL maps:
Given /C ABCD:
· Press A → ERRORLEVEL=1
· Press B → ERRORLEVEL=2
· Press C → ERRORLEVEL=3
· Press D → ERRORLEVEL=4
Always test from highest to lowest:
IF ERRORLEVEL 4 ...
IF ERRORLEVEL 3 ...
IF ERRORLEVEL 2 ...
IF ERRORLEVEL 1 ...

Common pitfalls & tips
· Order matters when checking ERRORLEVEL (descending!).
· /D default must be one of the characters in /C.
· If you specify /CS, remember a and A become different choices.
· CHOICE reads one keystroke without Enter—great UX for quick menus.
· For free-form input, use SET /P instead (but it’s more error-prone).
· CHOICE is available on modern Windows (Vista+). On very old systems, it may not exist.
Mini template you can reuse:
	@echo off
setlocal

:main
ECHO ==== Menu ====
ECHO [1] Option 1
ECHO [2] Option 2
ECHO [Q] Quit

CHOICE /C 12Q /N /M "Select: "
IF ERRORLEVEL 3 GOTO quit
IF ERRORLEVEL 2 GOTO opt2
IF ERRORLEVEL 1 GOTO opt1
GOTO main

:opt1
echo You chose option 1.
GOTO main

:opt2
echo You chose option 2.
GOTO main

:quit
echo Done.
endlocal



-
[bookmark: _Toc195204195][bookmark: _Toc217986007]Netsh Wlan Show Wlan Report
This command generates a report that opens in a web browser and is saved as a HTML file. It provides details on Wi-Fi usage such as connectivity, connection times, errors and network adaptors.
-
[bookmark: _Toc217986008]manage-bde -status
The manage-bde -status command checks if the device is fully encrypted i.e. Bitlocker encryption, TPM Chip etc.
-
[bookmark: _Toc217986009]getmac
The GETMAC command is used to display the MAC addresses of network adapters on your system. It’s handy for troubleshooting, inventory, or network configuration.
Basic Syntax: GETMAC [options]
Common Options:
· /S — Specify a remote system name.
· /U \ — Specify the user for remote system.
· /P — Password for the specified user.
· /FO — Output format: TABLE, LIST, or CSV.
· /NH — No header in output (useful with CSV).
· /V — Verbose output (includes connection name).
Examples:
1. Show MAC addresses on local machine
GETMAC
2. Show MAC addresses with verbose info
GETMAC /V
3. Output as CSV (good for scripts)
GETMAC /FO CSV /NH
4. Query a remote computer
GETMAC /S REMOTE-PC /U DOMAIN\User /P Password

Typical Output:
Physical Address    Transport Name
00-1A-2B-3C-4D-5E   \Device\Tcpip_{GUID}
Use Cases:
· Identify network adapters.
· Verify MAC for DHCP reservations.
· Inventory for asset management.
· Troubleshooting connectivity.
-
[bookmark: _Toc217986010]Get-EventLog -LogName Application -EntryType Error -newest 10
This command will bring up the newest 10 errors that Windows has logged to its error log. It will show you the time and day that the error happened, along with the entry type, source of the error, incident number, and message that accompanies it.
-
[bookmark: _Toc194946519][bookmark: _Toc217986011]Resolve-DnsName google.com
This command will query the Domain Name System (DNS) for an IP address of a particular website that you wish to find the IP address of. It will also provide the TTL port number as well.
-
[bookmark: _Toc217986012]wmic cpu get loadpercentage
The wmic cpu get loadpercentage command displays the current CPU load as a percentage. This allows users to identify CPU bottlenecks or monitor CPU usage trends over time.
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[bookmark: _Toc217986013]wmic process get Name, Processid,WorkingSetSize  /format: list
[image: A screenshot of a computer

Description automatically generated]
This command lists all running processes, showing their names, process IDs, and how much memory they are using. It displays the data in a clean list format for easier reading.

-
[bookmark: _Toc217986014]wmic
The wmic command is a Windows command-line utility used to interact with Windows Management Instrumentation (WMI). It allows you to manage and retrieve information about various aspects of a Windows system, such as hardware, software, and processes. wmic is often used for automation, diagnostics, and remote management. 
Open a Command Prompt or PS and enter: wmic 
This will enter the WMIC interactive mode, where you can issue commands without the wmic prefix.
Example commands:
· wmic os get LastBootUpTime: Retrieves the last time the system booted.
· wmic logicaldisk get size,freespace,caption:Shows disk space details.

Use WMIC aliases:
wmic uses aliases (e.g., cpu, os, process) to represent different WMI classes. 
E.g. type: cpu, os and process
WMI classes, are predefined data structures that provide information about the Windows operating system and its components. They are based on the Common Information Model (CIM) and are used by WMI providers to make operating system information accessible to applications and scripts.
The Common Information Model (CIM) is a computer industry standard and data model used for describing and managing information about IT systems and assets. It defines a consistent way to represent and exchange information, allowing different systems and applications to interact and understand each other's data.
CIM was developed and is managed by the DMTF, a hardware and software manufacturer consortium formerly known as the Distributed Management Task Force.
Note: While wmic is a powerful tool, it's being deprecated in favor of PowerShell cmdlets, which offer similar functionality. 
CIM standards also cover IT infrastructure such as clouds, virtualization, networks, servers and storage. It is an open standard that grows as DMTF partners add new technology.
-
[bookmark: _Toc217986015]schtasks /query /fo LIST > tasks.txt
This command gets a list of all scheduled tasks on the system and saves the output into a text file called tasks.txt. The dir tasks.txt confirms the file was created and shows its size and location.
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-
[bookmark: _Toc217986016]taskkill /f
To force a process to close unconditionally, where the target process cannot intercept or delay it in any way.  Use: taskkill /f 
-
driverqueryFigure 22, Using 'driverquery' Command

This command displays a list of drivers installed on the system.
-
[bookmark: _Toc217986018]cipher
Use cipher to encrypt files.
-
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C:\Users\soac-azure>schtasks /query /fo LIST > tasks.txt

:\Users\soac-azure>dir tasks.txt
Volume in drive C is Windous
Volume Serial Number is 82C5-5B50

Directory of C:\Users\soac-azure
63/20/2025 02:46 P 62,189 tasks. txt

1 File(s) RECEN
© Dir(s) 168,605,627,712 bytes free
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C:\Users\schen>wmic cpu get loadpercentage

LoadPercentage
39

C:\Users\schen>|
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C:\Users\soac-azure>umic process get Name,Processid,liorkingSetSize /format:list

Name=System Idle Process
ProcessId=6
workingSetsize-8192

Name=System
ProcessId=4
WorkingSetsize-155648

Name=Secure System
ProcessId-56
WorkingSetsize-39638976

ProcessId-104
WorkingSetsize=62361600

Name=smss . exe
ProcessId-488
workingSetsize=1163264

Name=csrss.exe
ProcessId-664
workingSetsize-4120576

Name=wininit.exe
ProcessId-606
workingSetsize-4857856




