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Abstract

This report will detail how to demonstrate the ability to implement a working IoT sensor with a server link simultaneously as well as being able to display and explain the methods and tools required for this link in an extremely detailed report. Research into smart technology and their operations will be carefully selected and detailed to ensure that they are the appropriate solution tools for this task as well as looking into real-life solutions and giving impressions on how to improve them for the proposed solutions design. Furthermore, a design will be considered for the proposed solution which will then further be implemented or simulated, where, evidence will be gathered to display that the proposed solution is the right solution for the task.


I. Introduction

The Internet of Things (IoT) is a type of technology that regularly updates and emerges new technological devices by the day. IoT and it’s devices can help tackle day to day tasks for individuals and group collectives, creating benefits technologically that will in turn relieve stress on the overuse of services and resources, the main way this can be achieved is by automation and the use of artificial intelligence (AI), which can provide simulation environments and predictions. The task given above can be undertaken by providing cost benefit solutions as well as providing minimalist impact equipment to create longevity on the resources and services at hand rather than the overuse of them. The current climate of IoT devices is looking to increase and surpass 75bn devices by the year 2025 [1] with the devices mainly coinciding within the telecommunications area of technology.


II. Task 1 – Research - How can cities leverage the benefits of digitalization to relieve stress on overstretched services and resources?

Smart Energy Solutions

The definition of “Smart” is used to describe the automation of decision making by an appliance by using its computer whilst connected to the internet which also has the essence of human aid within the decision making.

Constructing an environment where smart energy solutions can be implemented into can allow for energy usage reduction, cost reduction, efficient energy usage and the lowering of energy pollution by following an approach which starts by controlling and limiting the over use of energy, this is then followed by the reduction of harmful energies and devices which is then concluded by either completely eliminating the legacy approach/device and using an alternative renewable approach in terms of energies used as well as devices.

Smart cities consist of major smart projects that allow the city to thrive by the inter-connection of the internet and IOT devices, they include:

· Smart Energy Projects – smart electric grid providing the correct amount of energy when required and gas distribution management, again allowing no waste when distributing gas through the main grid to homes due to the correct amount being distributed
· Smart Mobility Projects [2]– smart traffic grid which is automated and controlled by sensors and computers with no human interaction, this can also be seen in air traffic control and railway and other traffic management systems
· Smart Water Projects – by the use of the internet and sensors, water distribution, optimization and loss will be controlled which can further positively affect water/flood management and irrigation
· Smart Public Services [2]– public safety is managed by CCTV which is monitored and can instantly deploy the right public service required
· Smart Buildings – smart homes and organization buildings are of high performance in terms of internet speeds as well as up to date technologically with devices and can be controlled by the power of a smartphone app
· Smart Data Centre’s [2] – the availability of credible information that is required support businesses and services needs to be held in secure environments with an ease of access for all

The main considerations that will need to be overlooked while defining the use of resources and services within a city is the overall size of the city, the uses of land and the incline rate of population within the city which should be considered as the uses of resources and services may need to be lowered, abolished or increased.

The major problems in smart cities consist of:

· Rapid Urbanization [3] - the constant growth of cities in the terms of land use, population, increase in services and the vast use of extensive resources locally as well as the outsourcing of resources from other cities/countries. This is a major problem as the growth of a city is overtaken by the resources required, hence this creates a problem in the terms of costs and the limited use of some services and resources that are required on a day to day basis, which in turn slows down the development of the city.
· Consistent Technological Updates – the ever-growing use of technology and devices creates a possible grey area for cities in the terms of the capability to be able to secure smart devices with suitable coverage and capacity with the utmost security of data and information. This creates a problem for a city as there is an overload of devices which in turn displays problems such as the minimal mobile phone signal in such areas with an overcrowding of devices connected to the same network. The key components that are affected by this problem are security, city-wide connectivity and inter-operability of systems.
· Health Care- a service that has a constant stress and used mostly is the health care service in any city. The increasing population within every city creates more demand for health service. Manual check-ups etc. create a huge waiting time for people to be seen, increasing costs as well as constant over-use of resources that will continuously be replaced.

To overcome the issues above, most smart cities have electronically registered each member of the population within the city, which further allows the ability for home building schemes etc. to occur when an increase in the population is being predicted, this allows resources and services to be distributed where and when required, energy usage is also regulated to areas with a vast population density.

Furthermore, there are other key elements that can coincide within smart city projects including the timescale in which a new smart technological project will require, the longer taken on a project to be completed, the more likely a new update or smart device may have been introduced which would improve the current project. Another element that should be considered with smart technology is the cost and availability of the technology, being on budget whilst being able to ensure that there is enough technology for a demographic will be difficult. The overall quality and improvement of life from smart technology should outweigh the cost when being implemented to ensure that the technology will be able to make tasks automated and simplified regardless of the cost of the project [4]

The main network type that is commonly used for these kind of infrastructure projects is a wireless sensor network (WSN). This type of network consists of dedicated sensors which are dispersed in multiple areas of the networks coverage and are used for the monitoring of something specific such as temperature data collection, this data is further recorded on to a centralized database ready to be used. The main problem that comes with a WSN is there is a limited power supply which in turn affects the bandwidth of the internet connectivity and the fault tolerance of the sensors. Factors such as the weather can tamper with data collection by completely dismantling sensors in extreme conditions, the overall scale of the network can create transmission and receiving signal problems further affecting coverage also the overall maintenance required to keep the network faultless may become a challenge due to these sort of factors [5].


A case study of a smart city that has benefitted from digitalization and relieved stress on its services and resource is Dubai. Discussed within Dubai’s plan for 2021, it is stated that living for all inhabitants of the city, there will be fast internet connectivity and speeds for all to ensure online presence and smart living can occur within the home and outside, city services will be smart with a sense of high security for all [6].
In relation to Dubai’s resources and services, smart technology is already in place and will continuously be updated, during service outages with water and electricity, they will be immediately sensed and in turn will inform customers as soon as it is sensed that there may be an outage and will provide immediate fast service calls to the point of effect. City residents will be able to monitor their own consumptions of resources and services and will be provided on ways to reduce or eliminate unnecessary usage and costs, further empowering the residents and keeping them happy.
In terms of land usage, Dubai is ongoingly constructing on allocated land that has been assessed in a way to keep up with urbanization as well as the growth in population which further leads on to the effect on services and resources which has been calculated effectively to provide minimal to no deficits.
The main issue with Dubai’s smart policy is the fact that the city is a huge hub in the world for tourism, hence the amount of people that visit and reside in Dubai yearly, have a negative and costing effect on the resources and services, this leads to Dubai having to construct to keep up with tourist numbers as well as straining their resources and services, however Dubai is able to cover the costs for these issues and able to outsource in most cases [7].


Sensor Solutions

To be able to compose smart energy solution ideas, where energy, resources and services can be conserved, used at a bare minimum level or even completely axing the use of them is to be able to monitor the usage by using trackers, holding relevant information and data on usage whilst creating reports with alleviations and recommendations as well as having sensors in place that automatically track and create reports based on usage.
The following sensors that will be discussed will be used for the monitoring of water usage, gas usage and pollution, temperature increase and decrease, humidity and electricity.

An ultrasonic sound sensor can be useful in the monitoring of water usage. The sensor is placed over the water storage area in a water plant and transmits a sound signal/pulse to the water, this then reflects from the surface of the water, which in turn allows the sensor to track how long an echo takes to be received, the timing is measured and then logged. This is useful monitoring system, as you are able to see how quickly and how much water is being used by tracking the echo timings from the sensor, the longer an echo takes to be received the more water has been used as the water in the storage area is decreasing, creating a longer time for the ultrasonic signal/pulse to travel and reflect.
In the home, a water sensor such as the Fibaro Flood Sensor [8] can be used with the waterworks flowing through the household which is in turn monitored by a smartphone app. The sensor is able to detect leaks and monitor for any tampering with the sensor and its system, it can also completely shut off water supply when a leak is detected automatically.

Air pollution sensors and monitors can be placed in areas populated with industry and densely populated traffic areas within a city. The sensor will be able to produce reports on the increase of pollution within the given areas and allow the air purifiers to turn on and alleviate the pollution within the area. Air pollution can also help dictate the traffic flow within areas also, the more pollution within a traffic populated area may provide reports from the sensor to traffic control hubs to allow and change traffic routes, this can alleviate pollution within that area from vehicles as well as speeding up journey times for commuters. As well as sterilizing the air pollution, the sensors are also able to detect the bad gases within the area and be able to provide measures for pedestrians to stay away or provide an alternative route on GPS.
Within the household, an air quality monitor such as the Kaiterra Laser Egg 2+ [9] is able to sense pollution within the home through temperature, humidity and fine dust readings, providing the homeowner with a breakdown of what particles etc. are in the household air and ways to alleviate and clean the air will be shown via the smartphone app.

Agriculture resources in cities can be conserved with the right planning and monitoring with the use of temperature and humidity sensors. These sensors can provide vital information for the correct growing methods for crops whilst providing information on correct water, soil, sunlight and wind levels that will allow and excel the crops to grow by giving real-time data, this in turn provides faster decision making for farmers and what areas of the farms they should grow certain crops. A recent case study from Lebanon on a wine farm, codenamed “Precision Viticulture” [10] uses sensors and nodes from a company named “Libelium”. Areas surrounding the vineyard have had nodes placed where data and analytics of the weather conditions are compared to the data of the main node within the vineyard which allows the farmers to gather information for the best growing conditions as well as the strength of the wine without the grapes even being grown, this further speeds up the process for the winery in the terms fermentation and aging of the wine.

For the monitoring and conservation of electricity, most cities in America and electricity providers are now turning to smart electricity grids to allow for the transmission of electricity to homes. Smart grids are able to track peak times for energy usage within a city which will allow for more electricity to be transmitted through the power lines, electricity providers are also able to provide their consumers with instant methods on how to save money and reduce energy wastage. Smart grids are able to quickly restore electricity after power disturbances, costs lowered for maintenance in turn lowering costs for consumers, integration of large-scale renewable energy systems such as hydroelectricity, solar and wind power projects and overall major improvements to the efficiency and quality of the electricity being provided to consumers.

From a recent report written by the European Environment Agency [11], the overall problem with cities overstretching their use on resources and services is due to rapid urbanization. Urbanization creates an environment of rapid growth and extensive use of local resources as well as outsourcing of resources and services. Land is a finite resource and can only be used to a certain degree due to the type of land type, cities build on land that has been built for urbanization and will not build on coastal or mountainous areas, further creating environmental issues and overcrowding.
To alleviate the misuse of resources and services, the re-use of land and buildings provides advantages such as existing infrastructure connections, this is related to power transmission lines, roads, water supply etc. that are already in place, creating new building land creates more strain on the resources and services further affecting the environment and over using resources that shouldn’t be required.

Recommendations
The following will provide recommendations on how to improve the network for a smart city in order for it to work effortlessly with minimal to no hiccups. Most networks are terrestrial consisting of inexpensive devices and placed in an ad-hoc environment.

· Underground WSN – sensors and nodes can be buried underground as well as having sink nodes above ground to provide for an always on network if any sensors go down above or below ground
· Underwater WSN – creating an underwater network will have to be cost effective in terms of the devices and infrastructure being used, sensors placed within water are more sensitive compared to sensors placed above ground

III. Task 2 – Proposed Solution Design and Implementation
A. Proposed Solution – Cisco Packet Tracer Simulation

The following simulation will display an IoT design of a smart city within Cisco Packet Tracer, displaying the type of sensors and actuators discussed above within a wireless sensor network architecture providing results on how the overstretched uses of services and resources provide negative impacts on a city.

B. Documentation

Within each area of the Cisco Packet Tracer simulation, sensors and devices will monitor service specific entities.

Devices

· Router’s – The routers within the network connect to the main ISP router which provides internet data packets that pass through to the network to each area’s router, these then forward the data packets to the devices connected to the network routers, they locate the best pathway with the least traffic for the data to be transported to the end destination
· Switch – The switches within the network connect all the wired devices on the network to be able to communicate with each other and send data, the main PC connected in an area of the network is able to monitor and track usage of the devices and sensors on the network
· Server – The servers on the network act as a computer that is able to monitor all the devices and sensors activities on the network, the monitoring can be automatically computer generated or influenced by human use in a manual manner
· PC’s – The PC’s are able to connect to webpages and applications that help with the monitoring of the devices within the network
· Smart Device – The smart devices also act as a computer within the network but also allow for portability in the monitoring of the network and its devices
· Gateway – The gateway acts as a barrier between the ISP router and the specified area router which protects the devices and sensors within that area of the network


Network Area’s

Below will be the typical scenarios that will happen within the simulation:

· Smart Power Grid – Within the smart power grid area of the smart city infrastructure, the main resources that will be monitored here are wind energy and solar energy. The solar panels and wind turbines will be able to charge batteries which in turn provide energy for other devices within the network such as streetlights.
· Smart Traffic Management – The main areas that will be monitored here are the amount of pollution within the area which will provide a diversion for traffic routes as well motion sensors being able to monitor movement and allow for streetlights to turn on
· Smart Home – The smart home consists of an RFID connection where an RFID card will need to unlock a door by it being read by the RFID reader, also a motion detector connected to a trip sensor will automatically turn on lights within the household
· Smart Pollution Control – This area of the network consists of the main pollutants within the smart city, here smoke detectors will turn on fire alarms and sprinklers if there is a fire and if the humidity and temperature reach a certain degree, air conditioning and fans will be automatically turned on

















IV. Conclusion

To conclude this research into smart cities and their services and resources, the main issue regarding this topic is the conservation of resources which further affect the use and creation of services within a city. The main issue of creating a smart environment is security of devices and information relating to the population and corporations. Relying on automated information may not be true or as accurate as a human’s data collection due to factors that affect data collection with such devices. Overall, sensors are an inevitable way to control resource usage as they track usage, problems and increases all in real-life timing to provide an almost perfect data analytical review, this in turn creates a feature where the end device is able to provide automated solutions that can be influenced by human use.
Consistent technological updates create an ongoing cost and availability to supply such devices and technology, this creates a problem within the smart city by not allowing them to keep up to date with technology and further increasing costs of services and resources which ultimately affect the end user of these products. Finally, wireless sensor networks are a developing technology which will take some time for major problems to be solved and this area of study as a whole to mature. 
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