Hi, Imagine you are offered an apprenticeship position as Assistant Investigator in a Digital Forensics company that deals with investigation related to Computer Forensics, Mobile Phone Forensics, Digital Media Investigations and more. Congratulations. You are allocated in a Training Team. The training team expects you to conduct comprehensive research on topics related to digital forensics scope and industry happenings in the recent past. The team also will involve you in simulated investigations to give you hands-on experience in analysing recovered digital evidences before you actually start investigating real cases. You are allocated with the following task with a specific deadline to complete.

Task 1:

Do a research on digital forensics addressing the following
· Current state of the field
· Intersection of digital forensics and cybersecurity
· Emerging trends 
· Key Challenges
· National and International Job Market 

Recommendation: Refer and in-text cite academic credible literatures, text books recently published, Industry reports/ whitepapers, Job portals, news articles and et al. 
Word Limit: 2000 words
Deliverables: 
1. Research Report - As a part of Final Report
Deadline: 12th January 2024

Task 2:
Review the following
· Current state of digital forensic tools, their features and capabilities
· Evaluate Open-source tools with commercial forensic tools

Recommendation: For Open-source vs Commercial forensic tools, review the tools you used in this course with equivalent open-source tools. In-text cite academic credible literatures, relevant Industry reports/ specifications. Discussion from a generic forum will not be considered credible.
Word Limit: 1500 words
Deliverables: 
2. Tools Analysis Report - As a part of Final Report
Deadline: 12th January 2024
Task 3:
Complete all the Handson- Activities given during the lectures/ tutorials and submit the following. 

Word Limit: 1500 words or Equivalent
Deliverables: As a part of Final Report

3. A Report that covers all the Hands on Activities work (Screenshots where required – with timestamps, the outcomes of each Activities and your reflection on the Activities. 
4. Presentation 
· Select any 1 task from each Handson Activity. Present your analysis/ findings. Your 10 minute presentation must cover all the Handson Activities. Make sure you prepare accordingly. Don’t spend more time explaining a particular task.
· Duration: 10 Minutes recording 
· Publish: In a cloud environment (Youtube/ Panapto/ OneDrive etc) and share the link

Deadline: 12th January 2024


************************************* End of Coursework *****************************************




