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[bookmark: _Toc102946605]1.1– Introduction:

In this report, the author will be showcasing their ability to manage, and maintain network resources using network policy and security practices. The author will also be showcasing their ability to use routing and packet filtering within core TCP/IP services and critical failover/redundancy practices. The author will begin by showing screenshots for task 1 and task 2 of the practical work. Each screenshot will have comments detailing what is happening in each screenshot. After the practical work has been showcased with screenshots and comments in the report, the author will then speak about sound password principles, failover clusters and concepts that need careful consideration when considering the usage of a failover cluster. 
[bookmark: _Toc102946606]2.1– Practical Work:
[bookmark: _Toc102946607]2.2– Task 1:
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Description automatically generated]
This shows the creation of a shared folder.
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Description automatically generated]
This shows a created file in the shared folder.
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Description automatically generated]
This shows the author disabling inheritance for permissions on the shared folder.
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Description automatically generated]
This shows the author removing all permissions for every user on the shared folder.
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Description automatically generated]
This shows the author allowing a user full control on the shared folder.
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Description automatically generated]
This shows the author verifying the full control applies to the file in the shared folder.
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Description automatically generated]
This shows the author adding permissions for another user on the shared folder.
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Description automatically generated]
This shows the author editing the file in the shared folder on an admin account.
[image: Graphical user interface, application

Description automatically generated]
This verifies that admin accounts can edit the file in the shared folder.
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Description automatically generated]
This shows that the admin account can edit the name of the file in the shared folder.
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Description automatically generated]
This shows that the non admin account can edit the contents of the file in the shared folder.
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Description automatically generated]
This shows that the non admin account cannot modify the file in the shared folder.
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Description automatically generated]
This shows the author creating a profile for the share.
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Description automatically generated]
This shows the author setting the share location.
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Description automatically generated]
This shows the author setting the share name. 
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Description automatically generated]
This shows the author setting the other settings.
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Description automatically generated]
This shows the author setting the permissions for the share.
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Description automatically generated]
This shows the author on the confirmation screen of the share wizard.
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Description automatically generated]
This shows the author has successfully created the share through the share wizard.
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Description automatically generated]
This shows the author mapping the network drive. 
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Description automatically generated]
This shows the author creating an organisational unit. 
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Description automatically generated]
This shows the author making a new user for the organisational unit they just created.
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Description automatically generated]
This shows the author has successfully made the new user.
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Description automatically generated]
This shows the author making a GPO called NoCtrlPanAccess.
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Description automatically generated]
This shows the author enabling “Prohibit Access to Control Panel and PC Settings”.
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Description automatically generated]
This shows the author performing the command gpupdate /force. 
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Description automatically generated]
This shows that the new account cannot access the control panel. 
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Description automatically generated]
This shows the author created a GPO called NoCmdPrmptAccess.
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Description automatically generated]
This shows that the new user cannot use the command prompt.
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Description automatically generated]
This shows the author creating a GPO called NoRemAccess.
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Description automatically generated]
This shows that the new user cannot use any removeable drives.
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Description automatically generated]
This shows the author creating a new organisational unit called NWTClient Computers.
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Description automatically generated]
This shows the author making a new GPO called NounauthSoftInstallS.
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Description automatically generated]
This shows the error the new user receives when they try to install software.
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Description automatically generated]
This shows the author editing the password policy settings.
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Description automatically generated]
This shows the author creating a new user.
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Description automatically generated]
This shows the author failing to input a password because it was under 8 characters in length.
[bookmark: _Toc102946608]2.3– Task 2:
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Description automatically generated]
This shows the author running the ARP -A command in command prompt.
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Description automatically generated with medium confidence]
This shows the author running the route print command in the command prompt.
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Description automatically generated]
This shows the author adding web server (IIS) in Server Manager. 
[image: Graphical user interface, text

Description automatically generated]
This shows the author adding FTP Server and FTP Service in Server Manager.
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Description automatically generated]
This shows the author has successfully installed FTP Server and FTP Service on Server Manager.
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Description automatically generated]
This shows the author creating a new user called ftpuser22. 
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Description automatically generated]
This shows the author creating a FTP site.
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Description automatically generated]
This shows the author creating the FTP site. 
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Description automatically generated]
This shows the author adding banner text to MYFTPSITE.
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Description automatically generated]
This shows the author adding ftpuser22 into the ftproot folder.
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Description automatically generated]
This shows the author has created a folder called MyFTPUploads.
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Description automatically generated]
This shows the author has created a text file in the MyFTPUploads folder.
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Description automatically generated]
This shows the author has logged in to the ftp server and moved the text file from MYFTPFiles. 
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Description automatically generated]
This shows the text file was successfully moved to MyFTPUploads.
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Description automatically generated]
This shows the author adding remote access in the Server Manager.
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Description automatically generated]
This shows the author adding DirectAccess and VPN in Server Manager.
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Description automatically generated]
This shows that the author has successfully installed remote access and DirectAccess and VPN in Server Manager. 
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Description automatically generated]
This shows that the author is going to configure and enable routing and remote access to the server.
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Description automatically generated]
This shows the author has selected custom configuration.
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Description automatically generated]
This shows the author has selected LAN Routing.
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Description automatically generated]
This shows that the author is starting the service.
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Description automatically generated]
This shows that the author is creating a new routing protocol – the RIP V2.
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Description automatically generated]
This shows the author adding new interfaces to RIP. 
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Description automatically generated]
This shows Server1 successfully pinging Server2 over PublicNet.
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Description automatically generated]
This shows Client1 successfully pinging Client2 over PrivateNet1.
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Description automatically generated]
This shows the author creating an inbound filter on PrivateNet1.
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Description automatically generated]
This shows the author making the inbound filter for PrivateNet1.
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Description automatically generated]
This shows the author creating the outbound filter for PublicNet.
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Description automatically generated with medium confidence]
This shows that Client1 cannot connect to FTP anymore.
[bookmark: _Toc102946609]3.1– Observational Tasks:

To begin the observational tasks, the author has to demonstrate sound password principles in modern network environments. A “sound” password is a password that is secure and not easy to guess. The author would recommend having a minimum length of 8 characters because anything less will be easier to guess or hack. The password should also be complex. This means the password should have uppercase characters, lowercase characters, numbers and symbols to make the password harder to guess and/or crack. Passwords should not be created from simple things such as your name, where you live or even your dogs name. The reason for this is because these things are easily guessable or obtainable if someone knows a little bit about you. Your password should ideally not be wrote down anywhere because if someone comes into contact with whatever you wrote your password down on, they will now have your password and can now access your account. Passwords should not be something easy to remember such as 123456 or qwerty because once again, these things are easily guessable and can lead to someone accessing your account easily. Another tip for creating passwords, do not reuse the same passwords more than once. This is because if one of your passwords gets cracked or guessed, that means theoretically the hacker has access to all of your accounts since your password is the same. Another way to make a password more secure is to change your password every few months. This can help if you get hacked without knowing it because after a while you’ll change your password anyway, so the hacker will have to re-hack their way back into your account. The last two things the author can think of is, firstly, do not store your passwords even on your browser and also do not use full words like castle or drums, because these words will be easily guessable. Instead you should opt for a password along the lines of 8z{K!7vb<Aq2?x2To, because that password will be hard to crack and will be very secure. 
The next topic the author has to talk about is failover clustering. The author has been told to give a detailed explanation of the concepts that need careful consideration when considering the usage of a failover cluster. To begin, “A failover cluster is a group of independent computers that work together to increase the availability and scalability of clustered roles.” [1] Failover clusters are used to provide high availability or continuous availability. “High availability (HA) is the ability of a system to operate continuously without failing for a designated period of time.” [2] High availability works to make sure a system meets an agreed operational performance level. High availability systems are used in industries and organisations where it is absolutely critical that the system remains operational. An example of a high availability system being used is for the military.  Continuous Availability (CA) is the ability of a system to prevent downtime and protect users from downtime. This is to ensure that users can remain connected to their documents, files and applications. Availability is measured in percentages, if it has an availability percentage of 99.9% it means it will only be down for 8.76 hours in a year. The best availability percentage is 99.999% because this means downtime only lasts five minutes every year. Some things to consider when trying to have a high availability (HA) or continuous availability (CA) system in place is the cost of running it, the amount of storage you will need for it and the compatibility of the storage used. So, the cost. It will definitely cost a lot of money when trying to run a failover cluster for either high availability (HA) or continuous availability (CA) because there will be a lot of hardware involved which will be constantly on for the continuous availability (CA). If you are having all the hardware on all the time each year it will rack up a lot of money for electrical bills. That is one thing to be considering. Another thing to consider when using a failover cluster for either high availability (HA) or continuous availability (CA) is the storage space. Since users will be using this failover cluster for continuous data access, you will have to ensure you’ll have enough storage space available because if you run out of the storage space, the whole purpose of the failover cluster will not be as important anymore. So you’ll need to ensure you have a lot of storage space available for all of the users who will be using the failover cluster. And lastly, the last thing to consider when using failover clusters is storage compatibility. This is because a lot of users will be saving multiple different files and filetypes. You need to ensure that you will have the combability available to ensure that everyone can save their files and retrieve their files at all times. If someone saves a .xml file and you do not have .xml compatibility, the user who saved the .xml file will not be able to retrieve it and that will kind of ruin the whole point of the failover cluster. 
[bookmark: _Toc102946610]4.1– Conclusion:

To conclude the report, the author will first summarise the practical tasks they have completed in this report and then after that the author will summarise the observational tasks they have wrote about in this report. To begin, the author has created shared folders, changed permissions for the shared folder and allowed one user to have full control with the folder. The author then made another user and did not allow it full control with the folder. After that, the author created a new share using the new share wizard. This was used to  make the folder shared over the network. The user then specified the network drive folder and began creating several organisational units. These organisational units held several GPOs including NoCtrlPanAccess and NoCmdPrmptAccess which blocked the usage of the control panel and the command prompt for certain users. The author ended up making a few new users to test some of the GPOs out and then after that the author started making a FTP Site. This had a new user attached to it called ftpuser22 and it was used to transfer a file from one folder into the shared folder. Then the author had to login as other accounts on other machines to verify the file was shared to all of the users. After that, the author then setup remote access and DirectAccess and VPN to configure and create a new routing protocol for PrivateNet1 and PublicNet. The author then used inbound and outbound filters to prevent certain connections from occurring such as restricting the access to the FTP Service to only allow hosts in PrivateNet2. That was all of the practical work that the author did summarised, now time to move on to the observational tasks. 
The author began by talking about sound password principles. This basically means, don’t reuse passwords, don’t make your passwords something easy like 11111 or qwerty because they are easily guessable. Other sound password principles included, minimum length of 8 characters, usage of symbols, lowercase and uppercase characters in the password etc… You should also not make a password using something like your name, or where you live as they are easily guessable too. Lastly, the author spoke about failover clusters and what concepts need to be thought of when making a high availability (HA) or continuous availability (CA) network. The first thing to consider was the cost of running either a high availability (HA) or continuous availability (CA) network because of the electrical costs, it will cost a lot of money considering hardware will be turned on for near enough everyday every year. The second thing to consider was the storage space. You need to provide enough storage space for the users who will use the failover cluster to store and retrieve their files. And lastly, storage compatibility. Your storage needs to be compatible with all different file types so that the users who use the failover cluster can save their files and access their files without any issues. After all, that is the main point of a failover cluster, protecting users from downtime and allowing them to access and save their files and data.
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