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[bookmark: _Toc108632183]Introduction
Cloud computing is an important part of our future and is becoming a vital utility that is increasingly being used. Most users are unaware that all their data is stored in the cloud, and most new electrical appliances work directly with the cloud. For example, a new doorbell what is sending to your phone who is next to your door or security cameras save the captured data in the cloud, from where we can view, download, and modify it at any time. Printers, when ink runs out, order new ink for you at home without your influence, and all data such as ink type, ink colours, your address are stored in the cloud. From the perspective of Dan C. Marinescu (Marinescu, 2017), computing can be viewed as another utility, like electricity, water, or gas. Soon in the future we will be more dependent on the Cloud, and we will have to pay for it like a normal bill.
1. [bookmark: _Toc106548850][bookmark: _Toc108632184]Cloud Computing Concept, Background, Characteristics, Services, and Models.
1.1. [bookmark: _Toc106548851][bookmark: _Toc108632185]Cloud Computing Concept.
[image: ]After (Hurwitz & Kirsch, 2020), The technique for delivering shared computer resources, such as platforms for development and deployment, applications, computation, storage, networking, and business processes, is known as Cloud Computing.
According to (Sehgal, Bhatt, & Acken, 2020), By using dynamically expandable pool(s) that may be situated remotely, cloud computing is a means of delivering IT services, programmes, and data while concealing from customers the precise location of the server or storage that meets their needs.

1.2. [bookmark: _Toc106548852][bookmark: _Toc108632186] Cloud Computing Background.

Referring to the opinion of (Sehgal, Bhatt, & Acken, 2020), the background of Cloud Computing can be described as 5 stages of evolution. The first stage was in the era of backroom mainframe systems that were linked to multiple users through dumb terminals with no data processing capability. So, the first stage was characterized by the concept of multiple users using the same machine, and each of which is unaware of the other users. The second stage is an era that begins in the 80s, when every user had a personal computer connected via slow modems or offline. The online desktop was developed in this era to mimic a working professional's workplace. On the computer, several tasks were kept open at once. The third stage begins in the mid-1990s. At this time, web browsers appeared, people got access to resources on the World Wide Web. The birth of the WWW was associated with the mass connection of nodes using the TCP / IP protocol. The fourth stage is the era of full-fledged Internet browsing with new devices - cell phones. Beginning of the mobile clients, which function similarly to client-server model, except with limited compute power in small form factors. Thousands of powerful servers were born located far away from others. And the last stage fifth is the era of Internet of Things, IoT is about everyday common objects like refrigerator, TVs, light bulbs, etc. With a lot of front-end dumb devices, this era completes the virtual cycle of computer progress.

1.3. [bookmark: _Toc106548853][bookmark: _Toc108632187] Cloud Computing Characteristics.
As evidence (EveryCRSReport.com, 2020) is mentioning five distinct characteristics:
· On-demand self-service. No matter what exact resources is required, users can immediately get computing sources to access what they want.
· Broad network access. Users can access resources wherever they are as long there is internet access.
· Resource pooling. When users are accessing resources from the internet, they do not have to be bothered about where are located those resources, how to maintain them, etc.
· Rapid elasticity. Users are not limited when they are using resources. In other words, the capacity of data can be quickly increased or decreased without any incidents.
· Measured service. The providers keep track of customers data use after what billing them.

1.4.  Cloud Computing Services and Models.
Referring to the view of (Mell & Grance, 2011), Cloud Computing has 3 types of services:
· Software as a Service (SaaS). Client has no access to the operating system, storage, but has a limited access to the individual application capabilities. So, the client has the capability to use provided by the provider applications running on the cloud.
· Platform as a Service (PaaS). This kind of service is offering to the client a cloud infrastructure supported by the provider with an Operating System, programming languages, libraries, services, and tools what cannot be changed or modified. Also, the client has no access to the storage, network, servers, and operating system. 
· Infrastructure as a Service (IaaS). With this kind of service, provider is offering to the client a vast access to the machine system, the client has control over the Operating System, storage, and deployed applications on the machine remotely.
Cloud Computing has 4 models:
· Private cloud. The cloud structure has a restricted access permitted only for a specific organization with many consumers. The organization can own, manage, and operate the cloud infrastructure. 
· Community cloud. The cloud structure is provided by exclusive use for a community of costumers from organizations. This infrastructure can be owned, managed, and operated by one or multiple organizations in the community.
· Public cloud. The cloud infrastructure is provided for open use, it can be owned, managed, and operated by a business, or government organization.
· Hybrid cloud. This cloud structure is a made up of at least two different cloud models (private community, or public).
 
2. [bookmark: _Toc106548854][bookmark: _Toc108632188]Cloud security and mitigation of security issues.

Rules, policies, processes, and technologies that safeguard the infrastructure, data, and cloud-based systems make up cloud security. As IT-world is developing more threats appearing that threaten cloud infrastructure as well. According to the (Security, n.d.) since data is being stored in a public cloud arising different challenges what threaten to the security. Frequently, devices that are not under IT management or the corporate network are used to access cloud services. So, IT team needs the ability to have full visibility over data in the cloud. In this case, IT team has an application programming interface (API) what offer possibility to see what data is stored in the cloud, from what account data is retrieved or posted, what is the role of the user, with who data was shared, location from where data was downloaded and accessed. Another ability of the IT team in a cloud is the ability to control cloud data. These controls include: 
· Data classification. It is based on classifying data on different levels like sensitive, public, etc. So not all the people have access to all kind of data.
· Data Loss prevention. When a suspicious or unauthorized activity is seen, the access is disabled through device access control. 
· Collaboration controls. Elimination of specific functions for specified users, only chosen users can edit, share, or delete data, called as well privileged access.
· Encryption. All data is encrypted, so in case of unauthorized download of data, it will be hard or impossible to read.
· Disaster recovery. Creating a plan in case of a massive data loss or any disaster.

3. [bookmark: _Toc106548855][bookmark: _Toc108632189]Virtualisation concept including Hypervisor I & II.

Hypervisor is a software that crate a virtualization layer what helps to separate CPU, RAM, and other physical resources to create a virtual machine. Exist two type of hypervisor, first one is also known as a bare metal hypervisor and the second one known as a hosted hypervisor. 
After (Simic, 2019) Type 1 hypervisor is a software layer what is installed on the top of a physical server. Because there is no software or operating system in between, it is known as a "bare-metal" hypervisor.. It has a perfect performance, stability, and it is very simple to manage due to not so many functionalities. The best ability of it is that you can assign more resources than you have for your virtual machine. For type 1 hypervisor are used next software: VMware vSphere with ESX/ESXi; Kernel-Based Virtual Machine (KVM); Microsoft Hyper-V; Oracle VM and others.
Type 2 hypervisor is a layer of software totally opposed to type 1, it runs inside of an OS of a physical host machine. The physical computer, the operating system that is loaded on the hardware, the type 2 hypervisor, and the actual instances of guest virtual machines make up our four levels. It offers possibility to manage other virtual machines through server, so you do not have to use a management console. For type 2 hypervisor are used next software: Oracle VM; Windows Virtual PC; Parallels Desktop and others.

4. [bookmark: _Toc106548856][bookmark: _Toc108632190]A comparison of IaaS, PaaS, and SaaS.

Let’s begin from who is using these cloud services according to (Josh, 2022). Software-as-a-service (SaaS) usually is used by end users, Platform-as-a-service (PaaS) is used by developers, and Infrastructure-as-a-services (IaaS) is used by network architects. But despite of it, SaaS is very popular between companies and consumers, PaaS is more popular between developers who develop scripts and apps, and IaaS is popular between developers and researchers. If we will compare these services in what kind of access give: SaaS offers accessibility to customers, PaaS provides exposure to run-time environments for app and tools development, and IaaS delivers access to virtual machines and storage. Based on model, SaaS represent a service model what host software make available for clients, PaaS delivery tools for development of apps, and IaaS provides visualized computing resources over the internet.
Simply said, consumers of software-as-a-service are in charge of protecting their data and user access. Users are in charge of protecting their data, user access, and applications while using a platform-as-a-service. Users are in charge of protecting their data, user access, programmes, operating systems, and virtual network traffic while using infrastructure as a service.

5. [bookmark: _Toc106548857][bookmark: _Toc108632191]Modern cloud services.
From the tiniest start-ups to large-scale businesses, the industry as a whole is adopting containers at a tremendous rate. In cloud computing, building blocks are used to create containers that aid in operational effectiveness, developer productivity, and environmental uniformity. Containers are portable, quick, and tiny. The consumer is therefore guaranteed dependability, consistency, and promptness under all circumstances.
In the context of cloud computing, Docker is a programme used to automatically deploy applications in a container management environment. It is a service for managing containers. Applications can continue to function when being switched from one platform to another thanks to these containers. The uniqueness of Docker's technology lies in its emphasis on system and developer needs. Businesses may now manufacture and operate any product from any place thanks to contemporary technologies (Ohri, 2021).
Due to the growing use of containers in businesses, the container-centric management tool Kubernetes has taken over as the industry standard for deploying and managing containerized applications. Kubernetes offers automated container orchestration, which raises your level of dependability and cuts down on the time and resources needed for routine tasks. (Philogene, 2020) asserts that Kubernetes was developed as a solution to this very complicated issue. It enables you to properly manage the distributed container system, operating and growing the containers while swiftly addressing outages. In terms of load balancing, storage orchestration, configuration management, automated rollouts, and similar features, it offers benefits.
A technique for offering backend services on an as-needed basis is serverless computing. Users may build and deploy code with the help of a serverless provider without having to deal with worrying about the supporting infrastructure. With serverless computing, developers may buy backend services on a flexible "pay-as-you-go" basis, which requires them to only pay for the services they actually utilise. This is comparable to changing from a mobile phone data plan with a monthly cap to one that only costs for the actual bytes of data utilised.
	Serverless server-less execution of modular chunks of code on the edge is possible using function-as-a-service (FaaS). In reaction to an event, such as a user clicking on an element in a web application, FaaS enables developers to write and change a piece of code on the fly. This is a low-cost method of implementing microservices and makes scaling code simple. FaaS enables developers to focus more on designing application logic and less on managing servers and deployments. This often results in a considerably quicker turnaround for development (Cloudflare, 2020).
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