Introduction
Within this assignment a particular type of cyber-crime will be critically examined as cyber-crime is a major part of modern policing. The type of cyber-crime chosen is financial cyber-crime. According to (CPS, 2018) financial crime is the use of computers or other devices with the intent to receive a financial gain meaning an economic loss to the victim involved. An example of this can be either fraud or identity theft to steal personal information from the victim. (Blackburn et al. 2023) states that identity theft is stealing another person’s information online that is private and confidential to them. An example of this is by creating a profile on a social media platform to be the victim by using their personal details. During the assignment there will be examples including the statistics to discover the rates of financial crime and if there are any reasons as to why the statistics are increasing so high. Then there will be examples of case studies to see impact of victims on financial crime to discover if the police had a positive or negative impact to prevent the crime from happening. Finally, there will be a comparison of how the police responds to these challenges and if they have a positive or negative impact, if there is a negative impact there will be examples of how the police can improve. Finally, there will be a conclusion to summarise the assignment and there will be recommendations in place if the police service still need improvements and the policing standards they are giving does not meet the expectations or if victims believe they are not receiving as much support as they need from support services.
Main Body
[bookmark: _Int_kV3Pd3Ft][bookmark: _Int_fB3TXHy0]There are many statistics involving financial crime around the UK showing how much money is lost for individuals or businesses. One example involving multiple victims is (TwentyFour IT Services, 2025) states that one of the most common types of financial crime is fraud with a statistic of £1.3 billion lost because of fraud in 2020. A considerable proportion of the money lost was due to online shopping fraud with a total loss of £63.8 million in 2020. This suggests that online shopping fraud gains easy access for criminals to steal money due to the substantial proportion of money taken online which means that it is possible for a crime similar to happen again to members of the public. Another example is business’s being affected by cyber-crime which is caused by either phishing or other cyber security attacks. (Home Office, 2024) says that phishing is the most common type of breach as 84% which were businesses were affected. The two ways the businesses were attacked was by impersonating to be a business through emails or through viruses and malware. The next example is identity fraud which is consistently happening each year which is a major issue within the UK. This is because criminals who are impersonating victims are taking advantage of the use of AI. According to (Cifas, 2024) identity fraud has the cost the UK around £1.8 billion each year. This is due to growing concerns of AI technology which makes it easier for criminals to impersonate members of the public. The final example of a statistic is the number of victims who have been supported by Action Fraud to prevent victims becoming a victim of fraud once again. (Action Fraud, 2025) gathers that “Since its inception in 2014, our specialist victim advocates have engaged with over 102,000 victims and only 17 of these individuals have gone on to report another fraud.” This shows that repeat victimisation is quite rare as Action Fraud has helped many victims on how to prevent themselves from becoming a victim a fraud. One reason why financial cyber-crime is on the increase is because of the dependence on technology which causes an increase of attacks such as online fraud and ransomware. (Booth, 2025) suggests “The rise is being driven by ransomware attacks, often by criminal actors seeking money, and society’s increasing dependence on technology which increases the number of hackable targets.” There are multiple reports involving financial crime each year such as identity theft and fraud. One example of a case study is a man who was a victim of fraud and had thousands stolen off them as they were tricked into buying something. (Wood and Jones, 2024) explains that a victim of fraud had £70,000 stolen as they convinced them to buy a high interest savings bond which was fake all along. This made the victim feel ashamed due to their job working as a solicitor meaning they felt that they should not have fallen for the scam. Another case example is about an individual who had their identity stolen and the criminals used their identity to claim benefits. Godfrey (2025) states that the individual had their driving licence, bank cards and phone stolen due to being attacked and their identity has been used by criminals since then. This included receiving letters from Department for Work and Pensions which was addressed to another individual who is believed to be claiming Carer’s Allowance and Universal Credit under the victim’s name.
There are many ways the police service can prevent financial cyber-crime such as providing tips to gain knowledge on how to reduce the chances of becoming a victim of this crime. (Metropolitan Police, 2025) suggests that an example to decrease the chance of becoming a victim is by being wary of emails or text messages, as if an individual receives an email or text message that they are not aware of they should ignore the email or text message. They also suggest that individuals should never click on links for email there unaware of as this can lead to the email asking for personal information that should not be given out. Another way is on how to prevent individuals from becoming a victim of identity theft and who to report to if an individual becomes a victim of identity theft. (South Wales Police, 2025) states “Never give banking or personal details to anyone you do not know or trust. This information is valuable so make sure you protect it.” This explains that if an individual gives out their personal information this will give the criminal a higher chance of stealing information to impersonate a victim. (South Wales Police, 2025) suggests that if someone becomes a victim of identity theft the victim should report the crime to Action Fraud immediately as this can help the police to identify the criminals committing this type of crime and to see if there is a link between other crimes that are similar which have occurred. Another prevention is provided by Action Fraud which explains that members of the public should be aware of receiving emails or phone calls offering business deals out of nowhere. (Action Fraud, 2025) explains that if there are business deals that seem too good to be true, they usually always are which means that members of the public should always check the email properly and if they're not expecting a phone call or an email that they should ignore it straight away. Although the police service and Action Fraud have given out advice on how to prevent members of the public becoming a victim of fraud or identity theft, on the other hand financial crime is not a priority for the police service. An example is that when victims have reported crimes to Action Fraud many victims feel they did not receive the support that they needed. According to Committee of Public Accounts (2023) many victims lose trust within Action Fraud because when some victims have reported the crime victims do not receive any information back to support them and don't receive help to resolve their situation meaning that they would also lose confidence within Action Fraud and could mention to other members of public to not use the service as they were not provided with essential support. Another example is individuals who would report to Action Fraud would worry that when they would report a crime Action Fraud would not respond back as some victims may be afraid of not being heard or their crime not taken as a serious matter. (Home Office, 2025) states that “In addition to the lack of awareness of Action Fraud, perceptions that the crime was not serious enough to report, fears of not being taken seriously, and doubts about the police’s capacity to effectively respond”. There are numerous ways the police can improve their service for victims of financial cyber-crime. An example of this is by using the fraud strategy provided to prevent the matters of crimes such as fraud and identity theft. (College of Policing, 2023) explains that the measures put within the fraud strategy provides the focus of fraud. This includes factors such as making fraud a priority within the police force, having the report system improved for fraud and other cyber-crimes and focusing on tackling the issues with fraudulent websites and false companies. Another approach of how the police can improve is by using another strategy provided to support victims of fraud. According to (College of Policing, 2025) the impact they intend to receive from this strategy is to provide a higher standard of service for victims of fraud and making sure the victim code of practice is followed correctly to ensure victims of fraud they are getting the service their entitled to. 
Conclusion
[bookmark: _Int_ZMnjkrF0]In conclusion, there has been many key points to conduct financial crime, with the focus being on the two aspects of fraud and identity theft. The statistics shown throughout the assignment conduct the number of people who have been affected by either fraud or identity theft with the statistics being quite high as these statistics were up to date. There were many examples of case studies gathering information of how victims dealt with being a victim of identity theft or fraud showing how it affected their day-to-day life and how it affected them mentally and physically due to loss of money and feeling embarrassed or ashamed. One recommendation is (Victim Support, 2025) states that “We also want to give victims the confidence to report, knowing they are not alone and will be taken seriously.” Finally, there was examples of prevention strategies to see if the police are tackling financial cyber – crime by explaining the strategies provided within the assignment. Another recommendation is that the police should make financial cyber-crime a higher priority due to the number of ongoing crimes each year. (Home Office, 2025) gathers that “Confidence was relatively low for both crime types with around 43% reporting they are very/fairly confident for cyber crime and 37% for fraud.” This explains that members of the public do not have much belief in the police service due to the statistics showing a low percentage of the public having confidence in the police service.
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