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[bookmark: _Toc239517495]Abstract
Phishing is still a large issue in cybersecurity as it involves the use of false links and resources on the web to gain the victim's credentials, personal information and financial details. Explainable attention-based CNN-BiGRU is a new framework for real-time phishing URL detection that is developed and evaluated in this project. The study is quantitative and experimental in nature and covers lexical scope. So, the model does only analyze URL strings, and does not download web pages, parse HTML, run JavaScript, look up WHOIS info or take screenshots. PhishTank and Majestic Million provided a balanced dataset of 112,000 records of URLs, comprising of randomly selected phishing and legitimate URLs. The URLs were cleaned, tokenised at character level, padded and truncated to a fixed sequence length of 200 characters. Baselines included the Random Forest models, CNN-only, BiGRU-only and CNN-LSTM. ExPhish-Net is composed of a series of one-dimensional CNN layers to learn local lexical patterns and Bidirectional GRU layers to learn sequence context and attention to selected interpretability evidence. The accuracy, precision, recall, F1 score, AUC, latency and throughput were used to evaluate the performance. ExPhish-Net achieved 0.997440 accuracy, 0.999402 precision, 0.995476 recall, 0.997435 F1-score and 0.999606 AUC. In the test environment of Kaggle, it also saw a latency of 0.437823ms per URL and around 2,284 URL per second. Nevertheless, the model was not the quickest one. Random Forest was the fastest overall, CNN-only was the fastest deep learning model, and BiGRU-only also had slightly lower latency than ExPhish-Net. Explainability, low latency and good detection performance, therefore, are the main value proposition of ExPhish-Net. Attention visualisation, LIME and a minimal SHAP case study were used to examine selected predictions. The Lexical-only deep learning approach can be used as a tool for fast phishing URL screening, and future studies will need to minimize source bias of the datasets, by using real full URLs and external validation sets.
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[bookmark: _Toc239517500]1.1 Research Background
Phishing is a cybersecurity and social engineering threat in which an attacker pretends to be a trusted organization to persuade users to disclose sensitive information. The attack can be sent via an email, message, social media post, website or URL. While it can be done in different ways, the end goal is the same: The attacker wants the user to put trust in a malicious resource. Despite phishing being an ongoing issue, it continues to be a widespread threat, with the Anti-Phishing Working Group (APWG) still reporting 971,181 phishing attacks in the first quarter of 2026 [1]. Social engineering, URL phishing and credential based email threats are also persistent threats on the industry as per recent industry reports [2]-[4]. The manual checking is impossible on this scale and the need for automated URL screening as a first line of defense is evident.
This project is based on the detection of phishing URL. A URL is frequently the first thing that an user, email gateway or an analyst will look at before going to a website. Some bad URLs have weird separators, long paths, misleading subdomains, brand-like strings, encoded values and/or weird query structure. These patterns are not conclusive of phishing, but may be helpful for classification purposes. This project hence is based on lexical URL analysis approach. It only analyzes the text of the URL, and not opens the website, runs JavaScript, accesses WHOIS data or captures screenshots. This is not a complete forensic phishing investigation system, but rather it is appropriate for the initial “first line” screening.
[bookmark: _Toc239517501]1.2 Project Context and Existing Systems
Existing phishing detection approaches commonly include blacklist-based detection, feature-based machine learning, deep learning and multimodal analysis. Blacklists are helpful if a phishing URL is already known to be a phishing site. But, before a phishing URL makes it onto the blacklist, a new one can get to users. One way to reduce this delay is to use feature-based machine learning, which learns about a webpage or URL's attributes. The properties can be URL length, number of slashes, number of dots, digit ratio, domain age, suspicious words and HTML-based signs. The downside is feature engineering is subject to human judgement and its efficacy decreases if attackers alter their URL patterns.
Deep learning can be used to learn patterns directly from raw or semi-processed data. In particular, character-level models are very relevant to URLs as there may be meaningful differences between URLs with only minor differences. For instance, an ambiguous subdomain or path or a hyphenated brand name could all be visible at character level. But, deep learning models are hard to understand. This poses a real-world problem for cybersecurity teams as an analyst may have to know the reason the URL was flagged. Thus, this project aims to more than just strive for accuracy. Also, it takes into account explanation and suitability in real-time.
[bookmark: _Toc239517502]1.3 Research Problem and Gap
The surveyed literature indicates very good developments in phishing detection. There are some studies that enhance the feature selection process, there are sequential neural networks, and there are recent studies that review explainable or multimodal system. But there is one problem of practice. A few systems are quick, but have features that need to be manually engineered. There are some systems that learn URL patterns, but offer only a limited explanation. Multimodal systems can be very powerful as they include URL, HTML, screenshot and visual features, but are more complex to process. If numerous URLs are to be screened in a short time, a system that requires downloading of web page content or taking screenshots may not be as appropriate.
We fill this void with the help of ExPhish-Net, a lightweight lexical-only model which is based on CNN, BiGRU and attention. The model is not offered as a solution to replace the full phishing investigation platforms. Rather, it's created to be a quick preliminary detector that provides a phishing probability from a raw URL string, and helps selected explanations using attention, LIME and SHAP.
[bookmark: _Toc239517503]1.4 Aim and Objectives
The aim of this project is to design, implement and evaluate ExPhish-Net, a lightweight and explainable attention-based CNN-BiGRU framework for real-time phishing URL detection using raw URL lexical information.
Objective 1: To construct a balanced binary classification dataset using verified phishing URLs from PhishTank and legitimate domains from Majestic Million.
Objective 2: To preprocess raw URLs using character-level tokenisation and fixed-length padding for deep learning models.
Objective 3: To implement Random Forest, CNN-only, BiGRU-only and CNN-LSTM baselines for fair comparison.
Objective 4: To design and train the proposed ExPhish-Net model using CNN layers, a Bidirectional GRU layer and attention.
Objective 5: To evaluate performance using accuracy, precision, recall, F1-score, AUC, latency and throughput.
Objective 6: To apply attention, LIME and SHAP to support interpretation of selected predictions.
[bookmark: _Toc239517504]1.5 Research Questions
RQ1: How effective are character-level lexical URL features for distinguishing phishing URLs from legitimate URLs?
RQ2: How does ExPhish-Net perform compared with Random Forest, CNN-only, BiGRU-only and CNN-LSTM baselines?
RQ3: Can ExPhish-Net provide low inference latency suitable for real-time URL screening in the tested environment?
RQ4: How useful are attention, LIME and SHAP for explaining selected ExPhish-Net predictions?
[bookmark: _Toc239517505]1.6 Significance, Scope and Structure of the Study
The importance of this study is that phishing is still a viable cybersecurity attack and a lot of phishing attacks start with a hidden URL. A user can click on a malicious link before it is reported, verified or added to the blacklist. Thus, early identification of a URL can result in less exposure to phishing sites. The proposed study is relevant, as it will determine whether or not it is possible to classify URLs as phishing or legitimate URLs based on the raw text of the URL itself, rather than loading the web page.
The work is focused on the binary classification of phishing URLs with the use of lexical URL information. The model is used to classify all the input as phishing or genuine. It doesn't scan the web pages for screenshots, HTML source code, JavaScript actions, WHOIS information, DNS trace and host reputation. This boundary is for demonstration purposes only since it is a lightweight and real-time URL-only approach being tested. So, be aware that ExPhish-Net shouldn't be treated as an all-in-one phishing investigation tool, it is a first line screening model.
The remainder of the report follows the outline. In Chapter 2, the related literature of phishing detection, feature-based machine learning, sequential deep learning, explainable artificial intelligence and multimodal detection and real-time URL screening is reviewed. The research methodology is explained in detail in chapter 3 which comprises research onion, datasets sources, data preprocessing, data evaluation, data ethics, project timeline and contingency plan. The design and experiment plan will be given in chapter 4. Implementation process is explained in detail in Chapter 5. The results are analysed and discussed in Chapter 6. Chapter 7 presents the conclusions and recommendations, while Chapter 8 provides the personal and technical reflection..
[bookmark: _Toc239517506]1.7 Originality and Contribution
This project is original not because any of this is new but because it is uniquely combining the two together. The areas are already well established. Originality is composed of the lightness of the lexical URL analysis approach, hybrid deep learning and selected explainability in one controlled experimental frame.
The first contribution is the development of a well-balanced set of phishing URLs from the PhishTank and Majestic Million sources [5], [6]. The second one is the design and implementation of a CNN-BiGRU-attention model for lexical phishing URL detection named ExPhish-Net. The third contribution is the controlled comparison to the baselines: Random Forest, CNN-only, BiGRU-only and CNN-LSTM. The fourth contribution is real-time evaluation by latency and throughput and not just accuracy. The fifth contribution involves the use of attention visualisation, LIME and SHAP for the interpretation of selected predictions.
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In this chapter, literature review about the phishing URL detection, machine learning, deep learning and explainable artificial intelligence (XAI) is carried out. It isn't just about previous studies. It also discusses past work, the evidence offered by such studies, and the proposed limitations and how this project addresses them. Malicious URL and phishing detection research has progressed from lists and rules to feature-based machine learning and deep learning, multi-modal systems and explainable AI systems [7]-[12] in recent years. This is significant as a wider body of literature, as ExPhish-Net is placed between high speed lexical detection and more advanced explainable deep learning systems.
[bookmark: _GoBack]To be transparent in conducting this literature review, main academic databases, as well as source repositories and official sources used in the review, are summarized in Table 2.1. The search was not conducted in a systematic way. Instead, selected systematic search principles were employed to find relevant articles about phishing URL detection, malicious URL classification, deep learning, explainable AI, evaluation metrics and cybersecurity guidance.
Table 2.1: Databases and source repositories used for the literature review.

	
Database / source repository
	Main sources used in this study
	Contribution to the review

	IEEE Xplore
	Papers on phishing URL detection, machine learning, explainable AI and cybersecurity systems
	Supported the discussion of URL-based phishing detection, evaluation metrics and practical security relevance

	ACM Digital Library
	Classic phishing, explainable AI and human/social engineering studies
	Helped explain phishing as both a technical and social engineering problem, and supported the discussion of interpretability

	ScienceDirect / Elsevier
	Computers & Security, Expert Systems with Applications, Information Sciences and related journals
	Supported the review of malicious URL detection, phishing datasets, deep learning models and multimodal phishing systems

	SpringerLink
	Machine learning, phishing detection, security and methodology-related studies
	Supported background discussion on model design, research method and cybersecurity evaluation

	MDPI / open-access journals
	Electronics, Applied Sciences, Symmetry and Machine Learning and Knowledge Extraction papers
	Provided recent work on character-level URL detection, real-time phishing detection, multimodal XAI and feature-based approaches

	arXiv / recognised preprints
	URLNet, PhishGuard, VisualPhishNet and recent malicious URL survey papers
	Helped include recent and emerging work where peer-reviewed versions were limited or not yet available

	Official cybersecurity reports
	APWG, Verizon, Proofpoint, Barracuda, ENISA, CISA and NIST sources
	Provided current threat context, governance relevance and responsible AI/security deployment background

	Official dataset sources
	PhishTank and Majestic Million
	Supported the dataset construction and justified the public phishing and legitimate URL sources used in the experiment



[bookmark: _Toc239517509]2.2 Phishing Threat Context and URL-Based Defence
The problem with phishing detection is that the phishers are constantly shifting domains, redirections, the type of links on the page and the page template. Blacklist and reputation systems are reactive as they work after it's happened. A newly created URL may be harmful before it is added to a blocklist. As mentioned by Sahoo et al., the malicious URLs have been traditionally detected using blacklist, but in case of the blacklist, it is not possible to cover the newly created and unseen URLs [7]. Survey research also shows that issues of datasets, feature categories and evaluation settings are still key problems in the area of detecting malicious URLs [8], [9]. A detection model which would be able to classify a URL based on its lexical structure, therefore, is of practical interest.
The literature also suggests that phishing detection cannot be solely considered as a technical classification problem. Kytidou et al. give a survey of machine learning techniques and point to some of the challenges of adaptation, explainability and cross-platform intelligence sharing [10]. Safi and Singh summarize the methods of detecting phishing sites, which include list-based, heuristic, machine learning-based and deep learning-based approaches, and identify their pros and cons [11]. Similarly, Tang and Mahmoud emphasize the effectiveness of machine learning-based systems, highlighting their features, assumptions and limitations in [12]. The need to have a balanced analysis in this dissertation is supported by these reviews.
[bookmark: _Toc239517510]2.3 Feature-Based Machine Learning Approaches
Feature Engineering is one of the widely-used approaches to phishing detection. The idea in this method is to turn the URL or the webpage into measurable features, and then train a classifier. Sahingoz et al. demonstrated the benefit of URL based features in real-time phishing detection by utilizing machine learning techniques for detecting phishing emails from URL [13]. Aljofey et al. [14] demonstrated the effectiveness of character-level CNN model for URLs, and also presented that lexical URL patterns are helpful for detecting phishing. This is supported by other URL-only deep learning research studies which suggest that URL representation can be used to decrease the need for manual feature engineering [15], [16].
There are a number of feature-based studies that show good performance, but rely on the choice of features. Somesha et al. applied deep learning method in phishing site detection and compared the deep learning models with feature-based models [17]. The results shown in HTMLPhish and WebPhish suggest that raw HTML or mixtures of raw URL and HTML might be more effective in detection [18], [19]. The methods mentioned require that there be webpage content, however, which a light-weight URL-only detector would not have. The necessity of URLNet is that it can learn the representation of URL directly from the characters and words, avoiding the manual design of the feature [20]. Previous content-rich and feature-rich systems like the CANTINA and CANTINA+ demonstrate the ability to detect content and feature-based phishing, but these systems need extra evidence of the web pages or third parties [21], [22].
The feature-based literature is useful for this project as it provides an explanation for the importance of the length of URL, the number of special characters, the number of ‘/’ and suspicious tokens to a classification problem. This is also an exposure of a limitation, however. Only features given to a hand-crafted feature model can be learned. In the event that attackers change the pattern the feature set might require an update. To address this, ExPhish-Net employs character-level sequence learning and remains as the traditional interpretable baseline, with the Random Forest model.
[bookmark: _Toc239517511]2.4 Sequential and Deep Learning Approaches
A URL is a natural sequence of characters and deep learning is appealing for URL analysis. Sequential models are able to learn patterns over the full URL and CNN layers are able to learn short local patterns. Mohammad et al. highlighted the features of a website using rules and demonstrated the possibility of representing phishing indicators by rules [23]. Hannousse and Yahiouche then went on to state that reproducible benchmark datasets play an important role, due to the difficulty of comparison of inconsistent datasets [24]. In more recent work by Nayak et al., feature selection along with machine learning and deep learning methods resulted in a high accuracy of 94.46% with 14 features in 111 features [25]. It demonstrates that feature selection can make things more simple, but it's still feature engineered.
AntiPhishStack was proposed by Aslam et al [26] which is a stacked generalisation model based on LSTM, with an accuracy of 96.04%. This helps to support the use of recurrent learning for URL related patterns. The phishing URL detection algorithm using deep learning is also studied by Haq et al. [29] and the algorithm of phishing detection and URL extraction is proposed by Prasad and Dondeti [30] called PDSMV3-DCRNN. The sequential deep learning and ensemble deep learning are shown in these papers. They also exhibit a common problem: many papers are more concerned with the classification performance than operational latency and/or explanation.
There have been papers published recently that have extended the area in hybrid and transformer ways. Ghadami and Rahebi suggested an explainable hybrid deep learning-optimisation framework by combining a GAN based feature learning with a transformer [31]. Kocyigit et al. employed genetic algorithm (GA) as a feature selection algorithm for phishing URL detection [32]. Babala et al. concentrated on interpretable (more human-friendly) and energy-saving real-time detection of phishing URLs [33]. Yi and Balogun explored the phishing URL detection and interpretability on the datasets [34]. The relevance of these studies is that they demonstrate that existing work is progressing towards the following characteristics which are directly relevant: Interpretability, robustness, cross-dataset testing and efficiency.
[bookmark: _Toc239517512]2.5 Explainable AI, Multimodal and Real-Time Detection
Explainable AI is critical because phishing alerts can impact analyst workload and incident response and user access. Shafin employed both explainable feature selection methods (SHAP and aggregated LIME) and achieved high performance with Random Forest and XGBoost following feature selection [27]. Vulfin et al. [28] have proposed an explainable multimodal phishing website detection system which combines URL features, symbolic URL representation, HTML code and screenshots. The advantage of multimodal systems is they are able to integrate multiple evidence sources. The downside is they are more difficult to process. So, ExPhish-Net adopts a different stance - it retains lexical input, as it is fast, and employs attention, LIME and SHAP for some explanation evidence.
Another recent study has validated that deep learning and explanation are still current research areas. Ghalechyan et al. discussed deterministic and probabilistic models of phishing URL detection and reported an empirical study of the same using neural networks [35]. Alshehri et al. suggested the character level word encoding approach for phishing URL detection [36]. CNN-Fusion, a lightweight multi-variant ConvNet method [37] was proposed by Hussain et al. Another new phishing detection system based on deep learning is DEPHIDES [38]. Gopali et al. used the sequential deep learning model such as LSTM, BiLSTM, TCN and attention based model in phishing detection of phishing websites [39]. In line with explainability analysis [40] and CNN-based detection, PhishGuard is comprised of both. A recent ensemble combining the CNN with engineered features, both at the character level, further validates the benefits of combining sequence learning with engineered features [41].
Other methods of similarity, such as multimodal and visual similarity are still relevant for further investigation. The detection of zero day phishing websites is based on visual similarity with VisualPhishNet [42]. Some other visual similarity studies indicate that the appearance of the webpage can be used to identify the brand impersonation, but they also involve the rendering of the webpage and the manipulation of the presented screenshot [43], [44]. The results of the blacklist approaches found in predictive blacklist systems like PhishNet indicate that lexical blacklist-based systems can be enhanced by prediction, but it is different in its working principle from lexical neural-based systems [45]. This difference is one of the most important in the project gap: ExPhish-Net is not a complete multimodal investigation system, it's a lightweight model for the initial line of defense in URL screening.
The previous phishing studies also provide some background to the current one. In the past, phishing was recognized as solely a technical problem with URLs, but it is now known to be a social engineering problem of user trust, spoofed identity, deceptive content, and fast URL changes [66]–[68]. Lexical, content, target-identification, reputation-based and predictive signals have been utilised for many years in systems such as PhishStorm, target-domain identification, VisualPhishNet, PhishNet, suspicious URL filtering and large-scale malicious page filtering [69], [73]-[80]. But a few of these methods depend on the content of the web pages or on external evidence or blacklist-style editing. This contributes to the rationale for this study to utilize a more limited lexical-only first-line screening tool as opposed to a comprehensive phishing investigation platform.
The more recent phishing URL studies reveal that there's a definite shift towards deep learning, real-time decision support and explainable AI. Current research is interested in the performance and practical deployment, which is reflected by the real-time and hybrid phishing systems [104]-[106], recurrent and explainable URL models [107]-[109], CNN and self-attention models [110]-[112], and the transformer-based URL classifiers and XAI-supported phishing detectors [113]-[115]. This affects ExPhish-Net since not just accuracy is used for evaluating the model. Selected explanation evidence, latency, throughput and the F1-score are also reported. The literature review therefore better helps to support the project design: the model has to be accurate, fast enough to be screened, and have to be understandable enough for discussion with the analysts.
The project evaluation is also guided by the explainability and the metric literature. There are also warnings in the general literature on XAI that explanations are useful but not proof of the reasoning of a model [81] - [86]. Similarly, the evaluation literature points to the need for considering more than just accuracy when using binary classification, particularly when there are different consequences of false positives and false negatives [87], [88]. Therefore this project combines the evidence from the precision and recall, F1-score, AUC and evidence from the confusion matrix and latency. This way, the discussion won't be just about a pure ranking of accuracy and would be more appropriate for a cybersecurity atmosphere.
Finally, industry and governance sources help to set the study in the pragmatic frame. Phishing, social engineering and credential attacks are still on the list of top recurring threats in organisations today and public cybersecurity and AI governance frameworks place great importance on the concepts of validation, risk management, transparency and responsible deployment [116]-[120]. These sources are not considered as evidence for model performances. Rather, they provide a rationale as to why a phishing detection artefact should be considered carefully with regard to safety, validation, limitation and responsible use.
[bookmark: _Toc239517513]2.6 Expanded Critical Literature Review Matrix
Table 2.2: Expanded critical literature review matrix.
	Source
	What was done
	Reported evidence or focus
	Gap/relevance to ExPhish-Net

	Sahoo et al. [7]
	Surveyed malicious URL detection methods.
	Blacklists are useful but limited for unseen URLs.
	Supports need for adaptive URL classifiers.

	Tian et al. [8]
	Reviewed malicious URL techniques, datasets and code.
	Shows benchmark and reproducibility issues.
	Supports clear dataset and method reporting.

	Gupta et al. [9]
	Reviewed malicious URL features, datasets and methods.
	Highlights XAI and dataset challenges.
	Supports explainability and source-bias discussion.

	Safi and Singh [11]
	Systematic review of phishing website detection.
	Compares list, heuristic, ML and DL approaches.
	Supports critical comparison across method families.

	Tang and Mahmoud [12]
	Surveyed ML-based phishing website detection.
	Shows strengths and limitations of ML methods.
	Supports use of baselines.

	Sahingoz et al. [13]
	Machine learning from URL features.
	URL features can support real-time detection.
	Supports Random Forest and lexical feature baseline.

	Aljofey et al. [14]
	Character-level CNN from URL.
	Shows URL characters can support detection.
	Supports character-level representation.

	Opara et al. [18], [19]
	HTMLPhish/WebPhish with raw HTML and URL content.
	Strong deep learning evidence using webpage content.
	Shows why lexical-only approach is lighter.

	URLNet [20]
	End-to-end URL representation learning.
	Reduces manual feature engineering.
	Supports sequence learning from raw URLs.

	Nayak et al. [25]
	Feature selection with ML/DL.
	94.46% accuracy using 14 selected features.
	Feature selection useful but still engineered.

	Aslam et al. [26]
	LSTM-based stacked generalisation.
	96.04% accuracy.
	Supports sequence learning but less focus on XAI/latency.

	Shafin [27]
	SHAP and LIME for feature selection.
	Strong RF/XGB performance after XAI feature selection.
	Supports explainability but feature-based.

	Vulfin et al. [28]
	Multimodal XAI phishing detection.
	Combines URL, HTML and screenshots.
	Powerful but heavier than lexical-only screening.

	Prasad and Dondeti [30]
	Ensemble deep learning for phishing detection.
	Shows benefit of advanced deep models.
	Adds comparison point for hybrid design.

	Babala et al. [33]
	Interpretable and energy-efficient real-time design.
	Highlights real-time and efficiency needs.
	Supports latency and throughput reporting.

	Ghalechyan et al. [35]
	Neural URL classification with uncertainty discussion.
	Production and validation evidence reported.
	Supports practical evaluation beyond accuracy.

	Hussain et al. [37]
	CNN-Fusion lightweight character-level method.
	Focuses on speed and low false positives.
	Supports CNN-only baseline and lightweight design.

	Gopali et al. [39]
	Sequential DL models for phishing URLs.
	Attention/BiLSTM performed strongly.
	Supports BiGRU and attention direction.

	PhishGuard [40]
	CNN-based phishing URL detection with XAI.
	Uses CNN and explanation analysis.
	Supports combined detection and explanation focus.

	VisualPhishNet [42]
	Visual similarity for zero-day phishing.
	Useful for visual impersonation.
	Out of lexical scope but relevant for limitations.

	Barredo Arrieta et al. [81]
	Reviewed XAI concepts, taxonomies and challenges.
	Explains responsible use of interpretability methods.
	Supports careful use of LIME, SHAP and attention evidence.

	Davis and Goadrich [87]; Chicco and Jurman [88]
	Discussed classification metric behaviour.
	Shows why accuracy alone can be insufficient.
	Supports combined use of precision, recall, F1-score and AUC.

	Asiri et al. [110]
	Proposed a real-time phishing detection system using deep learning.
	Emphasises practical real-time detection.
	Supports latency and throughput discussion.

	Akcam et al. [111]
	Developed a BiLSTM model for URL-based phishing attack detection.
	Shows continuing relevance of recurrent sequence models.
	Supports recurrent component of ExPhish-Net.

	Al-Zewairi et al. [115]
	Integrated deep learning classifiers and a pre-trained transformer for phishing URL detection.
	Shows recent movement towards advanced neural URL models.
	Positions ExPhish-Net as a lighter hybrid alternative.


[bookmark: _Toc239517514]2.7 Critical Appraisal of Previous Work
The literature reviewed reveals that a reported accuracy value cannot be used to appraise the accuracy of a phishing detection system. Various studies employ varying training-testing splits, class balances and features. So, it is not possible to compare the accuracy from one paper to another without taking into account the experimental setup. The model trained from a well-balanced dataset might not work as expected in real traffic since legitimate URLs are typically more prevalent than phishing URLs. This implies that what has been found in the past can be valuable, but should therefore be interpreted cautiously.
Another concern is with the distinction between URL-only, webpage-based and multimodal phishing detection. Pre-processing a URL for classification prior to opening up the web page can be done quickly making URL-only systems appropriate for first-line screening. But they could fall for attacks whose URL looks harmless, but whose content on the web page is not. The webpage-based and multimodal systems will be able to examine HTML code, screenshots, visual similarity and other context information, but will need more computing power and present additional safety risk if the page has to be accessed. Thus, the purpose of this project is to concentrate on a simple, lightweight screening system: the detection of a URL without relying on a complete forensic phishing investigation system, but rather just on the lexical level.
A third is the compromise between how easy it is to interpret and how complex the model is. Feature based machine learning models can often be understandable using feature importance, but require manual feature engineering. Deep learning models can learn more flexible representations of the URL, but are more difficult to interpret. Hence, explainability must not be as an afterthought. It needs to be linked with the decision process. For this project, attention is part of the model architecture rather than one of the post-hoc model explanations, and is also used to explain the model in other post-hoc explanation methods such as LIME and SHAP.
It is also essential that the feasibility is real-time. Other previous papers only report classification accuracy, but a phishing detector could have to perform a response, either before a user enters credentials, or before an analyst queue becomes overloaded. Thus, values of latency and throughput are practical measures. This aligns with the design choice made in the current project to include inference latency along with other metrics such as accuracy, precision, recall, F1 score and AUC.
[bookmark: _Toc239517515]2.8 Literature Gap and Chapter Summary
It is not that no one has studied phishing detection: there is a gap in the literature. The gap is more narrow. The need of a phishing URL detection model based on lexical only input, Deep sequence-learning, Suitability and explanation in real-time remains in one controlled experiment. Good feature based detection are provided by some studies, but the features are manmade. Several deep learning research papers directly learn the URL patterns, however, in such cases they do not always explain with detail. While multimodal systems can be very powerful, they're going to need webpage content, screenshots or further processing.
ExPhish-Net fits in between. It takes as input raw URL text, uses CNN layers for local lexical pattern learning, BiGRU for sequence modelling and attention for interpretability in the system. Two additional explanation methods are used – LIME and SHAP. The proposed model is also evaluated against the following baseline models: Random Forest, CNN-only, BiGRU-only, CNN-LSTM, in the same setting as used for the proposed model. This makes the contribution more apparent as it is not evaluated alone, such as ExPhish-Net.
To summarize, in this chapter, the traditional machine learning, sequential deep learning, explainable AI and real-time detection issues were reviewed. The review reveals that merely having a high phishing detection rate is not enough for detecting phishing URLs. A good model should also be easy to understand, light and efficient. The methodology employed to test ExPhish-Net and to determine if it can offer a helpful tradeoff between detection performance, speed and explanation is detailed in the following chapter.

[bookmark: _Toc239517516]Chapter 3: Research Methodology
[bookmark: _Toc239517517]3.1 Research Onion and Research Design
[image: ]
Figure 3.1: Research onion for the ExPhish-Net study.
The justification for the methodological choices of this study are guided on the research onion. The project is based on a positivist approach and uses the measurable and repeatable output as evidence as opposed to personal opinion. A deductive approach is suitable to use since the project begins with the existing phishing detection tools, literature on machine learning, deep learning, etc., and then experiments with a CNN-BiGRU-attention model. The research approach is experimental, and also has a design science approach as the research produces a technical artefact and evaluates it [46]-[48].
The methodology used is mono-method (quantitative). This is appropriate since the primary evidence is derived from the outputs of the numerical model like accuracy, precision, recall, F1-score, AUC, latency and throughput. Since the data is prepared for the study, and the results reported from one experimental period, the time horizon is considered to be cross sectional. It doesn't try to follow phishing over the past few years. This helps to ensure that the project is manageable within the Master's project schedule and still allows for an evaluated project.

[image: ]
Figure 3.2: Methodology workflow used in the project.
[bookmark: _Toc239517518]3.2 Dataset Sources and Construction
The two public datasets used were for the construction of the dataset. This phishing class is taken from PhishTank which offers phishing URL data for developers [5]. The legitimate class was created via Majestic Million which offers ranked domain records [6]. A total of 112,000 records were prepared, 56,000 were phishing records and 56,000 were legitimate ones. Duplicate/duplicate missing URL values were removed prior to pre-processing. The balanced design minimizes the bias of the majority class from training and testing.
A restriction should be explicitly specified. Majestic records are mostly domain level, legitimate records, and PhishTank records may include complete paths to the URLs. This could lead to source-structure bias. Therefore, some lexical variations may also be due to the different data sources involved as well as the phishing activities. The experiment is helpful as a controlled binary classification experiment but further experiments should include valid full URLs, with paths, query strings and subdomains.
In the process of implementation, a list of URL records, each with a URL and label, was contained in the phishing source file, having 64,280 records. Of this data, 56,000 of the phishing records were chosen to form a final balanced dataset. One million ranked domain records from Majestic Million list were in the legitimate source. This source had 56,000 legal records that were chosen and designated as the legal class. The resultant working file therefore had two important columns, the URL text and the binary class label of the URL, with phishing represented by 1's and legitimate by 0's.
The split was maintained at the end too. The training set included 78,400 records, one half of which were phishing records and one half were legitimate records. There were 8400 examples from each class in the validation set, which had a total of 16800 examples. There were 16,800 records in the test set, also consisting of 8,400 phishing and 8,400 legitimate records. This was necessary because we needed to have the same test set for the comparison between CNN-only, BiGRU-only, CNN-LSTM and ExPhish-Net. Otherwise any difference in the results might be due to different data splits and not necessarily model behaviour.
Prior to fixed-length preprocessing URL length is checked. The shortest URL length was 12 characters, the longest recorded URL length was 25,515 characters and the average (mean) URL length was approximately 39.77 characters. The length of the sequence was not too large for most of the URLs. In particular, there were 111,106 URLs which were 200 characters or less, and 894 URLs which exceeded 200 characters in length and thus needed to be truncated. This translates to the fact that approximately 99.20% of the dataset wasn't capped. The length of the sequence 200 was therefore chosen as a reasonable value as it resulted in a subset of almost all URL strings being preserved and managed the size of the model's input.
The data on the details of the datasets are essential for understanding the results of the final performance. But a well-balanced and “clean” dataset is good for the experiment, but it does not eliminate all threats to validity. One drawback of this is the source difference between PhishTank and Majestic Million; phishing examples tend to be more in-depth (with query strings etc.) than legitimate examples (which tend to be more domain-level). The report is thus not intended to say that the dataset accurately reflects the actual volume of traffic seen by browsers. This is an experimental dataset that needs to be controlled and future work is needed to test the model with external full-URL legitimate datasets.

Table 3.1: Dataset and preprocessing summary.
	Item
	Value

	Total records
	112,000

	Phishing records
	56,000

	Legitimate records
	56,000

	Duplicate URLs after cleaning
	0

	Missing URL values after cleaning
	0

	Tokenisation
	Character-level

	Maximum sequence length
	200 characters

	Split
	70% training, 15% validation, 15% testing

	Original phishing source rows
	64,280 records

	Original legitimate source rows
	1,000,000 domain records

	Final columns used
	URL text and binary label

	Training set
	78,400 records (39,200 phishing, 39,200 legitimate)

	Validation set
	16,800 records (8,400 phishing, 8,400 legitimate)

	Test set
	16,800 records (8,400 phishing, 8,400 legitimate)

	Minimum URL length
	12 characters

	Maximum URL length before truncation
	25,515 characters

	Mean URL length
	39.77 characters approx.

	URLs <= 200 characters
	111,106 records (99.20% approx.)

	URLs > 200 characters
	894 records

	Tokenizer vocabulary size
	70 characters/tokens


[bookmark: _Toc239517519]3.3 Preprocessing and Model Inputs
All URLs were converted to lower case, removal of blank space and check for empty or duplicate records. Lexical symbols like slashes, dots, hyphens, question marks and equal signs were retained as they might include phishing clues that are useful. Typical text preprocessing consists of removing punctuation. However, punctuation can be a part of the structure in URL classification. These symbols would be eliminated, along with valuable information such as domain, path and query string.
URLs are not consistent with the normal grammar of sentences, and so, character-level tokenization was chosen. In a word-level method, it is not possible to represent small character changes, and in a character-level method, it is possible to represent typo squatting, suspicious separators, repeated symbols and short suspicious strings. There were 70 characters/tokens in the tokenizer vocabulary and all URLs were padded/truncated to 200 characters. All the deep learning models received the same shape of input as this is a fixed length.
[bookmark: _Toc239517520]3.4 Model Comparison Method
The experiment is comprised of one baseline, traditional machine learning model and four deep learning models. Random Forest has been added since it is an easy-to-interpret tree-based approach with tabular features that is powerful [49]. CNN-only is added to evaluate the local lexical pattern learning, which has been determined by convolutional networks' ability to learn local structures [50]. CNN-LSTM is incorporated as the LSTM networks are known to be used for sequence modelling [51]. BiGRU-only is added to highlight the fact that the recurrent sequence learning is achieved in fewer gates by GRU than LSTM [52]. In order to test the effectiveness of the combination of local pattern learning, bidirectional context and explanation, ExPhish-Net fuses CNN, BiGRU and attention.
[bookmark: _Toc239517521]3.5 Evaluation and Explainability Method
The metrics used for classification are accuracy, precision, recall, F1-score and AUC. This overall accuracy indicates what percentage of predictions were accurate. Precision indicates the proportion of URLs that are predicted to be phishing, but are actually phishing. Recall: The number of phishing URLs detected. Recall is crucial because if a phishing URL is not seen, then a false negative occurs. F1 score is a measure which combines both precision and recall. The ability of the class separation is evaluated by ROC and AUC in the case of different thresholds [60], [61].
Explainability included via attention, LIME and SHAP. Neural sequence modelling has been extensively employed in the use of attention mechanisms that give higher weights to the selected parts of a sequence [53], [54]. LIME provides an individual explanation by creating a small, local explanation that elucidates the prediction [55]. The idea of Shapley values is used for feature attribution values in SHAP [56]. It is also pointed out in the literature on interpretability that explanations must be used with care and that they are not necessarily a complete transparency [57,58,59]. The selected evidence for explanation in this study is not necessarily used to assert that the entire neural network is fully transparent, but rather it is used to provide some evidence.
[bookmark: _Toc239517522]3.6 Data Analysis Procedure
There were four stages in the data analysis procedure. The dataset was summarized initially to check the number of records, missing, duplicate values and class distribution. Secondly, the same test set of saved data was evaluated in all models. Thirdly, the same metric names were employed for all models in the last comparison: accuracy, precision, recall, F1-score, AUC and latency. Fourthly, the discussions were conducted with respect to the research questions. In this way, it was made sure that all results were reported with explanations and that the analysis was always kept in connection with the project aim.
[bookmark: _Toc239517523]3.7 Ethics, Project Management and Contingency
No human subjects, interviews or questionnaires are involved in this project and there is no private personal data. The datasets are secondary data sources that are publicly available. Thus, the ethical risk is less compared to research which includes direct human participation. But, the project must be handled carefully since phishing URL datasets might contain bad URLs. The URL's were just classified as text records. The experiment did not visit or interact with active phishing infrastructure. If phishing URL examples are required in the report, these should be masked to minimize the chances that they might be accidentally encountered.
The project was run in a phased manner. The first step was the literature review and refinement of research gaps. The second phase of this study consisted of the collection of data, cleaning of data and construction of balanced datasets. The third stage that was involved was the preprocessing, feature extraction and the baseline implementation. During the fourth stage, ExPhish-Net development and testing was the main focus. The last phase was analysis of results, outputs of explainability, report writing and report checking. A well planned approach allowed the work to be kept within the Master's project schedule.
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Figure 3.3: Project Gantt chart.
Table 3.2: Project contingency plan.
	Risk
	Impact
	Contingency plan

	Dataset source bias
	Legitimate data may be domain-level while phishing data may include paths.
	State the limitation clearly and recommend external full-URL legitimate data in future work.

	Training time
	Deep models may train slowly.
	Use saved checkpoints and compare several baseline models under the same split.

	XAI cost
	SHAP can be expensive for sequence models.
	Use a small representative subset and report SHAP as supplementary evidence.

	Formatting and word count
	The report may exceed the required range or contain layout issues.
	Use chapter-level trimming, clear headings and final render checking.

	Unsafe phishing links
	Malicious URLs may be accidentally clicked.
	Do not open live phishing URLs and mask unsafe examples where needed.


[bookmark: _Toc239517524]3.8 Methodological Justification
The quantitative experimental method is applicable because the questions in the research are in the form of numbers. The study is focused on the accuracy of the proposed model, compares it to the baseline models and checks for the acceptable latency for real-time URL screening. These questions can't be addressed in a narration discussion. They need to have quantifiable results such as scores for model performance, latency, comparison tables, etc. So, a controlled experiment would be a better option than interviews, survey or case study observation. This approach can also be used for the artefact created in this project. ExPhish-Net is a technical model, which needs to be validated with implementation, prediction and evaluation. All the train, validation and test setting is the same to allow fair comparison of the proposed model and the baselines. In addition, the attention, LIME, and SHAP goals are supported. Overall, the approach can be used to see if ExPhish-Net can achieve good phishing detection performance while being suitable and interpretable in real-time. 
[bookmark: _Toc239517525]3.9 Chapter Summary
The research onion concept, construction of a dataset, data preprocessing, presentation of models, evaluation metrics, data analysis procedure, ethics and planning of a project were explained in this chapter. It also explained the reasons for using a quantitative experimental method for the study. The design and experiment plan are presented in the following chapter, which contain the pipeline design of datasets, baseline model design, ExPhish-Net architecture and evaluation design.


[bookmark: _Toc239517526]Chapter 4: Design and Experiment Design
[bookmark: _Toc239517527]4.1 Overall Design Strategy
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Figure 4.1: Overall design workflow.
This chapter describes the process that was used to plan the artefact and experiment. It starts with a simple URL string. The URL is cleaned, tokenised and padded and passed to the selected model. The output consists of a probability of phishing as well as a binary class label. Selected predictions explained using explanation modules. This is a design that allows the main system to remain light by not having to render the web pages, parse the HTML and process the screenshots. The design also adheres to the project scope by decorating the methodology decisions in Chapter 3 and the planning of the architecture/experiments in this chapter.
[bookmark: _Toc239517528]4.2 Baseline and Proposed Model Design
The baselines were chosen so as to have a fair comparison. Random Forest is basically the traditional machine learning method based on features. CNN-only tests if there are local character patterns that are enough. BiGRU only tests the viability of sequential context only. CNN-LSTM: Another variant of convolutional-recurrent architecture tested on CNN-LSTM. This comparison is further extended with the CNN layers, BiGRU and attention incorporated in the proposed ExPhish-Net model. All deep learning models are tested using the same train/validation/test split to minimize the chance that differences in performance are due to the different splits, and not just due to differences in the models.
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Figure 4.2: ExPhish-Net architecture design.
Table 4.1: Model design rationale.
	Model
	Input design
	Reason for inclusion

	Random Forest
	Engineered lexical features
	Traditional, interpretable baseline.

	CNN-only
	Character sequence
	Tests local lexical pattern learning.

	BiGRU-only
	Character sequence
	Tests bidirectional sequential context learning.

	CNN-LSTM
	Character sequence
	Hybrid convolutional-recurrent baseline.

	ExPhish-Net
	Character sequence
	Combines local patterns, sequence context and attention-based explanation.


[bookmark: _Toc239517529]The detailed configuration of the proposed ExPhish-Net model is presented in Table 4.2. These settings were taken from the final implementation notebook and saved model configuration, so no additional untested parameter is assumed.
Table 4.2: ExPhish-Net architecture and training configuration.
	Component / Parameter
	Value used in implementation

	Input sequence length
	200 characters

	Tokenization type
	Character-level tokenization

	Padding
	Post-padding

	Truncation
	Post-truncation

	Tokenizer vocabulary size
	70

	Embedding dimension
	64

	CNN layer 1
	Conv1D, 128 filters, kernel size 5, ReLU activation, same padding

	Pooling layer
	MaxPooling1D, pool size 2

	CNN layer 2
	Conv1D, 64 filters, kernel size 3, ReLU activation, same padding

	Recurrent layer
	Bidirectional GRU

	BiGRU units
	64 units

	Return sequences
	True

	Attention score layer
	Dense layer with 1 unit and tanh activation

	Attention weights
	SoftMax over sequence axis

	Attention context operation
	Multiply operation followed by sequence summation using Lambda

	Dense layer
	Dense layer with 64 units and ReLU activation

	Dropout
	0.30

	Output layer
	Dense layer with 1 unit and sigmoid activation

	Loss function
	Binary cross-entropy

	Optimizer
	Adam

	Learning rate
	Adam default setting; no custom learning rate was explicitly set

	Evaluation metrics
	Accuracy, precision, recall and AUC

	Training batch size
	128

	Maximum epochs
	5

	Early stopping monitor
	Validation loss

	Early stopping patience
	2

	Early stopping setting
	Restore best weights enabled

	Model checkpoint monitor
	Validation loss

	Best model saving
	Enabled

	Prediction threshold
	0.50

	Inference batch size
	512

	Training time
	737.60 seconds

	Final model file
	exphishnet_final_model.keras




4.3 Input Representation Design
One design choice is the way in which the input is represented. A word level model is not as appropriate as it doesn't follow normal sentence structure with URLs. Phishing indicators are typically in the form of characters, separators, subdomain patterns, digits or odd phrases. Character-level tokenization enables the model to gain from information like repeated slashes, hyphenated brand names, peculiar domain endings, and hazardous path frameworks. This will ensure that all inputs are the same length, while retaining most of the information in the URL. This design is also similar to the recent URL representation work using a raw or character-level input [14], [20], [36], [37], [70]-[72].
[bookmark: _Toc239517530]4.4 Architecture Design Rationale
The architectural proposal is based on three learning needs. First, the model has to be able to detect lexical patterns in the local language. CNN layers are appropriate since they are able to look at a small window of characters and acquire structures that repeat. Secondly, the model must have a context to sequences. A suspicious part of a URL could be a meaningful part only in conjunction with the rest of the domain or path. This is made possible by the ability to read the sequence in both directions as supported by BiGRU. Thirdly, there must be explanation support in the model. The attention layer is used to identify positions in the sequence which are attended to more strongly by the model. This is not a fully transparent model, but there are more evidences of this than a plain CNN or recurrent model without attention. The design keeps the building as simple as possible as the project is based on the concept of real-time screening. Future work would be for testing larger system based on transformers which may be more complex and/or have more delay. ExPhish-Net is more expressive than CNN-only due to incorporating bidirectional sequence modelling and attention. However, it is lighter than multimodal systems that require screenshots or full webpage content.
[bookmark: _Toc239517531]4.5 Evaluation, XAI and Demo Design
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Figure 4.3: Evaluation, XAI and demo design.
The evaluation design is designed to differentiate between the classification quality and operational suitability. The accuracy, precision, recall, F1-score and AUC is used to measure the quality of classification. Latency and throughput are used to measure operational suitability. This is crucial as it can be a fast, not accurate model or an accurate model, slow. Both should be taken into account in the final interpretation. In fact, latency is not just a result of the test; it's an integral part of the process for real-time detection and therefore a key evaluation criterion in the title. XAI design offers selected level of explanations at the case level. The above are not used for claiming transparency. Rather, they are put into use to check a few phishing and legitimate predictions. The attention mechanism is applied to visualization to investigate into which reduced URL positions are given more focus by the model trained. The demo design supports only one URL, and applies the same preprocessing steps as the web service and returns a risk label and probability score. This renders the project easier to explain during the viva as it can be illustrated from the input URL to the prediction and explanation.
[bookmark: _Toc239517532]4.6 Security and Usability Design Considerations
A phishing URL detector is also a security decision-support tool. However, a probability score may not be sufficient for the user / analyst. The system should also give a good label and supporting ‘explanation evidence' of the risks (where possible). Another factor that is affected by usability is false positives. Warning message will be ignored if too many legit URLs are blocked. Phishing URLs that are not caught can result in an attack on the user. Hence the design takes the precision and recall into account, and does not just rely on one of them. The use of F1-score is justified, as it is a good compromise of the two metrics, and the detailed discussion helps with understanding the separate meaning of these metrics. The design also is free from unsafe behavior. Suspicious URLs don't open in the system. Only lexical analysis is done and considers URLs as text. This is more secure for an academic prototype as the interaction with the phishing infrastructure is avoided. This also simplifies the process of making a copy of the design, since it isn't dependent on the content of the web pages.
[bookmark: _Toc239517533]4.7 Chapter Summary
The design and experiment plan were given in this chapter. It provided an overview of the overall workflow, the design of the baseline model, the representation of inputs, the ExPhish-Net architecture, the design of the evaluation and safety considerations. The design is described in the next chapter, with regard to its implementation in the experimental environment.


[bookmark: _Toc239517534]Chapter 5: Implementation
[bookmark: _Toc239517535]5.1 Implementation Environment and Dataset Pipeline
Implementations were done in the Kaggle Notebook using python. Data processing was done with pandas and NumPy. The baseline [62] was created using scikit-learn for splitting, calculation of the metrics and to train the model, the model used was Random Forest. The deep learning models were constructed and trained using TensorFlow and Keras [63], [64]. The first step was to import PhishTank and Majestic data and then chose a balanced subset to create a binary classification set of data. This balanced dataset was saved and for the subsequent model experiments this was used as the input base. The same data pipeline as mentioned in the methodology was used. First the data was imported from the two sources. Secondly, the URL and label areas were uniformed. Thirdly, Duplicates and missing values were checked. Fourth, 56,000 phishing and 56,000 legitimate records were used to make the balanced dataset. Finally, the last dataset was stored for preprocessing and experiments downstream. This step of file management was useful since it minimized the chances of running various versions of the dataset on various versions of the model.
[bookmark: _Toc239517536]5.2 Preprocessing Implementation
The preprocessing implementation converted each URL into a clean character sequence while preserving URL-specific symbols. Minimal variation in lower case was performed to make it more readable. Blank spaces were removed, but important URL symbols were preserved. Symbols of important URLs were kept as they can contain helpful information about phishing. Then using the Keras tokenizer, a vocabulary size of 70 is produced for the training data. All URLs were translated to a number of character IDs and then padded and/or shortened to 200 characters. These were finally saved as the training, validation and testing arrays. This facilitated to have the same train-validation-test setting for all deep learning models.
[bookmark: _Toc239517537]5.3 Baseline Model Implementation
Engineered lexical features were used for the implementation of the Random Forest baseline. This comprised URL length, domain length, path length, query length, number of dots, number of slashes, number of hyphens, number of digits, number of letters, number of special characters, entropy, suspicious keyword count and HTTP/HTTPS indicators. The fact that this was a baseline was crucial because it enabled researchers to evaluate the effectiveness of the proposed deep learning architecture over a solid baseline. The models CNN-only, BiGRU-only and CNN-LSTM models were implemented by character level sequences. CNN-only used embedding and one dimensional convolutional layers. BiGRU-only was composed of embedding layer and a Bidirectional GRU layer. CNN-LSTM adopted convolutional layers with LSTM layers for modelling sequences. The baselines were developed to evaluate the three types of pattern learning, sequence learning and hybrid convolutional-recurrent learning individually. The proposed ExPhish-Net model was then fused CNN, BiGRU and attention into a single model.
[bookmark: _Toc239517538]5.4 ExPhish-Net Implementation
ExPhish-Net was adopted to be a binary classifier. Padded sequences of characters were provided as input. The embedding layer transformed integers of token IDs into high dimensional vector representations. One dimensional CNN layers were used to extract the local lexical patterns. The reduced sequence was then fed into the BiGRU layer, on both forwards and backwards. The attention layer gave weights to the positions of the reduced sequences. The output of the dense layers and the sigmoid were combined to give the final Phishing Probability. The probability was used to assign a phishing/legitimate label by employing a threshold. The implementation was done in a standard deep learning workflow [65] where the separation of training, validation and testing was performed. The test set was kept for evaluation and the learning behavior was monitored during the training by using the validation set. Note that the separation is necessary as reporting performance on data on which the model was tuned would yield a too-good-perception figure. The model was trained and then saved to be able to make predictions, test latencies and get the XAI outputs consistently. 
[bookmark: _Toc239517539]5.5 Output Generation and XAI Implementation
Two files, one containing metrics and the other a visual file, were created for each model. The last comparison table was not typed, but created from the saved metric values. Confusion matrices, ROC curves and precision-recall evidence and comparison charts were saved as report-ready figures. LIME explanations were created for a few examples of phishing and legitimate URLs. The trained ExPhish-Net model was used to obtain attention weights, to trigger attention visualization. For application of SHAP, only a small representative case study was used as it is very expensive when using deep sequence models. This restriction is published as an open report.
Table 5.1: Implementation output files.
	Output group
	Example file or output
	Purpose

	Balanced dataset
	exphishnet_balanced_dataset_112k.csv
	Combined URL and label records.

	Preprocessing arrays
	X_train, X_val, X_test and labels
	Saved split for repeatable experiments.

	Model outputs
	Result CSV files and trained models
	Metrics and reusable model files.

	Figures
	Confusion matrix, ROC, PR and comparison charts
	Report-ready evaluation evidence.

	XAI outputs
	LIME, attention and SHAP files
	Selected explanation evidence.


[bookmark: _Toc239517540]5.6 Implementation Issues and Verification
There was a consistency issue across models, which was the main issue in implementation. This was achieved by using the same data split and "caching" the intermediate results. The other problem was the cost of calculation of XAI, particularly SHAP. This was accomplished by taking a small sample subset, applying SHAP and publishing this as supplementary evidence. One other problem was safe dealing with maliciously constructed URLs. The report thus refrains from providing live clickable phishing links and suggests masking of phishing examples, if necessary. There was an implementation verification using several checks. Data for missing data and duplicate URLs were checked. Class balance was conducted and class distribution was checked. Before training, it was checked that the model output shapes were correct and the last sigmoid layer output a binary probability. Confusion matrices and CSV files of metrics after training were examined for each training run. These checks are simple, but essential as the small implementation mistake can result in misleading results.
[bookmark: _Toc239517541]5.7 Chapter Summary
The process of implementation of the experimental artefact was explained in this chapter. It included Kaggle environment, dataset pipeline, preprocessing, baseline models, implementing ExPhish-Net, generating output and implementing XAI and verification checks. The following chapter discusses the outcomes and considers if the project aims and questions were met.


[bookmark: _Toc239517542]Chapter 6: Evaluation of Results
[bookmark: _Toc239517543]6.1 Dataset and Baseline Evidence
The final set of data had 112,000 URLs, with an equal number of both phishing and legitimate URLs. Making the binary classification task balanced reduced the chances of obtaining a high accuracy score by simply predicting the majority class. The baseline model had a very high accuracy (0.995179) and AUC (0.998490) using the Random Forest model. This indicates that there are still high phishing signals in engineered lexical features. The most significant parameters were its slash count, the number of special characters, the length of the URL, the entropy and dot count. 
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Figure 6.1: Random Forest feature importance.
How useful the feature importance result is is due to the lexical logic of the project. Simple features are able to detect phishing URLs, and the structure of phishing URLs is often indicative. Yet, it is also evident from the feature importance that manually engineered model is limited. Only features that have been created prior to training can be used with the model. There can be other local patterns that are hard to design manually, but are captured by a sequence model.
[bookmark: _Toc239517544]6.2 Deep Learning and ExPhish-Net Results
Table 6.1: Final model comparison.
	Model
	Accuracy
	Precision
	Recall
	F1-score
	AUC
	Latency ms/URL
	URLs/sec

	ExPhish-Net
	0.997440
	0.999402
	0.995476
	0.997435
	0.999606
	0.437823
	2,284.03

	CNN-only
	0.997202
	0.998568
	0.995833
	0.997199
	0.999358
	0.191775
	5,214.45

	CNN-LSTM
	0.997143
	0.998329
	0.995952
	0.997139
	0.999493
	0.442878
	2,257.96

	BiGRU-only
	0.996488
	0.997139
	0.995833
	0.996486
	0.999312
	0.430789
	2,321.32

	Random Forest
	0.995179
	0.996301
	0.994048
	0.995173
	0.998490
	0.006728
	148,643.00


All the tested models achieved good performance, as yielded by the results. CNN-only achieved 0.997202 accuracy, and was the fastest deep model, at 0.191775 ms per URL. BiGRU-only achieved 0.996488 accuracy. CNN-LSTM achieved 0.997143 accuracy and 0.999493 AUC. In terms of overall F1-score and AUC, ExPhish-Net performed best with 0.997435 F1-score and 0.999606 AUC, among deep models. This indicates that the proposed model performed the best in discriminating and classifying in the experiment. The results should therefore be interpreted cautiously. The model ExPhish-Net wasn't the fastest. The lowest latency was observed with the Random Forest model and CNN-only was faster than the other neural models. However, the addition of ExPhish-Net is not because it's the fastest means of achieving that. What it brings is the sub-millisecond latency and the interpretability thanks to its contribution of BiGRU sequence learning and attention. This is a more even trade off for a real-time and explainable phishing URL detector.
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Figure 6.2: Final F1-score comparison.
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Figure 6.3: ExPhish-Net confusion matrix.
[bookmark: _Toc239517545]6.3 Real-Time and XAI Analysis
ExPhish-Net was able to process the URLs at a mean latency of 0.437823 ms/URL and had a throughput of 2,284 URLs per second. With the tested Kaggle environment, this is backed by the real-time claim as prediction takes on average much less than one millisecond. The result is however, dependent on the environment. Different results in terms of throughput may be seen from a slower machine with only CPU or a production machine with logging, network and API calls. So the claim should be in terms of suitability for real-time use in the tested environment, not as a guarantee of deployment.
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Figure 6.4: Latency comparison across models.
The assessment was done using LIME and attention and minimal SHAP case study. LIME gave local explanations for some of the URLs. The focus case study was given reduced URL positions that were given more model focus. A small representative case was used to demonstrate the application of SHAP to demonstrate the contribution of tokens in their respective positions. These outputs will support discussion, but shouldn't be claimed as outputs. They are able to describe a few predictions, and they don't make it all transparent. 
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Figure 6.5: SHAP case-study evidence.
[bookmark: _Toc239517546]6.4 Interpretation of Model Comparison
Finally, all the models performed well and the interpretation of the results was different for each model type. Random Forest was very fast and obtained high accuracy. This is another indication that “engineered” lexical features are still effective. But, the capability of Random Forest is subject to the feature set chosen. It won't be able to learn a new character sequence pattern without a feature. This is why the deep learning models continue to be crucial for the project. CNN-only achieved very high performance and was the fastest deep learning model, but ExPhish-Net achieved the highest F1-score and AUC among the tested deep models. This is an indicator that the local URL patterns can provide a lot of information in the dataset. It's also an interesting thought: If CNN-only is so quick and correct then why use ExPhish-Net? The answer is ExPhish-Net with the addition of sequence modelling and attention achieves an F1-score and AUC improvement of just a bit. The improvement is relatively small and should therefore not be overstated, but it still supports the value of the proposed model. The more convincing argument is the fact that, among the deep models tested, ExPhish-Net still achieves the best overall performance, and is still good for real-time use. The BiGRU-only model did not perform quite as well as the CNN-only model. This implies that sequential context was insufficient to improve the performance of local lexical pattern learning. CNN-LSTM was only slightly less accurate than ExPhish-Net, demonstrating hybrid CNN-RNN learning to be useful. The best AUC and F1 score were obtained by the tested deep model, however, ExPhish-Net got the highest AUC and F1 score. This is to align with the decision to fuse CNN, BiGRU and attention. 
[bookmark: _Toc239517547]6.5 Interpretation of Confusion Matrix and Error Risk
The confusion matrix is crucial because it has to be understood that it is not the same type of error to be classified as a phishing or not. A false positive can cause the false rejection of a legitimate URL URLs which can cause annoyance to the user, or a workload increase for the analysts. A false negative is more serious as the URL for the phishing attack is not detected. Therefore, it is essential that recall is used. While ExPhish-Net was able to attain high recall, it failed to get perfect recall. This does not imply that the model could eliminate the need for layered security, but that it can still help to minimize risk. A real deployment will at least take it along with other defence measures like reputation checks, browser warnings and monitoring. The high precision score is also important. If substantial numbers of actual URLs are mistakenly flagged as phishing, people could become distrustful of the tool. High precision indicates that the phishing alerts which are predicted for the test data are generally right. But accuracy can vary in actual traffic where there are much more often legitimate URLs. This is one more reason for the project not to be ready for production until it is validated.
[bookmark: _Toc239517548]6.6 Discussion Against Literature
The findings are in line with previous studies that demonstrate that lexical information of URLs can be very predictive [13], [14], [20], [36], [37]. The Random Forest result is used for Feature-Based studies because of the fact that the engineered features like length of URL and number of slash etc. are still significant [23], [25], [32]. Additionally, the deep learning results are relevant to sequential and representation learning studies, as CNN and recurrent models were able to pick up useful patterns at the character level [26], [35], [39], [40]. The difference between multimodal XAI work and ExPhish-Net is lightness, as the latter does not need to use HTML, screenshots and visual similarity [28] that are required for multimodal XAI work. This has been beneficial in first line screening but a problem in the deep investigation. A multimodal system can identify some attacks which are not captured by a lexical only system. Thus, ExPhish-Net should be used as an early screening model to pass on higher risk URLs for further analysis if necessary. Generalisation is also shown to be a concern by literature. Hannousse and Yahiouche highlight the problems with benchmarks and datasets in phishing detection [24]. Furthermore, recent reviews recognize as open challenges aspects such as dataset quality and reproducibility, and the evaluation of datasets across different datasets and explainability [8]-[12]. The present study is thus reporting the bias to the sources of the datasets and not concealing it. This will increase the credibility and the defense of the analysis.
[bookmark: _Toc239517549]6.7 Research Question Summary and Limitations
Table 6.2: Research question achievement summary.
	Question
	Answer from results

	RQ1
	Character-level lexical URL features were effective because all models achieved high performance.

	RQ2
	ExPhish-Net achieved the highest F1-score and AUC, but Random Forest and CNN-only were faster.

	RQ3
	The model showed sub-millisecond latency in the tested Kaggle environment.

	RQ4
	Attention, LIME and SHAP gave useful selected-case explanations, but not complete transparency.


The major constraint is that of source bias of the datasets. For phishers, PhishTank records are often full URLs and for domains, Majestic legitimate records are mainly domains. The model could thus learn some differences in structure, which may be associated with the source of the data, and not just malicious activity. The other one is lacking of external validation on an entirely different public dataset. Last but not least, the project is lexical-only: it doesn't look for any cases where the URL itself is benign, but the page that is loaded is malicious. These restrictions don't detract from the usefulness of the experiment, but they help to specify the range of results. 

[bookmark: _Toc239517551]6.8 Practical Implications for Real-Time Screening
The evaluation results indicate that ExPhish-Net is not only an academic result of the model comparison, but also applicable to the real-time cybersecurity workflow. One possible implication of this is that lexical-only screening is still important if the time of response is important. Wherever it's possible to make a decision before opening or downloading a page, like in browser extensions, secure email gateways, link-preview, and internal monitoring dashboards, that's when this decision must be made. If this is the case, the above model which reads only the URL string is appealing since it doesn't require active interaction with the destination site. This helps to minimize delay and limits the risk of inadvertently accessing potentially harmful infrastructure and equipment during the initial screening phase. This liveness factor is therefore not purely a performance metric, but also has a real-world impact on the latency results. They show that their proposed approach can be used to provide a lightweight defense in a situation where there are many URLs to be scanned, and they have to be scanned in a timely fashion. The second implication is in terms of decision support and usability. In a real-world environment, security teams would most likely prefer an output that includes both a clear label identifying the risk, and some level of understanding of why, or what evidence of, the risk is present. ExPhish-Net addresses this need by highlighting tokens in the context of their content and providing additional local explanation tools. These outputs do not make the model a completely transparent system, but rather enhance the traceability. For example, an incongruous token sequence, a token fragment that is similar to a brand or an unusual separation pattern can be highlighted as evidence for the classification. This will help in two respects. First, it aids analysts to examine cases on the border. Second, it helps in the educational interpretation, which has relevance in the context of organizational awareness programmers and teaching. In other words, the more a model can express than ‘phishing’ or ‘legitimate' the easier it is to talk about, assess and enhance it. The model should be one element within the multi-layered defense strategy and not a solution on its own, is the third implication. The project is not saying that lexical analysis can be used for capturing all the types of phishing. There are services that are legitimate, but have unusual but legitimate redirect structures, and there are links that look like they are legitimate, but aren't. As a result, the best use case is as a first pass filter. High-risk URLs can be targeted for further investigation through reputation-based, content inspection, certificate analysis, DNS evidence, and/or human inspection. This interpretation is agreed to by the limitations found in the study, and is supported by a well-balanced conclusion: ExPhish-Net is a practical, useful and quick tool but it is not a standalone solution. 
[bookmark: _Toc239517552]6.9 Threats to Validity and Result Confidence
When interpreting the results reported several threats to validity should be considered. The first is the validity of the datasets source. The phishing class was obtained from PhishTank and the Majestic Million list was used for the legitimate class. This was a very sensible and clear data building decision because, in addition to that, it also produces an architectural distinction among both classes. One of the greatest numbers of examples of phishing is more fully qualified examples, which include full paths and query fragments, and many legitimate examples are cleaner domain-level examples. Therefore, some of the classification signals can be due to the characteristics of the datasets used in the construction of the classification, and not just malice. The dissertation deals with this issue in an open and honest manner, and acknowledges it as one of the problems with the dissertation. Thus, reported performance is to be considered proof in a controlled experimental environment and not as a guarantee for performance in all traffic situations. Evaluation setting and reproducibility is the second threat. The same split and metric names were used when training and testing all deep learning models, and when comparing them. This will strengthen the internal validity as it will be a fair comparison. However, the findings are based on a single prepared dataset split and one main experimental environment, which limits generalisability. Scores or latency values may be slightly different if a different random seed is used, a more varied dataset is provided for the legitimate use or a production-like run-time environment. For this reason, in addition to identifying the model that is 'best', this study will also aim to compare the models under controlled conditions. That is a stronger argument than taking a broad brush approach with a sole headline accuracy figure. The third threat has to do with the reliability of explanations. There are some limitations and assumptions in the explanation methods (Attention, LIME, SHAP). For complex sequences, SHAP can be computationally expensive, attention weights are not always sufficient to give a complete causal explanation, and LIME requires local perturbations. The explainability outputs are thus only used as supporting evidence for model reasoning in this dissertation, not as proof per se. This is one of the most crucial aspects for AI projects as explainability can be misinterpreted. Another interpretation of the position is that the explanation layer does make it more interpretable and trustworthy, but still gives the reader or analyst something to "judge". 
[bookmark: _Toc239517553]6.10 Deployment Readiness and Reproducibility Considerations
Still another crucial factor of the evaluation is readiness for deployment. Several outputs already result from the project that pay tribute to the transition from experimental towards a light-weight application setting. These are the saved tokenizer, structured train, validation, test splits, trained baseline artefacts, final ExPhish-Net model file, and the output tables that are used to make up the report. It is important from a reproducibility point of view, as the study is not solely based on screenshots or narrative description. Rather, the dissertation is encapsulated with saved artifacts which can be revisited, retested and extended. This is a type of output management that is very significant in the field of applied computing research. Preserved implementation file(s) that support the reported findings make the project more credible, and not being one-time results. While deployment readiness should be discussed carefully, not optimistically, at the same time. The following is an example of how it is being implemented in practice, it does not constitute a complete production system. For example, the measured latencies have been measured in an experimental environment that is controlled. Browser extension or API deployment can add some extra overhead for preprocessing, varying amounts of hardware constraints and throughput limitations. Likewise if deployed to the user, a lot more design work would be needed in terms of threshold calibration, confidence reporting, error handling and logging. The practical requirements do not detract from the dissertation, they make it clear where the end line is between a good MSc project and a completed commercial tool. The project demonstrates that ExPhish-Net has potential for future deployment testing, but it does not show that all deployment issues have been addressed. Academic value is also thought to be tied to reproducibility. The use of a consistent split, metric names and comparison structure throughout the models, allow for a clear extension by future students and/or researchers. A future project might add support for URL encoding using a transformer, contrastive representation learning, browser telemetry features or a larger explainability study but with the same base logic used here. In this regard, the dissertation provides an experimental frame which can be reused, as well as one good model result. This is one way of making this work useful other than the numerical accuracy. Provides a framework and starting point for further research and experimentation in phishing URL detection and explainable security analytics.
[bookmark: _Toc239517554]6.11 Extended Literature Integration for Final Evaluation
The final evaluation is bolstered by localizing the results of the experiments, and linking them to the larger literature of phishing, malicious URL, deep learning and explainable AI. Some of the previous phishing surveys and classic phishing detection studies indicate that the study of phishing has been performed by user susceptibility analysis [66]-[68], social engineering [74], [75], blacklist prediction [45], [79], [102], lexical URL features [76]-[77] and content features and large-scale malicious page filtering [78]-[80]. The works are valuable because they demonstrate the feasibility of the idea of detecting URLs. They also demonstrate the need for the ongoing project being more specific: ExPhish-Net is not only a classifier, but a controlled lexical-only deep learning artefact with latency and explainability evidence. Wider research on XAI supports the explainability aspect of the project. There are various studies and surveys that advocate careful use of explanations, particularly for a complex model where the explanation is local rather than global [81]-[86]. This is of particular interest to ExPhish-Net as attention, LIME and SHAP are used as supplementary evidence, rather than full evidence of the model's reasoning or internal arguments. There are a number evaluation literature on the same issue that suggests that care should be taken with error interpretation and F1-score, AUC, and not only accuracy [87], [88]. Thus the last metrics are considered as complementary in Chapter 6. The design of the model is backed up by the literature on neural networks. The reason why the stable training, embeddings, recurrent units and deep architectures are popular in sequence modelling and classification problems can be explained by Optimization, regularization, normalization and representation-learning studies [89]-[98]. They do not imply that ExPhish-Net are necessarily more effective than simpler baselines, but they are valid reasons for why CNN, BiGRU and attention are considered good features for URL sequences. Moreover, numerous earlier malicious URL and phishing studies demonstrate that lexical-based and online learning/predictive filtering techniques have proved useful for detection in the early days, and more recently, several studies have explored the detection of phishing systems using real-time, interpretable and deep learning techniques [99]-[115]. This trend aligns with the current project, with focus on the speed, explainability and fair comparison. Finally, existing cybersecurity reports and governance structures provide context to the value to the work in practice. AI governance and cybersecurity frameworks continue to highlight the importance of risk management, transparency, validation and responsible deployment [116]-[120], and industry and public sector guidance continue to highlight phishing and social engineering as important cyber risks. This is a preliminary model that, under the conditions tested, is a good first-line screen but further research would require improvements to the realism of the datasets, external validation and tests on the deployment behavior before the model could be considered a complete real-time security solution.
[bookmark: _Toc239517550]6.12 Chapter Summary
This chapter validated the dataset and baseline models, the ExPhish-Net and real-time performance and explainability outputs. The results demonstrate that ExPhish-Net is the best deep model in terms of F1-score and AUC while maintaining sub-millisecond latency in the tested environment. But, it was not the fastest of all. The chapter thus offers a balanced interpretation: ExPhish-Net is useful as it provides good performance with low latency and (chosen) explainability, but it needs further external validation before it can be claimed for production use.


Chapter 7: Conclusions and Recommendations
7.1 Introduction
This chapter summarizes the work done in this study, relates the findings to the aim and objectives, explains the contribution of the project and offers recommendations for future projects. The project highlights the design, implementation and assessment of Explainable Attention-based CNN-BiGRU for Real-time Phishing URL Detection. The results of the experiments are used in the conclusion, not assumptions about how the production will be deployed.
7.2 Summary of Research Findings
The study created a phishing URL detection framework based on lexical method only. This implies that the model only analyzed the URL string, but it was not able to load web pages or parse and execute HTML or JavaScript, nor collect WHOIS data, check DNS history or perform screenshots. This scope was chosen as it can be the first line of defense and be fast and safe; URL-only screening. A database of 112,000 URL records were created in a balanced manner using PhishTank and Majestic Million. The dataset included 56,000 phishing URLs, and 56,000 legitimate records. The URLs were cleaned, tokenised at the character level, padded and the length of sequences was set to 200 characters max. This allowed to have the same input structure for all deep learning models. The experiment was conducted between the proposed model named ExPhish-Net model, Random Forest model, CNN-only model, BiGRU-only model and CNN-LSTM model. ExPhish-Net achieved 0.997440 accuracy, 0.999402 precision, 0.995476 recall, 0.997435 F1-score and 0.999606 AUC. It also got 0.437823 ms latency per URL which is about 2,284 URLs per second in the test Kaggle environment. From the results, it can be observed that under the tested conditions, ExPhish-Net's performance was good and it was still fit for rapid URL screening. But this outcome needs to be handled with caution. This wasn't the quickest model. In total, the random forest had the lowest latency while CNN-only was the fastest deep learning model. So the speed of ExPhish-Net isn't the only factor that matters. Its primary use is the balance between good detection and low latency and selected explainability evidence.
7.3 Achievement of Aim and Objectives
The main purpose of this project is to design, implement and test a novel explainable CNN-BiGRU-attention model for the detection of phishing URLs in real-time leveraging lexical URL information. This aim was realized within the scope of the study stipulated. This was accomplished by creating a balanced binary classification dataset from phishing data collected from PhishTank and Majestic Million legitimate dataset. The second one was done using character level tokenization and padding with fixed length. To fulfill the third objective baseline models were implemented such as Random Forest, CNN-only, BiGRU-only and CNN-LSTM. The fourth goal was accomplished by designing and training ExPhish-Net based on CNN layers, BiGRU and attention. The fifth objective was accomplished due to the use of metrics to evaluate the models, namely: accuracy, precision, recall, F1 score, AUC, latency and throughput. The sixth objective was met to some extent as attention visualization, LIME and a minimal SHAP case study were employed to articulate selected prediction explanations. The questions for the research were answered as well. The lexical URL features based on the character level worked well with the constructed URL dataset. The best F1 score, and AUC score, were obtained by ExPhish-Net for the tested deep-learning models. The model exhibited sub-millisecond latency, which is acceptable in the Kaggle test environment. Attention, LIME and SHAP performed selected case interpretation, but were not able to make the whole neural network transparent.
7.4 Contributions of the Study
The first contribution of this study is a complete experimental pipeline for phishing URL detection which includes the construction, preprocessing, training, evaluation and explanation of the models. The second contribution is the proposed ExPhish-Net architecture, including CNN-based local pattern learning and sequential learning and attention-based weighting using BiGRU. The third one is the controlled comparison with several baselines with the same dataset setting. This seems to be a better way to evaluate than testing the proposed model by itself. The fourth one is the consideration of latency and throughput in the evaluation. This is essential as the phishing detector should be accurate as well as fast enough to be used for screening purposes. The fifth contribution is the application of the selected explainability methods. Attention, LIME and SHAP were employed to give some, albeit limited, evidence regarding selected predictions. 
7.5 Limitations
The main drawback of this study is the bias from the data sources. The phishing records were retrieved from PhishTank and the legitimate records were from Majestic Million. Phishing URLs frequently are full with paths and query strings, whereas Majestic records is mostly domain level. That means that the model can also get some knowledge of the differences in the source structure as well as phishing behavior. The second one is the lexical-only scope. The model does not include an analysis of webpage content, HTML, JavaScript, screenshots, WHOIS, DNS history or hosting reputation. That will cause the method to be light, however will also mean that some phishing pages with regular looking URLs may not be found. Thirdly, there is no external validation of a totally independent dataset. The results are solid when working with the included dataset and test split, but further testing with other datasets and evaluation over time would be beneficial to the future project. The fourth limitation is that the SHAP analysis was limited in scope and only applied to a small set-up because of computational costs as a small case study. 
7.6 Recommendations and Future Work
The first task for future work is to augment the legitimate URL class with complete legitimate URLs with realistic paths, query strings and subdomains. This would minimize the source structure bias and would get closer to the real browsing traffic. Secondly, the test should be conducted on external datasets. There is need for a time based validation design as well; that is, training URLs are those that are older while testing URLs are newer. This would indicate if the model is capable of adapting to changing patterns of phishing attacks. Thirdly, the explainability analysis should be extended. There should be more examples of phishing and legitimate emails tested with Attention, LIME and SHAP. Student feedback on the clarity and utility of the explanations, obtained from cybersecurity students, analysts or users, can also be used to assess the explanations. Lastly, ExPhish-Net can be created into a small deployable prototype, for instance a browser extension, lightweight API or a SOC triage tool. But threshold tuning, logging, error handling and design of users warning and end-to-end latency testing should be included. It should also be tested on a lower specification of hardware as the current latency result is based on the tested Kaggle environment. Lastly, the optimization of the model should be investigated. Future work may consider model compression and/or lighter attention mechanism, as CNN-only ran faster than ExPhish-Net, with similar performance and explanation benefits.
7.7 Final Conclusion
This dissertation demonstrates the potential of lexical-only deep learning to be used as a solution to accelerate and improve phishing URL detection under the experiments conducted. ExPhish-Net performed the best with the F1-score and AUC results and sub-millisecond inference latency in the Kaggle environment of the tested deep-learning models. But it was not the quickest model generally speaking and shouldn't be introduced as a full-fledged phishing defence system. Overall, it is fair to say that ExPhish-Net is a useful first line screening model. Can be used in conjunction with high detection performance, low latency and selected explanation evidence to make early assessment of phishing URL. Meanwhile, additional studies and research is needed on dataset realism, external validations, and wider testing and evaluation of explainability in production before the production level claims can be made.
Chapter 8: Reflection
8.1 Introduction 
The personal and/or technical learning from the project are reflected in this chapter. Reflection will be the planning, development and improvement of the project not only listing of technologies. It also addresses problems encountered, the skills gained and how these would be developed and expanded for future research. 
8.2 Personal Reflection 
This project was a good understanding of how a technical idea in cybersecurity can be created into a comprehensive research project. Initially, the detection of phishing URLs was considered a model training problem. The work did demonstrate however that it wasn't just about implementing models, it was the strong dissertation. It should have a statement of a research problem, a valid research method, a proper management of the dataset, a proper comparison, careful interpretation of results, and an honest discussion of the limitations. Time Management was taught as an important point. Several outputs were generated during the project, such as datasets, pre-processing files, trained models, figures, metric tables and explanation files. It would have been hard to link the implementation evidence to the written report if it hadn't been organized into folders and the titles of the files were clear. For future projects, I would keep a tighter logbook, and would make decisions and save output files and model settings more regularly, weekly. Another benefit I gained from the literature review is to have improved my research skills. Earlier, the work of the previous authors could be more easily described. But this project demonstrated that a literature review can not be limited to literature only, it should also have a critical analysis. It should discuss the results of previous work, what is still to be done, and how the project is addressing the gaps. This made me realize that it's not always necessary to conceive a new area for a Master's project to be original. It can also be derived from the use of established procedures in a specific, well argued and critically assessed manner. 
8.3 Technical Reflection 
This was great to help build my confidence in an end-to-end machine learning pipeline, technically. The tasks performed were the loading, cleaning, balancing of data, tokenization at character level, training, evaluation and explanation of the model. The research aim and the scope of the project had to be accomplished in each stage. A big technical lesson was that no dataset was automatically balanced, meaning that all of the bias problems were not eliminated. The final dataset was composed of equal number of phishing and legitimate classes, but different structure of the two sources. A lot of the PhishTank records could be full URL path and for Majestic Million, they were almost exclusively domain-level. This indicated that quality of the dataset is not solely dependent on its size or class balance. It's also about the realness and likeness of the classes. Another benefit of the model comparison was a little understanding of trade-offs. Overall, the performance of the random forest was the fastest, while CNN-only was the fastest deep model, and ExPhish-Net gave the best F1-score and AUC amongst the tested deep models. Thus the optimum model will vary according to the objective of the system. Both speed and support for the performance and interpretation of an explainable research artefact are required for a real-time detector. The ExPhish-Net should thus not be discussed as the best model per se, but rather as a balanced model. Explainability proved to be helpful but also difficult. Selected predictions were made more transparent by attention visualization, LIME and SHAP but these did not make the whole model transparent. This was a valuable lesson as explainable AI shouldn't just be used to adorn a high performing model. Its use should be undertaken with caution and honesty and there must be an awareness of its limitations. 
8.4 What Could Be Improved
There were some improvements that could be made for a repeat of the project. First of all, the construction of the dataset should be further enhanced to collect a large amount of reasonable full URLs instead of primarily relying on domain-level data collection. Secondly, the external validation would be introduced earlier in the project plan. Third, more case studies and possibly analyst/user feedback would be included in the explainability section. There might be a need to enhance the writing process. I would link the literature review to the methodology and evaluation earlier in future works. This would help to minimize restructuring at later stages. I would also create the final numbers, tables and captions in advance to ensure that the evidence in the report stays in line with the output of implementation. 
8.5 Final Reflection Summary 
In general, this project helped me to develop my research skills and technical confidence. In my personal experience, it helped me to develop my time management, academic writing, critical thinking and responding to feedback abilities. In a technical sense, it has helped me to deepen my understanding of datasets bias, model comparison, real-time evaluation and explainable AI. The key take-homes are that high numbers are not the end-all, be-all and that it is not sufficient to rely solely on numerical results. However, a successful applied AI project should also include an explanation of how the data has been prepared, the reason for the choice of model, the evaluation of the results, and the limitations. This project thus helped me to be more careful, evidence-based and realistic in doing applied cybersecurity research.
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Appendices
Appendix A: Notebook and Implementation Evidence
This appendix presents selected notebook screenshots used as supporting evidence for dataset inspection, preprocessing, baseline loading and explanation outputs. The screenshots are included as implementation evidence only and do not change the main experimental results reported in the dissertation.
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Figure A1: Kaggle notebook screenshot showing the two CSV input files and their source paths.
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Figure A2: Majestic Million dataset inspection showing the observed shape and columns.
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Figure A3: Notebook view showing dataset inspection and preprocessing steps.
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Figure A4: Source dataset loading evidence for PhishTank and Majestic Million.
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Figure A5: CNN-only baseline data loading evidence using the shared preprocessed split.
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Figure A6: BiGRU-only baseline data loading evidence using the shared preprocessed split.
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Figure A7: CNN-LSTM baseline data loading evidence using the shared preprocessed split.
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Figure A8: LIME explanation output for a selected phishing URL case and saved explanation files.
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In [2]:
5 2l csv_files = glob.glob("/kaggle/input/**/* csv", recursive=True)

print("Total CSV files found:", len(csv_files))
print("-" * 80)

for i, file in enumerate(csv_files):
print(f"{i}: {file}")

Total CSV files found: 2

0: /kaggle/input/datasets/taylorsamarel/majestic-million-dataset/majestic_million.csv
1: /kaggle/input/datasets/quangnguynv/phishtank-phishingurl-valid-dataset/PhishTank_20826.csv
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FILE INDEX: ©
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if temp_df is not None:
print("Shape:", temp_df .shape)
print("\nColumns:")
print(temp_df .columns. tolist())

print("\nFirst 5 rows:")
display (temp_df .head())

print(*\nHissing values:")

print(temp_df .isnull().sum().head(26))
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In [6]:

import pandas as pd
import numpy as np

import random
from pathlib import Path

random.seed (SEED)

np.random.seed (SEED)

phishtank_df = pd.read_csv(PHISHTANK_PATH, low_memory=False)
majestic_df = pd.read_csv(MAJESTIC_PATH, low_memory=False)

print("PhishTank shape:", phishtank_df.shape)

print(“Majestic shape:", majestic_df.shape)

display(phishtank_df.head())
display(majestic_df.head())
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OUTPUT_DIR = Path("/kaggle/working/exphishnet_outputs”)
PREPROCESS_DIR = OUTPUT_DIR / "preprocessed”

CNN_DIR = OUTPUT_DIR / "cnn_baseline"
CNN_DIR.mkdir (parents=True, exist_ok=True)

# Load preprocessed data

X_train = np.load(PREPROCESS_DIR / "X_train.npy")
X_val = np.load(PREPROCESS_DIR / "X_val.npy")
X_test = np.load(PREPROCESS_DIR / "X_test.npy")

y-train = np.load(PREPROCESS_DIR / "y_train.npy")
y-val = np.load(PREPROCESS_DIR / "y_val.npy")
y-test = np.load(PREPROCESS_DIR / "y_test.npy")

with open(PREPROCESS_DIR / "char_tokenizer.pkl®, "rb") as f:
tokenizer = pickle.load(f)

MAX_LEN = X_train.shape[1]
VOCAB_SIZE = len(tokenizer.word_index) + 1

print("Data loaded successfully.
print("X_train:", X_train.shape)
print("X_val:", X_val.shape)
print("X_test:", X_test.shape)
print("VOCAB_SIZI . VOCAB_SIZE)
print("MAX_LEN:", MAX_LEN)
print("GPU Available:", len(tf.config.list_physical devices('GPU')) > 8)

Data loaded successfully.
X_train: (78460, 200)
X_val: (16860, 200)
X_test: (16800, 260)
VOCAB_SIZE: 70

MAX LEN: 208
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OUTPUT_DIR = Path("/kaggle/working/exphishnet_outputs")
PREPROCESS_DIR = OUTPUT_DIR / "preprocessed"”

BIGRU_DIR = OUTPUT_DIR / "bigru_baseline"
BIGRU_DIR.mkdir(parents=True, exist_ok=True)

# Load preprocessed data

X_train = np.load(PREPROCESS_DIR / "X_train.npy")
X_val = np.load(PREPROCESS_DIR / "X_val.npy")
X_test = np.load(PREPROCESS_DIR / "X_test.npy")

y_train = np.load(PREPROCESS_DIR / "y_train.npy")
y_val = np.load(PREPROCESS_DIR / "y_val.npy")
y_test = np.load(PREPROCESS_DIR / "y_test.npy")

with open(PREPROCESS_DIR / "char_tokenizer.pkl", "rb") as f:
tokenizer = pickle.load(f)

MAX_LEN = X_train.shape[1]
VOCAB_SIZE = len(tokenizer.word_index) + 1

print("Data loaded successfully.")

print("X_train:", X_train.shape)

print("X_val:", X_val.shape)

print("X_test:", X_test.shape)

print("VOCAB_SIZE:", VOCAB_SIZE)

print("MAX_LEN:", MAX_LEN)

print("GPU Available:", len(tf.config.list_physical_devices("GPU")) > 8)

Data loaded successfully.
X_train: (78400, 200)
X_val: (16800, 200)
X_test: (16808, 200)
VOCAB_SIZE: 70

MAX_LEN: 288
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OUTPUT_DIR = Path("/kaggle/working/exphishnet_outputs”)
PREPROCESS_DIR = OUTPUT_DIR / "preprocessed"

CNN_LSTM_DIR = OUTPUT_DIR / "cnn_lstm_baseline"
CNN_LSTM_DIR.mkdir(parents=True, exist_ok=True)

# Load preprocessed data

X_train = np.load(PREPROCESS_DIR / "X_train.npy")
X_val = np.load(PREPROCESS_DIR / "X_val.npy")
X_test = np.load(PREPROCESS_DIR / "X_test.npy")

y_train = np.load(PREPROCESS_DIR / "y_train.npy")
y-val = np.load(PREPROCESS_DIR / "y_val.npy")
y_test = np.load(PREPROCESS_DIR / "y_test.npy")

with open(PREPROCESS_DIR / "char_tokenizer.pkl", "rb") as f:
tokenizer = pickle.load(f)

MAX_LEN = X_train.shape[1]
VOCAB_SIZE = len(tokenizer.word_index) + 1

print("Data loaded successfully.")

print("X_train:", X_train.shape)

print("X_val:", X_val.shape)

print(“X_test:", X_test.shape)

print("VOCAB_SIZE:", VOCAB_SIZE)

print("MAX_LEN:", MAX_LEN)

print("GPU Available:", len(tf.config.list_physical_devices("GPU")) > @)

Data loaded successfully.
X_train: (78400, 200)
X_val: (16800, 200)
X_test: (16800, 200)
VOCAB_SIZE: 70

MAX_LEN: 208
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# Save individual explanation as CSV

exp_df = pd.DataFrame(explanation_list, columns=["Feature", "LIME_Weight"])
exp_csv_path = LIME_DIR / f"lime_sample_{sample_no}_features.csv"
exp_df.to_csv(exp_csv_path, index=False)

lime_summary_rows.append({
"Sample_No": sample_no,
"URL": url,
"True_Label": true_label,
"Predicted_Label": pred_label,
"Class_Name": class_names[pred_label],
"Legitimate_Probability": float(probs[e]),
"Phishing_Probability": float(probs[1]),
"LIME_HTML_File": str(html_path),
"LIME_Feature_CSV": str(exp_csv_path)

i)

display(exp_df)
lime_summary_df = pd.DataFrame(lime_summary_rows)
lime_summary_path = LIME_DIR / "lime_explanation_summary.csv"
lime_summary_df.to_csv(1lime_summary_path, index=False)

display(lime_summary_df)

print("LIME summary saved at:")
print(lime_summary_path)

Sample 1

URL: https://lingapp.com/familygood

True label: 1

Predicted label: 1

Phishing probability: 8.9999939799308777
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