An analysis and critical evaluation of the strategies, tactics and attack methods        adopted by the Islamic State of Iraq and Syria (ISIS)

When considering terrorism, it is difficult to pin point a definition acceptable to all. However, with many cases of what is recognised as terrorist activities having been accounted for, the general notion of such actions allow for legal punishment and a somewhat global understanding. Richardson (2006) supported this idea with saying that a definitive definition would allow for terrorism to be more widely understood in terms of differentiating between what is a terrorist act and what is another act of political violence (such as Guerrilla warfare or freedom fighting). 

Although there are various recognised terrorist organisations at large, this essay will focus upon The Islamic state of Iraq and Syria otherwise known as ‘ISIS’, and the strategies they adopt and how the government respond to this. ISIS was initially established by a man called  Abu-Musab Al-Zarqawi and was later passed on to Abu Omar Al-Baghdadi. While the internal conflict within Syria welcomed the Introduction of ISI, other groups emerging within Syria announced their alliance with Al-Qaeda and therefore only the only non Syrian followers joined the ISIS party (Benigni et al, 2017). This particular group was initially an extension of the terrorist group ‘Al- Qaeda’, although since the initial allegiance they are now recognised more so as enemies due to the disagreement on what is acceptable when revolting and ‘making a stand’ (Shamieh and Szenes, 2015). When considering the ever-changing threats and ideals within each group, it can be said that within ISIS the need for absolute power over rides the initial methods and reasoning behind the groups attacks. The strategies adopted by ISIS in order to establish an Islamic government system (caliphate) differ in the sense they are not opposed to attacking and crucifying their own, where as Al-Qaeda are known to target the people or buildings from other (western) countries, and not their own (Shamieh and Szenes, 2015). This is most often for the larger scale publicity these events carry, the more extreme the attack in large cities, the bigger the news broadcast.

Although terrorist groups are known for carrying out extremist style acts, when ISIS chose to decapitate and film this action of a kidnapped American man, they lost allegiance of Al-Qaeda as they do not think this act is acceptable in any religion. This was seen as an orchestrated event to produce world wide media coverage and in doing so enhanced propaganda for the organisation (Pennington and Krona, 2019). This was their way of instilling fear within the opposing governments or groups, while attempting to establish themselves as a dominant terrorist group (to capitalise on recruitment too). This is a clever way of reaching corner’s of the world which would be virtually impossible prior to the uprising of the internet and social media. This confirms how moving with the times is crucial in this aspect. With the use of social media and the internet they are able to show the lengths they will go to in order to install the ‘caliphate’ system but also using their time online to talk positively about what they stand for and their reasoning. Their position online evidently leads to major exposure within political debates, while also seeing online articles and journals written about them. As many believe there is no such thing as ‘bad press’, this can be seen  as a win to the group as whether it is good or bad publicity, it is still publicity nonetheless. The attention these events bring, essentially enable larger recruitment opportunities.

Since their group has also lost physical territory within their region (due to military efforts), this has had a knock on effect with regards to how they collect financial support for their group. So, the media has been their lifeline as they can reap funds from establishing relationships online from those who would have otherwise not heard or seen their propaganda. Relying upon the media as their primary source of recruitment is useful in terms of appealing to like minded people but also reinforcing the security of belonging to the group and hope for a better future (Szpunar, 2018). Clever tactics and wording can allow the recruitment of those who may feel lonely or unsatisfied with their current lifestyle, making the potential of an ‘adventurous’ way of living sound more appealing. Once involved in the group they can then begin to convince and teach those that their way of life is the only way. It is important to acknowledge as it shows the shear power they have, which has seen many UK civilians opting to convert to the ISIS group. 

Furthermore, when media strategies are successful, it has seen the latest supporters carrying out cybercrime attacks on high profile targets. This is often not by direct order from the organisation being followed. Many new found supporters will opt to make a stand in hope they will get noticed by the leaders or to just add fuel to the cause of the group, however in many cases these acts of support can take their lives or see them imprisoned (Celia, 2017). So, although ISIS gain further support in many cases and have these impulsive acts carried out in their name, it also encourages more anti terrorist organisations to emerge and more negativity alongside their name. In order to keep spreading their cause they must capitalise further through the internet as they set up websites in the name of ISIS, which contain instructions about building bombs, how to fire weapons and even how to encrypt certain documents. Moreover, this system almost creates a starter pack for beginners in showing how they can contribute to the group, making the notion of joining that much easier with guidance (Celia, 2017).

The overall goal they wish to establish is the running of an Islamic government (similarly to Al-Qaeda) throughout the world, and for the populations to adopt the Islamic way of life. When ISIS experience counter attacks against them, they often use these as ammunition to turn the westernised population against them, in order to convert them to the Islamic views. This may be in the sense of the government has not acted fast enough, or alternatively, too drastically whereby they have injured many of their own in the process (as the case within Northern Ireland). The Islamic state like to use these types of events to make the promise that their own running would be more beneficial and fair.

The government respond in many different ways to counteract terrorism. In terms of cybercrime and terrorism propaganda exposed via the internet or social media, censorship is an important first step in certain scenarios, such as the beheading video of James Foley. However these tactics to combat are almost void when it comes to the vastness of the internet and how fast the information or videos can spread (Friis, 2015). The unfortunate truth is many individuals see these types of videos, often underage, before the government or intelligence has a chance to intervene. This is often why many young UK citizens are seen to be aiding the attacks of terrorist groups, or converting entirely. Terrorist groups and the media are seen to have a symbiotic relationship whereby both parties benefit from the publicity and exposure. In doing so, the media and internet are used in order to attract the attention of the public (Ramluckan and Van Niekerk, 2009). Exploiting violence and war using visual tactics is a fairly modern phenomenon, where the scare tactics from the past have been adopted and altered to fit todays standards, which is why there is ever changing counter attacks in place to counteract this modern warfare (Friis, 2015). However, the government can use the internet to their advantage when trying to combat major attacks, as if these websites and videos are open to public viewing then the police/intelligence can also bare witness and prepare. An obvious tactic on the policing front is to increase monitoring of certain areas in order to prevent the crime occurring, with PCSO’s patrolling to show they are on top of the problems. However, it is possible for the policing tactics or governmental strategies to have a negative impact in accordance of attacks. It can be said that enhancing police in certain areas can only enhance them as a target, as the attack could injure or kill personnel connected with the government, which would be a positive to the terrorist groups (Draca et al, 2011). Although, the impact of such attacks as the London terror attacks, could ultimately displace potential targets for future attacks. When tourism fell briefly after the London attacks, due to fear of the event occurring again, alongside many commuters adapting their route into work, meant the previous ‘easy’ high impact regions were not as populated (Brun et al 2011). Moreover, the scale of another attack wouldn’t reap as many casualties to ‘trump’ the last, and making it a bigger headline and higher fear factor. 

The difficulty cybercrime presents is the establishment of what is an imminent terrorist attack (which will effect hundreds) and what is a criminal act aimed to target one individual/organisation. Blurred boundaries can be a major time waster for intelligence analysts. Although cyber bullying is a serious growing concern, the priority must often lie with the threat of killing or injuring a mass majority (Holt, 2012). This is where many can consider going against their own government to join these terrorist organisations, policing authorities can often be stretched too thin and in doing so may lead to such allegiances. So, terrorist organisations can reap the benefits from the aftermath of their attacks even if it means they lose some of their own supporters in the attack itself. Terrorist groups such as ISIS, are ever-adapting to utilise the resources available in todays modern world. The online forum opens many doors including hacking into government resources to disrupt their efforts of counteracting attacks, this may be a small contribution by supporters but can often distract the personnel away from the real threat (which they could otherwise be protecting/ patrolling). The idea is the platform of social media can recruit more supporters of ISIS, and then these educated individuals can be trained or offer encryption/ hacking services to overpower the authorities (Holt, 2012).

When considering the attempts to control the immediate threat of terrorism, it is important to consider how the group utilise this to their advantage. Governmental organisations have been seen to rehabilitate defectors of organisations such as ISIS, by supporting them in returning to their home country and no longer supporting the cause of the group. However, many are not merely defectors but cleverly allowed home by the organisations as returnees, secretly pledging allegiance with the organisation while not allowing the government to have this knowledge. This allows the individuals to return home to recruit more supporters and pass on teachings, or even just to serve as a reporter of the current policing standards within target regions (Speckhard et al, 2018). The worry with returning supporters is one can never be truly sure of their intentions, if they are not reporting or teaching the ISIS ways whilst back in their home country, do they still carry the beliefs. The issue is even if they have disconnected from the group, often the struggle of reintegrating into society could cause an individual to divert back to the terrorist group. However, with ISIS evidently losing large amounts of territory within Syria and Iraq there may be surges in ISIS supporters returning home. This situation would see those individual adopting a more fitting look of their home country, but again they may still uphold the ideologies of the group (Speckhard et al, 2018). Many hope that the return home would reintegrate and remind them of the potential of a great life away from the violence.

In lieu of the potential decline in support, further concern comes ahead of them reproducing and ensuring recruits in this sense. With the possibility that recruiting individuals from other countries is on the decline, one way to ensure future generations upholding these ideologies is to pass them down through family (Almohammad, 2018). The reason this is a great threat is it cannot be controlled, as much as the government can police boarders or online accounts of terrorist activity, they cannot stop them having children and passing the ideals on. They have adapted in the sense that they are compensating for the loss of some recruits. Moreover, Syrian children are often recruited as child soldiers too. The exposure these children have had (often since birth) in Syria to events such as; bombings, torture or public displays of violence, allow normalisation of these activities and so the natural step is to join the groups in Warfare as they grow (Almohammad, 2018). Although not necessarily the child’s fault as that way of life is what they are accustomed to, they still pose an imminent threat as they have no prior knowledge of the ‘outside world’ and so this lifestyle of firing weapons and bomb making is first hand knowledge to them. Children are like sponges and so information fed to them from birth is likely to have more of an impact than many who have simply converted later in life.

One strategy adopted in attempt to try and control the threat of extremist groups is to establish further military operations and bases within the Middle East, this is to contain the threat to the country of establishment. The hope is to abstain further attacks in western countries (Byman, 2016). As of 2014, the US military and NATO have been attacking known ISIS bases in Syria and Iraq, the idea almost being to mimic what the extremist groups do by instilling fear within the group and showing they too have enough man power to attack, before they reach the target country (Ali, 2015). In doing so, the cease of ISIS supporters travelling to recruit should occur. This would be an advantage as ISIS relies on volunteers from abroad to report back to ISIS but also by sharing the ideologies of the group, allowing them to grow. While many Muslims reject the ideals of ISIS or terrorist groups in general, the groups aim to appeal to young men at least, with the false hope of adventures and higher dominance within society. They may even appeal to the masses with the mere promise of money or education. The reality of many Middle Eastern countries is many are involved in conflict and possibly living in poor conditions, and so the hope of a better future entices these individuals to help or join the cause entirely (Byman, 2016).

As the world adapts and aims to overcome these threats, so do the extremist groups. ISIS have adopted strategies which aim to exploit children and women, in particular. The idea proposed by many extremist groups (including ISIS) is that women posted on social media holding a gun and in the battlefield will more likely be used and shared throughout social media and the news. This is a clever tactic as the symbiotic relationship between the news and the terrorist groups, will undoubtedly capitalise on the sadness and stress it must be causing the female in question. Regardless of whether the female in the propaganda shots is willingly taking part or is under force is irrelevant as this is not a known fact to the media. The media will conjure up their own story on what is happening and use this to their advantage to promote the selling of magazines or the watching of news channels (Binetti, 2015).

It is clear to depict the impact and threat ISIS or other terrorist organisations cause, it is an on going battle of how to counteract the attacks they perform. What is of upmost importance from the borders of the UK perspective is that ISIS and other groups do not capitalise from UK citizens through child or women sex trafficking, as well as ensuring the safety from violent attacks. ISIS are not the first or last to use this strategy of sex trafficking, in order to gain financial rewards to fund their organisations, but also to entice males to join (showing this as a benefit of succeeding within the group). The selling of females and kidnapping is a more popular notion within the last few years, as it instills fear that not only is there a threat of killings but a threat of sexual predators to harm someone’s child. This use of females is only enhanced through the medium of the internet, it allows this process to occur often and in countries where this may not have been a natural occurrence (Binetti, 2015).

In conclusion, it is vital for the government and the population as a whole to be vigilant and report any criminal acts or serious suspicions, whether it be within the media or in reality. The fact that ISIS are known to recruit well educated individuals, it should not be assumed the government tactics are enough to overcome the potential dangers, they should always strive to be one step ahead of the threat. The mistake the UK and other western countries can make is to assume that ISIS and other groups are underdeveloped individuals in terms of the internet and social media. These organisations are known to recruit and scout specific individuals based on their skill, allowing for their own advancement and inside knowledge to the way of life within the countries they wish to attack. Police are constantly under strain with the upcoming attacks and modern day technologies advancing, and so with new recruits to the extremist organisations, police and intelligence must mirror this with new recruits of their own. This strategy of mimic can allow for preparedness when it comes to new threats. The strategies and tactics of the group will continue to persist until there is a way to cut off their resources. However, with the potential of up and coming prodigies within the technology world and the military/ intelligence, hopefully these can lend a hand to the defeat of imminent threat.
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