


Essay two:
Digital policing – what role do police have in investigating complex internet-related crime?
Word limit: 1000 words

The advancement of technology and internet has led to an advancement in crime, it has created a range of opportunities for crimes to be committed online and off-line meaning the police have had to advance with it, the national police chiefs council stated in the 2020-2030 strategy that the police cannot stand still in this increasingly digital world and must move quickly (NOCC, 2020). Internet related and cyber crime is recognised as a global threat presenting policing with serious challenges as a result police forces globally are committing to developing and advancing how they deal and investigate cybercrime (Bryant, 2014). This assignment will be focused on the role police have in internet related crime, I will be defining internet related crime, discussing current state of of internet crime(cybercrime), the evolution from traditional crime, duties of a police officer when dealing with it at high and low levels, and lastly discussing whether the police are equipped to deal with internet crime.

Internet related crime is often referred to as cybercrime which is a loosely defined term for the use of a computer or internet as an instrument to further illegal ends (Vianco, 2016). There are two overreaching areas of internet related crimes/cybercrimes; cyber-dependent crimes which are crimes that can only be committed through the use of online devices, where devices are both the tool and target of the crime, and cyber-enabled crimes which are traditional crimes that can be increased in scale using computers or other devices (CPS, 2020). The most common types of cybercrime are Hacking, phishing(bogus emails), malicious soft where, and cyber-attacks, Cyber enabled crimes include exploitation of vulnerable people, the drug trade using internet to carry out crimes such as modern slavery, human trafficking (NCA, 2022). With cybercrime increasing traditional crimes in the united kingdom and other western countries is decreasing,  (Ceneppele & Aebi, 2017). Cybercrime is increasing due to the fact it allows criminals to operate seamlessly nationally and internationally, accessing victims anywhere at any time, whilst concealing their identity making it extremely difficult to investigate (Doyle, 2023). 

The government recognises cybercrime as a national security threat and over recent years police forces have developed new structures, additional resources, new capacity and capability leading to improvement in cybercrime investigations (Gould, 2019). The police play an essential role in achieving the cybersecurity by investigating cyber-crimes typically involving theft, fraud, child exploitation and apprehending and prosecuting those responsible (Hunton, 2010). The police heavily rely on the analysis of intelligence to identify and prioritise internet related crimes and work alongside partner agencies to disrupt the threats (Harkin, et al., 2018). Majority of police forces now have regional organised crime units with dedicated cyber-crime teams who; collect, evaluate and disseminate all information, assist divisional officers by providing specialist advice, disrupt offences by taking down enablers used by offenders, and work closely with partner agencies such as action fraud, national crime agency and EUROPOL. Police use cyber defence teams to analyse, detect and deter offenders, when a risk is identified investigators establish who and what is needed before an attack occurs, detect and analyse the nature of possible attack, contain the incident and preserve digital evidence, mitigate and disrupt threats before they occur (Quinn, 2018). An example of intelligence gathering carried out by the police is the use of “decoys” which is when police officers, volunteers or partner agencies covertly use a decoy name and profile to engage with offenders online, and gather the evidence needed in order to arrest and prosecute preventing them causing further harm, this Is largely used for cases of child exploitation (Tickle, 2012). 
When divisional officers attend a report of cybercrime, they will collect accounts from the victim and witnesses and ensure their needs are met before assessing the situation to determine whether a crime has taken place (CoP, 2020). They will then conduct an initial investigation by gathering all of the evidence, carrying out digital forensics; the process of downloading data, organising it and examining it, majority of devices are often encrypted, protected or hidden which results in the investigating officer liaising with specialists or requesting assistance of the cyber department, this will also depend on the severity of the incident (IACP, 2020). Incidents of fraud are referred to action fraud, an organisation run by the London city Police who will pursue with an investigation however the police will always carry out a further investigation despite this to ensure all of the relevant information and evidence is gathered (HomeOffice, 2023). In less severe cases the investigation will remain with the divisional officer, if and once a suspect is identified they will carry out the relevant procedures to arrest and pursue with a prosecution, in larger cases the cybercrime teams will proceed with the investigations before filing for a warrant in order to arrest and prosecute the offenders (IACP, 2020). Internet related crimes and cybercrime will often lead to several other incidents of internet related crime as a result of organised crime groups and individuals sharing information online.

Research surrounding the role of police in internet related crime is heavily focused on the police being ill-equipped to deal with internet crime, HMIC stated in its “Keep a light on” inspection that Police response is generally good but it can be inconsistent due to the fact officers do not understand it and therefore it is rarely seen as a priority (HMICFRS, 2019). Government commissioned reports have found that victims of internet related crimes are not taken seriously due to officers disregarding them, not taking evidence, failing to provide support, and generally showing a lack of understanding (Button, et al., 2020). Despite this the Police are recognised for expanding their abilities to deal with internet related crime, the National policing digital strategy for 2020-2030 states policing is working towards providing victims of internet crime with increased support and improved engagement, officers will be educated and equipped to deal with incidents on the front line, ensuring victims are being taken seriously and internet related crime is being investigated seriously.

Internet crime is increasing, and it is clear to see that the police are making efforts to meet the demand, The police play a vital role in investigating internet related crime, they respond to reports of internet crime, collect information and intelligence, and share this with other agencies making them central to the investigations of internet crime. Despite this there is room for improvement, officers need better understanding of the affect it has on victims, how to deal with it, and prioritise it as it poses as one of the biggest threats to the United Kingdom. 
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Essay three:
“Covert Human Intelligence Sources (CHIS) are crucial in preventing and safeguarding victims from many serious crimes” (Home Office, 2021). Critically evaluate the use of CHIS in the investigation of serious and organised crime. Your answer must be based on academic research, but you may refer to relevant, recent examples. Word limit: 1000 words.

Acronyms 
SOC- Serious and organised crime
OCG- organised crime groups
CHIS- Cover human intelligence

Serious and organises crime (SOC) affects citizens in the united kingdom more than any other national security threat, in 2013 Organised crime cost the United Kingdom 24 Billion indicating its development and advancement within 10 years (HMGoverment, 2013). The crown prosecution service define SOC as; “planned and co-ordinated criminal behaviour and conduct by people working together on a confronting basis, working together and committing serious offences, whether individually, in groups and/or in transnational networks” (CPS, 2022). The main categories of SOC include child sexual exploitation and abuse, illegal drugs, illegal firearms, Fraud,, money laundering and economic crime, organised immigration crime, modern slavery, human trafficking and cybercrime (GOV.UK, 2018). The national crime agency assesses that SOC continues to grow rapidly, scars neighbourhoods, exploits the most vulnerable people and has a devastating impact on the economy (Biggar, 2023). The SOC strategies published in recent years state that “Online is the new frontline” with drug cartels using encrypted apps to communicate, 830,000 people in the United Kingdom posing as a sexual threat to children and enabling fraud (Biggar, 2023). Covert human intelligence sources (CHIS) have been used for decades to prevent and secure prosecutions of serious and organised crimes. This assignment will critically evaluate the use of covert human intelligence sources to investigate serious and organised crime. 

Covert human intelligence sources are a crucial element in preventing and safeguarding victims from serious crimes The Regulation of investigatory powers act 2000 states;  “A covert human intelligence source(CHIS) is a person who establishes or maintains a relationship with another person for the covert purpose of facilitating the gathering of information or intelligence” (HomeOffice, 2021). In 2021 the covert human intelligence sources act 2021 was past, making provision for  the use of undercover law enforcement agents, covert sources and the committing of crimes in the undertaking of their duty (GOV.UK, 2021). 

CHIS is vital for police intelligence and obtains information which cannot be obtained by other means, According to LUSCOMBE and WALBY 2015 CHIS is used for high and low policing, low agencies gather intelligence from communities to develop investigations whereas high agencies gather intelligence for national security matters (Luscombe & Walby, 2015). There are two types of CHIS, informers and undercover officers. Informants are individuals who associate themselves with the criminal world and in an agreement with police to supply information for personal gain (Moffet, et al., 2022) Billings 2009 Argues that there is a difference between informer and informant, an informer provides information as a witness or victim, whereas an informant provides information as a co-conspirator or criminal associate providing information for something in return (Billings, 2009) Informants are useful to authorities as they provide information relevant to a case that would otherwise require months of investigation. Informers can provide information in regard to structure of OCGs, their links with other OCGs, offences committed (UNODC, 2018). 

The second type of CHIS is undercover officers, these are law enforcement agents who disguise themselves as criminals or other people to infiltrate criminal organisations and protect people and property (Dawson & Brown, 2020).  Undercover police work is not only being used on the ground, there is now a large focus is also now on internet-based crime, OCGs are using the internet for fraud, importation of firearms and drugs, sexual exploitation, human trafficking and even terrorism (HMIC, 2014).

Government, intelligence agencies and the police report widely appraise CHIS and the affect it has on SOC, however due to its secrecy and confidentiality the information published is limited and vague. MI5 stated in the last decade CHIS has allowed them to stop multiple terrorist plots and attacks as well as prevent attempts made by hostile actors to undermine national security (MI5, 2022), GOV.UK have published several operational case studies to demonstrate its success in tackling organised crime stating CHIS participation in criminal activity has proven to be vital in investigating and preventing crimes (GOV.UK, 2021).  In the year ending 2021 the Home office found that CHIS operations led the national crime agency to disrupt 30 threats to life, seize over 3000kg of class A drugs, and safeguard 200 people and CHIS led operation by the Metropolitan police led to 3500 arrests, recovery of a 100 firearms, 400 weapons, 400kg of class A drugs and 2.5m in cash (GOV.UK, 2021). 

Despite its success in reducing SOC the CHIS is heavily scrutinised and considered a controversial topic, majority of the research and publications surrounding CHIS is negative. Its scrutinised as it involves a high level of intrusion on not only criminals but innocent people, HMIC have found that many argue the using CHIS to build relationships and enter homes  goes against Article 8 of the human rights act which is the right to respect family and private life (HMIC, 2014). There is now strong framework for CHIS set put by the Regulation of investigatory powers act 2000, and the CHIS act 2021 however it is argued that CHIS will always be scrutinised due to the misconduct involving “sexual relationships” by officers,  the metropolitan Police commissioner has stated that sexual relationships would never be authorised however it could almost be inevitable, indicating officers knew this would take place, this comment has caused controversy with other forces responding to this stating it is morally wrong and should never be authorised (Parliment.uk, 2013).The HMIC would argue although CHIS is surrounded with scrutiny the current extent of serious and organised crime and the damage which it does to society justifies the use of CHIS, provided it is used correctly. 

It is clear to see that serious and organised crime is increasing and for ever developing, CHIS allows officers to get into the heart of organised crime groups and gather intelligence and investigate to protect the most vulnerable people. England and Wales terror threat is currently substantial, majority of the research surrounding CHIS demonstrates the impact CHIS is having on preventing terrorist plot and attacks. CHIS is largely scrutinised as a result of its invasion of people’s privacy and previous misconduct however the impact CHIS has on reducing serious and organised crime and protecting victims overrides the scrutiny surrounding it.
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Essay four:
Outline potential links between serious and organised crime and public protection issues. How might bias impact on the investigation of such incidents? Your answer must be based on academic research rather than personal experience. Word limit: 1000 words.

Organised crime has a significant and growing impact on society and affects all parts of the country having corrosive and chronic impact on public protection issues (Winchester, 2020). Serious and organised crime (SOC) is defined by the home office as “Individuals planning, co-ordinating and committing serious offences- whether individually or in groups” (HomeOffice, 2019). SOC has a daily impact on citizens, public services, businesses, institutions, and national reputation (Winchester, 2020). According the national crime agency 2019 SOC kills more people every year than terrorism, war, and natural disasters combined (NCA, 2019).Public protection is a process where authorities work together with other agencies to manage the risks posed by violent criminals, and protect different aspects of local life” (Kemshall & Wood, 2007). This assignment will be discussing the links between public protection issues and SOC, I will discuss current public protection issues within the United Kingdom and how they link so SOC. I will then discuss the impact bias may have on investigations of SOC.

The exploitation of vulnerable people is a public protection issue, The Home secretary has recently announced “Criminals are enticing fear into communities, exploiting vulnerable people and profiting from the devastation they have caused” (Braverman, 2023). The exploitation of vulnerable people is key to serious and organised crime, vulnerable people are the victims, some are forced to commit crimes, these crimes include:  child sexual abuse, modern slavery and human trafficking, immigration crime, fraud, and county lines (Owens, 2020). Child sexual abuse covers a range of crimes and is when a child Is deceived or manipulated to engage in sexual activity (HomeOffice, 2020). The national crime agency has estimated that there is a minimum of 300,000 people in the UK who pose a threat to children online (Owens, 2020). The internet has enabled sexual offenders more accessibility and ability to network and entice other offenders to engage in exploitation (Jay, et al., 2022). As well as children’s Vulnerable adults are also exploited and manipulated in similar ways by offenders (LlywodraethCymru, 2022). 

Bias affects investigations into the exploitation of vulnerable people. As a result of the grooming, they have experienced victims often do not view themselves as a victims and therefore refuse support (Sharp-Jeffs, et al., 2017). Grooming involves changing the victim’s perception on authorities which in turn results in victims refusing to speak with investigators in regard to the exploitation and abuse they have experienced (Sharp-Jeffs, et al., 2017). Research suggests certain victim groups such as Ethnic minority groups and males are under-represented within exploitation figures as a result of the potential biases, prejudiced and stereotypical beliefs practitioners may have (Hill & Diaz, 2021) POPVIC 2018 states the reason for this is gender differences in tendency to disclose exploitation (Popovic, 2018). 

Knife crime, gun crimes, and drug crimes are increasing and recognised as a public protection issue (ONS, 2020). The serious violence strategy published in 2018 states Violence is a public protection and health issue causing major ill health, poor wellbeing and is strongly related to inequalities and vulnerability (HMGovernment, 2018). Violence in communities is linked to SOC and communities feel and fer the impact of these crimes.  The three main threats SOC has on communities are Drugs, Firearms, Organised and acquisitive crime (Owens, 2020). According to the CPS over half of SOC groups are involved or related to drug crime and controlling a drug market worth 3.7billion pounds a year and responsible for thousands of deaths (CPS, 2022). County lines is a term used to describe a violent and exploitive form of drug distribution controlled by SOC groups where children and young or vulnerable adults are exploited into moving, supplying, and storing drugs, money and weapons (HomeOffice, 2023). Firearms in the UK remain low however firearms and drugs are often connected and used in communities having a devastating impact on victims, families, and local communities (HomeOffice, 2023). Organised acquisitive crime includes theft, vehicle crime, and robbery, having a devastating impact on society and creates a significant cost to society (HMICFRS, 2022). 

Bias does affect the investigation of these crimes due to the fact police are heavily scrutinised for being racist, stop and search figures suggest that black people are seven times more likely to be searched than white people with the BBC stating that “ethnic minorities are unfairly targeted by the police” (Rhoden-Paul, 2021). A report published by the Amnesty infiltration in regards to the “Gang matrix” set up in the metropolitan police Is widely scrutinised for being unfit for purpose and wrongly identifying people from ethnic minority groups as gang members, which reinforces a perception that black boys and young men are a risk to public safety (Amnesty, 2018) 
Serious and organised crime is a threat to the United Kingdom’s economy, affecting government, private sectors, businesses and citizens (HMTreasury, 2021) The main economic crime threats to public protection is cyber-crime, fraud, and money laundering (Owens, 2020). Cyber crime is growing rapidly and is viewed as a “Global threat”. Criminals are exploiting advances in technology to commit crime (NCSC, 2022). Cyber-attacks are financially devastating to people and businesses whilst undermining economic stability and costing millions every year (Owens, 2020). Fraud is a common crime in England and Wales and is committed in a range of ways, some are committed by transnational organised crime networks and others are small groups or individuals (Levi, 2008). Causing victims both financial and emotional harm as a result of the betrayal and loss they have experienced (NCA, 2022). 

Research carried out by the association of fraud suggests that there are several biases Affecting investigations of fraud; the first being cognitive bias, cognitive bias is when investigators own assumptions and beliefs impact their judgement of the information and intelligence for example assuming someone from a certain social class background would not commit fraud or permission bias where the investigator is heavily influenced by a authorities figures opinion of what has happened (ACFE, 2022). 

It is clear to see that violence in communities, the exploitation of vulnerable people, and economic crime are recognised as public protection issues. Serious and organised crime has impacted these issues if not caused them. In regard to bias impacting the investigations of these crimes, it is clear that racial bias is has a severe impact on investigations as well as how the media portrays these investigations, biases surrounding vulnerable people and sexual exploitation is widely focused on female victims rather than male victims which can impact the ability to spot males victims. To conclude, it is evident that organised crime and public protection issues are linked.
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Essay five:
Evaluate the effectiveness of crime prevention theories and strategies as a means of combating either anti-social behaviour or domestic violence. Your answer must be based on academic research, but you may make reference to relevant case studies. Word limit: 1000 words.

Anti-social behaviour

Anti-social behaviour(ASB) has increased over the last 20 years and despite ASB being described and referred to as “Low level crime” research suggests ASB has devastating impacts on victims (HomeOffice, 2023). ASB is defined under the anti-social behaviour, crime and policing act 2014 as; “Conduct that has caused or is likely to cause- harassment, alarm, or distress to any person, conduct  capable of causing nuisance or annoyance to persons occupation or premises, and conduct capable of causing housing related nuisance or annoyance” (Legislation.gov, 2014). The office of national statistics 2023 report shows 34% of people in England and Wales stated they had experienced or witnessed ASB, and over 1 million reports of ASB were made between June 2022 and June 2023 (ONS, 2023). The ASB powers published prior 2010 were viewed as ineffective, the push for change came as a result of several high profile incidents associated with ASB within 15 years, one being the Fiona Pilkington case where she took her and her disabled daughters life as a result of long term ASB (Walker, 2009). With ASB rates remaining high government has introduced several strategies aiming to prevent it, this assignment will focus on the current state of ASB in the United Kingdom and evaluate strategies put in place to combat the current ASB crisis.

A strategy that’s used globally for ASB is early intervention. Early intervention is targeted at children and young adults involved in ASB or at risk, majority of ASB offending comes from individual or family characteristics (Ross, et al., 2010). Early intervention aims to reinforce that ASB will not be tolerated, help them to develop awareness of their behaviour and how it impacts victims, being warned of more formal punishments is often enough incentive to change their behaviour (Rubin, et al., 2006). Individual intervention is where an individual will attend a programme to learn cognitive skills for making decisions, problem solving, managing emotions, and resist influences from friends, media and family (Ross, et al., 2010). Families can have a significant impact on the behaviour of a young person and whether they will get involved in ASB, intervention helps the family address issues through addressing poor family management and set expectations of good behaviour (Gregg, 2010). A third intervention used is school intervention, schools have the ability to educate children and parents in regard to anti-social behaviour as well as identifying children who may be at risk, schools have previously run youth clubs after school to prevent ASB (Ross, et al., 2010). 

 Research around intervention shows that early intervention is successful due to its targeted approach, Allcott 2022 states 75% of all ASB incidents are resolved during the first intervention (Allcott, 2022). Brown and Sturge 2020 found that government cuts over recent years has severely affected the availability of intervention programmes and school based programmes including youth clubs are no longer used in modern society (Brown & Sturge, 2020). 

Neighbourhood policing is a tactic aimed to improve relationships between the police and the public, Neighbourhood policing teams hold meetings in the community for issues to be discussed, establish target interventions for ASB, and work alongside schools, organisations, businesses to deliver interventions to prevent ASB (Brown & Sturge, 2020) . Police are combating ASB issues by strengthening rights to stop and search, the ability to issue fixed penalties, fines and warnings for ASB  (HMGovernment, 2023). Despite ASB remaining high, ASB has decreased which is an indication that the current goals set out by the ASB strategy are working, the HM Government 2023 states the increased in recruitment of officers and presence on the streets has significantly contributed to the decrease in ASB (HMGovernment, 2023). 

Despite efforts the Police are heavily scrutinised in the media for their response to ASB, a BBC article published in 2022 states that police failed to attend nearly 2 million reports of ASB in England and wales (BBCNews, 2022) INNES and Weston 2010 would agree with this by stating there is a consistent pattern that Police do not attend or respond adequately to ASB issues which has a major impact on public confidence in the police (Innes & Weston, 2010). The police foundation state that the reason behind the police inconsistent approach to community issues is down to lack of resources pushing them to respond to more immediate incidents (Higgins, et al., 2017).

Multi agency working and community partnerships have proven to be key for combating ant-social behaviour, the broken windows theory explains this, “If a broken window remains unrepaired all of the windows in the building will soon be broken” in context with ASB and  multi agency working; if partner agencies work together to prevent crime and maintain a safe and clean community further anti-social behaviour is less likely to occur (Jacobson, et al., 2005). Community safety partnerships is a strategy that involves police, fire and rescue, local authorities, health and probation coming together formulate strategies and prevent crime (HomeOffice, 2023). Community safety partnerships are widely recognised for their effectiveness in providing hyper-localised strategies tailored to specific communities. Despite their successes The PCC Review found that, whilst the importance of local partnerships such as Community safety partnerships was widely acknowledged, they were not being used as effectively as they could be and in some areas community partnerships were withdrawn due to lack of funding (HomeOffice, 2023).

Government have introduced a several powers to tackle ASB, these orders include civil junctions and criminal behaviour orders to stop people engaging in ASB, dispersal powers to exclude individuals from a certain area, community protection notices, and several others regarding environment (CoP, 2023). Government has found that although powers have proven to be a success with anti-social behaviour they are not being used effectively, an analysis carried out by the home office found officers outside of neighbourhood teams do not utilise these powers due to lack of knowledge and confidence when dealing with ASB powers (Dewar, 2023). 

The prime minister recently published an ASB action plan with the aim of making communities safer, creating tougher punishments, improving homelessness, and improving prevention and early intervention (HMGovernment, 2023). The plan/strategy is very similar to the strategies previously published which would suggest that the previous strategies have not worked. The research surrounding the success of ASB strategies is very limited or outdated, it appears around 2010 and 2014 ASB became a popular topic due to the introduction of the ASB act 2014 and received little attention until the 2023 ASB action plan.  ASB has reduced however it is evident that despite efforts made, currently there is not enough funding or resourced to effectively combat ASB and it is often not seen as a priority when more immediate issues come to light.
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