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ver the past year, there has been a great deal of media,

law enforcement, and congressional attention on the

duties of social networking sites such as MySpace and

Facebook to protect minors from inappropriate material
and unwelcome contact from adults and on the mecha-
nisms that these sites should implement to prevent and
address these harms. At the same time, these issues have
raised increased concerns about the privacy rights of users
of social networking sites. These conflicting interests have
left social networking sites with the difficult task of striking
a balance between protecting younger users from harm and
maintaining the privacy rights of their adult subscribers.
Unfortunately, inconsistencies that currently exist in the
laws involving child pornography and Internet privacy, and
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the failure to address significant issues in these areas, have
even further complicated this task.

For example, after MySpace conducted a voluntary
review of user profiles in which the company uncovered
thousands of registered sex offenders using its services,
MySpace came under intense scrutiny over whether it was
able to disclose the information that it had obtained about
the sex offenders to law enforcement or whether divulg-
ing the information would violate its subscribers’ privacy
rights.! Although MySpace immediately deleted the pro-
files from its system, state attorneys general from across
the nation urged MySpace to share information, including
the names and addresses of the offenders. MySpace resist-
ed, arguing that disclosing the information would violate
its subscribers’ privacy rights under various federal laws, as
MySpace had not been provided with a warrant or court
order requiring the disclosure of the information. After
negotiations, in January 2008, MySpace authored a joint
statement with the attorneys general in which MySpace
agreed to implement a variety of technologies and pro-
cedures to block children under 14 from using MySpace
and to help protect minors above age 14 from exposure to
inappropriate content and contact by adults.2

Also during the past year, New York State Attorney
General Andrew M. Cuomo targeted Facebook and the
representations that the company made in its terms of
service, particularly regarding the safety of its Web site
and the procedures that it had in place to respond to
complaints that it received about pornography and/or the
sexual exploitation of minors on its site.> Cuomo argued
that the representations that Facebook made about safety
were false and misleading, as Facebook did not timely
respond to complaints and did not adequately resolve the
issues underlying the complaints. In response to this inqui-
ry, Facebook ultimately entered into a consent decree in
which the company agreed to implement a variety of
procedures and mechanisms for dealing with complaints.4
In contrast to the MySpace inquiry, the Facebook con-
sent decree was based on principles relating to deceptive
practices, not on an alleged violation of child pornogra-
phy laws or on the known existence of child predators
on the service. Because the laws provide no guidance to
site operators regarding their duties with respect to key
issues relating to minors and social networking sites, the
Facebook consent decree highlights an alternative mecha-
nism by which law enforcement is holding social network-
ing sites responsible for the wrongful acts of their users, in
the absence of clear guidance in the law.

In response to the rising occurrence of child pornog-
raphy on the Internet and the lack of clear laws governing
all of the potential issues, there has also been a heightened
level of attention to these matters on Capitol Hill, with
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numerous bills pending that would impact the existing
child pornography laws and the duties of site operators
who uncover child pornography on their sites. Although
none of these bills have yet become law, they demon-
strate the urgency felt by lawmakers to address the safety
of social networking sites and suggest that we will only
continue to see more focus on these issues in the years to
come. Social networking sites will have to be especially
vigilant over the next few years in keeping pace with their
changing duties as a result of new legislation and in mir-
roring the industry’s adoption of new safety mechanisms
and procedures. Given the recent attention on child por-
nography reporting and prevention, and the confusion on
the part of providers as to what their responsibilities are
given the many inconsistencies in the law, and the failure
to address key issues, this article will provide background
information on the current laws, a summary of new bills
pending on Capitol Hill, and highlights from the recent
Facebook consent decree and MySpace Joint Statement.
This article will also provide practical guidance for social
networking sites to follow while the laws and industry best
practices continue to be developed.

THE PROBLEM OF ONLINE
CHILD PORNOGRAPHY
AND THE APPLICABLE LAWS

By the mid-1980s, the problem of child pornography
trafficking in the United States was almost completely
eliminated as a result of an intense crackdown by law
enforcement.> This trend reversed, however, with the
advent of the Internet. The Internet has exacerbated the
problem of child pornography by “increasing the amount
of material available, the efficiency of its distribution, and
the ease of accessibility.”e Over the past few decades, the
amount of child pornography transmitted and stored over
the Internet has been staggering. One study has estimated
that “as much as 20 percent of all pornographic activity
on the Internet may involve children,”? and The National
Center for Missing and Exploited Children’s (NCMEC)
Cyber Tip Line received approximately 100,000 reports of
child victimization in the past year, up from 4,500 reports
of child victimization it its first year, 1998.8

Federal law prohibits any person from possessing,
receiving, distributing, redistributing, producing, or repro-
ducing child pornography and from attempting to do any
of these proscribed acts in a way that affects interstate or
foreign commerce.” Since activities conducted over the
Internet are by definition interstate commerce, it is illegal
to engage in any of these acts using the Internet. Federal
law also prohibits enticing a minor to engage in sexual
activity for the purpose of producing child pornography.10
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Federal law defines child pornography as:
any visual depiction, including any photograph,
film, video, picture, or computer or computer-gen-
erated image or picture, whether made or produced
by electronic, mechanical, or other means, of sexu-
ally explicit conduct, where—(A) the production
of such visual depiction involves the use of a minor
engaging in sexually explicit conduct; (B) such
visual depiction is a digital image, computer image,
or computer-generated image that is, or is indistin-
guishable from, that of a minor engaging in sexually
explicit conduct; or (C) such visual depiction has
been created, adapted, or modified to appear that
an identifiable minor is engaging in sexually explicit
conduct.!!

Under federal law, anyone under the age of 18 is con-
sidered a minor.!2 The term “indistinguishable” is defined
as “virtually indistinguishable, in that the depiction is
such that an ordinary person viewing the depiction would
conclude that the depiction is of an actual minor engaged
in sexually explicit conduct.”3 An “indistinguishable”
visual depiction “does not apply to depictions that are
drawings, cartoons, sculptures, or paintings depicting
minors or adults.”1# [t is important to note that the legal
definition of “sexually explicit conduct” does not require
that an image depict a child engaging in sexual activity.!5
For example, a picture of a nude child “may constitute
illegal child pornography if it is sufficiently sexually sug-
gestive.”16

The only thing that these definitions make clear
is that determining what is and what is not child por-
nography can be a very difficult task, fraught with a
variety of constitutional concerns. Although in the
1990 case Osborne v. Ohio the Supreme Court made a
historic ruling to uphold the laws banning the possession
of child pornography against a challenge under the First
Amendment, defining child pornography has continued
to be a constitutionally challenging task, especially with
the advent of new technologies.!” For instance, in the
Child Pornography Prevention Act of 1996 (CPPA),
Congress attempted to expand the federal ban on child
pornography to include computer-generated images that
“appear” to be children engaged in sexually explicit
conduct.’8 Concerned that this broad definition would
include literary works such as Romeo and Juliet that depict
teenage sexuality, the Supreme Court in Ashcroft v. Free
Speech Coalition declared the definitional terms of CPPA
to be unconstitutional.! However, the current text of the
child pornography definition, that the visual depiction be
“indistinguishable” from that of a child, does not provide
much more clarity and has already been the subject of
much controversy.
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LAWS RELATED TO INTERNET
PRIVACY AND THE STORED
COMMUNICATIONS ACT

In 1986, Congress enacted the Stored Communica-
tions Act (SCA) to provide statutorily prescribed Fourth
Amendment privacy protections for the stored commu-
nications and personal information of Internet users held
in the possession of service providers.20 Concerned that
the Fourth Amendment itself did not provide enough
protection for Internet users’ online communications and
information,?! Congress intended the SCA to regulate “the
relationship between government investigators and ser-
vice providers in possession of users’ private information”
by limiting the government’s ability to compel providers
to disclose information about their subscribers and by lim-
iting the ability of providers to voluntarily disclose infor-
mation about their subscribers to the government.?? The
SCA generally prohibits providers of electronic commu-
nications services (ECS) and remote computing services
(RCS) that offer their services to the public from disclosing
user information or communications unless an exception
applies.23 In the absence of an exception, a provider could
face substantial civil penalties for unlawful disclosures.24
Because many popular social networking sites offer email
services for users; provide users with the ability to upload
and store notes, images, and other communications; and
some even contain live chat functions, most social net-
working sites fit within the ECS/RCS rules.?5

Becoming familiar with the SCA is very important for
providers of social networking sites, as it is possible that
in the course of monitoring their Web sites or through
receiving user complaints, providers may come across user
uploads or communications that the provider wishes to
report to law enforcement. Although a violation of the
SCA is not criminal, it could subject a provider to a civil
suit for violating a user’s statutorily prescribed privacy
rights. This concern for incurring civil liability for divulg-
ing user communications was exactly what MySpace was
faced with when the attorneys general urged MySpace to
report the names and addresses of known sex offenders on
its services. Although MySpace reported that it wanted
to aid authorities in stopping known sex offenders from
harming more children through its services, MySpace
indicated that it feared that divulging the information
without a warrant or subpoena could subject MySpace to a
significant civil lawsuit.26 Pursuant to the SCA, a provider
may disclose user information to third parties only when an
exception applies or when it is faced with a request from
law enforcement that is accompanied by the proper level of
process (either a subpoena, court order, or warrant, depend-
ing on the circumstances and the type of information law
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enforcement wants to obtain).2? The SCA exceptions per-

mit or mandate disclosure of user contents/information to

third parties in the following relevant situations:28

1. Consent. A provider may divulge user registration
information with the lawful consent of the user. A
provider may also divulge a particular communication
with either the consent of the user or the consent of
an intended recipient of the communications.

2. Pornography. As explained in more detail later, in
conjunction with 42 U.S.C. § 13032, if a provider
obtains knowledge that child pornography has been
uploaded to or transmitted through its Web site, it has
a duty to report the facts or circumstances surround-
ing the incident to law enforcement.

3. Tllegal Activity. A provider may divulge the contents
of a communication to a law enforcement agency if
the contents were inadvertently obtained and appear
to pertain to the commission of a crime. This pro-
vision is very narrow, and its applicability depends
on the meaning of “inadvertent.” The inadvertence
requirement means that a provider cannot affir-
matively monitor its Web site for illegal conduct
and then claim that the information was inadver-
tently obtained; nor can a provider use this excep-
tion to report user information provided by a third
party without the authority to consent to disclosure.
Instead, for this exception to apply, the provider must
inadvertently discover a communication in the pro-
cess of routine maintenance and servicing.

4.  Emergency. A provider may divulge either the con-
tents of a communication or a customer record “to a
governmental entity, if the provider, in good faith,
believes that an emergency involving danger of death
or serious physical injury to any person requires dis-
closure without delay.”

5. Protection of Providers’ Rights and Property. A provider
may divulge either the contents of a communication or
a customer record to a third party “as may be necessarily
incident to the rendition of the service or to the protection
of the rights or property of the provider of that service.”

PROVIDERS’ DUTIES AND
POTENTIAL LIABILITY WITH
RESPECT TO CHILD PORNOGRAPHY
ON THEIR SERVICES

CIVIL PENALTIES FOR FAILURE TO REPORT

In 1998, Congress passed the Protection of Children
from Sexual Predators Act,2? which for the first time
placed affirmative reporting obligations on certain online
providers that become aware that child pornography laws
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have been violated through their services. Pursuant to
42 U.S.C. § 13032, a provider of ECS/RCS that obtains
knowledge that one of the laws related to child pornogra-
phy has been violated through the use of its site must, “as
soon as reasonably possible, make a report of such facts or
circumstances to the Cyber Tip Line at NCMEC, which
shall forward that report to a law enforcement agency or
agencies designated by the Attorney General.”¢ If a pro-
vider fails to make a report under this provision, it could
be fined $50,000 for an initial failure and $100,000 for
any subsequent failure.3! However, § 13032 also contains
a civil immunity provision whereby a provider cannot be
held civilly liable “on account of any action taken in good
faith to comply with or pursuant to this section.”32

Despite Congress’s attempts to give providers wide
latitude in making their reports to NCMEC, a major
flaw of § 13032 is that it does not define the scope of the
“facts and circumstances” that a provider can and should
report to NCMEC. On its Web site, NCMEC advises that
providers submit:

1. Timely and accurate incident and suspect informa-
tion;

2. Image files such as jpg, mpg, and avi;

3. Detailed descriptions of the alleged illegal images (if
uploading is not possible);

4. The alleged suspect’s screen name and email address;

5. The time and date of incident;

6. The IP address and time/date/time zone of incident;
and

7. The jurisdiction of the suspect by entering zip code,
area code, or city/state if suspect is using subscription
services.?

However, these reporting categories are not articu-
lated in § 13032 and may conflict with the child por-
nography laws and the SCA. For example, under 18
U.S.C. § 2252A, the possession or transmission of child
pornography is strictly prohibited’* unless the defendant:
(1) possessed less than three images of child pornography
and (2) promptly and in good faith, and without retain-
ing or allowing any person, other than a law enforcement
agency, to access any image or copy thereof, (a) took rea-
sonable steps to destroy each such image or (b) reported
the matter to a law enforcement agency and afforded that
agency access to each such image.’> Because NCMEC is
not a law enforcement agency3¢ and because the federal
statutes impose strict liability on a person or entity that
transmits or retains child pornography, it is not clear
under the current statutes that a provider can transmit
the pornographic images to NCMEC as part of a legally
required report. Although this issue has been addressed in
many new bills pending in the House and the Senate that
specifically afford providers the ability to report images to
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NCMEC, these bills are not yet law and thus providers
must be cautious in submitting their reports.

Moreover, in contrast to § 13032’ clear duty to
report child pornography law violations, § 13032 does
not provide guidance on whether a provider may disclose
communications or visual depictions that are directed
at a minor and that the provider deems to involve child
enticement or obscenity. In today’s online environment,
many predators register for social networking sites and
other sites directed at minors and attempt to send children
obscene, sexually explicit visual depictions to “groom”
children into believing that sexual activity is normal, and
then will attempt to persuade children to engage in sexual
conduct, either in the virtual or real world. Pursuant to 18
U.S.C. § 2422, it is illegal to use a means of interstate or
foreign commerce to knowingly persuade, induce, entice,
or coerce a minor to engage in prostitution or any illegal
sexual activity.3? However, because § 2422 is not one of
the “child pornography” laws referenced in § 13032, under
the current laws, social networking sites cannot report this
information to NCMEC unless the provider has a good
faith basis to conclude that the enticement will lead to the
production or child pornography or unless the provider
believes that there is an imminent risk of bodily harm to a
minor.3¥ The omission of § 2422 from the reporting obli-
gation laws creates an ambiguity for providers who wish to
report enticement situations, but who instead must draw
difficult lines between what enticement scenarios are legal
to report and which are not.

POTENTIAL CRIMINAL LIABILITY FOR
FAILURE TO TAKE ADEQUATE STEPS

In addition to civil fines for failure to report, it is
possible that under § 223 of the Communications Act
a provider could be held criminally liable for knowingly
permitting a telecommunications facility under its control
to be used for (1) sending or (2) displaying in a manner
available to a person under the age of 18, “any comment,
request, suggestion, proposal, image, or other communica-
tion that is obscene or child pornography.”? The penalty
for a violation of this section is a fine, imprisonment for
not more than two years, or both.4© Although many por-
tions of the statute containing this provision were struck
down in Reno v. ACLU for being overbroad,# in the
PROTECT Act of 2003,4 Congress revitalized this por-
tion of the statute, by replacing the formerly constitution-
ally invalid language with the current text.#3 Despite the
fact that this law is still on the books, it has received little
attention and has not been interpreted by the courts.

Given this scant attention, it is difficult to conclude
whether this statute would impose an affirmative duty on
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providers to prevent or report obscenity or enticement
issues when child pornography is not involved. However,
as mentioned earlier, the reporting obligations of § 13032
do not, except in limited circumstances, extend to report-
ing violations of obscenity or enticement laws. This omis-
sion potentially leaves a provider in a situation in which
it has to decide whether it should report an enticement or
obscenity situation that may not be covered by the report-
ing duty and thus would subject it to potential civil liabil-
ity under the SCA. To lessen the chance of facing a civil
suit for violating the SCA, a provider can seek affirmative
user consent to disclose unlawful communications that it
becomes aware of to law enforcement. Although the valid-
ity of user consent to third-party disclosures through the
use of a terms of service provision has not been evaluated
by the courts in this context, the provider would at least
have a stronger claim that it did not violate the SCA.
Although there have been no cases to date involving
a provider’s liability for predator enticement or transmit-
tal of obscene materials to a minor through a Web site,
it is possible that predator communications with minors
could be considered obscene under § 223 and could
therefore subject a provider to criminal liability if the
provider knowingly continued to transmit such materials
to minors. To avoid liability under § 223, providers should
consider taking advantage of the affirmative defense in
§ 223 under which a provider could lessen the risk of
liability if it has either:
(1) taken, in good faith, reasonable, effective, and
appropriate actions under the circumstances to
restrict or prevent access by minors to a commu-
nication . . . which may involve any appropriate
measure to restrict minors from such communica-
tions, including any method which is feasible under
existing technologies; or (2) restricted access to
such communication by requiring use of a verified
credit card, debit account, adult access code, or
adult personal identification number.#4
Although most social networking sites are aimed in
part at minors and thus they would not want to use adult
access codes or credit card numbers for verifications, the
MySpace and Facebook agreements with the attorneys
general highlight a variety of technological and practical
steps that social networking sites can take to show that
they meet the first prong of the affirmative defense.

CURRENT LEGISLATION

There has been much recent activity on the Hill
regarding the protection of children from online exploita-
tion. A variety of bills have been introduced by the House
and Senate that would more clearly define the obligations
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of providers when faced with harmful material directed
at minors on their services and that would fill in some of
the current gaps in the law discussed in this article.4> For
instance, a majority of the bills would increase the penal-
ties for providers that fail to make a report to NCMEC by
increasing the fine for a first failure to report to $150,000,
and second and subsequent failures to report to $300,000.46
Moreover, some of the bills addressing penalties also
would impose different penalties on providers that negli-
gently fail to report and on providers that willfully fail to
report.#” Other bills provide more detail about the types
of information that providers may disclose to NCMEC
in their reports and specifically allow for the reporting of
images, without the provider facing criminal liability for
the image transmission.#8 One of the bills addressing the
reporting of images even places an affirmative duty on pro-
viders to “store any image and other information relating
to the facts or circumstances of any incident reported . . .
for not less than 180 days after the date that the report is
transmitted to [NCMEC] through the CyberTipline, or for
such longer period of time as may be requested by a law
enforcement agency.”#¥ However, pursuant to the same
bill, providers must minimize the number of employees
who are provided access to any images, and ensure that the
images are destroyed permanently upon notification from
law enforcement.5® Some of the bills also expressly provide
civil and criminal immunity to Web site operators that
make good faith efforts to comply with the Act.5! Most
of the bills also reiterate that there should be no affirma-
tive duty for providers to monitor users’ conduct.>? Other,
broader bills, enhance the ability of the Department of
Justice to prosecute offenders.53 As of now, these bills are
in the early stages of the legislative process.>+

Despite the clarity that these bills attempt to pro-
vide, they still leave open some significant gaps in the
law. Most notably, despite the fact that most of the bills
discuss decreasing the occurrence of “child exploitation”
online, none of the bills extend provider reporting obliga-
tions to situations involving child enticement that do not
involve a violation of one of the child pornography laws.55
Sexual predators have been using social networking sites
in alarming numbers to entice minors to engage in sexual
acts, and providers are left making difficult decisions
regarding whether a certain situation should or not should
be reported. Unfortunately, predators will not be stopped
from targeting minors until this issue is addressed, and it
is therefore imperative that Congress address this gap in
the law. Addressing this gap would also relieve some of
the difficult line drawing that providers must engage in,
as providers would be able to report a broader range of
dangerous communications with minors without having
to fear a civil suit under the SCA.
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RECOMMENDATIONS FOR
PROVIDERS UNTIL THE LAWS
ARE MADE CONSISTENT

Because the current laws relating to provider report-
ing duties remain unclear and due to the inconsistencies
between different laws, providers must develop sound pro-
tocols for addressing child pornography and enticement
activities that occur on their services. To best protect
themselves from either criminal or civil liability, providers
should take the following steps.

Register for the NCMEC Cyber Tip Line now. Although
providers have no legal duty to register immediately and
a provider could wait to register until an incident occurs,
many providers have chosen to apply ahead of time to be
prepared. Obtaining a Cyber Tip Line username and pass-
word in advance would allow a provider to more expedi-
tiously make a report if necessary.>

Rewise terms of service to receive explicit user consent
to disclose illegal activity to third parties. As mentioned
earlier, one of the exceptions to the SCA is user con-
sent. Although courts have not weighed in on the issue
in this context, having a clear policy in place that puts
users on notice that illegal conduct that they engage in
on a Web site might be reported to third parties would
enhance a provider’s argument that it acted reasonably
in making a report to NCMEC without violating a user’s
privacy. The validity of the consent could be enhanced
by requiring users to read the terms of service when reg-
istering for the site and requiring users to click a button
indicating that they have read and agree to the terms.
For further protection, a provider could list the specific
types of illegal conduct that it will report to law enforce-
ment if it discovers this conduct on its site. Providers
should additionally include a provision in their terms of
service stating that the site will automatically freeze the
accounts of any users who are found to violate the sites’
policies or the law.

Monitor. Although the law specifically states that
providers are not required to monitor their Web sites,57 if
a provider’s site contains public galleries or blogs, the pro-
vider should consider monitoring this content for harmful
material. Because this information is available in a public
forum, it is therefore not subject to privacy protections,
and providers can freely monitor this information. At the
same time, providers should consider random monitoring
of private communications between users. These monitor-
ing practices would give providers a strong defense to any
potential § 223 liability because the provider is taking
good faith measures to restrict minors’ access to obscene
(and otherwise inappropriate) content. However, if a pro-
vider does decide to monitor, especially non-public areas
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of the site, this should be expressly stated in the terms
of service so that the provider can enhance its argument
that it had the requisite subscriber consent to engage in
these monitoring practices. Moreover, before deciding to
monitor, a provider should consider that, if it does decide
to monitor and discovers child pornography, enticement,
or obscenity in the process, the provider may find itself
in a situation where it has to make difficult decisions
about whether the discovered communications should be
reported. If the provider ultimately decides not to report
and continues to transmit a specific communication that
is later deemed to be child pornography or obscenity, the
provider could be held liable for knowingly allowing a
proscribed communication to be transmitted through its
services under § 223.

Report. Providers should report the facts and circum-
stances surrounding the transmittal or attempted cre-
ation of any child pornography that a provider becomes
aware of to the Cyber Tip Line. To stay within the laws,
a provider should report child pornography or entice-
ment situations only when it is reasonable to conclude
that child pornography or imminent bodily injury will
result. Although the criminal code does not clearly
define the terms “indistinguishable from” and “sexually
explicit activity” and although it might be difficult to
tell if an adult is enticing a minor to engage in sexual
activity that will result in the creation of child pornogra-
phy, a provider should use its best judgment in deciding
whether any content on its Web site should be reported
and should err on the side of reporting when unsure.
Good faith reporting, even in a close situation, will sub-
stantially reduce the potential that a provider will face
criminal liability under § 223 or civil liability pursuant
to 42 U.S.C. § 13032.

Retain and segregate images. As discussed above, under
the current child pornography statutes, a provider could
be criminally liable for transmitting an image constituting
child pornography to anyone other than law enforcement.
Because NCMEC is not law enforcement, if a provider
receives an image that it reasonably believes constitutes
child pornography, the provider should inform NCMEC
that it has an image; segregate the image so that no
employees other than top security officers can access the
image; immediately turn the image over to law enforce-
ment upon request; and then destroy the image upon law
enforcement’s request.

Do not disclose. Providers should refrain from disclos-
ing information about an alleged violating user to third
parties besides the Cyber Tip Line, absent lawful process
provided by a law enforcement agency (subpoena, court
order, or warrant) to avoid civil liability for violating the
privacy rights of users.
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Enforce the terms of service. If a provider becomes aware
of a subscriber who is violating the terms of service, the
provider should enforce the terms of service by immediately
freezing and/or terminating the account of an offending
user. Taking the immediate action of freezing or terminat-
ing the accounts of alleged violators can enhance a provid-
er’s argument that it took good faith measures to restrict
minors’ access to harmful communications and contact.

ADDITIONAL ACTIONS
CONSISTENT WITH THE FACEBOOK
CONSENT DECREE AND MYSPACE
JOINT STATEMENT

For additional protection and to show a good faith
attempt to comply with the various laws, a provider
should review both the Facebook consent decree and the
MySpace joint statement in detail. While not every provi-
sion in these documents would apply to all social network-
ing sites, particularly those aimed solely at adults, both
of these documents provide guidance that if adopted will
furnish any provider with the argument that its procedures
are consistent with industry standards.

FACEBOOK CONSENT DECREE

After receiving complaints about the safety of
Facebook and the adequacy of its procedures and mecha-
nisms for responding to complaints and reports about
pornography and/or the sexual solicitation of minors,
New York Attorney General Cuomo required Facebook
to enter into a consent decree to address these concerns.
Among the provisions in the consent decree, Facebook
agreed to:

1. Use best efforts to address reports of nudity, pornog-
raphy, harassment, or unwelcome contact on its site
within 24 hours;

2. Report the actions that it took with regard to com-
plaints it receives within 72 hours;

3. Retain an Independent Safety and Security Examiner
(ISSE) for two years to monitor Facebook’s safety
procedures;

4. Provide a means for users to easily contact and com-
municate with the ISSE; and

5. Provide bi-annual reports to the Attorney General
regarding its progress in responding to complaints.
In addition, Facebook had to provide a disclaimer

on its Web site indicating that it “cannot guarantee that

its site is entirely free of illegal, offensive, pornographic
or otherwise inappropriate material, or that its members
will not encounter inappropriate conduct from other
members.”® In addition, Facebook had to provide in the
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disclaimer the means for providing complaints and the
timeframe in which Facebook would respond.

MYSPACE JOINT STATEMENT ON KEY
PRINCIPLES OF SOCIAL NETWORKING
SITES SAFETY

In response to inquiries from attorneys general from
across the nation regarding MySpace’s safety tools and
procedures for responding to reports and complaints
about child pornography and unwelcome communications
through its site, on January 14, 2008, MySpace signed the
Joint Statement on Key Principles of Social Networking
Sites Safety.6! This comprehensive document, based on
recommendations MySpace received from the attorneys
general, online safety advocates, and its own internal
safety and engineering teams, highlights the technologies
and procedures that MySpace agreed to implement to help
prevent children under 14 from using MySpace and to
help protect minors aged 14 and above from exposure to
inappropriate and unwelcome contact.

In entering into this agreement with MySpace, the
attorneys general made clear that, while not mandatory,
they “call upon other social networking services to adopt
these principles.”s? The first key principle, “Online Safety
Tools,” involves the creation of an industry-wide Safety
Technical Task Force, composed of Internet businesses,
identity authentication experts, non-profit organizations,
and technology companies devoted to developing online
safety tools, with a focus on the creation of authenti-
cation tools.®> The second key principle, “Design and
Functionality Changes,” involves the creation of mecha-
nisms to prevent underage users from accessing the site
and to prevent minors from inappropriate content.t Some
of these mechanisms include “age locking” technologies,
whereby users will be able to change their ages only once
above or below the 18-year-old threshold; allowing users
under 18 to block all contact from users over 18; auto-
matically providing a private profile to users under 16;
preventing users over 18 from browsing for users under
18; removing personally identifiable information upon
discovery; employing hashing technology to search for
inappropriate images; preventing minors from accessing
certain portions of the site that contain adult content or
discussions; and making safety tips available on every page
of the site.

In addition, MySpace agreed to engage a third party
to build and host a registry of email addresses for children
under 18, whereby parents will be able to register their
children’s email addresses if they do not want them to
have access to MySpace or any other social network-
ing site that agrees to use the registry. Pursuant to the
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third key principle, “Education and Tools for Parents,
Educators, and Children,” MySpace agreed to dedicate
resources to engage in public service announcements
about social networking safety, develop free parental
monitoring software, and explore the establishment of the
children’s e-mail registry.®> Under the fourth key principle,
“Law Enforcement Cooperation,” MySpace established a
24-hour hotline to respond to law enforcement inquiries
and agreed to work together with the attorneys general to
enhance the ability of law enforcement to investigate and
prosecute Internet crimes.%

CONCLUSION

The pending bills on Capitol Hill, along with the
vigilant attention from attorneys general across the coun-
try to social networking safety, underscore the importance
for social networking sites to develop and implement
sound strategies for protecting minors from inappropriate
contact and content. Until the many inconsistencies that
currently exist in the laws are resolved, social networking
sites must continue to balance the privacy rights of their
adult subscribers with the need to report inappropriate
contact with minors to law enforcement.
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