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[bookmark: _Toc90676119]Introduction
Computer technology has been rapidly improving and changing since the first computer was made in 1969. Due to this fast change, it is often difficult for normal users and professionals alike to keep on top of the newest tech information which they need to know. In this report, I will cover how the industry is moving towards a larger focus on software and cloud computing. Furthermore, I will cover the impacts that this change may have caused.
[bookmark: _Toc90676120]Cloud computing
[bookmark: _Toc90676121]What is cloud computing?
Cloud computing is accessing a network of remote servers as a service rather than using a workstation or computer. These remote servers provide high computing power instantly.
“A Cloud  is  defined  as  a  space  over  network  infrastructure  where  computing resources such as computer hardware, storage, databases, networks, operating systems, and even entire software applications are available instantly on demand” [1]
[bookmark: _Toc90676122]Benefits and Drawbacks of cloud computing
Firstly, to understand why cloud computing has become so popular and why so many companies have adopted a cloud-hosted approach.
[bookmark: _Toc90676123]Benefits
Dr. Manvi and Dr. Shyam continue to write the range of benefits to which users of cloud computing have access. The first benefit the authors suggested is "On-demand self-service" [1] is one of the key benefits. This means that the company using the cloud computing software will be able to have their cloud resources ” such as server time and network storage” [1] provided when needed. This is fu So, for example, the company may need more storage and they would request or buy more through the software's interface or app and the storage would be provided instantly. Essentially providing what feels like unlimited computational resources to the company “the customer generally  has  no  control  or  knowledge  over  the  exact  location  of  the  provided resource” [1], which is increased only when the company needs which also has the added benefit of decreasing company expenditure by reducing future hardware costs “Reduces the necessary amount of hardware” [2], This is further backed by “Cost Reduction” [3], "Ability to increase or decrease the consumption of hardware or software resources immediately and in some cases automatically.”  [3] 
Cloud computing also reduces maintenance costs. And no need to hire experienced network managers as the cloud provider will have people with experience in IT.” Enjoyment of the most advanced security procedures, availability, and performance of providers with experience and knowledge in this type of service” [3]
Furthermore, another key benefit suggested in “Cloud Computing” [1] is the wide range of devices which can access the cloud network and its functions.” use by heterogeneous thin or thick client platforms (e.g., mobile phones, tablets, laptops, and workstations).” This is a clear benefit as it makes the network more accessible for its users, leading to higher productivity. Furthermore, access on more devices means people can work from any location as long as they have an internet connection.” Access to resources from any geographical point and the ability to test and evaluate resources at no cost”
Dr. Manvi also writes that cloud computing’s “Resource pooling: The provider’s computing resources are pooled to serve multiple consumers using a multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand” [1] This means that the providers of the resources can sell different services automatically as the computing resources are allocated to the company on purchase. Also, the provider has added security from physical network attacks because “the customer generally has no control or knowledge over the exact location of the provided resource” [1] As the resource is hidden this means the cloud server farms can be hidden to prevent theft and lower the chance of a hacker breaking in and stealing the data on the cloud.

Finally, for the provider, there is one more key benefit which is that the service can all be monitored seeing what resources are most often bought and analyzing this data to ensure they can meet future demand." Resource  usage  can  be  monitored,  controlled, and  reported,  providing  transparency  for  both  the  provider  and  consumer  of  the utilized service.” [1] And the ability to report usage means that the provider can give their customers reports on their network usage and break down the costs into resources used similar to an electric meter would measure and receive payments. Or in case of a SaaS(Software available as a service) cloud service, they may pay a monthly or yearly subscription to the software
I believe these benefits begin to explain why cloud computing has become so popular in the networking industry today. As it saves companies money to use these services rather than setting up the whole network infrastructure, they can rent whatever cloud service they need lowering upfront network costs for the company.
[bookmark: _Toc90676124]Drawbacks
 However, it's worth noting it does have some disadvantages such as downtime as if the cloud servers are down no one who needs the data on them will be able to access them. Another drawback worth mentioning is because it's all over the internet there is an increased risk of cyber-attacks(DDoS or Account Hijacking for example) so when picking a cloud service, it's important to research the security behind the service provided. This increased vulnerability to cyber-attacks is backed up by “Cloud security and data” [3]However businesses know about this possible drawback so sensitive data is still often kept in hard copies or on private servers until they can prove that the data is safe suggests Romero:
"An institution might decide to progressively move towards Cloud Computing by uploading applications which are not very sensitive such as: messaging, the booking of rooms, meeting management, the liquidation of costs, and holiday management. Following this learning process, more valuable information involving the corpus of the institution, i.e., "Business intelligence" might be uploaded to the cloud. In the case of libraries and information centers, this information would include management funds and network transactions” [3]
Data loss can be mitigated by transferring when the technology is available for the security needs needed by the company. Also, the ability to only transfer non-confidential data areas within the company allows benefits of added security and productivity from accessibility.
[bookmark: _Toc90676125]Impacts of the shift to cloud computing
The inevitable shift towards cloud computing has impacted the IT industry and those working in it greatly. Online businesses can now have employees that can work from almost any geographical location.  The authors of “Cloud computing moving IT out of the office“ [5] suggest that “the office server is now on the verge of becoming a relic, an eBay listing, a forgotten technology” [5] This is caused by businesses opting for a less costly network environment. The author also suggests that “This is especially the case with cloud-based business applications, data storage, software-as-a-service (SaaS) and platform-as-a-service (PaaS) becoming the norm for many businesses.” [5] An example of a PaaS would be Windows Azure or Google App Engine. These platforms allow developers to create software to sell.
[bookmark: _Toc90676126]How has this shift affected networking professionals?
The job role of network engineers has changed drastically since the tech industry has moved more in the direction of cloud and software systems. Over more, some networks have tens of thousands of devices connected at one time especially cloud-based services, because of this network engineers have begun using software to automate lots of manual processes which the engineer would need to perform regularly. “By implementing automation, the network practitioner can replace manual processes with configuration templates and see a return on investment in time alone.” [6] 
Previously network engineers would have to input account and server commands via Telnet or SSH manually which adds room for human error and takes up lots of time if on a larger network. However now this can be done using an easy-to-use interface(Restful URI) time-efficiently. This is a clear benefit of transferring to a Restful web service because the Engineers will have less of their time taken up so they can use it in other areas such as cyber security or innovative ventures, further improving the companies’ chances of success. This is backed up by ”. Leveraging automation enables the network engineer to focus on higher-order business efforts such as more innovative business projects and building new revenues to help drive enterprise success.” [6] Further backer up by “In many ways, the success of REST is due to the JSON format because of its easy use on various platforms.” [7]
[bookmark: _Toc90676127]Why use JSON and REST over alternatives?
JSON has been a core scripting language in the move towards more cloud-hosted servers, Kharchenko suggests “To ensure better compatibility with mobile platforms, heterogeneous systems, and ease of description in the JSON format, it is necessary and recommended to use REST.” [7]This is partly how cloud servers provide compatibility to such a wide range of devices.” JSON is a key-value style lightweight data exchange format that has higher parsing efficiency than XML” [8] however this is not the only reason this format is so popular over languages, The authors of the “Automation in Construction” [8] continue to write:
“Results of a case study indicate that JSON is faster and uses fewer resources than the same XML data [4]. JSON performs better than XML in being parsed, being serialized and being deserialized [7,10] XML objects are analyzed as Document Object Mode (DOM) which takes a long time [7]. XML requires extra libraries to retrieve data from DOM objects [4]. But JSON objects are analyzed as string arrays which can perform much faster [7].” [8]
This shows that JSON was primarily used due to its efficiency at analysing data transmission because of “string arrays which can perform much faster” [8], Furthermore JSON also uses less resources which makes it a clear winner over XML.
Creating a cloud service also requires that scripting languages are altered to make it easy to transfer existing JSON files onto the cloud as a JSON-LD format. This also adds the added benefit of improving the interoperability between APIs on the cloud.” JSON-LD provides a standard way to add semantic context to the existing JSON data structure, for the purpose of enhancing the interoperability between APIs.” [9]Reducing interoperability between APIs simply means using standardized languages in order to improve the compatibility of the different functions working together in order to provide the cloud service to the customer. Further backed up by” JSON-LD has been introduced to standardize Linked Data in JSON. It is compatible with JSON and is considered as a first step for standardizing semantic RESTful Web services” [8]
On the other hand, RESTful APIs gained traction due to its ability to “take advantage of existing protocols. While REST - or Representational State Transfer - can be used over nearly any protocol, when used for web APIs it typically takes advantage of HTTP.” [10] and goes on to say this is how cloud provides the interface without requiring a download on the users end. Furthermore, they suggest that RESTful APIs provide a higher level of flexibility because “ Data is not tied to resources or methods, so REST can handle multiple types of calls, return different data formats and even change structurally with the correct implementation of hypermedia.” [10]
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In conclusion the network engineering industry has changed greatly since the push to software and cloud computing. However, it has improved the quality of life of the employee’s improving efficiency of the repetitive networking tasks which professionals would encounter daily. This was done by using services and languages such as RESTful APIs, JSON and JSON-LD. The benefits of moving to the cloud as well as the benefit of improving employee health was likely a leading factor in why the industry has made such a quick shift to this technology.	
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