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[bookmark: _Toc31883705]Introduction
[bookmark: _Hlk29543048][bookmark: _Hlk29543270]This report outlines the issues of the project that we might encounter and rectify for a portable storage device which is Wi-Fi capable. The report covers Risk management, Code of practice (sustainability issues),Code of practice (Ethical and Legal issues),Quality Assurance Issues. I will also mention how you can solve or reduce the severity of the issues with regards to the project.
This report will also contain issues with regards to sustainability such as first, second and third order in regards with the project such as reduction of travel and issues with the production of the device such as using material for the case and what language to use for the device software.
It will also cover legal and ethical issues with regards to the project how you can try to how eliminate or reduce as many of these issues as possible. However, some of these will be handled by a third party.
The quality assurance will also be looked at for this report within regards to how the device is described and what it does, what we want to do and how it runs smoothly without any major problems and what the customer would want out of the device and what they would except. 



[bookmark: _Toc31883706]Risk management 
With this project there will be risks that have to be addressed this means that if something was to go wrong what effects would it have on the device and how it would affect the projects budget in regards to how much can be spent on fixing any number of scenarios these can range from hardware failure to software failure. One way these risks could be handled is by using a risk evaluation matrix this will help calculate the exact of money amount to set aside to handle these potential risks.
The risks for this project can include hardware malfunctions, unstable code and faulty electrical components among others, however all these would cause lawsuits, hacked equipment from poor security, lack of trust in the product if the code does not work as it should or is changed by those with harmful intent an example of this is that users data could be stolen, erased or leaked.
To manage some of these risks a web development student, a software student and  a security student have been added to the project team as to minimise the risks within the development and production stages this give the project team the ability to test the security and how secure the user data is and how secure the device code is which enables the project team to know if they need to doing to reduce the chance of a security breach and private information being accessed by unauthorised people.
Another risk is that the cloud storage provider could go out of business this would render the device unable to upload and download any data via wi-fi which is a major function of this device making it the same as any other external hard drive just with a touch screen. Due to this risk if that happens the device could be come outdated and then cause the business to go bankrupt unless another cloud storage provider would let us use their platform however this is also risk as the device will need a update in software that means that unless the device can be wirelessly programmed each device will need to be recalled and reprogrammed to allow access to the new provider. The device currently uses on of the main cloud storage provider making it unlikely to require changing in the next few years.
[image: No. of users per Cloud Storage Provider]
Figure 1 number of user for the top four storage platforms millions [1]


[bookmark: _Toc31883707]Risk Exposure 
“If the device is hacked and any user data is stolen or leaked, then the company could get sued for any amount by the ICO (information commissioner’s office) the amount you can get sued depends on the severity of what you have done wrong.” [2]
“As this could also break the GDPR which covers the regulation in EU law on data protection and privacy in the European Union and the European Economic Area. It also addresses the transfer of personal data outside the EU and EEA areas.” [3] 
The  risk exposure for this would be £400,000 x 0.01 = £4000
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Table 1  A Probability impact matrix with tolerance line 
R1 – Hacking 
R2- Hardware malfunction 
R3 – Software Malfunction 
R4 – Storage provider out of business 


As show in the above table hacking and storage provider out of business have a low chance of happening but have a high risk level this is because if either these thing happen then the company selling the product will have to immediately  fix these problem or go out of business. Whereas the software and hardware malfunctions have a moderate risk level and chance happening this is due to the fact that over time the components will need to be replaced as they do not last forever and the code will need updates to keep it from being obsolete. As you can see there is a red line going through the matrix table this is called a tolerance line it show that anything above that line will cause large issues to the company and the product it self whereas anything below the line will cause issues but can be remedied without causing the company to go out of business or losing a large amount of profit 

“You can manage the effect of hacking by making sure that your product has access to the latest and best antivirus technology, encrypt all saved data there lots of other things that you can do.” [4](if you want to read more view the link in reference 4)  
You can manage and reduce the likelihood of using a storage provider that could go out of business by using a well known and well used provider as shown in figure 2 these are currently iCloud, Google Drive, Microsoft OneDrive and Dropbox 
[image: No. of users per Cloud Storage Provider]
Figure 2 number of user for the top four storage platforms millions [1]

You can manage the hardware and software malfunction by using good quality and long-lasting components for the hardware which should reduce the amount of issues that could happen and for the software you can constantly update and improve the software on the device reducing any issues as you go along.
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[bookmark: _Toc31883709]First order sustainability 
The project will have multiple issues with the sustainability at first, however the benefits will outweigh the cons in the long run. “This is down to the fact that your average hdd and memory stick has a use of about 4 years this can be less depending on the amount of use and damage it sustains.” [5] [6]
This is obviously an e-waste problem our project device can tackle this issue as it limits the use of memory stick. This device also reduces the need to buy memory sticks as the device does the same thing but also automatically backs up to the cloud reducing the need even more the as memory stick will no longer need to be used as a backup device.  “This will also lower the global problem where a large majority of electronic waste ends up in poor third world countries which disregard, their workers safety as they melt down things like a PCB in an open fire to reclaim the precious metals which causes the creation of harmful and lethal fumes that contribute to environmental issues like the greenhouse effect.” [7]
“This device should help lower emissions from the Usb production factories as there will a reduced amount made and a USB can be bought from any online and many shops at a range of prices which makes them very accessible but the USB plastic case add the ever growing problem of plastic waste.” [8] 


[bookmark: _Toc31883710]Second order sustainability
This project could potentially have the side effect of reducing the number of vehicles on the roads as you would be able to access and work from anywhere as the work would be automatically saved to a cloud storage provider. This works  a company can set up an account where all files will be backed up meaning a manger or CEO can view the work with having to have someone give it to them. This mean that there will be less travel to and from the office or meeting place.  
“ A study from May 2013 through May 2014 from 3,319 drivers, reveals that Americans drive, on average, 29.2 miles per day. It totals 10,658 miles per year a large majority of this is going to or from work.” [9] 
This means that if people work from home more the miles per year will decrease from 10,658 miles per year to half that or less however that is not always possible for some people as they make a living by driving.
“A typical passenger vehicle emits about 4.6 metric tons of carbon dioxide per year. This assumes the average gasoline vehicle on the road today has a fuel economy of about 22.0 miles per gallon and drives around 11,500 miles per year. Every gallon of gasoline burned creates about 8,887 grams of CO2.” [10]
This means that if people drive less then there will be drop in CO2 emissions as people will only use their cars for pleasure or tasks they cannot do from home.



[bookmark: _Toc31883711]Third order sustainability
 This device will help reduce strain on the power grids as when they are under stress the device is capable of temporarily powering self via, an internal rechargeable battery this also makes it possible to be used while on the move. 
The device will be set to upload any stored data to the cloud automatically at certain times of day. This would help keep the companies save money as they may require less office space due to fact people can work from home leaving space for other projects like housing. “This would be a positive all over the world as more houses are built which would help the housing the housing crisis at home and abroad as there are currently not enough homes for example  people in England.” [11]    







 
  




[bookmark: _Toc31883712]Code of practice (Ethical and Legal issues)
The project does not have many legal issues the device will store and transfer data, however the transferred data will be handled by the cloud storage provider which will provide security and any cover other any issues legal or otherwise regarding the data once it has been transferred. This does come with the issues that we trusting a third party that they have all the relevant security and have not breached any laws concerning the data for example they will follow GDPR and other law as they will have the data stored on their system.
“The location the data will be held will depend on the third party for example google drive is that folder is kept on your hard disk and copied to your account in the cloud. You can access those files from drive.google.com or from other computers, including mobile devices. The data saved to the cloud will be stored in one of Googles server farms in the USA.” [12]
The information the third party will hold whether it be personal, work or sensitive depend on the user and what they upload and what they want but when it comes to account types the basic storage account will require name, date of birth and email whereas if you want anything extra you will need to provide an address and your card details to pay for the account upgrades. The user does have the ability to have any data erased for example address, card detail or something the user would class as sensitive.
The project does follow the British computer association guidelines as well will explain the device to the customer, what the device does as that is part of the code of conduct it will also have the scope, constraints (please view pid). 
The principles of the GDPR are:- 
“The first data protection principle- Processing of personal data for any of the law enforcement purposes must be lawful and fair.” [13]
“The second data protection principle - The law enforcement purpose for which personal data is collected on any occasion must be specified, explicit and legitimate, and; Personal data collected must not be processed in a manner that is incompatible with the purpose for which it was originally collected.” [13]
 “The third data protection principle -Personal data processed for any of the law enforcement purposes must be adequate, relevant and not excessive in relation to the purpose for which it is processed.” [13]
“The fourth data protection principle- Personal data processed for any of the law enforcement purposes must be accurate and, where necessary, kept up to date, and; Every reasonable step must be taken to ensure that personal data that is inaccurate, having regard to the law enforcement purpose for which it is processed, is erased or rectified without delay.” [13]
“The fifth data protection principle - Personal data processed for any of the law enforcement purposes must be kept for no longer than is necessary for the purpose for which it is processed. Appropriate time limits must be established for the periodic review of the need for the continued storage of personal data for any of the law enforcement purposes. “
“The sixth data protection principle-Personal data processed for any of the law enforcement purposes must be processed in a manner that ensures appropriate security of the personal data, using appropriate technical or organisational measures (and, in this principle, “appropriate security” includes protection against unauthorised or unlawful processing and against accidental loss, destruction or damage).” [13]
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This section will cover product requirements, internal process standards, and applicable industry standards all in a Quality table 
The quality of the device and the components used will be of top or average quality for the prototype and final device, however this will depend on the price as the company selling the device needs to make a profit or break even however the company should do their very best to accommodate the customers and get the best.
	Component
	Quality
	Role

	Plastic Case and Touch Screen
	Average 
	 Hold and connect to Raspberry Pi 4  

	Raspberry Pi 4
	Top
	Main component (control unit)

	240gb SSD
	Average
	Storage device 

	Power Juice 
	Top
	Internal power source 

	Code 
	Created by Students
	Used for controlling device functions

	Security 
	Latest and most UpToDate 
	Protects hardware and software


Table 2 component quality and prototype specs 
As you can see from table 2 the components range from top to average quality this is down to the fact that they were used to build a prototype of the device and not the final so the overall quality should increase but this  does depend on many facts such as profits, cost of components.
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