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[bookmark: _Toc536730833]Introduction

[bookmark: _GoBack]The purpose of this essay is to propose and evaluate how issues highlighted by Voyager Logistics has reported with their contracted security organisation Lightfinger Security Limited can be improved. Typically, a contract is defined as an agreement between two or more parties that is written and enforceable by law. This legal document may outline the nature of; services provided, duration, cost, resources, approach and assumptions (Brown, 2012). However, Lightfinger has stated any amendments to existing contracts must contain a Service Level Agreement (SLA). Therefore, any proposals should consider what elements need to be included in an SLA, so that there is minimal security risks and management can be assured that assets and staff are protected.
A Service Level Agreement (SLA) focuses solely on performance measuring and service quality that has been agreed upon by both parties, that can be used as a measurement tool as per the contract (Karadsheh, 2012). The service levels themselves may be established based on several factors, for example, a service provider may provide on-line credit checks to its customers. A service level in the contract may state it must provide the requested information with 3 hours after a request (Overby et al., 2017). The rationale for using this is that a company can revise the SLA without needing to revisit the contract (Petri et al., 2012). For example, the contract may last 2 years but the SLA can be revised quarterly. Thus, reducing the administrative burden of reviewing a contract frequently (Frankova et al., 2011). However, as it is simply an agreement there is a possibility it can remain a piece of paper which is not adhered to, dependant on the level of commitment within the service provider (Blake et al., 2012).





[bookmark: _Toc536730834]Question 1
Voyager logistics highlighted various issues they have experienced; the following section will propose solutions to the issues including how elements may be included in an SLA
[bookmark: _Toc536730835]Gates are locked between midnight and 6.00am. So, vehicles are unable to enter the site, and drivers turning up for work cannot commence their shifts.

One potential solution to this is having a security guard manning the gates between the hours highlighted. With a stationed security officer at the gates, it adds the benefit of controlling site access and allowing authorised individuals onsite to commence shift work, while minimising the risks of theft or vandalism (Welsh AND Farrington, 2009). However, Voyager will need to ensure security officers have access to driver logs and who should be on the premises at what time, otherwise they may let unauthorised persons onsite. This method may result in extra costs or a higher price as it is likely the security company will offer higher salary rates to attract personnel despite being no legal obligation to pay night staff more (Fischer et al., 2012). Furthermore, there may be additional administrative duties with this option as, night workers must not work more than an average of 8 hours in a 24-hour period and employers must keep records of night workers’ working hours to show they aren’t exceeding the limits (GOV, 2019). With this option the following elements need to be included in the SLA:
· The security officer will remain stationed or within close proximity of the main gate between the hours outlined in the contract and will be required to check and allow access to authorised staff for commencing shifts.
· The security officer will be required to fill out a key receipt upon collection and return so voyager is able to track all active key locations.
· The security officer will at all times safeguard the gate keys entrusted to Lightfinger for the purpose of preforming outlined services and must remain on their person until returning the key at the end of shift. 
· Voyager is responsible for notifying security officer the details of authorised visitors and staff members, so they are able to check they are permitted on site.
Secondly, there is the option of a more technical approach, Voyager could potentially install a license plate recognition system allowing the control an automatic gate that is triggered by simply approaching it with an authorized vehicle. The system is composed by two main components: a computer including license plate management software and a camera for plate recognition (Wang et al., 2017). This would eliminate the need for extra personnel and the site would remain secure while being able to allow authorised workers to enter. However, Lightfinger may not have this package as standard but the author assumes, they are able to arrange for the installation and integration of systems, however they may charge a mark-up and installation fees. Therefore, when considering this solution is it important to factor Total Acquisition Cost (TAC) (Caicedo, 2009). For example, this system will require a maintenance contract which can be provided by either Lightfinger or an external provider resulting in further costs (Sato et al., 2017). With this option the following elements need to be included in the SLA:
· Voyager and Lightfinger must communicate and share expected personnel vehicle registrations in order to be programmed into the system. The system must also be updated on a daily basis to account for visitors.
· Voyager are responsible for reporting any faults with the gate or system so Lightfinger can send or organise maintenance staff to resolve issues. 
· Lightfinger are responsible for ensuring gate maintenance and service schedule is maintained and documentation of service is kept up to date and available upon Voyagers request.
Due to the extra costs due to maintenance and installation the author believes the most cost-effective method would be to pay Lightfinger for an extra person to watch over the gates between midnight and 6pm, as there will be less associated costs (such as; daily programming, breakdown costs, emergency call out fees and maintenance requirements). 
[bookmark: _Toc536730836]On six separate occasions there has been no security presence on site and the security barriers have been wide open.

Assuming all gates and barriers are in good working order and the reasoning behind these issues is negligence or lack of personnel to cover the site. The author proposes the following solution:
To address the issue of the lack of security presence on site and acknowledging the potential high costs of 24-hour security presence (Yang, 2011). Implementing a structured patrol route can maximise the efficiency and site coverage per individual thus, minimising the amount of personnel required and subsequently the cost to the organisation (Said AND Rayes, 2010). However, for this to work management must provide clear and comprehensible instructions and ensure guards have no doubt where they are going and have taken into consideration all the various parameters a guard may face, such as; code locked or key card access security doors (Groenenboom AND Jones, 2003). An important factor of a security patrol is the suitable allocation of checkpoints within Voyagers site (Tsai et al., 2014). Checkpoints should be positioned in such a way that any part or side of the site will be exposed to the minimum amount of risk. Moreover, they need to be positioned in places that are easily accessible and not difficult to reach (Hodgson, 2008). Placing these checkpoints at the security barriers that have been reported left open can be a cost-effective way of ensuring they are kept closed as guards can check on their normal patrol route, eliminating the need for permanently stationing guards subsequently adding more personnel resulting in more costs. However, the author most also consider that someone needs to be present to open the security barriers in case of delivery or site visitors and if guards are mid patrol, visitors may end up waiting a long-time causing frustration and potentially upsetting customers, thus costing business. However, this can be countered by logging what time visitors are due to be arriving and planning patrol time accordingly or communicating any delays to guards, so they can adjust their patrols. With these options the following elements need to be included in the SLA:
· A “Daily Occurrence Book” will be maintained by the security officer who will record all matters which they believe will affect the security of the client (Voyager’s) premises. The recorded incidents will at all times remain with Lightfinger but must be available for inspection by the client.
· Unless otherwise informed all security, barriers must remain shut, thus it is the security officer’s responsibility to ensure they are closed immediately after being opened and at all hours.
· Security officers are required to check in upon reaching checkpoints to ensure patrol plans are being followed and Lightfinger is providing an adequate and comprehensive security service.
· Voyager personnel must communicate and provide adequate notice to Lightfinger about any times visitors are expected so patrol plans can be adjusted to ensure someone is present to open security barriers.
· At any point during the day Lightfinger must ensure that the required security presence outlined in the contract is on site and must ensure the site is not left unprotected.

If Voyager chose to go with this option, they must cooperate with Lightfinger to assist in planning patrol routes, plus consider they may be required to give further compensation for labour associated with planning routes. However, this planning may be a one-time cost compared with extra monthly costs associated with contacting more staff (Wright, 2009). 

[bookmark: _Toc536730837]Vehicles and trailers have been vandalised and one occasion a brand-new truck was stolen.

With the previous suggested security measures, it should help to minimise the risk of this occurring. However, this next suggestion is more of response measure than a preventative as there is still the possibility of an individual bypassing these extra security measures. Therefore, the author proposes using a security patrol management software and linking guards’ smartphones to this through specific applications, assuming Lightfinger have to resources to provide this service. This feature will offer guards the opportunity to send instant alerts by means of mobile technology, in case of danger or unauthorised individuals entering the site, thus other units will be notified that one may require assistance or give them time to react before any acts of vandalism can be carried out (Wang et al., 2016). However, this may cause unrest amongst staff as they may perceive it as a “big brother” thus facilitating feelings that they are not trusted (Anonymous, 2006). Additionally, management can get real-time notifications regarding a guards’ situation and receive information about any complications occurring or actions needed to be addressed ensuring security for both assets and staff (Levin, 2016). With this option the following elements need to be included in the SLA:
· [bookmark: _Hlk536730825]Security officers are responsible for reporting suspicious activity immediately including; suspicious persons around the premises or who have entered the premises without prior authorisation. 
· Upon commencement or end of shift security officers must use the security management application to show that they are currently active or not on active duty and use this application to send any communications regarding security of the premises.
However, with this option Voyager must consider that the system will need WIFI or possibly Bluetooth to operate. Therefore, they may have to pay for additional coverage and various signal boosting points to ensure there is no loss of signal thus isolating the guard. Furthermore, a maintenance contract may be needed to monitor the system and preform any repairs in case of a fault. Thus, adding to the TAC subsequently increasing overall cost (Hodgson, 2008).








[bookmark: _Toc536730838]Conclusion

In conclusion, this essay has proposed possible solutions to the issues Voyager has been facing, such as; implementing an optimised patrol route minimising the amount of personnel needed on sight minimising costs to Voyager, as there will inevitably be cost increases for extra security measures. It further proposes implementing a security patrol management software and linking guards’ smartphones through an application. Thus, offering the guards the opportunity to instantly sending alerts in case of danger or unauthorised individuals entering the site, thus other units can be notified if any require assistance or allow time to react before any acts of vandalism can be carried out. Furthermore, it highlights the elements of these solutions that need to be included in an SLA such as, when beginning or ending a shift security officers must use the security management application to show if they are active or not on duty while using it to communicate any issues on the premises.
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