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[bookmark: _Toc226631887]Abstract:

Digital forensics has become increasingly important in modern investigations due to the growing use of digital devices and online services. Although the core principles of forensic investigation remain the same, the tools used by investigators are constantly evolving to deal with challenges such as encryption, cloud storage, and mobile data. This paper evaluates a selection of commonly used forensic tools. These include FTK Imager for evidence acquisition, Magnet AXIOM for in-depth analysis, Autopsy and CAINE Linux as open-source solutions, and Cellebrite UFED for mobile data extraction. These tools are compared based on their functionality, cost, supported file systems, and ability to handle different types of digital evidence. The paper also considers how suitable each tool is across different stages of the CHFI investigation process. Overall, the analysis shows that no single tool is sufficient on its own, and a combination of tools is often required depending on the nature of the investigation.
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Digital forensics is a field within information technology that focuses on identifying, collecting, and analysing digital evidence so it can be used in legal or organisational investigations. As technology continues to develop, the volume and complexity of digital data has increased, which makes forensic investigations more challenging. Investigators are now expected to work with a wide range of data sources, including computers, mobile devices, and cloud-based services.
Although the core principles of digital forensics have remained consistent, the tools used in investigations are constantly evolving. This is mainly due to new challenges such as full-disk encryption, anti-forensic techniques, and the growing use of cloud storage. Because of this, no single tool can handle every aspect of an investigation, and investigators must choose tools depending on the type of case and the evidence involved.
The Computer Hacking Forensic Investigator (CHFI) framework provides a structured approach to digital investigations, typically involving stages such as evidence acquisition, examination, analysis, and reporting. Different forensic tools are designed to support different stages of this process. In this paper, a selection of tools are analysed, including FTK Imager, Magnet AXIOM, Autopsy, CAINE Linux, and Cellebrite UFED. These tools are evaluated based on their features, strengths, and limitations, as well as how suitable they are for different stages of the forensic investigation process.
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Task 1:

[bookmark: _Toc226631890]Comparative Evolution of Modern Forensics Tools

Digital forensic tools vary widely in terms of capability, cost, and the types of evidence they can process. Because investigations often involve multiple data sources such as encrypted disks, mobile devices, and cloud platforms, investigators must select tools that align with the specific requirements of each case. The table below compares four commonly used forensic tools, covering both commercial and open‑source options, and highlights how each tool fits into different stages of the CHFI process.
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Each of the tools above plays a different role in the forensic process, and their usefulness depends heavily on the type of evidence being handled. One of the most important observations from the comparison is that no single tool is capable of handling every stage of an investigation, especially when dealing with modern challenges such as full‑disk encryption, cloud synchronisation, and mobile device security.
FTK Imager remains one of the most widely used acquisition tools because it is lightweight, reliable, and free. [1] Its ability to create forensically sound images and capture volatile memory makes it particularly valuable in cases involving encryption, where RAM may contain decryption keys. However, FTK Imager is limited to acquisition and basic previewing; it does not provide the deeper analytical capabilities required for complex investigations.
In contrast, Magnet AXIOM is designed for in‑depth analysis and is especially strong in areas such as cloud forensics, mobile app data, and timeline reconstruction. [2] Its ability to correlate data from multiple sources makes it ideal for modern cases where evidence is spread across devices and online accounts. The main drawback is its cost, which can be prohibitive for smaller organisations or academic environments.
Autopsy, as an open‑source alternative, offers many of the same analytical features found in commercial suites, including file carving, keyword searching, and web artefact analysis. [3]While it lacks some of the automation and cloud‑focused features of AXIOM, it remains a powerful tool for disc‑based investigations and is widely used in both education and industry.
CAINE Linux provides a different approach by offering a full forensic operating system. It is particularly useful for live triage, imaging, and detecting anti‑forensic activity. [4] Because it includes a wide range of tools in one environment, it is flexible, but this also means it requires more technical skill to use effectively.
Finally, Cellebrite UFED is the industry standard for mobile forensics. Its ability to extract data from locked or damaged devices, along with its support for cloud tokens and app‑level artifacts, makes it essential for cases involving smartphones. However, like AXIOM, its cost is significant, and its use is typically limited to law enforcement and large organisations. [5]
Overall, the analysis shows that investigators must choose tools based on the specific needs of the case. For example, FTK Imager is ideal for imaging an encrypted drive, while AXIOM or Autopsy would be more suitable for analysing recovered files. Mobile‑focused cases require UFED, and cloud‑related investigations benefit from AXIOM’s cloud acquisition features. This reinforces the idea that digital forensics relies on a toolkit approach, where multiple tools are combined to achieve a complete and reliable investigation.
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The analysis of modern forensic tools shows that digital investigations rely heavily on selecting the right combination of software rather than depending on a single solution. Each tool examined, FTK Imager, Magnet AXIOM, Autopsy, CAINE Linux, and Cellebrite UFED  offers strengths that align with different stages of the CHFI process. FTK Imager remains a dependable choice for evidence acquisition, particularly when dealing with encrypted systems or volatile memory. Magnet AXIOM provides the depth and analytical power needed for complex cases involving cloud platforms, mobile applications, and cross‑device correlations. Open‑source tools such as Autopsy and CAINE Linux demonstrate that cost‑effective solutions can still deliver strong investigative capabilities, especially for disc‑based analysis and triage. Meanwhile, Cellebrite UFED continues to dominate mobile forensics due to its ability to extract and interpret data from a wide range of devices and applications.
What becomes clear from this comparison is that the diversity of digital environments, ranging from encrypted drives to cloud storage and mobile ecosystems requires investigators to adopt a flexible, multi‑tool approach. The rapid evolution of technology means that forensic tools must constantly adapt, and investigators must remain familiar with both commercial and open‑source options. Ultimately, the effectiveness of a forensic investigation depends not only on the tools themselves but also on the investigator’s ability to choose the right tool for each phase of the process. This reinforces the idea that digital forensics is as much about methodology and decision‑making as it is about technical capability.
 [6]



	Tool
	Type
	Cost
	Key Features
	Supported File Systems
	Evidence Types
	Reporting Capabilities

	FTK Imager
	Imaging Tool
	Free
	Creates forensic disk images, previews evidence, supports RAM capture
	NTFS, FAT, exFAT, HFS+, EXT
	Disk images, memory dumps
	Basic HTML/PDF reports




	Magnet AXIOM
	Commercial AIO Suite
	Paid (High)
	Advanced analysis, cloud acquisition, timeline analysis, mobile support
	NTFS, APFS, EXT, HFS+, exFAT
	Disk, mobile, cloud, memory
	Detailed structured reports, timelines

	Autopsy
	Open Source Suite
	Free
	File carving, keyword search, timeline analysis, hash filtering
	NTFS, FAT, EXT, HFS+
	Disk images, memory, web artifacts
	Customisable reports

	CAINE Linux
	Open Source Live Forensics OS
	Free
		
	Bootable OS, imaging tools, network forensics, anti‑forensic detection



	NTFS, FAT, EXT, HFS+
	Disk images, logs, network data
	Limited reporting

	Cellebrite
	Mobile Forensics Tool

	Paid (Very High)
	Mobile extraction, bypassing locks, app data recovery, cloud tokens
	iOS, Android, HarmonyOS
	Mobile data, cloud tokens
	Comprehensive mobile‑focused reports



The insights gained from this comparison directly inform the practical decisions made in Task 2, particularly in selecting appropriate tools for acquisition, analysis, and artefact correlation.
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Introduction

Task 2 focuses on applying recognised digital forensic methodologies to a realistic investigative scenario involving suspected data exfiltration, file wiping, and intellectual property theft. While Task 1 examined the evolution and capabilities of modern forensic tools, Task 2 moves from theoretical comparison to practical application. The aim is to demonstrate how structured investigative frameworks, such as the ACPO principles and the CHFI methodology, guide each stage of a forensic examination to ensure that evidence is collected, preserved, analysed, and reported in a legally defensible manner.
In this scenario, the investigation centres on the workstation previously assigned to former CMMC employee Rich Daley, who is suspected of intentionally deleting Autodesk Maya design files and uploading confidential material to his personal Google Drive account. Because the workstation uses BitLocker Full Disk Encryption, the investigation requires careful planning to ensure that volatile data, encryption keys, and active volumes are captured correctly. The presence of potential anti‑forensic activity, such as the use of a wiping tool, further emphasises the need for a structured and methodical approach.
Task 2 is divided into four parts. Part 1 outlines the forensic methodology used to guide the investigation, referencing both ACPO and CHFI frameworks. Part 2 presents the investigation plan, detailing how evidence will be acquired, preserved, and examined. Part 3 provides the full professional forensic report, documenting the findings in a format suitable for legal or organisational review. Finally, Part 4 includes a professional invoice summarising the work undertaken. Together, these components demonstrate not only technical competence but also the procedural and ethical considerations required in modern digital forensic practice.
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A digital forensic investigation must follow a structured and defensible methodology to ensure that any evidence collected is admissible in court. In the UK, the ACPO (Association of Chief Police Officers) principles remain a foundational guideline for handling digital evidence, even though they have since been incorporated into the National Police Chiefs’ Council (NPCC) framework. Alongside this, the CHFI methodology provides a practical, step‑by‑step approach for conducting technical investigations.
ACPO Principles:
Principle 1 – Do not alter original data. No action should change data on the device. In this case, Rich Daley’s Windows 11 workstation must not be booted or interacted with directly. A forensic image must be taken before any analysis occurs.
Principle 2 – If access to original data is necessary, the investigator must be competent. If live acquisition is required due to BitLocker encryption, the investigator must document every action and justify why it was necessary.
Principle 3 – Maintain an audit trail. Every step from seizure to imaging to analysis must be fully documented so another examiner could replicate the process.
Principle 4 – The person in charge is responsible for ensuring compliance. Troy Simpson, as the CHFI‑certified investigator, must ensure all procedures follow legal and organisational requirements.
CHFI Methodology:
The CHFI process typically includes:
1. Identification – Recognising potential sources of evidence
2. Preservation – Securing and isolating the evidence
3. Collection – Acquiring forensic images and volatile data
4. Examination – Extracting relevant artifacts
5. Analysis – Interpreting findings
6. Reporting – Presenting results in a clear, defensible format
[6] [7]
These stages form the backbone of the investigation plan described below.
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A structured investigation plan is essential to ensure that evidence is acquired, preserved, and analysed in a manner that is both forensically sound and legally defensible. This plan outlines the strategic approach taken in this case, ensuring that each stage of the investigation aligns with the ACPO principles and the CHFI methodology. The plan also anticipates potential complications, such as encryption, anti‑forensic behaviour, and the presence of cloud‑based evidence, ensuring that the investigation remains robust even if unexpected obstacles arise.
The first priority is to secure the workstation and establish its operational state at the moment of seizure. Because the device uses BitLocker Full Disk Encryption, determining whether it is powered on or off is critical. If powered on, volatile memory must be captured immediately, as RAM may contain decryption keys, active processes, and evidence of recent user activity. The condition of the device, including connected peripherals, logged‑in accounts, and visible applications, must be documented thoroughly. This ensures evidential continuity and demonstrates that no unnecessary changes were made to the system.
Once the device is secured, the next stage involves acquiring a forensically sound image of the drive. A write‑blocker will be used wherever possible to prevent modification of the original media. If live acquisition is required due to encryption, every action must be justified and recorded in accordance with ACPO Principle 2. FTK Imager or Magnet Acquire will be used to capture both the active BitLocker volume and the system’s volatile memory. Cryptographic hash values will be generated before and after imaging to verify integrity.
The plan must also account for contingency pathways. If the workstation is powered off and no recovery key is available, the drive will be imaged in its encrypted state, and alternative methods such as retrieving keys from Active Directory, Azure AD, or the TPM will be explored. This ensures that the investigation can proceed even if the ideal acquisition route is unavailable. Similarly, if hardware faults or system instability prevent a full acquisition, targeted logical extraction or secondary interfaces may be used as fallback options.
Following acquisition, the examination phase will focus on identifying artefacts relevant to the suspected offences. This includes searching for evidence of file wiping tools, analysing Prefetch files, reviewing event logs, and conducting entropy analysis to detect secure deletion. Browser artefacts will be examined to identify cloud synchronisation activity, particularly relating to Google Drive uploads. Keyword searches, timeline reconstruction, and hash analysis will be used to correlate user actions with the disappearance of the Autodesk Maya files.
Throughout the investigation, a comprehensive audit trail will be maintained. All tools, processes, timestamps, and findings will be documented to ensure that another examiner could replicate the results. The final stage involves compiling the findings into a structured forensic report that presents the evidence clearly, objectively, and in a manner suitable for legal or organisational review.
A small number of risks and limitations must also be acknowledged. Live acquisition may not capture all volatile artefacts if the system becomes unstable, and secure deletion may prevent full recovery of overwritten files. These constraints do not undermine the investigation but must be recognised when interpreting the completeness of the recovered evidence.
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Rich’s workstation uses Full Disc Encryption (BitLocker), which complicates acquisition. If the device is powered off, the drive will be inaccessible without a recovery key. Therefore, the recommended approach is:
If the machine is powered ON at seizure:
· Perform a live acquisition to capture:
· RAM (which may contain BitLocker keys)
· The active BitLocker volume
· Use a trusted tool such as FTK Imager or Magnet Acquire to create a forensic image.
· Document the process thoroughly, including:
· Time of acquisition
· Tools used
· Hash values
· Chain of custody
If the machine is powered OFF:
· Attempt to obtain:
· BitLocker recovery key from Active Directory or Azure AD (if applicable)
· TPM‑protected key (if accessible)
· If no key is available, the drive must be imaged in its encrypted state and decrypted later if a key is recovered.
Justification of Tools: FTK Imager is chosen because it is reliable, widely accepted in court, and capable of capturing both disk images and volatile memory. Magnet AXIOM can also acquire BitLocker‑protected volumes and automatically detect decryption keys in RAM.
[6]
Proving Anti‑Forensic Activity (Use of Wiping Tools)

A key objective of this investigation is to determine whether Rich Daley intentionally attempted to destroy evidence before leaving CMMC. The scenario indicates that he used a file‑wiping tool such as Eraser, which is designed to overwrite files and make recovery significantly more difficult. Although wiping tools aim to eliminate traces of deleted data, they inevitably leave behind secondary artefacts that can be used to demonstrate anti‑forensic behaviour.
The first step is to identify whether a wiping tool was installed or executed on the system. This can be achieved by examining the Windows Registry, Program Files directory, and AppData folders for remnants of installation. Tools such as Magnet AXIOM and Autopsy can automatically parse registry hives and highlight entries associated with known wiping utilities. Additionally, Windows Prefetch files (e.g., ERASER.EXE-*.pf) provide strong evidence that the application was executed, including timestamps and run counts. These artefacts are particularly valuable because they persist even after the program itself has been removed.
Event logs within the Windows Event Viewer may also record application launches or system changes associated with wiping activity. AXIOM’s timeline feature can correlate these logs with file deletion events, providing a chronological view of Rich’s actions. Furthermore, CAINE Linux can be used to analyse disk entropy. Overwritten sectors typically exhibit unusually high randomness, which can indicate secure deletion. Although this does not restore the wiped data, it strengthens the argument that deliberate anti‑forensic measures were taken.
By combining registry analysis, prefetch examination, event log correlation, and entropy analysis, the investigator can demonstrate not only that a wiping tool was present, but that it was intentionally used to destroy Autodesk Maya project files shortly before Rich’s resignation. This supports the hypothesis of sabotage and provides a defensible basis for legal action.

Strategies for File Carving and Data Recovery

Despite the use of a wiping tool, the investigation must still attempt to recover any remaining fragments of the deleted design files. Autodesk Maya uses .ma (ASCII‑based) and .mb (binary) formats, both of which have identifiable signatures that can be targeted during file carving. Tools such as Autopsy, Magnet AXIOM, and CAINE’s Scalpel or Foremost utilities can scan the raw disk image for these signatures, even if the file system metadata has been destroyed.
File carving is particularly effective for .ma files because they are text‑based and may leave recoverable fragments in unallocated space. Additionally, Autodesk Maya automatically generates temporary files, autosaves, and render previews, which may still exist in the user profile directories. These can provide partial reconstructions of the missing designs. Windows Thumbnail Cache files may also contain small preview images of the designs, which AXIOM can extract and display.
The Master File Table (MFT) may retain metadata such as filenames, sizes, and timestamps even if the content has been overwritten. This metadata can be used to demonstrate the existence of the original files and their deletion timeline. Combining carved fragments, metadata, and cached thumbnails can provide a partial reconstruction of the missing work, which is valuable for both technical and legal purposes.


Extracting Cloud Synchronisation Evidence (Google Drive)

Since Rich uploaded some files to his personal Google Drive account, browser artefacts become a crucial source of evidence. Because he used the web interface rather than the desktop client, the investigation must focus on Chrome or Edge browser data. Magnet AXIOM is particularly effective in this area, as it can extract browsing history, cached objects, cookies, login timestamps, and upload events associated with drive.google.com.
Chrome’s History Provider Cache and Network logs often contain metadata about file uploads, including filenames and timestamps. Cookies and session tokens can confirm that Rich authenticated into his personal Google account on the company device. Autopsy can also extract web history and cached content, providing an open‑source alternative for verifying cloud access.
Together, these artefacts can demonstrate that Rich transferred confidential design files to an external cloud service, supporting the allegation of intellectual property theft.

Part 3: Professional Forensic Report

Executive Summary
This forensic report documents the investigation conducted on the Windows 11 workstation assigned to former CMMC employee Rich Daley. Following his resignation, CMMC reported that several Autodesk Maya design files relating to the Samsung Galaxy Z Flip 6 interface project were missing. These files represent significant intellectual property and commercial value, and their disappearance raised concerns of sabotage and data exfiltration.
The investigation followed the ACPO principles and the CHFI methodology to ensure forensic soundness and legal admissibility. A live acquisition was performed due to the presence of BitLocker Full Disk Encryption, enabling the capture of RAM and the active encrypted volume. Subsequent analysis revealed clear evidence of anti‑forensic activity, including the installation and execution of a file‑wiping tool (Eraser). Browser artefacts confirmed that Rich uploaded confidential design files to his personal Google Drive account.
Partial recovery of deleted Autodesk Maya files was achieved through file carving, metadata analysis, and examination of thumbnail caches. The findings strongly support the conclusion that Rich intentionally destroyed company assets and exfiltrated sensitive intellectual property.
Investigation Steps
The investigation was conducted in accordance with the ACPO principles and the CHFI methodology, ensuring that all actions were legally defensible and forensically sound.
 Evidence Acquisition
· The workstation was found powered on, enabling a live acquisition.
· RAM was captured, allowing extraction of potential BitLocker decryption keys.
· A full forensic image of the active BitLocker‑protected volume was acquired using FTK Imager.
· Cryptographic hash values (SHA‑256 and MD5) were generated and verified to ensure integrity.
· Chain of custody documentation was maintained throughout.
 Examination
· Windows Registry hives were examined for software installation traces.
· Prefetch files were analysed to identify executed applications.
· Event logs were reviewed for deletion activity and program execution.
· Browser artefacts (Chrome/Edge) were extracted and parsed.
· Disk entropy analysis was conducted to detect secure wiping patterns.
· File carving tools were used to recover deleted Autodesk Maya files.
 Analysis
· Prefetch and registry artefacts confirmed execution of Eraser.exe.
· Timeline analysis correlated wiping activity with Rich’s final hours at CMMC.
· Browser logs confirmed uploads to drive.google.com.
· Carved fragments and MFT metadata confirmed the existence and deletion of design files.
 Reporting
· All findings were documented with supporting screenshots.
· A simulated hash log was generated and included in the appendix.
Findings
1. Evidence of Anti‑Forensic Activity
Prefetch Evidence: Analysis of the Prefetch directory revealed a prefetch file associated with the Eraser wiping tool. The file showed that the application had been executed multiple times shortly before Rich’s resignation. 
Registry Evidence: Registry analysis identified remnants of the Eraser application under standard installation paths, confirming that the tool had been installed and used on the system.
Event Log Evidence: Windows Event Viewer logs showed application execution events and file deletion activity consistent with wiping operations.
Disk Entropy Analysis: Entropy scans revealed regions of unusually high randomness, which is typical of secure deletion performed by wiping tools.

Before presenting the visual evidence, it is important to emphasise that Prefetch artefacts are one of the most reliable indicators of program execution on a Windows system. Even when a user attempts to remove traces of an application, Prefetch files often persist and provide details such as run counts, last execution times, and file paths. In cases involving suspected anti‑forensic behaviour, these artefacts become particularly valuable because they can demonstrate deliberate attempts to destroy data. The following screenshot illustrates the Prefetch entry associated with Eraser.exe, providing clear evidence that the wiping tool was executed shortly before the user left the organisation.
---------------------------------------------------------------
|                     FTK Imager - Prefetch Viewer            |
---------------------------------------------------------------
|  File Name: ERASER.EXE-9F3A1B2D.pf                          |
|                                                             |
|  Application: Eraser.exe                                    |
|  Last Run Time: 2026-04-20 14:32:11                         |
|  Run Count: 3                                               |
|                                                             |
|  File Path: C:\Windows\Prefetch\ERASER.EXE-9F3A1B2D.pf      |
|                                                             |
|  Hash: 7A 4C 9F 22 11 8B 3D 55 ...                           |
|                                                             |
|  Notes: Prefetch entry indicates execution shortly before    |
|         user resignation.                                   |
---------------------------------------------------------------
Figure 1: FTK Imager displaying Prefetch artefacts for ERASER.EXE

2. Evidence of Deleted Autodesk Maya Files
MFT Metadata: Master File Table entries showed filenames consistent with CMMC’s project naming conventions. Deleted timestamps aligned with the execution of the wiping tool.
File Carving Results: Using Autopsy, Magnet AXIOM, and CAINE’s Scalpel, partial recovery of Autodesk Maya .ma fragments was achieved. Temporary autosave files and thumbnail cache images were also recovered, providing visual confirmation of the missing designs. These artefacts confirm that the missing design files previously existed on the workstation.

File carving is a crucial technique when investigating deliberate deletion, especially when a wiping tool has been used to obscure file system metadata. Although secure deletion significantly reduces the likelihood of full recovery, residual fragments often remain in unallocated space and can still be identified through signature‑based carving. Autodesk Maya’s .ma files are particularly suitable for this process because they contain distinctive ASCII headers that can survive partial overwriting. The screenshot below demonstrates the carved fragments recovered during analysis, confirming that elements of the missing design files were still present on the disk despite the user’s attempts to erase them.
However, due to the use of secure wiping, full reconstruction of the original Autodesk Maya files was not possible. The recovered fragments should therefore be treated as partial artefacts rather than complete scene files.


-----------------------------------------------------------------------
|                     Autopsy - File Carving Module                   |
-----------------------------------------------------------------------
|  Carving Results: Autodesk Maya (.ma)                               |
-----------------------------------------------------------------------
|  Offset (Sector)     Size (Bytes)     Status        Preview          |
-----------------------------------------------------------------------
|  1048320             12,448           Recovered     (ASCII fragment) |
|  1049456             8,192            Partial       (Header found)   |
|  1051120             4,096            Fragment      (Scene data)     |
-----------------------------------------------------------------------
|  Signature Match: " //Maya ASCII 2023 scene file "                  |
|  File Type: .ma (Autodesk Maya ASCII)                               |
|                                                                     |
|  Notes: Fragments recovered from unallocated space. Metadata        |
|         indicates previous existence of deleted project files.      |
-----------------------------------------------------------------------
Figure 2: Autopsy file‑carving output showing recovered Autodesk Maya .ma fragments from unallocated space.



3. Evidence of Cloud Exfiltration (Google Drive)
Browser artefact analysis revealed that Rich logged into his personal Google account and uploaded files to Google Drive. Cached filenames matched the missing design files, and session cookies confirmed authentication.
This confirms that confidential files were transferred to an external cloud service.

Cloud artefacts play a central role in investigations involving data exfiltration, particularly when users rely on browser‑based uploads rather than dedicated synchronisation clients. Browser history, cached objects, session tokens, and login timestamps can collectively reconstruct a detailed timeline of cloud activity. In this case, the Chrome artefacts provide strong evidence that the suspect authenticated into a personal Google account and uploaded files shortly before resigning. The screenshot below highlights key entries relating to Google Drive uploads, including timestamps and cached filenames, which directly correlate with the missing Autodesk Maya project files. [10]

---------------------------------------------------------------------------
|                     Chrome Browser History - Forensic View              |
---------------------------------------------------------------------------
|  URL                               Timestamp              Action        |
---------------------------------------------------------------------------
|  https://drive.google.com/upload   2026-04-20 13:58:44    File Upload   |
|  https://accounts.google.com       2026-04-20 13:55:12    Login         |
|  https://drive.google.com/open     2026-04-20 13:59:02    View File     |
---------------------------------------------------------------------------
|  Cached Filename: ZFlip6_Interface_Final.ma                              |
|  User Account: rich.daley.personal@gmail.com                             |
|  Session Token: Valid (Active at time of upload)                          |
|                                                                           |
|  Notes: Browser artefacts confirm upload of confidential files to         |
|         personal Google Drive account.                                    |
---------------------------------------------------------------------------
Figure 3: Browser artefact analysis showing Google Drive upload activity linked to Rich Daley’s personal account.

Conclusion
The forensic investigation provides clear evidence that:
· Rich Daley intentionally used a file‑wiping tool to destroy Autodesk Maya design files.
· He uploaded confidential design files to his personal Google Drive account, constituting intellectual property theft.
· He attempted to conceal his actions through secure deletion and anti‑forensic behaviour.
· Partial recovery of design data was possible through file carving and metadata analysis.
These findings support legal action for sabotage, breach of confidentiality, and intellectual property theft. All evidence was collected and analysed in accordance with ACPO and CHFI guidelines, ensuring it is suitable for presentation in court.
Part 4: Professional Invoice

Shane Groves Digital Forensics – Professional Invoice
Shane Groves Digital Forensics Independent Forensic Examiner & Incident Response Specialist Cwmbrân, United Kingdom Email: shane.groves@forensics‑services.co.uk Phone: +44 7440 921 583
Invoice To:
CMMC – Cyfusion Mobile Manufacturing Company London, United Kingdom
Invoice Number: TSF‑INV‑0426
Date Issued: 18 April 2026
Payment Terms: 30 Days (Net 30)
	Service Description
	Hours
	Rate (£ per hour)
	Line Total

	Initial Consultation & Case Review
	2
	£120
	£240

	Live Evidence Acquisition (RAM capture, BitLocker volume imaging, hashing)
	6
	£120
	£720

	Forensic Examination (Registry, Prefetch, Event Logs, Program Analysis)
	10
	£120
	£1200

	File Carving & Data Recovery (Maya .ma/.mb fragments, MFT metadata, thumbnails)
	8
	£120
	£960

	Cloud Artefact Analysis (Google Drive uploads, session tokens, browser logs)
	4
	£120
	£480

	Timeline Reconstruction & Correlation
	3
	£120
	£360

	Professional Forensic Report Writing (Executive Summary, Findings, Evidence)
	6
	£120
	£720

	Expert Testimony Preparation (Court‑ready documentation, validation)
	3
	£120
	£360



Subtotal: £5,040
VAT (20%): £1,008
Total Amount Due: £6,048
Bank Transfer Details
(Provide upon request)
Prepared By:
Shane Groves Lead Forensic Investigator Shane Groves Digital Forensics

Conclusion

Task 2 demonstrated how structured forensic methodologies, combined with appropriate technical tools, enable investigators to conduct a defensible and comprehensive digital investigation. By applying both the ACPO principles and the CHFI framework, the investigation maintained a clear focus on evidential integrity, procedural transparency, and legal admissibility. These frameworks ensured that each stage—from acquisition to reporting—was carried out in a manner that could withstand scrutiny in both organisational and judicial contexts.
The investigation plan highlighted the complexities introduced by modern security mechanisms such as BitLocker Full Disk Encryption, emphasising the importance of live acquisition and the preservation of volatile data. The presence of suspected anti‑forensic activity further reinforced the need for a methodical approach, as wiping tools and deliberate data destruction require investigators to rely on secondary artefacts such as Prefetch files, registry remnants, event logs, and entropy analysis. These artefacts proved essential in establishing intent and reconstructing user behaviour.
The professional forensic report provided a detailed account of the findings, demonstrating clear evidence of file wiping, deliberate deletion of Autodesk Maya design files, and the unauthorised upload of confidential material to a personal Google Drive account. Through file carving, metadata analysis, and browser artefact examination, the investigation was able to partially recover deleted content and establish a timeline of events that strongly supports the allegation of intellectual property theft. The inclusion of a professional invoice further reflects the real‑world expectations of forensic consultancy work, where documentation, transparency, and accountability form part of the overall investigative process.
Overall, Task 2 illustrates the importance of combining technical expertise with procedural discipline. Modern digital investigations require not only the use of advanced forensic tools but also a clear understanding of the legal and methodological frameworks that govern evidence handling. By following these principles, investigators can produce findings that are both technically robust and legally defensible, ensuring that organisations are equipped to respond effectively to incidents involving data loss, insider threats, and digital misconduct.
Further work could include correlating network logs or reviewing access control records to strengthen the evidential timeline and provide additional organisational context.
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