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Abstract
The first part of this paper which is written in a research paper format to IEEE layout, firstly discusses a variety of Security frameworks, we discuss the framework outlined by the National Institute of Standards and Technology (NIST), Outline the ISO27000 framework and briefly discuss COBIT. We then move onto discussing in more detail various physical security measures that can be taken to protect facilities and organisations. The second part of this assignment then moves onto a case scenario. In this scenario a fictional company is to set up an information security unit, through design and discussion implementing knowledge gained from the first part of the assignment. We will consider various aspects that need to be addressed, such as policies, organisational structure, risk management, protection mechanisms, Compliance with laws and ethics, planning for various contingencies and strategic planning.

I. Introduction


II. Security frameworks such as ISO27000, NIST, etc.
There are many challenges to creating and running security for any business using the internet and or networks within a given business. The Chief Information Security Officer (CISO) or equivalent within a business is responsible for the cyber security, that includes the security of the computers and information within the business. There are complex areas of governance, regulatory compliance, and risk considerations that the CISO must take into consideration [1]. As there many different threats and vulnerabilities, as well as an organisations level of risk to these, there is no one framework that will fit their needs. With this in mind most organisation will choose to use a hybrid approach to their cybersecurity needs and pick and choose from a number of different frameworks.
To help with this there are organisations that have created security frameworks that other organisations or businesses are able to utilise. Some of these are:
A. NIST Cybersecurity Framework
National Institute of Standards and Technology. This is a US federal agency within the department of commerce whose mission is to:
Develop and promote measurement, standards, and technology to enhance productivity, facilitate trade, and improve the quality of life [2].
        NIST also determines IT Standards and guidelines for federal agencies. This is a voluntary framework and since 2014 has been providing critical infrastructure organisations guidance on how to manage and reduce risk to cybersecurity systems.
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Figure 1 - Framework Version 1.1 [3]
There are three main components to the framework, which are:
· The Core – Is written in a common, understandable language that outlines activities and outcomes that are desired for cybersecurity. It is designed to complement an organisations existing risk management and cybersecurity processes [3].
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Figure 2 - Framework Core Structure [4]
· The Framework Implementation Tiers – This provides context on how to view risk management in cybersecurity. It demonstrates the processes that are in place to manage the risks. There are 4 tiers to this part of the framework. The tiers are Partial, Risk Informed, Repeatable and Adaptive. They increase the thoroughness and complexity at each new level. Although tier 1 can be used, it is recommended to start from tier 2 [4].
· Framework Profile – The organisation will use this to prioritise and identify improvement opportunities. It also shows the current state. Multiple profiles can be used for different parts of the organisation [4].

B. ISO 27000 Series
The International Standards Organisation (ISO). They have produced a family of standards which is divided into a number of sub-standards. The scope is broad and its approach to securely managing sensitive information is a useful framework. Attaining certification also brings benefits to organisations by meeting ISO standards [2]. The following is a brief outline of four of the current ISO standards.
1) ISO 27001
This standard replaced the old BS7799-2 standard and was first produced in October 2005. This standard is an Information Security Management System (ISMS) specification [5].
2) ISO 27002
The current standard was produced in 2013 and replaced ISO 17799. Designed to be used with ISO 27001, it provides 114 different controls. Essentially providing information security code of practice. This ISO also has different versions to different industries [6]. 
3) ISO 27004
This standard, which was first produced in December 2009, establishes guidance that can be used to measure an organisations effectiveness of its ISMS through performance targets and benchmarking. Can be used in conjunction with ISO 27001 and aligns with ISO 27002 [7].
4) ISO 27005
Risk management guidelines are given with this standard which can be applied almost all organisations. It supports the ISMS ISO 27001 [8].
C. COBIT
This is a framework that was designed by the Information Systems Audit and Control Association or ISACA. It stands for Control Objectives for Information and Related Technology. The most recent version was released in 2019. This framework complies with the Sarbanes-Oxley Act (SOX) [1]. If regulatory compliance is needed, this framework will be of use to an organisation by providing guidelines to management, objective controls, and processes [2].

III. Physical Security
For an organisation to protect its data or information from attack using software or hardware it is just as important for the organisation to protect the physical items and sites from unauthorised access or misuse. Ensuring that the organisations buildings, servers, PC’s/laptops etc are secure from natural disasters and threats requires sound organisational policy. Many of the technology controls can be bypassed if an attacker has access to the physical items such as a thief obtaining the hard drives of a system. 
Donn B. Parker lists seven major sources of Physical loss as:
1. Extreme temperature – Heat or Cold
2. Gases – war gases, commercial vapours, humidity or dry air, suspended particles
3. Liquids – Water or Chemicals
4. Living organisms – Animals, Bacteria, Insects, People, Viruses
5. Projectiles – Objects in motion, powered objects
6. Movement – collapse, shearing, shaking, vibration, liquefaction, flow waves, separation, slide
7. Energy anomalies – electrical surge or failure, magnetism, static electricity, radiation: sound, light, radio, microwave, atomic [9]
By having multiple layers of a variety of measures can be an effective method of physical security. Risk assessments will identify which methods that should be adopted, and by design and planning of a site at the outset can result in a more cost effective and efficient security defence.[10]
The policies/standards and site security falls under the responsibility of general management. This will include but not limited to exterior security, such as guards and guard dogs, fire protection such as alarms, extinguishers, and fire suppression systems.  Building, site, room access controls such as the types of door locks, car barriers etc. Server room access, power conditioning, temperature, and humidity controls and other environmental and access to equipment locations are the responsibility of the IT management team. Risk assessments and physical security reviews come under the Information security management and professionals. [9]
Security awareness is important and through staff, contractor and visitor training they should be aware of unusual or suspicious behaviours, being aware of bags or items where they should not be. Staff should not be afraid to report their suspicions and know that they will be taken seriously even in the event of a false alarm. [10]
A site or facility can be secured through the use of various physical access controls, they can make use of natural terrain, local traffic flow and the surrounding developments. Some major controls are:
· Walls, fencing and gates
· Guards and guard dogs
· ID cards and badges
· Locks and keys
· Mantraps
· Electronic surveillance
· Alarm systems
· Interior walls and doors
An essential starting point is the oldest and most reliable form of perimeter control being the walls, fences and gates that surround the site or facility. They provide a line of demarcation and can vary widely in appearance and function. Wooden fencing or chain link fences can control where parking and or pedestrians access the site. More extreme for high security facilities may include the use of blast proof concrete. To compliment the perimeter Guards and Guard dogs can be deployed. Where walls and fences are static in nature, the guards and dogs will be able to respond to evolving situations and make judgement calls as to how to proceed with the site security. They will have standard operating procedures that they follow. [9]
ID cards which are typically concealed and badges which are visible are a simple form of biometric identification, usually having some basic information and photo of the owner printed on them. These cards can have a magnetic strip or radio chip on them which will allow access to predefined areas. This could be barrier access when accessing the site though pedestrian gates or barriers for vehicles. Then allowing access to specified areas within a given building or to specific rooms inside the building. Care should be taken with the use of these as they can be easily copied or where “tailgating” occurs, this is when an unauthorised individual follows an authorised member of staff through a doorway.
The locks and keys that are used will fall into one of two types, these are mechanical and electromechanical (ID cards and badges can be used on these or a pin number to be entered). There are four categories of lock which are:
· Manual – requires a physical key to lock/unlock or a combination pin
· Programmable – pin codes can be changed while in service
· Electronic – ID cards, badges can open them, they can be wired into alarm systems
· Biometric – These can fall into a number of different types
· Finger, palm and hand readers
· Iris or retina scanners
· Voice and signature readers
In very high security areas, a mantrap can be used, this will typically be a short corridor or room, where upon entry using a lock a second door is accessed using the locking system, and if access is granted the individual is able to access the secure area. If access is not granted, then security will be called, and they will be the only ones who can release the individual. [9]
There are various electronic monitoring systems available which can record events where other types of controls are impractical. These integrated security systems can include intruder alarms, closed-circuit television (CCTV) and lighting. These systems are integrated to work in co-operation with each other. [10] Some drawbacks with these are the need for someone to monitor CCTV or review security recordings. They do not prevent prohibited behaviours. CCTV is very useful in post-event investigations.
Alarms will trigger when a specific event occurs, such as someone breaking into a window or door or if there is a fire. In the UK organisations can have their alarm systems trigger a police response. To be able to gain police response the National Police Chiefs Council (NPCC) security systems policy (www.securedbydesign.com) outlines the requirements for compliance of installed systems. The security system also needs to be accredited by the United Kingdom Accreditation Services (UKAS) to EN44011. [10]
An obvious deterrent is the external lighting, which helps in detection, it improves CCTV systems. The alarms, light and CCTV systems can be connected to sensors that trigger them when an event occurs, such as movement, thermal, breaking glass, weight or contact happens.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your work has demonstrated that you have done your own research.  While you have used relevant content. Your references are lacking sources from creditable peer reviewed articles. (Grade mark: 67.50%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]13.5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]To showcase your knowledge and understanding try to incorporate more critical appraisal of the literature. Most areas were outlined more like just definition. However, you have shown application of skills and research in the assignment.   (Grade mark: 67.00%)
	[bookmark: totalKUS]10
	[bookmark: markKUS]6.7

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have discussed only task 1.  Task 2 not done (Grade mark: 40.00%)
	[bookmark: totalANA]25
	[bookmark: markANA]10

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Not done (Grade mark: 0.00%)
	[bookmark: totalPAD]25
	[bookmark: markPAD]0

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]The aspect of your work completed was professionally done. You have used the IEEEE report format (Grade mark: 60.00%)
	[bookmark: totalSPP]20
	[bookmark: markSPP]12

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]42%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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