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 Task:
You are required to produce a brief report on Ransomware, using the CryptoWall Trojan as a detailed example. The typical target audience for your report would be the managing director of small company who is intelligent, but not necessarily tech savvy, yet needs to have enough information to understand what this type of malware is and what it could do to their company. Present your information accordingly. 
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Introduction
This is an introduction to the various risks and damages viruses can do to your devices/system. We'll go over the many sorts of computer viruses. A computer virus is a piece of harmful software that hackers create to steal data from users. A computer virus replicates itself by doubling as another application, spreading into a document, and gaining control of the document and sensitive data. Email is the most common way for computer viruses to spread as executable files. When a user opens an email and clicks on a file attached to it, the virus enters the system and slows it down. USB devices, storage discs, and detachable hard discs can all be used to propagate a computer virus. It's a significant problem that needs to be addressed by installing an antivirus programme.  


















2 Viruses
2.1 What do they do?
Like flu viruses, computer viruses spread from host to host and can reproduce themselves. Similarly, just as viruses cannot reproduce without a host cell, computer viruses cannot reproduce and spread without programming, such as a file. 
Once a virus has successfully attached itself to a software, file, or document, it will remain dormant until the computer or device is forced to run its code. To get a virus to infect your computer, you must first run the infected programme, which then executes the virus code. [1]
2.2 The various types of viruses
There are two types of Computer Viruses. A computer virus is a simple malicious code that hackers use to steal data from users. A computer virus self-replicates by doubling itself into another program, spreading itself into the document, and taking control of that program.
Once a virus has successfully attached itself to a software, file, or document, it will remain dormant until the computer or device is forced to run its code. To get a virus to infect your computer, you must first run the infected programme, which then executes the virus code. This implies that a virus can remain latent on your computer for long periods of time without causing any noticeable symptoms. Once a virus has infected your computer, it can spread to other machines on the same network. Stealing passwords or data, tracking keystrokes, corrupting files, spamming your email contacts, and even seizing control of your computer are just a few of the damaging and annoying things a hacker may do. [2]
2.3 How do they affect your device?
Viruses can record keystrokes and screen data, and they may steal personal information and passwords to transmit back to the malware author. Malicious viruses can totally take over a computer and use it for their own purposes.
Viruses can even corrupt the BIOS, which is a set of low-level system programmes hard-coded into motherboards and responsible for the computer's most basic functions. Fortunately, because each motherboard manufacturer utilises different standards for its applications, these are relatively uncommon. . [3]

3 Ransomware
3.1 What is Ransomware
The term ransomware refers to malicious software, also known as malware, that encrypts a victim's data until the attacker is paid a predetermined ransom. The attacker typically demands payment in cryptocurrency, such as bitcoin.
Ransomware drops and runs a malicious payload on the affected system after a successful exploit. This programme then looks for and encrypts important files including Microsoft Word documents, photos, databases, and so on. The ransomware might also spread to other systems and possibly across large enterprises by exploiting system and network flaws.
Once data have been encrypted, ransomware will demand payment of a ransom within 24 to 48 hours, or the files would be permanently lost. If a data backup isn't available, or if the backups are encrypted, the victim will have to pay the ransom to get their files back. [4] 
3.2 Cryptowall Trojan
It has been reported that CryptoWall 3.0 is one of Cybercrime's favourite tools. 
CryptoWall is a particularly dangerous ransomware variant. It tries to hide inside the OS and adds itself to the Start-up folder, rather than just encrypting your files and prompting you to pay for the key. Worse, CryptoWall deletes volume shadow copies of your files, making data recovery difficult (or impossible) in some situations. For good measure, it'll try to steal your passwords and Bitcoin wallets while it's there. 
CryptoWall installs itself in the registry and your start-up folder; restarting will not fix the problem; if you don't uninstall all the CryptoWall software while in Safe Mode, it will start up again when you log in. [5]








3.3 What files are affected in your system
Your files are encrypted, and you can only retrieve them with the encryption key by paying a ransom to the attackers. 
CryptoWall instals itself on your computer and injects new code into explorer.exe (depending on the version of Windows installed) before restarting it. This modified version of explorer.exe instals malware, deletes volume shadow copies, disables Windows services, and starts a new svchost.exe process with additional injected modules.
The files that are vulnerable to Cryptowall encryption are pictured below. (Image taken from). [5]
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3.4 What makes you a target
Some factors make you vulnerable to ransomware attacks: 
· The device you are using is old and easy to be vulnerable 
· The device has outdated software 
· There is no backup plan in place
·  No security on your system
Never click on a link in a spam message or on a website you are unfamiliar with. When you click on malicious links, an automated download may begin, potentially infecting your machine. 
Ransomware can also infect your computer via email attachments. Any attachments that appear to be suspect should be avoided. Pay great attention to the sender and double-check that the address is right to ensure that the email is trustworthy. You should never open attachments that require you to run macros to view them. If the attachment is contaminated, opening it will activate a malicious macro that will allow malware to take control of your machine. [6]
In today's world, there are a variety of ways to get a computer virus, some more visible than others. Viruses can be propagated by email and text message attachments, Internet file downloads, social media scam links, and even shady App downloads can infect your mobile devices and smartphones with mobile viruses. Viruses can masquerade as socially shareable information like hilarious photos, greeting cards, or audio and video files.
Most cyber-attacks are caused by an uneducated person acting inadvertently.
This might be a family member, a child, or a co-worker who isn't aware of safe internet behaviours. [1]







4. Ways to back-up your system

There are several solutions accessible for consumers who want to back up their data, each with its own set of advantages and disadvantages. We've outlined some of your alternatives in this post, but keep in mind that having several backups is always a good idea. This is especially true when it comes to ransomware. If you back up your computer to an external hard drive and leave it connected when you aren't doing backups, ransomware may try to encrypt those backup files as well. Always disconnect backup drives once the backup is complete. Here are several ways: [7]

· USB Sticks
· External hard drive
· Network Attached Storage
· Cloud Storage
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4.1 Protecting your System
There is many good anti-virus software out there you can buy for you system which will protect you for cyberattacks. [8]
Here is a list of the most top 10 rated software online to protect your system:
· Total AV
· PCProtect
· McAfee 
· Bitdefender
· Norton
· Avast
· Scanguard
· AVG
· Kaspersky
· Malwarebytes
If CryptoWall manages to get past your protections and infect your computer, follow these steps to uninstall it before using it again:
1. Enter Safe Mode with Networking on your PC.
2. You can restore if you have a recent and clean System Restore point, however if you don't:
3. Install a malware eradication programme on your computer.
4. Run a malware clean-up programme and run a full scan of all of your files.
There are a few other items to consider in addition to the end user items above if you're building an enterprise-wide security strategy to protect against ransomware attacks. [5]
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