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Question 1

(a) Figure 1 shows the state diagram for a transport protocol. 
1. Identify the process used to before data can be transferred. Show how the packet numbering system ensures data is not lost when transmission errors occur and the method used by both network nodes to synchronize the numbering to begin with.
(Marks 6)

2. When data is being transferred, the error rate varies as network conditions change and acknowledgments are used to spot these errors. Discuss how this protocol tries to balance the performance to obtain the best data and error rates.
(Marks 7)

3. Having sent the data, the nodes must complete the transfer and reset themselves to start again, explain how and why they must do this.

(Marks 2) 
Provide appropriate protocol sequence diagrams.
(b)  Evaluate the protocols benefits and drawbacks in the context of multiplayer gaming, including performance and resource issues. 
(Marks 6)

(c) Describe the types of games that might use this protocol and typical scenarios where it might be applied in all game types.

(Marks 4)
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Figure 1. The State Diagram
Question 2
(a) Briefly describe the term collision domain and explain the effect a collision domain has on a networks performance e.g. during a multiplayer game session with a large number of players. Identify the networking device(s) that can be used to prevent these performance problems.
(8 Marks)
(b) A network has been assigned an IP address of 194.10.10.0 and has 6 subnets with a maximum of 20 clients on any subnet. Explain how subnetting works and subnet the network to obtain the subnets. For the first three subnets calculate the range of available IP addresses. Clearly show the calculations you have made at each step.

(17 Marks)
Question 3
(a) A games company is about to build a new games console is considering the best type of operating system they should use, specifically whether they should use a preemptive or non-preemptive kernel. They also believe that the kernel should be able to support priority based scheduling and round robin scheduling for threads of equal priority.

Evaluate these kernel choices and give examples of the potential benefits and drawbacks of these options. Illustrate your answer with appropriate diagrams.










(15 Marks)

(b) A game has a number of threads many with different priorities, however often a critical thread is blocked for a significant period of time by a lower priority task. Discuss a potential cause of this problem including an appropriate diagram. In addition, suggest a modification that could be made to the kernel to prevent this problem.
(10 Marks)
Question 4

(a) A multiplayer games contains two threads, one receives messages over the network that contain updates on the players positions and passes them to the second thread which reads each message to move each players character in the virtual world. Since these messages are received quite quickly they cannot be handled immediately and must be stored for the second thread to read when it is ready. Explain how the buffers containing these messages can be safely processed by both threads. 
(15 Marks)

b) Deadlock can only arise if four specific conditions hold simultaneously, explain these conditions and how together they give rise to deadlock.

(5 Marks)

c) Draw a resource allocation graph for the following processes and resources:

	Processes
	Resources Used

	P1
	R1 and R2

	P2
	R1 and R2

	P3
	R1 and R3

	P4
	R1 and R3

	
	

	Resources
	Instances of Resource

	R1
	1

	R2
	2

	R3
	1


Determine if deadlock is possible.

(5 Marks)

Answers:

Question 1:

The student should discuss the three stages phases of the TCP connection-oriented service, connection establishment phase, data transfer phase, and connection termination phase.

Connection establishment – a connection or session is set up between the source and the destination.
Three-way handshake used to establish a connection-oriented session

Synchronizes sequence numbers at both ends before data is exchanged
(2 Marks)

Sequence numbers allows data lost due to transmission problems to be recovered.
First host sends packet with initial sequence number of x to establish a connection

Second host receives the packet, records the sequence number of x , replies with an acknowledgment of x+1, and includes its own initial sequence number of y.

The acknowledgment number of x+1 means the host has received all bytes up to and including x and is expecting x+1 next
Should discuss expectational acks.

(4 Marks)

Data transfer – data is transmitted sequentially over the established path, arriving at the destination in the order it was sent. Sliding window: for better throughput, connection-oriented protocols allow more that one segment to be outstanding at a time. Sender can send more segments will waiting to receive acknowledgment. TCP's Additive Increase Multiplicative Decrease (AIMD) can result in a saw tooth like performance. Possibly discuss flow control.
(7 Marks)

Connection termination – terminates the connection between the source and the destination when it is no longer needed. 
(2 Marks)

May mention problems with MSL and associated socket blocking. 
(2 Marks)

Performance issues including connection establishment time, Nagles, etc.

(4 Marks)

Student should discuss some uses of this protocol in games.

Use for non-real time communication, games such as chess or strategy games.

Use for game lobbies, etc.

(4 Marks)

Question 2

(a) When two or more computers share the same communication medium (e.g. twisted pair cable), collisions can occur when they attempt to send data at the same time. The area within which collisions can occur is called the collision domain. The more traffic the shared medium must carry the more likelihood of collisions. When no network devices are used to join multiple network segments, the collision domain is restricted to the single segment. Repeaters and hubs extend the collision domain, and consequently degrade the network performance. Expand upon the use of bridges, switches or routers for segmenting the domain.

(8 Marks)
(b) Subnet 194.10.10.0
We need 6 subnets, N = 6
We need a max  number of hosts Mh = 20
Use the inequality 2n – 2 >= N, to calculate the number of bits which must be borrowed from the host (n)

Try n =1, 21 – 2 >= 6, 2 – 2 >= 6, 0 >= 6  No good

Try n =2, 22 – 2 >= 6, 4 – 2 >= 6, 2 >= 6  No good

Try n =3, 23 – 2 >= 6, 8 – 2 >= 6, 6 >= 6  OK
We must borrow 3 bits from the host

11100000 = 224

The subnet mask is therefore 255.255.255.224 or /27

194.10.10.0/24 is a Class C address and has 8 host bits, the number of hosts bit remaining after subnetting is given by: -

h = 8 – n, where h = the host bits and n = the subnet bits

h = 8 – 3

h = 5

The number of allowed hosts per subnet is given by: -

Nh = 2h – 2

Given h = 5, Nh = 25 – 2 = 32 – 2 = 30

Nh > Mh so we can proceed.

The first 4 subnet numbers are as follows: -

00100000 = 32,    194.10.10.0.32  
(32x1)
01000000 = 64,    194.10.10.0.64
(32x2)
01100000 = 96,    194.10.10.0.96
(32x3)
10000000 = 128,  194.10.10.0.128
(32x4)
Subnet numbers of all 0’s and all 1’s are not allowed. All 0’s is the network number and all 1’s is the broadcast.

To create the host addresses the host bits can be set consecutively. All 0’s is the network number and all 1’s is the broadcast, so neither of these values can be used.

Taking subnet 194.10.10.0.32
Sub   Host

001 00001 = 33, 194.10.10.33 first
001 00010 = 34, 194.10.10.34

001 00011 = 35, 194.10.10.35

001 00100 = 36, 194.10.10.36
... to ...

001 11110 = 62, 194.10.10.62 last  (i.e. add 30 to the subnet (32-2))
Host address ranges are:

194.10.10.33 to 194.10.10.62

194.10.10.65 to 194.10.10.94

194.10.10.97 to 194.10.10.126
(17 Marks)

Question 3

(a) Discussion provided should note that non-premeptive kernels require each task is required to do something to explicitly give up control of the CPU, to maintain the illusion of concurrency, this process must be done frequently. Also known as cooperative multitasking; tasks cooperate with each other to share the CPU. Whereas with preemptive kernels when a higher priority task is ready to run, the current task is pre-empted (suspended) and the higher priority task is immediately given control of the CPU. Should discuss advantags/disadvantages such as with preemptive kernels execution of the highest priority task is deterministic, you can always determine when it will get control of the CPU. Application code should not use non-reentrant functions because code from low-priority tasks can be mixed with high priority tasks. Corruption of data can occur if the higher priority task preempts a lower priority task using that function
(15 Marks)

(b) Student should provide a suitable discussion of priority inversion where a high priority task is blocked by a lower priority task that is holding a shared resource. A solution is to temporarily raise the priority of the lower priority task so that it runs to completion and releases the resource as quickly as possible giving the higher priority task access to it.

(10 Marks)

Question 4

(a) Student should provide a suitable description of the Bounded Buffer Problem. Must use a mutex or semaphore to protect code for adding and removing buffers. Create semaphores called empty and full to count buffer availability

a. Empty ( producer runs when consumer removes buffer 

b. Full ( consumer runs when producer adds buffer 
            Initialise empty with n. Initialise full with 0. As process adds full buffers it calls signal(full). Process reading the full buffers calls wait(full) to wait for a buffer to be filled. The wait(full) call also decrements the buffer count when the process wakes up.
(b) Conditions for deadlock are:

Mutual exclusion:  only one process at a time can use a resource.
Hold and wait:  a process holding at least one resource is waiting to acquire additional resources held by other processes.
No preemption:  a resource can be released only voluntarily by the process holding it, after that process has completed its task.
Circular wait:  there must be a circular chain of 2 or more processes, each of which is waiting for a resource held by the next member of the chain
(c) Deadlock is possible.
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