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ACCB6000 Advanced Cybersecurity Automated Vulnerability Assessment Report

Executive Summary
s reporf”preser?t’s {e autom teaAvu%erabnny assessment of the SWANSEA.ACCA enterprise network using

Nessus Essentials Plus. A two-phase methodology was applied following the NIST Cybersecurity Framework
2.0 [1]: an unauthenticated scan (external attacker perspective) and an authenticated scan using domain
credentials (white-box audit). Vulnerabilities are categorised using CVSS v3.1 [5].

Assessment Scope

S-DC1 192.168.1.1 Windows Server 2022 Pass 75 (auth) / 43 (no auth)
ClientS1 192.168.1.10 Windows 10 Fail 30 (info only)
L-CD 192.168.2.1 Debian Server 12 Fail 30 (info only)

Scan Statistics

Unauthenticated (black-box)

Authenticated (white-box) 75 1 1 4 2
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Figure 2.1 Unauthenticated scan 43 vulnerabilities S-DC1 Auth: Fail

Phase 2: Authenticated Scan
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Figure 2.2 Authenticated scan 75 vulnerabilities S-DC1 Auth: Pass
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Authenticated Scan S-DC1 Vulnerability List
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Figure 2.3 Authenticated scan vulnerability list S-DC1 (192.168.1.1) 75 total

Unauthenticated Scan S-DC1 Vulnerability List
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Figure 2.4 Unauthenticated scan vulnerability list S-DC1 (192.168.1.1) 43 total

David Lopez Rodriguez 2336542 UWTSD London Campus Page 4



ACCB6000 Advanced Cybersecurity

Automated Vulnerability Assessment Report

Caolartad \/11l

|
Eix Vuliterabilities weré selected” from

categories across two hosts. Severity classification follows CVSS v3.1 [5].
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I
{he SCaN results representing Critical, High, Medium and Low severity

Missing .NET Framework Update CRITICAL CVE-2025-55248 S-DC1
2 SWEET32 SSL Ciphers HIGH 7.5 CVE-2016-2183 S-DC1
] IP Forwarding Enabled MEDIUM 6.5 CVE-1999-0511 S-DC1
4 SMB Signing Not Required MEDIUM 5.3 N/A ClientS1
5 DHCP Server Detection LOow 83 N/A S-DC1
6 ICMP Timestamp Disclosure LOW 2.1 CVE-1999-0524 S-DC1

David Lopez Rodriguez 2336542 UWTSD London Campus

Page 5



ACCB6000 Advanced Cybersecurity Automated Vulnerability Assessment Report

Vulnerability 1

Security Updates for Microsoft .NET Framework (October 2025)

CVE-2025-55248 S-DC1 (192.168.1.1) 445 [ tcp Nessus Essentials Plus

Description

The .NET Framework 4.8 installation on S-DC1 is missing the October 2025 security update (installed:
4.8.4770.0, required: 4.8.4797.0). This exposes the host to an information disclosure vulnerability exploitable
remotely without user interaction [1].

- Aug 12 17:32 @ e en =
kali_26 [Running] - Oracle VirtualBox XX
File Machine View Input Devices Help
v 1.2 3 4 12:32
B=mpor-| LYa cadauh o e ramlac
| [0 s | - \
Screenshot taken
« 5 C & O @ 5= localhost:8834/4#/scans/reports/13/hosts/5 /vulnerabilities/271264 Bes
View

) OffSec  KaliLinux # KaliTools # Kali Docs NI Kali Forums @ Kali NetHunter & Exploit-DB % Google Hacking DB
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Otenable NessusEssentials  Scans  Settings o & i@
sl e ol 21 oo mn =
B yscans [ ¢ acktovdnenbies
@ 50AC_Vulnerability A e ——
@ Allscans
Trash § .
0 = cmca.  Security Updates for Microsoft .NET Framework (October 2025) < > Plugin Details ’
RESOURCES. [ o—— Severity: Critical
@ rolicies The Microsoft .NET Framework installation on the remote host is missing a security update. It is, therefore, affected by the following vulnerability: ID: 271264
. Plugin Rules Version: =
e - An information disclosure vulnerability. An attacker can exploit this to disclose p Iy information. (€ - Jocal
Family: Windows : Microsoft Bulletins

Note that Nessus has not tested for this issue but has instead relied only on the application’s self-reported version number.

Published October 23,2025
Modified: October 23,2025
Solution
Microsoft has released the following security updates to address this issue
e Risk Information
KE000740 Risk Factor: Critical
-KB5066742
ETE CVSS v3.0 Base Score: 9.8
_KB5066738 CVSS V3.0 Vector: CVSS:3.0/AV:N/ACL/PR:N/UEN/
_KB5066136 SHUCHIEHIAH
VS5 v2.0 Base Score: 10.0
CVS5 V2.0 Vectar: CVSS2H#AV:N/ACLIAUN/CC/EC/
See Also
28
Vulnerability Information
CPE: cpe/aimicrosoft:net_framework
36 Patch Pub Date: October 15, 2025
https://msrc microsoft. d Vulnerability Pub Date: October 15, 2025
< B

Figure 3.1 Nessus Plugin 271264: .NET Framework Missing Update (CRITICAL, CVSS 9.8) CVE-2025-55248
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Vulnerability 2

SSL Medium Strength Cipher Suites Supported (SWEET32)

CVE-2016-2183 S-DC1 (192.168.1.1) 443/ tcp Nessus Essentials Plus

Description
The IIS web server accepts 3DES cipher suites with a 64-bit block size across TLS 1.0, 1.1 and 1.2. An attacker

on the same network can exploit the SWEET32 birthday collision to partially recover plaintext from encrypted
HTTPS sessions [2].
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FOLDERS vulnerability_credentials / Plugin #42873 -- - --
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@ Allscans
Trash ' ) ’
o SSL Medium Strength Cipher Suites Supported (SWEET32) > Plugin Details 7
RESOURCES pesenten Severity: High
@ rolicies The remote host supports the use of SSL ciphers that offer medium strength encryption. Nessus regards medium strength as any encryption that ID: 42873
0 Fmims uses key lengths at least 64 bits and less than 112 bits, or else that uses the 3DES encryption suite. Version: 122
Type: remote
Note that it is considerably easier to circumnvent medium strength encryption f the attacker is on the same physical network. Emlls A
Published: November 23, 2009
Solution Modified: February 12,2025

Reconfigure the affected application if possible to avoid use of medium strength ciphers
Risk Information
See Also
hittp://www.nessus.org/u?df55555
hitps://sweet32.info

Risk Factor: Medium
CVS5 3.0 Base Score: 7.5
€SS V3.0 Vector: CVSS:3.0/AV:N/AGL/PRINIUIN/
SUCHINIAN
Ut €SS v2.0 Base Score: 5.0

CVSS V2.0 Vector; CVSS2#AVN/ACL/AUN/GPIIN/

Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

Name Code KEX Auth  Encryption Mac
DES-CBC3-SHA 0x00, 0x0A RsA rsA 3DES-CBC(168) sHAL Vulnerability Information
it M LI e Vulnerability Pub Date: August 24, 2016

{Tenable ciphername} In the news: true

{Cipher ID code}

Kex={key exchange}

Auth={authentication} .
« Encrypt={symmetric encryption method} Reference Information

Figure 3.2 Nessus Plugin 42873: SWEET32 SSL Medium Strength Ciphers (HIGH, CVSS 7.5) CVE-2016-2183
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Vulnerability 3
IP Forwarding Enabled

Automated Vulnerability Assessment Report

MEDIUM

CVE-1999-0511 S-DC1 (192.168.1.1)

Description

Nessus Essentials Plus

S-DC1 forwards packets between its network interfaces, behaving as a router. On a Domain Controller this is a
security risk, as an attacker could use it as a pivot point to route traffic between the Swansea and London

subnets, bypassing firewall segmentation controls.
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Otenable NessusEssentials  Scans  settings
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& wyscans ]

B 50AC Vulnerability A Vulnerabilities 43

@ Allscans

@ Trash IP Forwarding Enabled

RESOURCES Description

O rolces The remaote host has IP forwarding enabled. An attacker can exploit this to route packets through the host and potentially firewalls /

routers / NAC filtering.
@ PluginRules
Unless the remote host is a router, itis recommended that you disable IP forwarding.

Solution

On Linux, you can disable IP forwarding by doing
echo 0> /proc/sys/netiipva/ip_forward
On Windows, set the key ‘IPEnableRouter’ to 0 under

HKEY_LOCAL_MAC urrentC

On Mac 05 X, you can disable IP forwarding by execuiting the command :
sysctl -w netinetip.forwarding=0
For ather systems, check with your vendor.
Output
IP forvarding appears to be enabled on the remote host.

Detected local MAC Address
@ Response from local MAC Address

: 080027c7n1as
: 080027c7blar

& e en =

LD e a2% a8 c

<
Screenshot taken

w

View

ge

(2] - dlmszo

< >  Plugin Details I
Severity: Medium
ID: 50686
Version: 1.16
Type: remote
Farmily: Firewalls
Published November 23, 2010
Modified: October 17,2023
Risk Information

Risk Factor: Medium

CVSS V3.0 Base Score: 6.5

CVSS 3.0 Vector: CVSS:3.0/AV:A/ACL/PRIL/UENT
SIC/CLLAL

CVS5v2.0 Base Score: 5.8

CVSS V2.0 Vector: CVSS2#AV:A/ACLIAUN/CP/LP/

Vulnerability Information

Vulnerability Pub Date: January 1, 1997

Reference Information

CVE: CVE-1999-0511

Figure 3.3 Nessus Plugin 50686: IP Forwarding Enabled (MEDIUM, CVSS 6.5) 192.168.1.1
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Vulnerability 4
SMB Signing Not Required

Description
SMB message signing is optional on ClientS1. Without mandatory signing, an attacker on the network can

intercept SMB sessions and perform NTLM relay attacks, authenticating to other systems using captured
credentials without knowing the plaintext password [3].

Automated Vulnerability Assessment Report

MEDIUM

ClientS1 (192.168.1.10) 445 [ tcp Nessus Essentials Plus
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Otenable NessusEssentials  Scans  settings

FOLDERS

W Myscans a
@ 50AC_Vulnerability A
@ Allscans

@ Trash

RESOURCES

@ rolicies

@ PluginRules

SOAC_Vulnerability Assessment / Plugin #57608

< Back to Vulnerabilities

Vulnerabilities |16

SMB Signing not required

5> Plugin Details 7
Description Severity: Medium
Signing is not required on the remote SMB server. An unauthenticated, remote attacker can exploit this to conduct man-in-the-middle attacks against 1D: 57608
the SMB server. Version: 1.20
Type remote
Solution Family: Misc.
Enforce message signing in the host's configuration. On Windows, this is found in the policy setting 'Microsoft network server: Digitally sign Published: January 19,2012
communications (always)'. On Samba, the setting is called Server signing'. See the 'see also' links for further details. Modified: October 5, 2022
See Also

ttp://www.nessus. org/u?df39b8b3
hittp://technet.microsoft.com/en-us/library/cc731957.aspx
ttp://www.nessus. org/u?74b80723

htmitsmb.conf.5.html

htp://www.nessus.org/uza3cacdea

Output
No output recorded.

To see debug logs, please visit individual host
Port & Hosts

a5 /tep/ dits 192.1681.10 &

Figure 3.4 Nessus Plugin 57608:

0 There's an error with your feed. Click here to view your license information.

(2] - dlmszo
[comwre | Tl || taunn v Repor | Bpor 7

Risk Information

Risk Factor: Medium
CVSS v3.0 Base Score: 5.3

CVS5 V3.0 Vector: CVSS:3.0/AV:N/ACL/PRIN/UEN/
SIUACN/ELAN

€VS5v3.0 Temporal Vector: CVSS:3.0/E:U/RL:O/
RCC

V5530 Temporal Score: 4.6

VS5 2,0 Base Score: 5.0

€V55v2.0 Temporal Score: 3.7

CVS5 V2.0 Vector: CVSS2#AV:N/AC:LIAUN/CIN/LP/

CVSS v2.0 Temporal Vector: CVSS2#E:U/RLOF/
RCGC

Vulnerability Information

SMB Signing Not Required (MEDIUM, CVSS 5.3) 192.168.1.10
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Automated Vulnerability Assessment Report

Vulnerability 5 Low
DHCP Server Detection

S-DC1 (192.168.1.1) 67 / udp Nessus Essentials Plus

Description

The DHCP server on S-DC1 discloses network topology details including subnet mask, server identifier and

lease parameters to any unauthenticated host that sends a broadcast discovery request, facilitating network
reconnaissance.

kali_26 [Running] -Oracle VirtualBox XX
File Machine View Input Devices Help

BemPor| 23 |

e Lo LON ST A Y
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<
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Screenshot taken
<« 2> C @ Q& = ans/repor vulnerabilities/10663
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View image
) OffSec  KaliLinux # KaliTools # Kali Docs NI Kali Forums @ Kali NetHunter & Exploit-DB % Google Hacking DB
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Otenable NessusEssentials  Scans  settings

(-] - dlmszo
S SOAC_Vulnerability_ Assessment / Plugin #10663

e |G ATl L v Reort  Bpot T
. wsas @

SOAC_Vulnerability A
u - y / Vulnerabilities |43
@ Allscans
@ Trash i
@I DHCP Server Detection < > Plugin Details 7
RESOURCES [ o—— Severity: Low
@ rolicies This script contacts the remote DHCP server (if any) and attempts to retrieve information about the network layout. ID: 10663
Version: 124
@ PluginRules ) ~
Some DHCP servers provide sensitive information such as the NIS domain name, or network layout information such as the list of the network web Type: e
servers, and so on. Family: Service detection
" : . X Published: May 5, 2001
It does not demonstrate any vulnerabiliy, but a local attacker may use DHCP to become intimately familiar with the associated network.
Modified: March 6, 2019

Solution
Apply filtering to keep this information off the network and remove any options that are not in use. BT i
Risk Factor: Low
Output V5520 Base Score: 3.3
VS5 V2.0 Vector: CVSS2#AVAA/ACLANICP/EN/
Nessus gathered the following information from the remote DHCE server :
Master DHCP server of this metwork : 152.168.1.1
1P address the DHCP server would attribute us : 192.168.1.50

Netmask : 255.255.255.0
DHCP server(s) identifier : 192.168.1.1

To see debug logs, please visit individual host
Port & Hosts

©
67 Iudp 192.168.1.1

Figure 3.5 Nessus Plugin 10663: DHCP Server Detection (LOW, CVSS 3.3) 192.168.1.1 port 67/udp
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Vulnerability 6 Low
ICMP Timestamp Request Remote Date Disclosure

CVE-1999-0524 S-DC1 (192.168.1.1) 0/icmp Nessus Essentials Plus

Description

S-DC1 responds to ICMP Timestamp Requests, disclosing its system clock to any remote host. On a Domain
Controller using Kerberos, which enforces a maximum five-minute clock skew, this information could assist
time-based attacks against authentication tokens.

kali_26 [Running] -Oracle VirtualBox XX
File Machine View Input Devices Help

Bempor 2> @0 iy B 0 & a8 G

(8 [0 o] + ©eed
« 5 C & 0 a = ans/report vulnerabilities/ 10114 b3 @ 8 =

) OffSec  KaliLinux # KaliTools # Kali Docs NI Kali Forums @ Kali NetHunter & Exploit-DB % Google Hacking DB

0 There's an error with your feed. Click here to view your license information.

Otenable NessusEssentials  Scans  Settings o & i@
SOAC Vulneraoty Assssert  Pugi #1014 B
S @ | CockioVunenbiites
SOAC_vul bility_A
u SEELS Vulnerabilities |43’
@ Allscans
Trash ) ’
LG @I |CVP Timestamp Request Remote Date Disclosure < > Plugin Details 7
RESOURCES pesenten Severity: Low
@ rolicies The remote host answers to an ICMP timestamp request. This allows an attacker to know the date that is set on the targeted machine, which may ID: 10114
assist an unauthenticated, remote attacker in defeating time-based authentication protocols. Version: 156
@ PluginRules
Type: remote
Timestamps returned from machines running Windows Vista / 7 / 2008 / 2008 R2 are deliberately incorrect, but usually within 1000 seconds of the Emlls A
SR Published: August 1, 1999
Modified: Octaber 7, 2024

Solution
Filter out the ICMP timestamp requests (13), and the outgoing ICMP timestamp replies (14).
Risk Information
output Risk Factor: Low.
V5520 Base Score: 2.1
CVS5 V2.0 Vector: CVSS2#AV:L/ACL/AUN/CR/EN/

To see debug logs, please visit individual host

Vulnerability Information
Port & Hosts

Vulnerability Pub Date: August 1, 1997
-
0/icmp 192.1681.1 &

Reference Information

CWE: 200
CVE: CVE-1999-0524

Figure 3.6 Nessus Plugin 10114: ICMP Timestamp Disclosure (LOW, CVSS 2.1) CVE-1999-0524
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