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[bookmark: _Toc38297523] 1.0 Introduction
The following assignment is based on the work that has been done throughout the Enterprise and Innovation Group project. The report is based on the role within the group to manage the cyber security of the device and the financial management. Also included in this assignment are the stages of prototypes of the product, a description of what the project does and details of three hackathons that have been attended and what new skills that have achieved throughout the project. The report has taken into context the current situation with the United Kingdom being lockdown due to Covid 19 [1].





























[bookmark: _Toc38297524]2.0 Financial Analysis
[bookmark: _Toc38297525]2.1 Start-up Funding
The funding which the group had to begin with was £200 and a loan from the university to get us started on the prototype of the device. All members of the team have also agreed to add £200 each to the project and one member has £6000 in savings to get it started bringing the total of start-up funding to £7400. The team are aware of extra funding being possibly available from the government. [2]

[bookmark: _Toc38297526]2.2 Finance Management
Thanks to the support given by the university we able to successfully build the first prototype for less than our start up funding which allowed us to put money into advertisement. Below is the components and equipment list that was needed to build the first prototype.
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As you can see from the above picture after the first prototype was built, we still had plenty left for advertising and launching our website. We hosted our website through 1and1 at a cost of 9.99 a month and we paid £75 for Google advertising by implementing Google AdWords pay per click. One thing that isn’t included in the photo above is the internal battery to make the device have its own power source to make it portable which is a lithium battery which costs £15.
[bookmark: _GoBack]
The total cost to build and make the first prototype functional came to £75 without webhosting and advertisement due to the help of the university. Once everything was added up after implementation the total costs came to £175.
The device itself is fully customizable and can be adapted to individual needs if required which is what prototype is going to be based so it will essentially suit businesses from all sectors.

[bookmark: _Toc38297527]2.3 Prototype Development
Throughout the project one prototype was successfully built and plans for a second have been made however, due to time and cost the second prototype was never completed. The first prototype was fully functional at a cost of just £75 thanks to the help provided by the university. With out the university help the total cost of the device is £125 to make. Below is a picture of our first prototype.
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The first prototype was designed for personal use only where as the second protype was going to be developed for industrial use with a new upgraded case which would make the device waterproof for all work sectors and a bigger SSD allowing the user to save more files to the device internally. The software which was implemented for prototype one would be carried over to prototype 2. Due to the time limit we had to complete the project the parts wouldn’t have arrived in time to complete prototype 2.
All software is opensource so there are no outgoings regarding the software.
[bookmark: _Toc38297528]3.0 Financial Plan
The first lot of the devices to be sold will be on sale at £150 as an introductory offer to get the device known then the price will increase to £170 after 3 months. By selling the device at a price of £150 it will cover costs of maintain the devices webpage and will allow us to put more money into advertisement in the future [3].
We estimate that over the first 3 months we will sell at least 150 devices at the introductory price this gives us £25 profit per sale with a monthly running cost of £9.99 a month for the website.
If prices on the parts remain the same the £7500 is expected in sales during the first three months.
£6250 is expected to be spent on building the products every month for the first three months.
£1250 will be the profit made if the predicted sales are made in first three months.
£9.99 a month web hosting is expected to be spent and £75 a month on google advertising leaving the team with £388.33 a month to put back into the company. The team is expecting to breakeven during month 3 due to the current situation with Covid 19.
Below are two pie charts showing the three-month statistics.
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The following is the total price list to build each device.
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At present there are no plans for the team to be taking out money for the work they put into the project until bigger profits are made.
Sales forecast during lockdown below.
[image: ]
Sales forecast without lockdown below.
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The following is the original cash flow forecast before lockdown and at the device selling at the introductory offer £150.
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[bookmark: _Toc38297529]4.0 Technical Skills Development
Throughout this project having to work closely with all members of the group, being the cyber security student, it was my role to secure all parts of the project. For the physical security of the device required to work with design and electronics we secured the device securely by implementing a silicone case which would make the device less likely to get damaged by the elements and allow the internal storage devices to be securely situated. In order for the device to be secure from hackers it was required that u Metasploit be used to do a penetration test which showed a vulnerability when SSH was enabled this was fixed by then having to work with the teams programmer to resolve this issue and it was decided to implement Mozilla of things which would securely allow the device to connect to other devices. It was also agreed that the device would require a network monitoring tool to allow us to monitor and act on any devices trying to connect for this it was decided to install failtoban [4]. Whilst testing the device, I realized how easy it was to access so it was decided to write bespoke login script in python [5]. The login program was made so that when the user starts the device first they will be required to enter their login credentials to gain access to the device however, due to storing personal files I have included another authenticity script which the user will need to enter a 6 digit pin to decrypt the files to have further access to the device.
The following picture shows the login screen.
[image: ]
The following picture shows Metasploit payload vulnerability.
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As stated previously upon successful log in to the device the user will be required to enter a 6-digit pin to decrypt the files on the device and to gain further access. If the user fails this security measure three times they will be required to re login to the device I have also added a timer between entering the pin number upon failure, the first delay upon first failure is 30 seconds, the second failure requires one minute and the third is 2 minutes. If the user is made to re login this will be their last attempt before needing to contact support to prove their identity. By implementing this type of security, it rules out the possibility of brute force and rainbow table attacks.
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The above picture shows the encryption code.
Once finished securing the device it was then time to move onto work with the team’s web developer. It was noticed that the website was open to xss and sql injection because of the sanitation that was implemented.
The following picture show xss (Cross site scripting) vulnerability.
[image: ]
The following picture shows sql vulnerability.
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I also noticed that there was no SSL implemented on the website which there now is [6].
[bookmark: _Toc38297530][image: ]
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Components & Equipment List

Name Price URL

Soldering equipment Free Provided By University
Visual studio Free Provided By University
Command line interface Free Provided By University
Raspberry Pi with Raspian Free Provided By University
PiJuice HAT £25.00 Provided By Team Leader
240GB SATA SSD Free Provided By University
SATA to USB 3.0 cable £9.99 Provided By Team Leader

Touch screen with case and ports £25.99 Provided By Team Leader
Some componets may not be on the list at this stage of the project
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parts
Rasberry P

ssD

Touch screen

case

Lithium Battery
Satato USB 3.0 cable

TOTAL

URL

£40 https:

(www.amazon. co.uk/gp/offer-listing/B07TDA2527 ref=sr

£35 hitps:

'www.amazon.co.uk/BAITITON-Internal-Solid-State-Drive

£20 https;

'www.amazon.co.uk/Elecrow-Monitor-800x480- Display-R

£10 https:

‘www.amazon. co.uk/GeeekPi-Raspberry-40X40X10mm-H

£10 https:

‘www.amazon. co.uk/Lithium-Expansion-Raspberry-Over-

£10 https:

‘www.amazon. co.uk/UGREEN-Adapter-Converter-Extern:

£125
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January February March April May June July August  September October  November  December Total

Device Personal 50 50 50 50 50 50 50 50

Total sales 0 0 0 50 50 50 50 50 50 50 50 50 450
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Sales Normal |
January February March April May June July August  September October  November  December Total
Device Personal 50 150 250 350 450 550 650 750 850 4050
Industry Device 100 200 300 400 500 600 2100
0
Total sales ] ] ] 50 150 250 450 650 850 1050 1250 1450 6150





image9.png
Cloudme.inc

Cashflow Forecast
January February March April May June July August  September October  November  December

Money In
Sales
Device Personal 50 150 250 350 450 550 650 750 850
industry Device 0 0 0 0 0 0

0 0 0 0 0 0 0 0 0 0 0 0
Loan
Total money in ) ) ) 625 18750 31250 43,750 56,250 68750 81,250 93750 106250
Money Out
Delivery 2 30 18 2 2 5 66 102 120 120 72 36
Packaging 5 5 24 48 48 108 108 12 12 12 5 5
Web hosting 999 999 999 999 999 999 999 999 999 999 999 999
Software subscriptions tl tl tl tl tl tl tl tl tl tl tl tl
Accountants'fees 360
Telephone and intemet 0 0 0 0 0 0 0 0 0 0 0 0
Offce consumables 18 18 18 18 18 18 18 18 18 18 18 18
Advertising 100 100 100 100 100 100 100 100 100 100 100 100
New equipment 46875 140625 2343750328125 421875 515625 609375 703125 796875
VAT payments 229 62395 7104645 15521795
Withdrawals by business owner
Total money out Mm99 256.39 5229.895 14321.29 273829 6791855 42537.49 51930.49 45783695 70626.49 79965.49
Net cash inflow / (outflow) 27199 25639 1020105 421 751171 50541.855 1371251 16819.51 35466305 312351 2628451
Bank balance at start of month 42099 879 35989 61628 403,825 4826535 12338.245 628801 7659261 9341212 128878425 152001935
Bank balance at end of month 87.9 61628 403.825 4826535  12338.45 7659261 9341212 128878.425  152001.935 178286445

Total

506,205

936
119.88
576

720
216

1200
346875
-22465.935

328384.545

177820.455
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import hashliib
From Crypto import Random
From Crypto.Cipher import AES

class AESCipher(object):
def _init_(self, key):

Self.bs = AES.block_size
self.key = hashlib.sha256(key.encode()). digest()

def encrypt(self, raw):
raw = self._pad(raw)
iv = Random.new(). read(AES. block_size)
cipher = AES.new(self.key, AES.MODE_CBC, iv)
return base64.bédencode(iv + cipher.encrypt(raw.encode()))

def decrypt(self, enc):
enc = bases4. bsadecode(enc)
iv = enc[:AES.block_size]
cipher = AES.new(self.key, AES.MODE_CBC, iv)
return self._unpad(cipher.decrypt(enc[AES.block_size:])).decode( utf-5")

def _pad(self, s):
Feturn s + (self.bs - len(s) % self.bs) * chr(self.bs - len(s) % self.bs)

@staticnethod
def _unpad(s)
Feturn s[:-ord(s[len(s)-1:1)]
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17108 out code

£#(isset(s_REQUEST['Logout 1))
unsee(s_SESSTON[‘user"]):
unset(5_SESSTON[‘usernase”
unset(s_SEsSION['14"]);
unset (s SESSTON"role’]);

session_destroy();
)
"

1#(1empty(5_POST"subait"1)(
(ot s P arne 1))

please enter usernase’;

ey P psseord 1)

'$5q1="SELECT*FRON users WHERE username="%s’ AND password="%s’
Ssqlesprintf(ssal,_POST[ usernase],ads(5_POST(‘password’])
Srecordseaysal_query (ssql) or die(sysal_error());

£6(srecord _newmaysq)_fetch_arroy(Srecord))(

3 SESSION ‘user” -Srecord new;
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