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In order to make a "virtual" system, software is used to mimic the hardware's operations. By employing this method, IT departments can run several operating systems, several virtual systems, and a wide range of apps all from a single computer. Increased productivity and cost savings are just two of virtualization's many upsides. (Arslan and Özbilgin)
With virtualization, the fundamental hardware and software of a programme or data store are hidden from the user.
To make the real resources available to the virtual one, hypervisors partition them. They can be loaded alongside an operating system, or on the devices themselves. The latter is the standard method of system virtualization in large companies. (Lopez)
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A virtual machine is functionally equivalent to any other computer system, be it a desktop, laptop, mobile device, or server. 


It's equipped with a CPU memory, a hard drive and an internet link for saving and retrieving information. In comparison to the tangible and unseen components that make up your computer known as hardware, virtual machines are often thought of as virtual computers or software-defined computers within actual servers. (Lin and Fu)


 The following are examples of where simulated machines have proven useful:
1. Creating a backup of the operating system, installing an outdated OS to access corrupted files or use obsolete software
2. using an application or piece of software on a computer device for which it was not designed and so on are all examples of software development and distribution that can benefit from a clean environment. (Toyoshima, Yamaguchi and Oguchi)
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[bookmark: _Toc131509156]When a cloud service provider utilises the internet to make computing, storage and networking tools accessible to clients on demand, this model of cloud computing is known as infrastructure as a service or IaaS. The CSP is responsible for overseeing all of the IT hardware and software that would typically be located in a physical facility. Computers, data storage and connectivity infrastructure all fall under this category. (Singh, Sharma and Kumar)
With IaaS companies can increase or decrease their resource allotment on the fly in reaction to fluctuating demand without disrupting their pay-as-you-go pricing structure. This eliminates the need for costly up-front investments and unnecessary in-house networks and computers.
In a PaaS model the CSP makes available to end users a complete cloud platform including all necessary hardware, software, and infrastructure for developing, delivering, and managing the apps. Developer efforts can be more efficiently focused on building, testing, running, and growing apps thanks to PaaS. This is achieved without the hassle expense and lack of adaptability of building and running apps within a private network.
Infrastructure as a service (IaaS) gives system managers more granular control over operating systems, while platform as a service (PaaS) gives end users more flexibility and ease of use.
Say I wanted to build a website and used this as an example. I need an Infrastructure as a Service (IaaS) provider like Amazon Web Services to host it and its apps. I could hire a Platform as a Service (PaaS) company like Google App Engine to create and deploy a unique part of my website if I so wished.
Infrastructure as a service (IaaS) is the backbone of any cloud-based setup. With Platform as a Service (PaaS) programmers can create one-of-a-kind apps and make them accessible in the cloud via an API. (API). SaaS on the other hand, refers to cloud-hosted software that is offered for commercial use.
Consider Infrastructure as a Service  to be the backbone of any cloud-based service, whether it be a website selling physical products, digital downloads, or online content. In contrast to platform as a service which allows coders to build apps without having to handle them themselves, software as a service (SaaS) refers to software that can be purchased or offered to help software companies or others get things done. Platform as a service (PaaS) is another name for this concept.
Benefits and drawbacks of IaaS and PaaS
The advantages and disadvantages of the two most prevalent cloud computing approaches, Infrastructure as a Service (IaaS) and Platform as a Service (PaaS) are distinct. Each is described in detail below.

IaaS Benefits:
IaaS provides a great deal of leeway for customization, as businesses can pick and choose which pieces of technology they'll use. The choice of OS, software and other building blocks is possible. (Chavan, Patil and Kulkarni)
IaaS is scalable because its resources can be added or removed as required to satisfy fluctuating demand.
IaaS gives businesses more say over their technology, allowing them to tailor it to meet their unique needs. (Shahzadi, Iqbal and Qayyum)
Organizations can save money by using IaaS because they won't have to pay for costly gear and software up front.
IaaS Drawbacks:
The complexity of IaaS stems from the fact that the system components must be managed and configured by people with specialised knowledge.
Organizations using IaaS must take on the time-consuming and complicated task of maintaining the underlying operating system and other server components.
IaaS puts the onus on businesses to ensure the safety of their own systems, which can be difficult to do without specialised knowledge.

PaaS Benefits:
PaaS systems simplify application development and deployment by hiding the complexity of the underlying technology from developers. (Lv, Li and Lei)
output: PaaS has the potential to boost worker output by offering readily available, pre-built components like databases and tools.
PaaS systems are scalable because they can easily add or remove resources as required to satisfy fluctuating demand.
PaaS platforms have built-in security features that can assist businesses in keeping their apps and data safe.
PaaS Drawbacks:
One potential drawback of PaaS is that it gives users less say over the core technology than they might like.
Lock-in to private technologies or suppliers is a risk that may arise when using a PaaS platform.
Not all application frameworks or computer languages will be functional with PaaS environments.
Whether an organisation should use Infrastructure as a Service or Platform as a Service depends on its unique requirements. Organizations that place a premium on simplicity and worker efficiency may benefit more from a platform-as-a-service (PaaS) model than those whose needs are more infrastructure-intensive.

[bookmark: _Toc131509157]
A very high budget
With an unlimited budget you can choose from a variety of choices for your IT system to guarantee high availability and high reliability.
 Redundant computers, storage, and networking components can be set up as part of a redundancy strategy to guarantee that, in the event of a failure, operations can continue normally. 
This can guarantee continuous service and minimise the risk of interruption. To make sure that traffic is spread equally across numerous computers and that resources are instantly adjusted up or down based on demand, load balancing and auto-scaling can be used.
 This can guarantee that your system is ready for unexpected traffic surges and keep services running smoothly. Infrastructure in the cloud: Services like load sharing, auto-scaling, and data mirroring are available from cloud companies like Azure and AWS to guarantee high uptime and resilience. 
In order to guarantee continuous service, a cloud-based system can be easily scaled up or down as required.
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There are a few IT tool options available if you're on a smaller budget and are willing to be diligent under certain circumstances. If your IT system is well-designed, you won't need to include backups. In the case of a failed component, the system will continue to operate, albeit at a decreased degree of effectiveness. 
Although this option may help save money, it does not ensure that blackouts will not occur. Instead, you could set up redundant systems to safeguard gadgets like mobile phones and computers. With this method, service can be maintained even if a vital part fails. While this approach could be more expensive, it is more dependable in the face of disruptions than high availability without redundancy. 
Web-Based Hosted Servers High dependability and durability are achieved with minimal up-front expenditure in expensive technology. Using cloud computing without breaking the bank is a delicate juggling act.
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Azure Locations: The geographic areas where Azure server centres are physically located. Data centres are located in various parts of the world and are linked together by a low-latency network.
Customers can be helped in selecting the optimal Azure spot by becoming acquainted with Azure zones, which are groups of Azure data centres. Customers can choose areas based on a number of factors  such as the apparent wait in the region and the region's proximity to the customer's present position.
If you want more command and structure over your Azure assets you can create a resource group. This technique of organising resources allows for the logical arrangement of data storage, virtual computers, and network capacity. Using resource groups, administrators can restrict users' abilities, assign roles and policies and track how much each asset is being employed.

Not all Azure datacentres support availability zones, and not all resources can be duplicated between different Azure datacentres. Considerations such as delay, data security, legal compliance, and the provision of tools and services should be made when selecting a location or area in Azure.
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In computer security, authentication and authorization are two separate but connected ideas. To authenticate is to check a person's or computer's credentials. Authentication is the process of verifying the identity of a person or computer system by using identifying information such as a login and password. The purpose of verification is to check identities before allowing them entry. After a person or system has been verified, the next step is authorization, which involves deciding what actions the user or system is permitted to take. (Bánáti, Kail and Karóczkai)
 Access control is the process of determining whether or not a person has authorization to use a given set of resources or carry out a given set of operations based on the user's rights and entitlements. The purpose of clearance is to limit access to protected resources to only those who have been granted permission to do so. Consider the act of signing into a bank account as an example of identification and as an example of permission. To authenticate yourself, you must provide valid registration information that proves you are the rightful proprietor of the account in question.
 Your login privileges, such as accessing your account amount, making transfers, and modifying your account preferences, are determined by your level of authorization. To sum up, identification and permission are two sides of the same coin when it comes to protecting data on computers. User or system identities are validated through authentication, while their access rights and capabilities are established through authorization. (Wei, Zhou and Zhang)
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Authentication is the procedure of verifying the identity of an individual or a piece of technology. To authenticate a person is to confirm their identification before allowing them entry to a protected system or resource. (Dostalek and Safarik)
 There are a number of methods that can be used for authentication, such as: Access to a computer system or web programme usually requires the user to input a login and password. The majority of people use this method of verification. A successful login is contingent upon the provided username and password successfully matching those stored in the system. Incorrect passwords will result in being denied entry. With two-factor verification, you need more than just a username and password to get in. A security token, fingerprint verification, or a mobile phone number could all serve as this supplementary bit of data. 
This provides an extra layer of security and restricts entry to those who shouldn't have it. SSO, or single sign-on, is a security procedure that eliminates the need for users to re-enter their passwords whenever they switch between various platforms or apps. For SSO to work a unified identity system that handles user data and authorization queries must be used. 
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Authentication is the procedure of verifying the true identity of an individual or technological component. Authentication refers to the process of verifying a person's identity before allowing them entry to a protected resource or location. 
The following are some of the methods that can be used for authentication: A user's login name and password are usually needed in order to access a computer system or a web programme. The overwhelming bulk of people today rely on this method of verification. If the provided login credentials are a perfect fit for those already on file, the login attempt will be accepted. If you input an incorrect password, you will be locked out of the site. 
To log into a system that uses two-factor verification, you'll need to provide more than just your username and password. This supplementary information could be a security code, a thumbprint, or a phone number. It could be solved by any of these means. 
This provides an extra safeguard against any possible dangers and blocks access to anyone who shouldn't have it. Users no longer have to re-enter their passwords whenever they switch between various types of platforms or apps thanks to single sign-on, also known as SSO, a technique of data security. For SSO to work, there must be a standardised identity management system that can process both user data and login requests. 
Proof of identity using cryptographic signatures: Individuals or entire networks can use digital certificates as identity documents when authenticating with this method. The system checks certificates against a predefined benchmark to make sure they are legitimate and comprehensive. (Dostalek and Safarik)
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Network Security Groups and Bastion servers are two of the most important concepts in cloud security. Network Service Gateways are used to control Azure's network traffic. Depending on the IP addresses, ports, and protocols used on either end of the link, administrators can enable or disable specific kinds of contact. By blocking traffic from potentially malicious sources, network security groups can be set up on network channels or subnets to restrict access to restricted resources. 
Bastion servers, single-purpose virtual machines in a virtual network, facilitate secure remote access to other VMs. Without exposing the VMs to the internet at large, they allow administrators to access them remotely using methods like Remote Desktop Protocol  or Secure Shell .
 This helps defend virtual computers against attacks that use unprotected remote desktop protocol  or secure shell connections. When a person connects to a virtual machine via a bastion host all of their data is tunnelled through the bastion host and subject to NSG control. 
This helps ensure that only approved users have access to the system and reduces the risk of unwanted traffic. In conclusion Network security groups and Bastion servers are indispensable for maintaining the safety of data in the cloud. They help manage and protect network information, repel attacks and block illegal access. (Wang and Kissel)
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