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[bookmark: _Toc164019247]Introduction.

[bookmark: _Hlk121126212]A short report on the functions of operating systems, shell commands and scripting languages on both Window and Linux operating systems.





[bookmark: _Toc164019248]Key functions of general Operating Systems.

[bookmark: _Toc164019249]Memory & Process Management

The kernel is the core program of any operating system.  Responsible for memory and process management, access to hardware resources, the file system and networking.  It resides in its own protected memory and provides a secure layer between user applications and the system itself.
Memory is allocated in blocks to applications, the kernel keeps track of all available and in use memory locations. As a CPU can only processes instructions sequentially the kernel uses context switching to divide up the requests from each service or application (process), known as jobs or tasks, and present them to the CPU [1].  The great speed of the CPU gives the illusion of simultaneous processing.
In Windows the currently running processes can be viewed through the Task Manager [2] application. Commonly displayed items include CPU, memory, disk and network usage, other information is also available by right clicking the headings and selecting the extra columns to display.
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For Linux the commands ps [3] or top [37] (shown below) provides similar information.
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Windows and Linux both provide file system management through a GUI application such as File Explorer [4] or a Linux equivalent like Dolphin [5] for KDE desktop.
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File Explorer

[image: Embedded Terminal in Dolphin]
Dolphin

Alternatively, the file system can be managed through the command line. Either the Command (CMD) [6] for DOS [7] style batch processing or the more modern PowerShell [6] and Linux [8] bash shells.  These can be a more convenient method for system administration tasks, especially in server-based environments.
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On board or connected devices are managed by the OS through OEM supplied device drivers.  All devices are viewable and administered through the Windows Device Manager [9] application.
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When using Linux, control of devices can be managed through the command line utility udev [10] or a GUI equivalent such as the Ubuntu Device Manager [11].
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Connection to external networks either via cable or Wi-Fi can be managed through the Network Connections [12] control panel.
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Network configuration can also be viewed from the command line using ipconfig [13]:
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The equivalent Linux command is ifconfig [14].
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The Windows Task Scheduler [15] application can be used to create jobs that are run on scheduled basis.  The target can be any script or application and it is very commonly used to run administrative tasks on the machine.
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Description automatically generated]

The Linux equivalent is known as cron [16].  This is usually administered from the command line and via the default (or specified) editor. This is one of the oldest and simplest ways of scheduling jobs.


An example crontab file:
[image: ]
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[bookmark: _Toc164019255]PS> cd (Set-Location)

One of the most basic needs of any file system is to be able to change the current working directory.  For this PowerShell has the Set-Location command, more commonly known as cd, a built-in alias that represents the familiar and succinct UNIX and DOS command [17].  Using this command the user may move to any directory within the file system, access permissions permitting.
For example:
[image: ]
Is functionally equivalent to:
[image: ]
PowerShell has aliases and abbreviations for many common commands [18], for example, chdir could also be used in place of cd.

[bookmark: _Toc164019256]PS> dir (Get-ChildItem)

Another one of the most common requirements is to list the contents of a directory.  The dir command is used for this express purpose.  In PowerShell dir is an alias for the Get-ChildItem command [19], and again provided for familiarity.
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The above directory only holds three files, some directories may contain many more. In this case wildcards can be used and may be helpful to return more specific results, e.g. show only files with the number 2 in the file name:
[image: A screen shot of a computer
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PowerShell also provides the ‘nix type equivalent alias ls, however it is not functionally the same as its counterpart.
The output from dir (or Get-ChildItem) can be used for (real world) example, to change all filenames to uppercase:
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The inverse of which, in the old DOS style:
[image: A computer screen with white text

Description automatically generated]
[bookmark: _Toc164019257]PS> Get-PSDrive

Many PC’s will have access to more than one drive, to discover what drives are available to the user PowerShell provides the command Get-PSDrive (alias gdr) [20].  This will provide a list of all connected drives.
[image: ]
As with many PowerShell commands the output can be filtered to show specific results, for example, to list all filesystem drives where the space free is greater than 70GB.
[image: ]
The cd command can be used to change to any available drive e.g. cd D:

[bookmark: _Toc164019258]PS> Get-Content

Sometimes it can be useful to display the contents of a file to the screen.  In PowerShell we can use the Get-Content (alias gc or cat) command [21], the content is read one line at a time.
[image: ]
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As its name suggests Set-Content (alias sc) [22] is the opposite to Get-Content.  This is used to write text-based content into a given file. If the file does not exist, then it is created.
[image: ]

Get-Content and Set-Content can be very useful in scripts for text file manipulation.  The example below “Gets” the contents of the file, matches, and replaces one word for another then “Sets” the contents of the file to the result.

[image: ]
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PowerShell has many commands, the Get-Command (alias gcm) command [23] will list all available PowerShell commands.  The list can be very long so pipe’ing the output to more will pause at each screen full.
[image: A screen shot of a black screen
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As with dir we can filter the results with the use of wildcards, to see only “Get” commands:
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Now we have a list of available commands it can be useful to see the documentation for a specific command.  This can be achieved by using the Get-Help command [24] along with the name of the command we want to see information about.
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When entering commands using a CLI it can often be necessary to repeat them.  Previous commands entered may be scrolled through by using the up-arrow key.  The shell keeps a history list of all commands entered which can be viewed using the Get-History (alias ghy, h or history) command [25].
[image: A black screen with white text
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PowerShell can do more than assist in managing the file system, other computer functions can also be displayed and managed.  Get-Process (alias gps or ps) [26] can be used to list all running processes on the PC.  The example below uses a filter to show just the Windows Explorer process information.
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Get-NetTCPConnection [27] gets any current TCP connections showing properties such as local or remote IP address, local or remote port, and connection state.
[image: A black screen with white text
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[bookmark: _Toc164019266]$ useradd

The useradd [28] command will create a new system user for example to create a new user with a home directory:
[image: A screenshot of a computer code
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In addition, the password for the user can then be set using the “passwd” command.
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[bookmark: _Toc164019267]$ usermod

The usermod [29] command enables us to modify the user, for example changing the group (or groups) the user is assigned to.
To set an additional group(s) for a user
[image: A screen shot of a computer program
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A default group could also be set using the command; usermod -g <group> <user>
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Chown [30] is short for change owner with respect to a directory or file. All files and directories belong to a user and a group, below we set group access on myfile.txt to the games group, any user in that group may now read the file.
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[bookmark: _Toc164019269]$ chmod

Chmod [31] is short for change file mode (bits).  Directory and file permissions can be set for user, group and other (world) using either an octal or symbolic format e.g set a directory to read, write and execute for the owner and group and  block all others:
[image: A computer screen shot of a computer code
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The above uses the octal (numeric) format:
chmod 770 mydirectory
It could also be specified using the symbolic equivalents:
chmod ug=rwx,o-rwx mydirectory
Note: execute on a directory means search (list contents), on a file it means can execute.
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Copy (cp [32]), move (mv [33]) and remove (rm [34]) are basic directory and file management utilities.
To copy file from source to destination:
[image: A screen shot of a computer program
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Move a file from source to destination:
[image: A screen shot of a computer screen
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Note: as shown mv also serves to rename files e.g. mv oldname.txt newname.txt

Remove (delete) a file:
[image: A screen shot of a computer program
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When applied to a directory the -r recurse switch is used e.g. rm -r mydirectory to also remove (delete) all child directories and their contents.  This command when employed as the root user or as sudo should be used with caution.  Measure twice, cut once!



[bookmark: _Toc164019271]$ grep

Grep [35] stands for Global Regular Expression Print, a useful utility allowing results to be filtered using regular expressions. The command has the format: grep [option...] [patterns] [file...]

Find all files containing specific word:
[image: A screen shot of a computer code
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Find specific words in a file:
[image: A screen shot of a computer
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Use a regular expression to list all lines in file with sequentially duplicated words:
[image: A computer screen with white text
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[bookmark: _Toc164019272]$ tail

The command tail [36] will display the last few lines of a text file.
[image: A screen shot of a computer code
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By using the -f(ollow) switch it will remain running and display new lines as they added to the file.  This is enormously useful when applied to log files as it allows the log to be viewed in real time as it is created.  One example is monitoring web traffic by following the access log for a web server e.g. tail -f /mysite.co.uk/logs/access.log


[bookmark: _Toc164019273]$ top

Top [37] displays the active processes running on the Linux system. The results can be displayed in the order desired, for example by memory usage, top -o %MEM:
[image: A screen shot of a computer
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While top displays a lot of useful information, three important numbers are displayed at the top right.  These are the server load averages, from left to right 1min, 5mins and 15mins, these figures represent the number of processes either currently being executed by the CPU or that are waiting for execution.  They are useful indicators of a server’s current health and load average values should ideally remain below 1, the upper limit will reflect the number of cores in the CPU, e.g. 4 cores = 4.0.  It is normal to see spikes in the 1min value, but all should remain within 75% of the upper limit. Of the three numbers the 5mins average is the one to note, if it is up near the maximum then this indicates a sustained load on the server, action should be considered at this point to identify any issues.

[bookmark: _Toc164019274]$ sudo

Sudo [38] allows a user to execute commands as the superuser or any other user.  The command sudo su is commonly used to switch to the root user to perform admin tasks:
[image: A computer code with white text
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The root shell can be closed out with the exit command:
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To use sudo the user must have been granted the permission and appear in the /etc/sudoers config file, either specifically or as a member of an allowed group: 
[image: A screenshot of a computer
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As with PowerShell, it is helpful to have a reference available for commands.  Linux provides the man (short for manual page) [39] command.
The man-page for man itself:
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The script below provides a simple command line utility for displaying basic weather data for a specific location, including some pre-set locations.  It demonstrates the use of variables, arrays, loops, conditional statements, and user input.  
The script uses the free weather service API provided by open-meteo.com.
[bookmark: _Toc164019277]quick-weather.ps1

# Simple command line weather data with pre-set locations and coordinate entry.
# The PowerShell way!

function Read-Weather {
  # fetch and display weather data from API service

  # wrap the web call in try..catch to check response for error
  try { 
    $res = (Invoke-WebRequest -URI "https://api.open-meteo.com/v1/forecast?${latlong}&current=temperature_2m,apparent_temperature,wind_speed_10m,wind_direction_10m&wind_speed_unit=mph")

    Write-Output "Current weather data for: ${location}"
    Write-Output (($res.Content | Select-String -Pattern '"latitude":.*?[^\\][,}]+' -AllMatches).Matches.Value -replace '[",]', '')
    Write-Output (($res.Content | Select-String -Pattern '"longitude":.*?[^\\][,}]+' -AllMatches).Matches.Value -replace '[",]', '')
    Write-Output (($res.Content | Select-String -Pattern '"temperature_2m":.*?[^\\][,}]+' -AllMatches).Matches.Value -replace '[",]', '')
    Write-Output (($res.Content | Select-String -Pattern '"wind_speed_10m":.*?[^\\][,}]+' -AllMatches).Matches.Value -replace '[",]', '')
    Write-Output (($res.Content | Select-String -Pattern '"wind_direction_10m":.*?[^\\][,}]+' -AllMatches).Matches.Value -replace '[",}]', '')
  }
  catch [System.Net.WebException] {
    Write-Output "API Error: $($_.Exception.Message)"
  }
}

function Find-Location() {
  # gather lat/long coordinates for custom location
  $latitude = Read-Host -Prompt "Enter latitude: "
  $longitude = Read-Host -Prompt "Enter longitude: "

  if ($latitude -and $longitude) {
    $latlong = "latitude=${latitude}&longitude=${longitude}"
    $location = "As coordinates"
    Read-Weather
  }
  else {
    Write-Output "Invalid coordinates entered."
  }
}

Write-Output "==================="
Write-Output "Quick Weather Check"
Write-Output "==================="

# associative array of pre-set locations and lat\long positions
$locations = [ordered]@{
  Cardiff        = "latitude=51.48&longitude=-3.18"
  Swansea        = "latitude=51.6208&longitude=-3.9432"
  Port_Talbot    = "latitude=51.5924&longitude=-3.7802"
  Bridgend       = "latitude=51.5058&longitude=-3.5772"
  Merthyr_Tydfil = "latitude=51.7479&longitude=-3.3778"
  Carmarthen     = "latitude=51.8555&longitude=-4.3053"
  Tenby          = "latitude=51.6728&longitude=-4.7045"
}

# Display pre-set locations
$i = 1
foreach ($key in $locations.Keys) {
  Write-Output "$i - $key"
  $i++
}

# Extra options
Write-Output "F - Enter latitude and longitude coordinates"
Write-Output "Q - Quit"
Write-Output ""

# loop round our input until exit
while (1) {
  $option = Read-Host -Prompt "Please choose an option: "

  # check if user entered a valid location number
  if ($option -gt 0 -and $option -le $locations.Count) {
    # get the selection
    $location = @($locations.Keys)[$option - 1]
    $latlong = $locations[$option - 1]

    # call out to weather API function
    Read-Weather
  }
  else {
    switch ($option) {
      "F" {
        # Enter custom location
        Find-Location
      }
      "Q" {
        # Exit the script
        exit
      }
      default {
        "Invalid option selected, please try again."
      }
    }
  }
}





Sample Output:
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One of PowerShell’s’ most powerful features is the ability to string (or pipe) cmd-lets together, below are two examples that I use quite often.
Check today’s logs for specific entries and write out to new file:
PS> Get-ChildItem -Path "*.log" |
	Where-Object {$_.LastWriteTime -gt (Get-Date -Format "dd-MMM-yyyy")} |
	Select-String -Pattern 'ERROR' |
	Out-File -FilePath "log-errors.txt"

[image: A black screen with white text
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Find and replace text (globally) in specified file:
PS> (Get-Content .\textfile.txt) |
Foreach-Object {$_ -replace "this", "that"} |
Set-Content textfile.txt

[image: ]
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The bash script below is the original version of the Quick Weather utility.
As an exercise and in the spirit of the great Larry Wall quote: “Theres’s more than one way to do it!” [40] I recreated the functionality in PowerShell as above.
It is interesting to note the differences, and many similarities between the two styles. PowerShell utilises the .Net framework and allows for more complex program language (C/C#) like features such as Try...Catch blocks for exception trapping. Despite its limitations, bash is still very powerful and seems somehow more elegant in parts than it’s Microsoft cousin.
The original Simple Weather script, the best bash way!
[bookmark: _Toc164019279]quick-weather.sh
#!/bin/bash

# Simple command line weather data with pre-set locations and coordinate entry.
# The bash way!

showWeather() {
  # fetch and display weather data from API service
  res=`curl -s "https://api.open-meteo.com/v1/forecast?{$latlong}&current=temperature_2m,apparent_temperature,wind_speed_10m,wind_direction_10m&wind_speed_unit=mph"`

  # check response for error
  err=`echo $res | grep -Po '"error":.*?[^\\][,}]+' | sed 's/[",}]//g'`
  if [ -z "$err" ]  # no error
  then
    echo "Current weather data for: ${location}"
    echo $res | grep -Po '"latitude":.*?[^\\][,}]+' | sed 's/[",]//g'
    echo $res | grep -Po '"longitude":.*?[^\\][,}]+' | sed 's/[",]//g'
    echo $res | grep -Po '"temperature_2m":.*?[^\\][,}]+' | sed 's/[",]//g'
    echo $res | grep -Po '"wind_speed_10m":.*?[^\\][,}]+' | sed 's/[",]//g'
    echo $res | grep -Po '"wind_direction_10m":.*?[^\\][,}]+' | sed 's/[",}]//g'
  else
    echo "API Error"
    echo $res | grep -Po '"reason":.*?[^\\][,}]+' | sed 's/[",}]//g'
  fi
}

findLocation() {
  # gather lat/long coordinates for custom location
  read -p "Enter latitude: " latitude
  read -p "Enter longitude: " longitude

  if [ -z $latitude ] || [ -z $longitude ]
  then
    echo "Invalid coordinates entered."
  else
    latlong="latitude=${latitude}&longitude=${longitude}"
    location="As coordinates"
    showWeather
  fi
}

# associative array of pre-set locations and lat\long positions
declare -A locations=(
  [Cardiff]="latitude=51.48&longitude=-3.18"
  [Swansea]="latitude=51.6208&longitude=-3.9432"
  [Port-Talbot]="latitude=51.5924&longitude=-3.7802"
  [Bridgend]="latitude=51.5058&longitude=-3.5772"
  [Merthyr-Tydfil]="latitude=51.7479&longitude=-3.3778"
  [Carmarthen]="latitude=51.8555&longitude=-4.3053"
  [Tenby]="latitude=51.6728&longitude=-4.7045"
)

echo "==================="
echo "Quick Weather Check"
echo "==================="

# Display pre-set locations, associative array will be in hash order,
# we can use a 1d array to keep track of the user selection.
declare menu=()
i=1
for key in ${!locations[@]}
do
  menu+=($key)
  echo "${i} - ${key}"
  ((i++))
done

# Extra options
echo "F - Enter latitude and longitude coordinates"
echo "Q - Quit"
echo ""

# loop round our input until exit
while :
do
  read -p "Please choose an option: " option

  # check if user entered a valid location number
  if ((option>0 && option<=${#locations[@]}))
  then
    # get the selection
    location=${menu[option-1]}
    latlong=${locations[${menu[option-1]}]}

    # call out to weather API function
    showWeather
  else
    case $option in
      F|f)
        # Enter custom location
        findLocation
      ;;
      Q|q)
        # Exit the script
        exit
      ;;
      *)
        echo "Invalid option selected, please try again."
      ;;
    esac
  fi
done





Sample output:
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Real world example: Set security permissions for a WordPress installation.

A common and repetitive task, here we want to restrict access to all core files and define the initial user, group and permissions. The setgid bit flag is set to assign the inherited group on any new items. Developers/designers need to be able to edit the theme files for modifications or updates so write access is granted for the group on the theme’s directory and its children. Finally, we lock down the WordPress site config file to owner only (the server) as it contains site security and database credential information.
[image: A screenshot of a computer program
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To ensure adequate access the script is run prefixed with the sudo command.
Note: Providing a screenshot of an entire WordPress installation would prove somewhat difficult and unwieldy.  As a minor example, below is the outcome of the setfacl command on the themes directory, now showing rws (read, write, special) for the group and indicating that the SGID (Set Group Id) is set.
[image: ]




[bookmark: _Toc164019280]Conclusion.

An operating system is the base application that manages computer hardware resources and provides services for applications.  Both MS Windows and Linux provide many applications and utilities to query and manage the state of any PC hardware and software.  They both also support command line interfaces and powerful shell scripting  languages such as Windows PowerShell and Bash (Bourne Again Shell) for Unix based systems.  These can be used to facilitate and automate many system and user tasks and are especially useful in server environments. Scripts can be scheduled to run at specific times or in response to certain events and can streamline many repetitive tasks.
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[bookmark: _Toc164019283]Tutorial 1

What is an operating system?
An operating system can be described as "a program that lets you run other programs" [1]. It provides an abstraction layer between the application and the low-level hardware operations of the computer. The CPU, memory, file system, peripherals and network resources are all managed by the OS.

What does an operating system do?
An operating system manages and shares resources between competing applications and users. It controls the hardware functions and provides access to their functionality via a programmable interface.  The OS allocates time sharing on the CPU for all running services and applications allowing the appearance of simultaneous (asynchronous) processing.  In fact, each processor deals sequentially with one instruction after another, by dividing or slicing multiple instructions from multiple sources the computer appears to perform multiple tasks at once [2].

[1] “Operating System Concepts, What is an operating system, what does it do, and how do you talk to it?”, Paul Krzyzanowski, Rutgers University, January 26, 2014, [Online] Available: http://krzyzanowski.org/416/notes/03-concepts.pdf [Accessed 29/01/2024]
[2] “Operating system principles”, Per Brinch Hansen, January 1973, [Online] Available: https://dl.acm.org/doi/abs/10.5555/540365 [Accessed 29/01/2024]
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[;(James® kali)-[~/example]

$ sudo useradd -m newuser

[ (JamesG kali)-[~/example]
$ 1s /home/

james kali newuser
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New password:

Retype new password:

passwd: password updated successfully
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[ (JanesS kali)-[~/example)
5 groups newuser
newuser : newuser

[ (Ganes® kali)-[~/example]
$ sudo usermod -a -G games newuser

[(james®kali)-(~/example]
5 groups newuser
newuser : newuser games
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[ (Janes® kali)-[~/example)
$ 1s -1
total 4

—rw-r—r— 1 james james 132 Mar 17 17:09 myfile. txt

[(anes® kali ) [~/example]
$ Sudo chown james:games myfile.txt

[ (Ganes® kali)-[~/example]
$ 1s -1
total 4

—rw-r—r— 1 james games 132 Mar 17 17:09 myfile. txt
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total 8
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—rw-r—r— 1 james games 132 Mar
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mydirectory
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(james® kali)-[~/example]
’js 1s

mydirectory myfile.txt

[(anes kali)-[~/example]
$ cp myfile.txt mydirectory/

[(Ganes® kali)-[~/example]
5 1s mydirectory/
myFile. txt
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|§ {5 r ple]
mydirectory myfile.txt

[ (anesG kali)-[~/exanple]
5 mv myFile.txt myfile2.txt

E()anes@ kali)-[~/example]
$ 1

mydirectory myfile2.txt
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[ (Janes® kali)-[~/example)
5 1s mydirectory/
myFile. txt

[ (Ganes® kali)-[~/example]
5 m mydirectory/myfile.txt

[(Ganes® kali)-[~/example]
$ 1s mydirectory/
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sudo su
L—(im: 1)~ [/home/ james/example]
"

[ (James® kali)-[~/example]
$
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[ EE

$ sudo su

[ [ /home/ james/example]
i exit

= ianes@ kali)-[~/example]
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# User privilege specification
root ALL=(ALL:ALL) ALL

# Allow members of group sudo to execute any command
%sudo  ALL=(ALL:ALL) ALL
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MAN(1) Manual pager utils MAN(1)

NAME
man - an interface to the system reference manuals
SYNOPSTS
man [man options] [[section] page -
man -k [apropos options] regexp
man -K [man options] [section] term ...
man -f [whatis options] page
man -1 [man options] file ...
man -wl-W [man options] page ...
DESCRIPTION

man is the system's manual pager. Each page argument given to man is normally the name of a program, utility or function. The manual page asso-
ciated with each of these arguments is then found and displayed. A section, if provided, will direct man to look only in that section of the man-
ual. The default action is to search in all of the available sections following a pre-defined order (see DEFAULTS), and to show only the Ffirst
page found, even if page exists in several sec
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- \quick-weather.ps1

Quick Weather Check

- Cardiff

- Swansea

- Port_Talbot

- Bridgend

Merthyr Tydfil

- Carmarthen

- Tenby

- Enter latitude and longitude coordinates
- Quit

OTMNOUVAWN R

Please choose an option: : 2
Current weather data for: Swansea
latitude:51.62

wind_speed 10m:14.0
wind_direction_1em:°®
wind_direction_1em:130
Please choose an option: :

Enter latitude: : 55.8651

Enter longitude: : -4.2576

Current weather data for: As coordinates
latitude:55.875
longitude:-4.25
‘temperature_2m:°C
‘temperature_2m:6.1
wind_speed_10m:mp/h
wind_speed 10m:12.0
wind_direction_1em:°®
wind_direction_10m:59
Please choose an option
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BSNGENERERBIESNcat - \ny. log
[WARNING] Something to think about
[ERROR] It's broken!

[NOTICE] ALL is well

PSNGINERERBIENGet —ChildItem —Path "*.log" | Where-Object {$_.LastWriteTime -gt (Get-Date —Format "dd-MMM-yyyy")} |Select-St
ring —Pattern 'ERROR' | Out-File —FilePath "log-errors.txt"
BN - .\Log-crcors. txt

my.log:2:[ERROR] It's broken!
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SISl cat . \textfile.txt

this, that, the other
(Get—-Content .\textfile.txt) | Foreach-Object {$_ -replace "this", "that"} | Set-Content textfile.txt
jcat . \textfile.txt

that, that, the other
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$ ./quick-weather.sh

Quick Weather Check

- Merthyr-Tydfil

- Swansea

- Cardiff

- Tenby

Bridgend

- Carmarthen

- Port-Talbot

- Enter latitude and longitude coordinates
- Quit

O TN VA WNR

Please choose an option: 2
Current weather data for: Swansea
latitude:51.62

longitude: -3.9400005
‘temperature_2m:°C
‘temperature_2m:9.5
wind_speed_10m:mp/h

wind_speed 10m:14.0
wind_direction_1em:°®

wind direction_1em:130

Please choose an option: f

Enter latitude: 51.5085

Enter longitude: -0.1257

Current weather data for: As coordinates
latitude:51.5
longitude:-0.120000124
‘temperature_2m:°C

temperature 2m:11.6
wind_speed_10m:mp/h

wind_speed 10m:8.6
wind_direction_1em:°®

wind direction_1em:149

Please choose an option: q
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#!/bin/bash
# WordPress set (production) directory/file permissions, run from site root (sudo)

#

# set intial owner, group and perms

find . —exec chown apache:www {) + # change the <server>:<group> on all files

find . —type d -exec chmod 755 (} + # set initial (restrict) perms on all directories (u=rwx,go=rx)
find . —type f -exec chmod 644 () + # set initial (restrict) perms on all files (u=rw,go=r)

# set default group
chgrp waw ../public_html # set group on world readable (site root) directory
find . —type d -exec chmod g+s ()} + # set default group for sub-directories/files (imherit gid, octal 2755)

# allow group write on themes and sub-directories
find wp-content/cthemes —type d -exec chmod 775 () + # (ugérwx,o+rx)
find wp-content/themes —type f -exec chmod 664 () + # (ugtrw,o+r)

# set access control list (default perms) for new theme files (g+rw)
find wp-content/themes —type d -exec setfacl -m ™ Tm () + # defaultigrou

inherit) ireadurite

# finally, secure config file (credentials in here)
chmod 600 wp-config.php # (u=rw,go-rw)
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[Jamest@ wp-content]$ 1s -1 | grep themes
druxrwsr-x+ 7 www 118 Feb 13 13:54 themes
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