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[bookmark: _Toc100060578]Task 1 – Building a virtual LAN using type 2 hypervisor management software
[bookmark: _Toc100060579]VM creation and Operating System installations.

Objectives 
For this task there had to be a set-up of a virtual LAN which would use type 2 hypervisor management software, this means that it would be OS based rather than hardware based.
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Description automatically generated]
Server 1 and client 1 virtual machines have been created with the specified settings and the designated ISO downloaded.
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Description automatically generated]











To optimise speed, we had increased the RAM memory to 2048 MB.
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Description automatically generated]












The file location and the size were set for the server. 
[image: Graphical user interface, application

Description automatically generated]
A complete new virtual hard disk was created since the virtual machine set up would completely new.
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Description automatically generated]

When server 1 is created then the 2019 windows server operating system must be downloaded onto the machine. 


[image: Graphical user interface

Description automatically generated]
When the needed operating system has been set up the machine needs to be put to run and all setting must be changed for the UK where possible as to ensure that the correct keyboard layout and language is used. 

[image: Graphical user interface

Description automatically generated]

In order to have a good level of security a password was set up which was No5sP@ssw0rd, this password would be set for all virtual machines.















Client 
A new virtual machine was created using the the ISO windows 10. The same setting were carried out except that the hard drive memory space was set to 20GB. 
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Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]
Windows 10 was selected for the client virtual machine.

[image: Graphical user interface

Description automatically generated]
The setting was set up for it to be UK based as the region so the machine can link up real time without any problems.

[image: Graphical user interface, application

Description automatically generated]
As done previously the password was set up as No5sP@ssw0rd for the client as was directed.
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Description automatically generated]
The security questions were set as needed. 


















Cloning server 1 -server 2 
Since both server 2 and client 2 would need to be the same as the previously created machines then there was no need to create it as new and they could just be cloned, and all the needed features would be added already. When cloning there would need to be a new mac address generated otherwise when the ARP request is carried out it will create errors. Always generate new mac addresses when cloning a new machine since they will be for the same network. 
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Description automatically generated]
A full clone was created of server 1 and renamed srv2

Cloning client 1 – client 2 
[image: Graphical user interface, text, application

Description automatically generated]
A full clone was created of client 1 and renamed cl2.
[bookmark: _Toc100060580]Virtual Network Configurations-
Server 1
When all machines are created then all the needed ethernet connections must be set up and suitable IP addresses assigned.
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Description automatically generated]
A network connection was set up through adapter 1 using internal networks, this was named PublicNet. 
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Description automatically generated]

On the network connection section the ethernet connection name was changed to PublicNet.

[image: A picture containing text, screenshot, monitor, computer

Description automatically generated]
On the properties of the LAN connection the correct protocol is chosen which is internet protocol version 4 (TCP/IPV4).
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Description automatically generated]
The appropriate IP address is set up.
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Description automatically generated]
On the settings in the network section the connection for adapter 2 will also need to be set up, it first must be enabled and then named appropriately as PrivateNet1.
[image: A screenshot of a computer

Description automatically generated]
Then within the actual machine in the control panel settings it must again be appropriately named PrivateNet1.
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Description automatically generated]
The needed IP address is then set within this connection to establish the needed connection. 
Client 1
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Description automatically generated]
Like it was done for the server the ethernet connection for the client was also appropriately named PrivateNet1. 
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Description automatically generated]
The appropriate IP address is then put in.
Server 2
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Description automatically generated]
The appropriate name is then changed for server 2 for the first adapter.
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Description automatically generated]
The connection also needed to be renamed within the actual virtual machine.
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Description automatically generated]
The appropriate IP address is configured onto this network connection.
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Description automatically generated] 
Since two adapter connections are needed for the server 2, it must first be enabled and named suitably.
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Description automatically generated]
The connection also had to be renamed within the virtual machine.
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Description automatically generated]

The appropriate IP address was configured and set.
Client 2
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Description automatically generated]
The needed network connection is set up and named within the settings of client 2.
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Description automatically generated]
The network is then also renamed within the virtual machine.
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Description automatically generated]
The IP address is configured as needed.



Firewalls 
Since firewalls can interfere with ICMP pinging commands it is important that this feature is disabled on all machines so that connectivity is able to be successfully tested.
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Description automatically generated]

Pinging from server 1 to client 1
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Pinging was successful from these machines.


Pinging from server 2 to client 2
[image: A screenshot of a computer

Description automatically generated]
Pinging was successful from these machines. 


















[bookmark: _Toc100060581]Task 2 – Deploying a network directory service and creating and understanding active directory network objects 
[bookmark: _Toc100060582]Pre-requisite

[image: A screenshot of a computer

Description automatically generated]
Since it clearly states that the DHCP is not enabled then it means that the IP is static. 
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Description automatically generated]
The firewall is turned off on the server 1. 


Renaming the computer that will be used as the domain controller

[image: A screenshot of a computer

Description automatically generated]

Since the server 1 VM will act as the domain controller it would need to be appropriately renamed as DC1-NWT. When this has been done the machine had to restart. 















[bookmark: _Toc100060583]Deploying active directory as a role or feature based installation

[image: Graphical user interface, application

Description automatically generated]
The dashboard on the server manager on server 1 is opened.

[image: A screenshot of a computer

Description automatically generated]
It is important that that the administrator account has a strong password because it will be the machine which will have full control within the network so it should be prioritised when it comes to security. 

[image: A screenshot of a computer

Description automatically generated]
The installation type needed to be stated as role-based or feature based installation. 
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Description automatically generated]
The active directory domain service role was chosen and added featured were selected. 
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Description automatically generated]
A recap of the features that were selected is shown. 
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Description automatically generated]
ADDS is installed with the specified configurations.



[image: A screenshot of a computer

Description automatically generated]
For this machine to act as the domain it must be configured to be the domain controller. A new forest is added with the designated root domain name.
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Description automatically generated]
The correct functional levels and domain controller capabilities are set and stated. The DSRM is set to P@s5w0r9.
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Description automatically generated]
All configurations were then completed as needed and the ADDS configurations were finalised and installed. This machine will now act as the domain controller. 

















[bookmark: _Toc100060584]Creating user account objects using Active Directory Users and Computers snap-in console.
[image: Graphical user interface, text, application

Description automatically generated]
Within the active directory the previously created server has been listed as the domain controller.
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Description automatically generated]
Within the active directory a new user is created in case anything happens to the other account.
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Description automatically generated]
An appropriate password was set up, No5sP@ssw0rd.
[image: A screenshot of a computer

Description automatically generated]
This account is then added onto the domain admins group.


[bookmark: _Toc100060585]Object attributes of interest.
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Description automatically generated]
A new user is created.
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Description automatically generated]
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Description automatically generated]
The new user previously created is shown under the domain user domain.
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Description automatically generated]
Correct log on time slot is set
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Description automatically generated]
As an added security level, the accounts is set so that they are not able to change the password.

[bookmark: _Toc100060586]Adjoining the domain and testing user logins.
[image: Graphical user interface

Description automatically generated]
A new computer is added onto the computer section.
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Description automatically generated]

On the client machine the name had to be changed accordingly.
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Description automatically generated]
The IP address for the DNS is set up.
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Description automatically generated]
The domain was set.
[image: Graphical user interface

Description automatically generated]
The client machine was added successfully onto nosstask and the machine has restart.
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[bookmark: _Toc100060588]Type 1 and type 2 hypervisors 

Hypervisors work to provide a way for users to work on virtual machines without the need to attach the hardware, this means that host machines can work with multiple machines at a time. They create a way of communication between the virtual machines and the one that is being used as the host. There are two types of hypervisors, type one, and type two. Hypervisor type 1 is known as the bare-metal hypervisor due to it needing the use of the host’s hardware to control and manage guest machines. Hypervisor type 2 is the host OS hypervisor, this means that it uses the host’s OS to control different VM without using physical hardware. This type acts more like a computer program which will run on the host’s OS and will allow for management of the simulation of the VM’s through it. 

A hypervisor is a special form of system software that runs virtual machines with the goal of minimizing execution overheads. When multiple virtual machines co-exist simultaneously on the same computer system, the hypervisor multiplexes (i.e., allocates and schedules) the physical resources appropriately among the virtual machines.[1]

The biggest difference between the two is that type 1 will focus on using the hardware resources of the host machine in order to emulate an environment to manage and control a number virtual machines whereas Type 2 will be using the operating system of the host in order to be able to also do this rather than use the hardware.

With hypervisor type 1 there are some benefits and drawbacks, since it will be depending solely on the hardware of the host it would mean more chance for better scalability than type 2. A big effector to this scenario would be the hardware, if the hardware is not up to standard then this would not be possible for it to run smoothly. It also works at a higher speed than if you were to use type 2 since it has no dependency on the OS . 

With the type 2 hypervisor things run bit differently, this type is very dependent on the host’s OS which would highly affect the speed and performance of the VM’s. Although this is a big negative there are some benefits to this type, unlike type 1 this type will be easier to set up since the operating system is already set up. 

For hypervisor type 1 there would be certain examples that could be used such as “AntsleOs, Xen, XCP-ng, Microsoft Hyper V, VMware ESX/ESXi, Oracle VM Server for x86”[2] And for hypervisor type 2, “ VMware Workstation, VMware Player, VirtualBox, Parallel Desktop for Mac”[2].


[bookmark: _Toc100060589]Cloud computing 

Cloud computing on enterprise networks 

Cloud computing is often the chosen scenario for most businesses due to the lower costs and the higher maintenance that goes into it.  Rather than set up a network from scratch and buy all the needed hardware it is simpler to get a third party to take care of all of that, that’s where cloud computing comes in. Cloud can offer a cloud-based network where certain applications and services are made available, and maintenance is kept regularly. All devices within will be able to successfully communicate with one another. 

Cloud network is referred to a computer network that exists within or is part of a cloud computing infrastructure.
It is a computer network that provides network interconnectivity between cloud based or cloud enabled application, services and solutions. Cloud network can be cloud based network or cloud enabled network.[3]

There are many benefits to cloud computing, as previously stated it is often the preferred solution to businesses who don’t have the resources to host their own complete network, so they employ a third party in order to do so. 

Cloud computing guarantees to offer access to gigantic measures of information and computational power, empowering creators to take care of issues in a better approach to accomplish a dependable IT foundation.[4]

A big drawback of using this method is of course the loss of control, as a business you’ll be putting all the responsibility of maintenance and security onto to this third party, this could cause discomfort since if anything were to happen there’s not much that the business could do. This also means that there is limited flexibility since cloud will be the one to dictate certain rules.

Some example vendors would include amazon web services, Microsoft azure, google cloud platform, IBM cloud, Oracle, VMware etc.






[bookmark: _Toc100060590]DNS- Domain name system

DNS, also known as the domain name system, is a tool which is designed to turn domain names into IP addresses, these addresses are needed for users to load up web pages without the need to input the full IP address. 

Within an active directory a DNS is essential for allowing devices within to access the same services that are available within the designated domain controllers. When using the active directory, the functioning domain name used is your internal DNS namespace but when using the internet, it refers to your external DNS namespace.



[bookmark: _Toc100060591]Role or feature based installation-different roles

Within the active directory there are different roles in which you can assign onto the machine, for example you could choose to tick the telnet client radio button which would then allow you to set up a TCP based client-server protocol.

Telnet is a client-server protocol based on character-oriented data exchange over TCP connections. Telnet enables remote control of computers via text-based inputs and outputs. For this reason, a client-server connection is established as a default via the TCP protocol and port 23, where the remote-controlled device acts as a server and waits for commands.[5]

Another role which could also be chosen is the storage replica, this role will allow a machine to act as mirror for data storage to combat any failures that could occur.

Storage Replica is Windows Server technology that enables replication of volumes between servers or clusters for disaster recovery. It also enables you to create stretch failover clusters that span two sites, with all nodes staying in sync.[6]







[bookmark: _Toc100060592]Terminologies

Ping
When you need to ensure that machines are connected within the network the ping command is very useful, if you use a windows computer, you can do this through the command prompt whereas if you are operating within a mac or Linux machine you would use the terminal. The actual process of pinging is the same for most machines, after opening the needed window you will input ping then the address where you wish to establish the connection.

Server management
When working within a network it is a good idea to have a central place for managing the network and the server that is hosting this, a server manager console is put onto a domain controller server where administrators can manage and maintain different devices without having to physically be there to do it.

Firewall

A firewall is basically a security wall within a network that monitors incoming and outgoing traffic within, it studies different packet and decides whether to block it or allow it following a defined set of security rules. There are two main types, you have hardware firewalls and software firewalls. 

Hardware firewall
A hardware firewall is a system that works independently from the computer it is protecting as it filters information coming from the internet into the system. If you have a broadband internet router, it likely has its own firewall.[7]

Software firewall
A software firewall is a program used by a computer to inspect data that goes in and out of the device. It can be customized by the user to meet their needs. Like hardware firewalls, software firewalls filter data by checking to see if it—or its behavior—fits the profile of malicious code.[7]







[bookmark: _Toc100060593]Reflection

For the first task a small virtual LAN was able to be established, this was using type 2 hypervisor management software. Using oracle box 4 different machines were created, 2 clients and 2 servers, the appropriate operating system was loaded onto these systems and all the needed set ups were complete. The servers would be connected to two networks, server 1 would be connected to public net and privatenet1, server 2 would also be connected to publicnet but also to privatenet2. All the IP addresses were assigned to the machines as per the worksheet.

For the second task things got a bit more complicated, a domain group had to be created and server 1 had to be established as the domain controller with the needed critical roles assigned to it, the group created was named nosstask.msft. Certain limitations were set for users that were not in the administrative users group. Each machine had to be appropriately names and put into the directed group within the server manager within server 1. The last task was mostly research based where work was conducted In order to gather a deeper understanding of types of different types of terminology and settings that were used throughout the worksheet.
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